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Abstract

In the area of privacy-preserving data mining, a differentially private mechanism intuitively encourages
people to share their data because they are at little risk of revealing their own information. However,
we argue that this interpretation is incomplete because external incentives are necessary for people to
participate in databases, and so data release mechanisms should not only be differentially private but also
compatible with incentives, otherwise the data collected may be false. We apply the notion of truthfulness
from game theory to this problem. In certain settings, it turns out that existing differentially private
mechanisms do not encourage participants to report their information truthfully.

On the positive side, we exhibit a transformation that takes truthful mechanisms and transforms
them into differentially private mechanisms that remain truthful. Our transformation applies to games
where the type space is small and the goal is to optimize an insensitive quantity such as social welfare.
Our transformation incurs only a small additive loss in optimality, and it is computationally efficient.
Combined with the VCG mechanism, our transformation implies that there exists a differentially private,
truthful, and approximately efficient mechanism for any social welfare game with small type space.

We also study a model where an explicit numerical cost is assigned to the information leaked by a
mechanism. We show that in this case, even differential privacy may not be strong enough of a notion to
motivate people to participate truthfully. We show that mechanisms that release a perturbed histogram
of the database may reveal too much information. We also show that, in general, any mechanism that
outputs a synopsis that resembles the original database (such as the mechanism of Blum et al. (STOC
’08)) may reveal too much information.

1 Introduction

As our world becomes ever more digitized and connected, concerns about the privacy of our personal in-
formation have become increasingly pressing. With various organizations collecting, accessing, and storing
individuals’ data, our desire to fully take advantage of the data has come into stark tension with the equally
important desire to keep information about various aspects of our lives private, including for example our
medical histories and our demographic information.

Understanding and resolving this tension has been a long-standing goal in the statistics and data analysis
literature [5, 16]. More recently, the theoretical computer science community has provided definitions and
a rigorous treatment of this question |7, 8, 11, 3, 12|, culminating in the definition and study of differential
privacy [11, 8]. See [9] for a more complete overview of the area and further references.

Differential privacy guarantees the following: a (randomized) data release mechanism is e-differentially
private if, for any input database, any participant ¢ in the database, and any possible output of the release
mechanism s, the presence or absence of participant ¢ causes at most a multiplicative e change in the
probability of the mechanism outputting s. The question is whether one can achieve privacy while at the
same time preserving some notion of utility, since one could always build a trivially private (but not very
useful) mechanism that outputs a constant value without looking at the input data. The advantage of
working with the rigorous definition provided by differential privacy is that one can now show that certain
tasks can be done with formal guarantees of utility and privacy [2, 3, 24, 27, 15, 29].



For a problem where one can achieve both meaningful utility and differential privacy, the differential
privacy guarantee is interpreted as follows: since the output distribution of the mechanism is barely affected
by the presence or absence of participant ¢ in the above very precise and very strong sense, therefore the
release mechanism leaks very little private information about participant 7, and participant ¢ should feel
comfortable entering his data in the database.

Differential privacy and incentives In this paper we investigate this interpretation. The first question
we pose is why do individuals want to participate in a database at all? If individuals are indeed concerned
about the privacy of their information, then they must receive some incentive to participate in order to
counteract the preference for guarding their information private.

It seems hard to imagine individuals submitting private data to an organization that gives them no in-
centive whatsoever (interpreting “incentive” broadly). For example, individuals do not willingly submit their
information to marketing companies selling something they have no interest in (unless they are incentivized
by money or the chance of winning a prize). On the other hand, when something can be gained, such as
the pleasure or connection to friends offered by Facebook or by using email hosted on Google, individuals
do readily reveal private information. Approaching incentives from the point of view of game theory, we
therefore posit that for any database where the information being collected is sensitive, there must be an
associated game whose outcome incentivizes the individuals to participate in the database.

We will study the most general setting of incentives in the following two senses: (1) the incentives of the
individual may be incompatible with each other and with the incentives of the database curator, and (2) the
individuals may be able to lie about their data if it is to their advantage. See Section 2.4.1 for a discussion
of work that uses different assumptions.

2  Our results

The main contribution of this paper is conceptual: we advocate combining the study of differential privacy
and game-theoretic incentives into the following natural and coherent model. We also prove some general
positive results in this model showing that one can achieve differential privacy in an incentive-compatible
way, and we give negative results showing that additional care must be taken when assigning explicit costs
to privacy.

2.1 Our model

The differential privacy setting There is a database curator who solicits information from individuals
and puts them into a database. Each row of the database contains the information of one individual. The
curator then applies some release mechanism to the database in order to produce an output, which is then
published. We assume that there is some quality metric that determines how good the output of the release
mechanism is. The database curator wants to use a mechanism that produces high quality outputs, but the
individuals wish for the output to be differentially private, and these two may be in tension.!

The mechanism design setting We next give an informal introduction to the game-theoretic setting
of mechanism design, and we then relate it to the problem of differential privacy (more precise definitions
appear in Section 3). In order to make things slightly more concrete, for each notion that we introduce, we
state what it would be in the case of an auction for a single item.

In mechanism design, there are n players, each of whom has some private information called his type (e.g.
in a single-item auction, each player’s type would be how much he values the item), and there is a space of
possible outcomes (e.g. a choice of winner and a price). Each of the n players has a individual utility function
that determines the amount of utility a player gets from each possible outcome (e.g. the difference between
the price and his valuation if the player wins the auction, or 0 if he loses). The goal of each individual in
participating in the game is to optimize his individual utility. There is also a “global utility” function that

1As is typical in the differential privacy literature, we treat the database curator as a trusted third party, who is allowed to
see the individuals’ private information.



determines the overall quality of the outcome (e.g. the social welfare, which is just the sum of the individual
utilities of all the players).

A mechanism is a (possibly randomized) function mapping each possible setting of the players’ types
to an outcome. The main problem studied in mechanism design is to build mechanisms that satisfy the
following two properties:

Efficiency For any choice of the players’ types, the expected global utility of the output of the mechanism
should be close to the optimal global utility.?

Truthfulness For any choice of the players’ types, no single player, say player ¢, can report a false type so
that (if all other players remain honest) the mechanism gives an outcome with greater expected utility
to player ¢ than if player ¢ had reported honestly.

Since individual utilities may not be aligned with the global utility, it turns out that implementing even very
simple functionalities satisfying the two criteria above simultaneously is non-trivial. For example, the study
of the single-item auction led to the Vickrey 2nd-price auction mechanism.

The combined model We can now see how the differential privacy setting can be comfortably re-stated
using game-theoretic terminology. An individual is a player, and each individual’s private information is
his type. The database is just the concatenation of all players’ types. The database release mechanism is
just a mechanism in the game-theoretic sense. The quality metric is the global utility of the game, and
therefore “accurate” release mechanisms correspond to “efficient” game-theoretic mechanisms. In addition to
the above, the individual utility functions now may also affect players’ behaviors.

Truthfulness is essential not only because it is a standard game-theory notion, but also because privacy
does not make sense without truthfulness. If the data being collected were misreported, it would be of little
use to the database curator. Moreover, protecting the privacy of false data seems superfluous.

Also, recall that in differential privacy, the concern is that if there is too little privacy then individuals
may choose not to participate in a database. In the game theoretic setting, truthfulness and participation
are closely related: one can always extend a game to have a “_1” type that represents non-participation, and
have a player deviate to the “_L” type to represent non-participation. Conversely, a player who reports a type
that is independent of his true type is in some sense choosing not to participate. In the rest of this paper,
we will focus on truthfulness, with the understanding that non-participation is a specific kind of deviation
from truthfulness.

Roadmap We will see that mechanisms that seem satisfactory when privacy is studied in isolation are not
necessarily satisfactory when truthfulness is also explicitly considered.

We will look at the relationship between differential privacy and truthfulness in two frameworks. The
first is to construct mechanisms that are truthful, efficient, and whose output satisfies differential privacy.
In this model, privacy is not given an explicit numerical value, but is simply an additional property of
the mechanism. We call such mechanisms PTE, and we show the first PTE mechanisms by exhibiting a
transformation from truthful and efficient mechanisms into PTE mechanisms for games where the type space
is small and where the global utility is insensitive to any particular player’s type and depends only on the
number of players who have each type.

The second framework is where the value of privacy is explicitly quantified. We will assign a non-zero cost
to the amount of information leaked by a mechanism, and we ask when does the cost of revealing information
overwhelm the utility a player gets from the game. We will show that when privacy has a non-zero cost,
even differentially private mechanisms may not motivate individuals to reveal their true information.

While the first framework may seem overly simple by not quantifying privacy loss, the techniques devel-
oped there have subsequently been shown to apply to the second framework as well (see Section 2.4.2).

2.2 Private, truthful, and efficient (PTE) mechanisms

The Exponential Mechanism is not necessarily truthful Our first result revisits the question of
whether or not the Exponential Mechanism is truthful. Nissim et al. [31] already exhibited a counter-

2Throughout this paper, efficiency refers to the game-theoretic notion. Computational efficiency will be explicitly stated as
such.



example showing that the Exponential Mechanism is not truthful. However, the counter-example they give
is somewhat artificial because it is easy to see that no efficient and truthful mechanism exists for their game
(even without considering privacy). We believe the following Theorem 2.1 highlights the drawback of the
Exponential Mechanism in sharper relief than the counter-example of [31], because the LINE-1-FAC game
we consider does have a truthful and efficient mechanism. In fact, we will see that there even exists a PTE
mechanism for LINE-1-FAC.

We consider the well-studied 1-facility location on a line game, denoted LINE-1-FAC, which is a special
case of the k-facility problem [31, 26, 1] and also of the single-peaked preference games [28, 33]. In the
LINE-1-FAC game, each player has a point on the interval [0, 1] and the mechanism is supposed to output
s € [0,1]. Each individual wants to minimize their distance to s, while the mechanism wants to minimize the
sum of all the individuals’ distances to s. This game does have a truthful and efficient mechanism without
money, namely outputting the left-most median player’s point [28]. We prove:

Theorem 2.1. For LINE-1-FAC, the Exponential Mechanism with any privacy € > 0 is not truthful.

Transforming a truthful and efficient mechanism into a private, truthful, and efficient mecha-
nism Our main positive technical result is a transformation for a large class of games that converts truthful
and efficient mechanisms into PTE mechanisms.

More precisely, we work with the relaxed notion of (g, n)-differential privacy [10], which, in addition to the
e multiplicative difference, also allows an additive error 7, usually taken to be negligible, in the difference
between the output distributions of two databases. Our transformation takes any truthful and efficient
mechanism and transforms it into a (g, n)-differentially private, truthful, and d-efficient mechanism, where §
is an additive approximation error that depends on €,7. Formal definitions are deferred to Section 3.

These are the first PTE mechanisms exhibited for non-trivial games. Furthermore, our transformation
preserves other properties such as computational efficiency and moneylessness, and it applies to all games
with small type space. Therefore, applying our transformation to the VCG mechanism gives a PTE mecha-
nism for all social welfare games with small type space.

As throughout this paper, we will assume in the following that the utility functions of each user is bounded
in [—1, 1], and that the global utility function is bounded between [—n,n]. In particular, this means that it
is interesting to obtain mechanisms that are d-efficiency for § = o(n).

The transformation The idea of the transformation is based on the ideas for privately releasing histogram
data [11]. Suppose the type space of the game is a finite set of size ¢. For player inputs ¢t = (1, ..., t,) where
t; is the type of the i’th player, we will let A denote the histogram with ¢ entries, one for each possible type,
and where h; = |{i | t; = j}|, the number of players who have type j.

Suppose each individual player’s utility function is v(¢, s) where t is the player’s type and s is an outcome
of the game; suppose that v lies in the interval [—1,1]. Suppose that the global utility function w(t,s) is
anonymous (i.e. it depends only on the histogram h and not on player identities), and is insensitive: namely
if h,h" are close in ¢; distance then for all outcomes s it holds that |w(h, s) —w(k', s)| is small. For example,
the social welfare function, which is just the sum of the individual players’ utilities, is an example of such
a global utility function. Without loss of generality, we can assume that all mechanisms for games with
such global utility functions need only depend on the histogram of player types, rather than looking at the
individual players’ types. (We show this in Appendix A.)

At a high level, our transformation from truthful and efficient to PTE works by constructing the histogram
of inputs, adding independent noise distributed according to the two-sided geometric distribution to each of
the entries of the histogram, and then running the original truthful and efficient mechanism on the perturbed
histogram. Care must be taken that the noise does not create negative entries into the histogram; simply
truncating negative entries to 0 does not give truthful mechanisms. We show a way to achieve this in
Section 4. Our procedure gives the following theorem.

Theorem 2.2 (Informal). Let e,n > 0. Let G be a game with a type space of size q and where the global
utility function depends only on the histogram and is insensitive to indiwvidual players’ types. Let M be a
truthful and 0-approximately efficient mechanism. Then there exists a truthful mechanism M’ for the game
G that is (e,n)-differentially private and is &' -approzimately efficient for §' = §. Furthermore, if M is
computationally efficient then so is M', and if M is moneyless then so is M'.



We note that our transformation is applicable to many settings where small type space is natural: for
example, in some auction settings, the bids are discretized so there are only a few possible values of bids; in
surveys or questionnaires, the questions are often multiple-choice and therefore take on only a few values.
In the following we choose to highlight two particularly interesting applications of our transformation.

Application to LINE-1-FAC We will show that using a simple rounding procedure and then applying
Theorem 2.2 to a mechansim for the discretized version of the LINE-1-FAC game, we can give a PTE mech-
anism for LINE-1-FAC.

Corollary 2.3. For all e,n > 0, there is a (e,n)-differentially private, truthful, and O(n'/?log(n/n)/e)
approximately efficient mechanism for LINE-1-FAC.

Applying our transformation to this game highlights two features: first, although the Exponential Mecha-
nism is not truthful when applied to this game, our transformation shows there does exist a private, truthful,
and efficient mechanism for this game. Second, although our main transformation applies to games with
small finite type space, our mechanism for LINE-1-FAC shows that in certain cases one can suitably discretize
large or infinite type spaces and then apply our transformation.

PTE mechanism for all social welfare games with small type space In fact, because the VCG
mechanism gives a general truthful and perfectly efficient mechanism (using money) for all social welfare
games, i.e. games optimizing the sum of the individuals’ utilities, our main theorem implies the following:

Corollary 2.4. Fize,n > 0. For any game G with n players and where the type space has size q, and where
the goal is to optimize social welfare, there is a truthful mechanism for G that is (e,n)-differentially private
and is O(qlog(q/n)/e)-approximately efficient.

2.3 The value of privacy

Prior work (including the results outlined in the previous section) studied privacy and utility as orthogonal
features. For example, in the above we showed that one could achieve a truthful (with respect to utility
functions that do not consider privacy) and efficient mechanism that simultaneously satisfied differential
privacy. However, if one really believes that participants value their privacy, then this should explicitly be
taken into account in their utility functions. Not only does this allow us to quantify how much participants
value their privacy, it also allows us to model tradeoffs between utility and privacy. That is, participants
may be willing to sacrifice some of the utility they reap from a game by reporting a false type and thereby
protecting their privacy. Vice versa, participants may be willing to sacrifice their privacy if by doing so they
gain a larger utility from the outcome of the game. We will show that it is possible even for PTE mechanisms
to leak too much information to achieve truthfulness in games where there exists a tradeoff between utility
and privacy.

2.3.1 Quantifying privacy

The first task is to define a measure of how much information a mechanism leaks. One natural condition
that the information cost should satisfy is that it should be 0 if a player reports a type that is independent of
his honest type, since this means that the output of the mechanism does not contain information about his
type, and so should not compromise his privacy. This criterion implies that information cost cannot solely
be a function of the player’s type and the outcome of the game, because the notion “independent of the
honest type” is inherently a statement about how the player behaves on all possible values of his type. As a
thought experiment, fix any type ¢, and consider the following two strategies: first is the truthful strategy,
and second the strategy that always outputs ¢ regardless of what the player’s actual type is. Then, in the
case that the player’s actual type is t, the two strategies give exactly the same output, but intuitively the
truthful strategy might reveal information about the player’s type while the constant ¢ strategy does not.

Therefore our measure of information cost cannot be expressed as a modification of a “traditional” utility
function that depends solely on the player’s type and outcome. Instead, we work with a measure that
depends on the player’s strategy over all possible types.



We let 1Cp(0,t,4) denote the information cost to player i of the strategy o, given that the (true) input
ist = (t1,...,t,) and that the mechanism is M. A strategy o is simply a function mapping types to
distributions over types, so that if player ¢ has true type ¢, then to use strategy o he will sample t' < o(t)
and declare t’ to the mechanism.

In general the information cost can be highly application-specific, and so we prefer to state our results
without fixing a specific information cost function. Rather, our results hold for any information cost function
that satisfies the following assumptions:

Players can hide their data: for any strategy o that is independent of its input (i.e. o(t) = o(¢') for all
t), then for all 4,¢ it holds that 1Cy/(o,t,4) = 0.
Cost reflects differential privacy: roughly, this condition requires that, if € is the minimal value such
that M is a e-differentially private mechanism, the information cost cannot be much lower than e.

We formalize the assumptions above in Section 5. We already justified the first assumption above. Intuitively,
the second assumption simply means that the amount of differential privacy (the £) is “dominated” by the
application-specific information cost. In contexts where the information cost did not satisfy the second
condition, presumably this means that we have application-specific knowledge about what privacy concerns
are relevant, and so it would be more sensible to study mechanisms that target directly the application-
specific information cost rather than trying to use differential privacy as a generic tool.

In Appendix C we give some candidate definitions of information cost.

Tradeoffs between the value of the game and the value of privacy Given an information cost
function, we would like to explicitly incorporate it into the utility of the player. Let us use the word “game
value” or simply “value” to denote the benefit that the player extracts from the outcome of the game without
taking into account privacy, and we will let overall utility be the game value minus the information cost, and
we will say that such a utility is privacy-sensitive.

2.3.2 Releasing histograms for LINE-1-FAC

Our first negative result draws on the LINE-1-FAC game once again. Corollary 2.3 says that a PTE mechanism
for LINE-1-FAC exists, let us denote it by M (see Algorithm 4.10 for the definition of the mechanism). In
order to understand the following result, we first give a rough description of M: M first rounds the positions
of the players to discrete points, then constructs a histogram of the players’ rounded locations, perturbs the
histogram, and finally outputs the median point of the perturbed histogram Suppose now that, instead of
outputting the median, the mechanism outputs “more than necessary” and also publishes the entire perturbed
histogram of the players’ locations as well. Call this mechanism M. We believe that M, represents a plausible
situation in the real world: an agency gathers data for a single explicit purpose, for example to decide where
to build a hospital so as best to serve local residents, but then publishes the entire perturbed histogram data
so that it may be of use to other agencies that may want to use it in a different way.

M is actually PTE: truthfulness and efficiency remain because the facility location output is the same as
M, while privacy also remains because the perturbation of the histogram was designed to render the entire
histogram differentially private. However, we show in Theorem 5.6 that if we set the parameters so that the
mechanism is (2¢, n)-differentially private, then the information cost is greater than . On the other hand,
we show in Theorem 5.3 that there exist situations where the amount of value that a player loses by ignoring
his true type and declaring a fixed type, say 0, is at most e~("). This implies the following:

Theorem 2.5 (Informal, see Corollary 5.8). The PTE mechanism for LINE-1-FAC given by M is untruthful
when one takes into account the information cost.

2.3.3 Releasing synopses.

We prove a more general theorem about the information cost of any mechanism that publishes information
that can be useful for many different count queries: if ) is the type space of the players and F': Q — {0, 1},
then we define the count query F(t) = L 3" | F(t;). For example, in the case of a census, F might be the
set of households with two children, and F(t) would be the fraction of all households that have two children.



We say that a mechanism M is a synopsis generator for a class of predicates C if, given an input database
t, it outputs a data structure M(t) from which we can deduce F(t) for many F € C. It was shown by Blum
et al. [3] that it is possible to construct differentially private and accurate synopsis generators. Subsequent
work has extended this to achieve better parameters [13, 21].

Here we show that good synopsis generators must leak information:

Theorem 2.6 (Informal, see Theorem 5.11). If M is a good synopsis generator for a rich class of predicates,
and |Cyy reflects differential privacy, then for almost all databases, the information cost of revealing a synopsis
generated from that database is Q(1) with respect to at least one player.

This shows that synopsis generators such as the one proposed by Blum et al. [3] must inherently reveal a
lot of information some player’s type, and furthermore, that they must leak information on “most” databases
(more precisely, we will show that for any database, there is a nearby one where some player has a high
information cost). Interestingly, the proof uses a construction of a combinatorial design to show that, for
every t, there exists an exponentially large family of ¢’ that differ little from ¢ such that one of them has a
player with large information cost.

This theorem leads to the following consequences: consider a mechanism M that publishes an output that
(a) incentives players’ participation by giving them some value and (b) includes a good synopsis. If the value
to each player diminishes by very little (say vanishingly small) when a player mis-reports his type, but the
information cost is constant (as is implied by Theorem 2.6), then the mechanism cannot be truthful. Namely,
individuals will prefer to lie because by declaring, say, a constant value, they will gain in information cost
more than enough to compensate for their loss in value. This may hold even if M is differentially private. As
a specific instantiation, we prove that if a mechanism M approximately solves the 1-facility location problem
over any metric space and simultaneously releases a synopsis, then M cannot be truthful. See Section 5.2
for formal statements.

2.4 Comparison with related work

Since the original version of this manuscript appeared in January 2011 [35], in the following discussion we
separate “previous work” and “subsequent work” according to that date.

2.4.1 Previous work.

There has already been a fruitful interaction between game theory and the study of differential privacy.
The first work combining the two is the “Exponential Mechanism” of McSherry and Talwar [27], which
achieves privacy, approximate truthfulness, and efficiency. Approximate truthfulness says that the amount
any player can gain by announcing a false type is small (but possibly positive). Approximate truthfulness is
in fact a consequence of differential privacy, which says that any one player’s type can only affect the output
distribution of the mechanism by a little. McSherry and Talwar [27] interpret approximate truthfulness to
mean that the player might as well announce his type honestly, since he has little incentive to deviate. They
also show that their mechanism achieves good efficiency (assuming the players behave truthfully).

Unfortunately, the approach suffers from the following two drawbacks, first observed by Nissim et al. [31].
First, in the Exponential Mechanism, all possible strategies of any individual player lead to approximately
the same output distribution of the mechanism. If one accepts the interpretation that players are indifferent
to small changes in their utility, then intuitively privacy may even motivate players to lie: players are
indifferent to the small amount of utility from the game outcome that is lost by lying, but they would prefer
to lie because that would reduce the amount of information leaked by the mechanism about their private
type. (We will formalize this concern in Section 5, see also the discussion in Section 2.3.) Thus, it seems
that approximate truthfulness cannot substitute for standard truthfulness when privacy is desired.

Second, Nissim et al. [31] showed that the Exponential Mechanism is not truthful for a game based on
digital goods auctions, and therefore the relaxation to approximate truthfulness is inherently necessary. (As
we mentioned, we show that Exponential Mechanism is not truthful also for the LINE-1-FAC game.)

Nissim et al. [31] go on to show that by combining the Exponential Mechanism with a “Gap Mechanism”
that incentivizes honesty, one can get a fully truthful mechanism. They apply this mechanism to give a
truthful and approximately efficient mechanism for the k-facility problem on a line, which is a more general



version of the 1-facility problem on a line that we will study in this paper. Unfortunately, their mechanism is
not differentially private, because the Gap Mechanism relies on constraining the post-actions of the players,
and this constraint reveals the types of the players in a very non-private way.

Ghosh and Roth [18] consider a question that is related but orthogonal to our work: they consider
verified databases where each player has private information that a database owner wants to gather. Their
mechanism allows each player ¢ to declare a pricing function ¢; : R — R such that ¢;(¢) represents the minimal
payment that player ¢ would require to submit his information to a database that is then published via an
e-differentially private sanitization mechanism. Their mechanism uses these pricing functions to compute a
value of € and payment values that are paid out to each player such that enough of them are incentivized
to participate to make the outcome of the sanitizer accurate. More follow-up works in this direction have
appeared recently [32, 17, 25]. The main difference with our model is that in this line of work, it is assumed
that the players’ private information will be accurately reported, and they may only lie about how much
they value their privacy. In contrast, our model focuses on deviations resulting from players reporting false
private information, but does not explicitly consider players’ lying about their valuation of their privacy.

Feigenbaum et al. [14] study how to keep information private even from the database owner, i.e. before
running sanitization. We do not study this problem here and treat the database owner as a trusted party.
We note however that, using standard cryptographic assumptions and protocols, one can replace a trusted
database owner by a secure multiparty computation among the individuals.

2.4.2 Subsequent work

Subsequent to the initial version of this manuscript, Chen et al. [4] showed that it is possible to build truthful
mechanisms even when the players’ utilities explicitly take into account the cost of information leaked, thus
answering affirmatively one of the open questions posed in the initial version of this manuscript. Their result
holds for a general class of information costs. Some of their mechanisms are inspired by the TE-to-PTE
transformation (Theorem 4.3) presented in this paper.

Huang and Kannan [23] resolve another problem posed in the original version of this manuscript: they
show that one can alter the VCG mechanism to give a PTE mechanism for any social welfare game. This
bypasses the restriction of our transformation to small type spaces. We note that their result is nevertheless
incomparable to ours in certain respects, because it inherently uses payments and so cannot be used to
construct moneyless mechanisms, and their mechanism is not necessarily computationally efficient (although
for certain specific games they acheive computational efficiency).

Nissim et al. [30] show that under certain assumptions about the distribution of information costs of a
population and assuming that the mechanism can restrict the reactions of individuals, one can build truthful
mechanisms that take into account the players’ information costs.

3 Preliminaries

We let [¢] = {1,...,q}. We identify sets S with the uniform distribution over the set. For a distribution X,
we write x < X to denote a random sample from that distribution. We let underlined variables x denote
vectors and z; the i’th coordinate in the vector. For z € R™, we let ||z|; = >, |z;| denote the ¢; norm
and ||z|lcc = max; |x;| the s norm.

Games A game with n players consists of the type space @, a space S of possible outcomes of the game,
a valuation function v : @ x S — [—1,1], and a global utility function w : @™ x S — R. The valuation
function v determines the private utilities of the players. When @ is finite, we let |Q| = ¢. For ¢ € [n], for
t1,. . tn, we let £% denote the vector with n — 1 entries given by t1,...,t;_1,ti+1,...,t,. Define h(t) € Z4
the histogram of the input, where h; = |{i | t; = j}|. We assume w.l.0.g. that the type space has a special
L type, and any player that declares this special type is ignored. (Namely, an input with n players, k of
whom have type L, is treated as an input to the game with n — k players with those k players removed.)
We define the following properties of games:

1. A game is anonymous if it has an anonymous global utility function: let w be its global utility function,
then there is a function w’ such that for all ¢, s, it holds that w(t, s) = w’(h(t), s). In such cases, we



abuse notation and write w(h, s) to mean w(t, s) where h = h(t).

2. An anonymous global utility function is insensitive if for all integers k, ||h — b'||; < k implies that for
all s, |w(h,s) —w(h',s)| < k.

3. The social welfare is w(t,s) = Y., v(t;,s). It is anonymous and insensitive.

Mechanisms A mechanism M is a (randomized) function that takes types t1, ..., ¢, for all of the players
and samples an outcome (s,p) < M(t1,...,t,) where s € S is the game outcome and p : @ — R is a
function determining payments. Namely, any player with type ¢t must pay p(t) to the mechanism (since we
only consider anonymous games, payments only depend on the type and not the identity of the player). Each
player tries to maximize v(t;,s) — p(t;) where (s,p) is the outcome of the game.

We say that M is moneyless if p = 0 for all inputs and random coins. We are concerned with asymptotic
analysis, so M must be be able to handle any number of players n.

A player strategy o is a function mapping the type space @ to distributions over Q). If a player uses
strategy o, this means given a true type ¢, the player samples from ¢’ < o(¢) and reports ¢’ to the mechanism.

1. We say a mechanism M is truthful if for every player i € [n], and for all ¢ and all strategies o, it holds
that B pyeary M[v(ti, 8) = p(ti)] > Bor ot (s pyemr— 0 [0(ti, 8) — p(t7)].2

2. We say a mechanism is §(n)-efficient if for all inputs ¢ on n players, it holds that Ep/[w(t, M (t))] >
maxges w(t, s) — d(n).

Observe that our definition of efficiency allows for an additive error. In contrast, most work in the
mechanism design literature on approximate mechanisms deal with multiplicative error. However, additive
error is more suitable when working with differential privacy.

Differential privacy A mechanism M is (g, n)-differentially private if for all i € [n], allt € Q™, all ¢’ € Q,
and all subsets U of the output space of M, it holds that Pr[M (t) € U] < e Pr[M(¢t~%,#') € U]+n. Typically
we think of € > 0 being a small constant and 7 as being o(1), preferably negligible.

Definition 3.1 (PTE mechanisms). A mechanism M for a game define by private valuation functions
v: @ — [—1,1] and global utility function w : @™ — R is (g,7n,0)-PTE if it is (e, n)-differentially private,
truthful (with respect to private valuations v), and d-efficient (with respect to global utility w).

Useful distributions We will frequently write « = e™¢. Let G. denote the geometric distribution over the
integers, with probability mass function f(z) = %am. Let H. r 4 be the following distribution: sample

¢+ G2 If [[{||sc > 7, output 0, otherwise output ¢.
It is straightforward to calculate that for ¢ < G.:
2a”

Pr{i¢l = 7] = —— (3.1)

Lemma 3.2. For alli,j € [q] and U C Z4, for ¢’ sampled from Hc ;g it holds that:

Prl¢’ € U] < e Prle; —e; + ¢ € U] + 242
where e; denotes the i’th standard basis vector.

For completeness we provide a proof in Section B.1.

Negative binomial distribution The negative binomial distribution N'B, . is defined using the proba-

bility mass function
-1
f(x) = ({L‘ ;—3 1 ) . (1 _ e*a‘)qe*é‘aj

30Observe that the value is calculated according to the true type t; on both sides, but the payment is calculated according
to the declared type (¢; in one case, t; in the other). This is because the payment is what the mechanism asks the player to
play, and this is a function of the declared type.



Fact 3.3 (e.g. [34]). We note the following:

1. The sum of q two-sided random geometric variables 23:1 Cj, where each (; is distributed according
to G, is distributed identically to Y — Y’ where both Y,Y' are independent and identically distributed
according to the NB, ..*

2. Suppose Y is distributed according to NBy .. Then Pr[Y > t] = Pr[Z < q] where Z is a binomial
random variable for an experiment with q + t trials and success probability (1 — e~¢) for each trial.

4 PTE Mechanisms

4.1 The Exponential Mechanism not truthful for LINE-1-FAC

Definition 4.1. The LINE-1-FAC game is defined as follows. The player types are t; € [0, 1]. The outcome
of the game is a point s € [0,1]. The utility function is v(t,s) = —|t — s| and the global utility is the social

welfare: w(t, s) =3 ;e v(ti ) = — Xiepmy [t — 8.

The moneyless mechanism that outputs the median (breaking ties say by picking the left median point)
of the {t1,...,t,} is truthful and achieves optimal social welfare for this game [28].
We now prove Theorem 2.1, the fact that the Exponential Mechanism is not truthful for LINE-1-FAC.

of Theorem 2.1. For n = 2, set t; = 0,t2 = 2/3. (This can easily be extended to an arbitrary even number
of players n by placing n/2 players at 0 and (n/2 — 1) players at 1, and one player at 2/3.)

Claim 4.2. For alle > 0, if player 2 declares 1 then his utility under the Exponential Mechanism is —5/18,
while if he declares 2/3 then his utility is strictly less than —5/18.

of Claim 4.2. The Exponential Mechanism Mg, generates an output s according to the density function
cw(t,s)

fls) = W One can compute that the expected utility of player 2 if he reports 1 is — j;)l [2/3—s|ds =

—5/18, since in this case there are exactly half the players at 0 and at 1 and so the social welfare function
(and hence the mechanism’s output) is uniform over [0, 1].

If player 2 is truthful, then the social welfare equals w(t, s) = —s —|2/3 —s|. The idea is that this welfare
decreases as s increases past 2/3, and so the Exponential Mechanism will give lower weight to the points in
[2/3,1]. This will hurt player 2 and he will get worse utility than if he declared that he was at 1.

We formalize this and analyze the Exponential Mechanism for a truthful player 2. The expected utility
of player 2 is:

_ fOl e—e(s+\2/3—s|)|2/3 — s|ds
fOl e—e(s+12/3-5)) s

de
v Ege e, 0,2/3)[v(2/3,5)] =

We claim that for all € > 0, it holds that V' < —5/18. This is equivalent to proving

[ emeotI2/3=5D) . (12/3 — 5| — 5/18)ds

0<-V-5/18= .
fO e—<(s+12/3=s|) s

Observe that the denominator is positive, so it suffices to prove that the numerator is positive for all € > 0.
Evaluating the integral we obtain that

! 1 9—5c—e2/3(c49)
—e(s+12/3=5)) . (19/3 — 5| — 5/18)ds — e 2¢/3 [ — 4.1
/Oe (12/3 — s| — 5/18)ds = e =+ S (4.1)

Since e2/3 > 0 so we can multiply the LHS of Equation 4.1 by 362¢%¢/% and simplify, and it suffices to
prove that
42 19 _5e— e 2/3(c4+9)> 0 (4.2)
= )

4This follows from the fact that a two-sided geometric random variable is identical to the difference between two one-sided
geometric random variables, and the sum of one-sided geometric random variables is a negative binomial.
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Input: types t1,...,t, € [¢]. Auxiliary input: e, 7 privacy parameters. Set 7 = O(log(q/n)/e).

1. Sample ¢ < Hc 74
2. Construct A’ = h + ¢+ 7 -1, where 1 is the all 1 vector.
3. Output M(R').

Algorithm 4.4. PTE mechanism based on a truthful and efficient mechanism M.

For large € > 0 the RHS of Equation 4.2 is dominated by the quadratic term. For instance it is easy to
check that for all € > 1, it holds that e=2¢/3 < 0.52 and so:

12 195 —e /(e +9) > % 49— 5c—0.52(c +9) (4.3)
>4 448¢ +4.32 (4.4)
>0 (4.5)

where the final inequality can be deduced by the fact that the quadratic polynomial in Equation 4.4 has no

real roots and is non-negative. Therefore we can restrict our attention to the case € < 1. Using the Taylor
2e 2e2 4¢3

: : —2¢/3 2¢* ;
expansion of the exponential, we know that e=2¢/3 < 1— S+ — 5 T 353 for e <1, therefore Equation 4.2
can be rewritten as:

% +9—b5e—e %3 +9)
2 2 3 4
> 4 b5 (1= + 5 -4 B+
=2 9 5942 4 6e— 2 22

2% 2t 280
9 81 243
372 2 2

>e’(5— 5 — 37)
>0

where in the last two lines we use the fact that ¢ < 1.

4.2 Transformation from TE to PTE

We now exhibit a generic transformation that converts a truthful and efficient mechanism M into a PTE
mechanism M’. We assume M satisfies the following: on input ¢, M computes its output depending only on
h = h(t) (and never looks at the entries of ¢ individually). (This is without loss of generality for anonymous
games, see Appendix A.)

Theorem 4.3. Let G be a game with type space of size q and whose global utility function is anonymous and
insensitive. Suppose G has a truthful and 0-efficient histogram mechanism M and that § is non-decreasing.’

Then for alle,n > 0, G also has a (2e,1,0")-PTE mechanism M’, where §'(n) = 6(n+O(qlog(q/n)/e)) +
O(qlog(q/n)/e). M’ is given by Algorithm 4.4. Note that if M is computationally efficient, so is M', and if
M is moneyless, so is M'.

of Theorem 4.3. Let M be the truthful and J-efficient mechanism. By Equation 3.1 and the union bound,
we can set 7 = O(log(g/n)/e) such that

—ET

2qe

_ 4.6
g (4.6)

P >T7 <
Pr gl > 7

5This is a technical condition to simplify the expression for ¢’; for any interesting ¢ we can artificially increase it as some
points to make it satisfy this property.
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In Algorithm 4.4 we construct a mechanism M’ (using 7 set as just mentioned) that is private, truthful, and
0’-approximately efficient. We prove that M’ is PTE:

Truthfulness Fix an input t. We claim that for every choice of {, the mechanism is truthful. We run
M on the histogram A’ = h + ¢ + 7 - 1. Because ( is sampled from H, .4, it holds for every t € @ that
R, > hy > 0. Suppose that, for this fixing of ¢, there is a deviation that benefits some player, i.e. there
exists ¢ and o such that ;

Espye s [0(tis 8) = p(ti)] < Eureo(t) (sp) M (B —er, +ep) [V(Eir 8) = D(1)]

where e, € Z9 is the t’th standard basis vector. Then this is also a deviation on the input A’ for the original
M, which contradicts the fact that M is truthful.

Efficiency Let ¢ be sampled from H. ., and observe that ||(|lc < 7. For any input ¢ define h = h(t) and
the modified histogram h' = h(t) + ¢ +7-1. Observe that |k — h'|1 < 2¢r. By the insensitivity of w, it holds
that for all possible outcomes of the game s’, it holds that |w(ﬁ’, sy —w(h, 5’)‘ < 2¢g7. Therefore it holds
that:

En[w(h, M(1))] > Enr[w(h', M(h'))] - 2q7 (4.7)
> msa}xw(ﬁ/, s') —2qT — §(n + 2q7) (4.8)
> w(h', s0) — 2q7 — 5(n + 2q7) (4.9)
> max w(h, s) —4gT — §(n + 2qT) (4.10)

In Equation 4.8 we use the efficiency of M, the fact that h’ corresponds to a game with at most n + 2¢7
players, and that d(n) € [0, 2n] is non-decreasing. In Equation 4.10 sy denotes the outcome that maximizes
w(h, s).

Applying Equation 4.10 to the expected utility of M’, one obtains the following:

Enr[w(t, M'(h))] = B¢, , ,u[w(t, M(R))]
> max w(t,s) —o(n + 2qr) — 4qt

Privacy Observe that Algorithm 4.4 is just perturbing the histogram according to the distribution H. ; 4.
Therefore, from Lemma 3.2, we know that for any adjacent h, h*, it holds that for all subsets U C Z9 that

Prih+ ¢ € U] < e Prlp” + ¢ € Ul + 22

2qe—s7'
1+e—¢

< 1, this shows the mechanism is (2¢, n)-differentially private.

Since by our choice of 7 we know that

Note that one popular alternative way of perturbing the histogram, by adding noise according to G. to
each bin of the histogram and then truncating negative bins to 0, does not seem to guarantee truthfulness.
The problem is that the truncation process is non-linear, and so it is unclear how to prove that a deviation
in the perturbed game implies a deviation in the original game.

4.3 LINE-1-FAC has a PTE mechanism

We show that although the Exponential Mechanism is not truthful for LINE-1-FAC (Definition 4.1), there
does exist a mechanism that is truthful, differentially private, and approximately efficient. This mechanism
is given in Algorithm 4.10. The idea is to reduce LINE-1-FAC to a game D-L1F (“discrete one-facility on a
line”) with a small type space, and then to give a private, truthful, and efficient mechanism for D-L1F using
Theorem 4.3.
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Input: histogram of player types h. Let n = Z‘j—:l hj.

1. Output the minimal s > 1 such that ijl h; > 3.

Algorithm 4.6. Truthful and efficient mechanism for D-L1F

4.3.1 The D-L1F game

Definition 4.5. The D-L1F, game is defined as follows. Assume that v > 0 is such that ¢ = 1/y+ 1 is an
integer. The player types are ¢; € [¢]. Output of mechanism is s € [¢]. Utility function is v(t,s) = —v|t — s].
Global utility is social welfare: w(t,s) = > ., v(t;, s).

Theorem 4.7. There is a truthful and perfectly efficient mechanism for D-LIF,.
The mechanism is given in Algorithm 4.6. We may apply Theorem 4.3, we obtain:
Corollary 4.8. For alle,n >0, D-L1F, has a (¢,n,6)-PTE mechanism for 6 = O(log(%)/(’ys)).

The proof of Theorem 4.7 is a special case of the proof that the median mechanism is truthful and efficient
for single-peaked preferences. For completeness, we give a proof in Section B.2.

4.3.2 Using D-L1F, to give a PTE mechanism for LINE-1-FAC

Theorem 4.9. For any~v,&,n > 0, the mechanism of Algorithm 4.10 is (2¢, n)-differentially private, truthful,
and 0-efficient for the LINE-1-FAC game, where § = ny + O(% log(%)).
As an example setting, pick v = n~'/2, which implies § = O(n'/?log(n/n)/e).

of Theorem 4.9. (2¢,n)-differential privacy follows immediately from Theorem 4.3. Efficiency is also straight-
forward, because the overall error is at most the discretization error, which is bounded by ~ for each player,
plus the error from M’, which is bounded by O(% log(%)).

Truthfulness. Truthfulness must be argued more carefully because the rounding process might cause
unexpected problems. By symmetry, it suffices to consider player 1.

Fix ¢;,t~ !, and ¢*. We will show that the player can gain no utility from declaring t* when his actual
type is t;. Fix any choice of random coins ¢ used by M’. Let h = h(t)+¢+7-1and h* = h(t=1,t") +(+7-1.
Let s = M(h') and s* = M (h"). From the proof of truthfulness of Algorithm 4.6, we observe that M has the
following property (which is stronger than truthfulness): either s = s* or |f; — s| < |f; — s*| — 1. (Namely,
it is impossible for s* # s and yet |[t; — s| = |t; — s*].)

In the case where s = s* then there is clearly no advantage to lying, so suppose |t; — s| < [f; — s*| — 1.
Observe that the rounding process guarantees that for all ¢ € [0,1], [t — | < /2. Therefore we may write

[ty — vs| < Alty — s| +7/2
<Aty — s*| = 1) +~/2
< |ty — s

This again implies that there is no advantage to declaring t*, and so since for every choice of ¢ the mechanism
is truthful, it follows that the overall mechanism is truthful. [ |

13



Input: player types ti,...,t, € [0,1]. Assume for simplicity that 1/ is an integer.

1. Discretize [0,1] into ¢ = 1/y + 1 intervals: [0,7/2),[v/2,(1 + 1/2)7),...,[(j — 1/2)v,(j +
1/2)7)5---5[((]_1/2)75 1]

2. Assign player i the proxy type ¢; = j such that ¢; falls into the j’th interval.

3. Let M denote the mechanism for D-L1F, given by Theorem 4.7. Let M’ be the correspond-
ing (2¢,n)-differentially private, truthful, and efficient mechanism, given by Corollary 4.8. Run
M'(t1,...,t,) to obtain s € [q].

4. Output ~s.

Algorithm 4.10. (2¢,n)-differentially private, truthful, and efficient mechanism for LINE-1-FAC.

4.4 Application to the VCG mechanism

Corollary 2.4, stating that all social welfare games with small type space have a PTE mechanism, follows
from applying Theorem 4.3 to the VCG mechanism (which is truthful and perfectly efficient for all social
welfare games).

Observe that the privacy holds with respect to the outcome of the game s and the payment function p that
maps types to payments. In particular, we assume that the payments of individual players are not revealed
publicly. Clearly, privacy would not hold if outside observers learned that, say, player i made payment p(t;).
This is unavoidable, but it seems reasonable that the actual payment of each player can be kept secret e.g.
by transmitting the payment using cryptographic techniques or some other secure channel. One can also
ensure that the player and curator do not try to underpay/overcharge by using proofs that the mechanism
was computed correctly and that amount paid is correct by using traditional cryptographic techniques (e.g.
NIZK proofs).

5 The value of privacy

We now explore a model that assigns non-negative costs to the information leaked by mechanisms about
the private types of the players. As argued in the introduction, we assume the information cost to player ¢
depends on the mechanism M, the strategy o used by player i, and the types of all players ¢t. In addition
we will allow the information cost with respect to a small approximation factor n > 0, which we motivate
below. Therefore, the information cost is a function of the form IC7 (o, t,7). We will sometimes write 1Cy;
to denote IC%I. Our formal assumptions about the information cost are:

Assumption 5.1. We make the following assumptions about the n-approximate information cost:

Players can hide their data: if o is independent of its input (i.e. o(t) = o(t') for all ¢,¢'), then for all
i,t it holds that IC},(o,t,7) = 0.
Cost reflects differential privacy: for the truthful (i.e. identity) strategy Id:

Pr[M(t—¢ Bl —
ICZ/[(Idvtai)ZQ(Ianmaxlog r[M(t~",t) € Bl — 7 )

O B Pr[M(t~%,t') € B](1—n) o)

where the maximum of B is taken over all subsets such that Pr[M(t=%,t) € B] > n.

The intuition behind these assumptions was discussed in Section 2.3.1. The formal definition of the
assumption that cost reflects differential privacy (Equation 5.1) intuitively says that the cost is at least how
much more likely the true type t is than any other type ¢’ after having observed the output of the mechanism.
This is precisely the kind of difference in probability captured by differential privacy. In fact, one natural
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definition of information cost in the case where we have no further application-specific criteria is precisely
the RHS of Equation 5.1 (see Appendix C).

We now mention the role of . When we study (e, n)-differentially private mechanisms, we will set n in
the assumption to roughly match the 7 in (g, n)-differential privacy. This is intuitively natural, since without
this 7 the mechanism’s output may have small fluctuations in probability that create large (but intuitively
unmeaningful) information costs. For e-differential privacy, we set n = 0.

To combine the information cost with the value derived by players from a game, we use the following

ui(0,t) = By o) sem@—i)[0(ti, 8)] — vilCar (o, t, ) (5.2)

Here, we have weighted the information cost with a factor v; that expresses how much the individual values
his privacy relative to the value of the game.

Remark 5.2. In Equation 5.2, v; models the weight of player ¢’s privacy, and for simplicity we assume that
the v; are fixed and known (Ghosh and Roth [18] study mechanisms where these valuations are private).
Intuitively 1/v; represents how many bits must be leaked for player i to lose a constant amount of utility.
v; = Q(1/log|Q]) is a realistic setting, and would mean a constant cost is incurred if a constant fraction of
bits is leaked. Signficantly smaller values of v; would model a situation in which the player assigns significant
cost only when his type is essentially completely revealed by the mechanism. In particular, we may safely
assume that the weights to satisfy v; = 27°(") since otherwise the amount of utility that the player places
on privacy is so small that explicitly modelling the value of privacy loses relevance.

5.1 Releasing histograms for LINE-1-FAC

Recall that Corollary 2.3 says that by applying our transformation (Theorem 4.3) to a discretized version of
the median mechanism for the LINE-1-FAC game, we can give a PTE mechanism for the LINE-1-FAC game.
An explicit description of this mechanism is given in Algorithm 4.10, let us call this mechanism M’.

Here we show that, on certain databases, no single player can heavily influence the outcome of M’.
(2e, n)-differential privacy implies that being untruthful can hurt the value of a player by at most 2 + . It
turns out that for this particular mechanism M’, there exist inputs for which the loss is much smaller.

Theorem 5.3. Fiz any € > 0 and any 1 > 0 such that n = 2~-°(Vn/logn) (i.e. n is not too small). Then for
n large enough, for all i, there exists t=* € [0,1]" "1 such that for all t;,t; € [0,1], it holds that:

—e\2
Eqenr () [V(tir 8)] — Bg -0 [0(ti, 5)] < e” 0770 (5.3)

Proof. To simplify our notation, suppose that the number of players is n + 1 rather than n. By our choice
of 7, Algorithm 4.10 divides [0,1] into ¢ = n'/? intervals.

We study the case ¢ = 1, as symmetry will imply that the same argument works for all choices of i. The
setting of player types ¢! is simply to put n players at location 0.

Recall that M’ functions by building a histogram of the players’ locations, generating noise ¢ < He 74
where 7 = O(log(q/n)/¢), adding ¢ + 7 - 1 to the histogram, and then running the deterministic mechanism
M of Algorithm 4.6. Notice that for our choice of t~!, there is no rounding necessary. Let us rewrite the
LHS of Equation 5.3 as:

Ec[o(ty, M(h(t) + ¢ +7-1)) —v(ts, M(A(t™", 1)) + + 7 1))] (5.4)

The main observation is that for most choices of ¢, M gives the same output regardless of what player 1
declares as its value. To state this more formally, define

R ' =ht)+¢+7-1 (5.5)
n=mn+1)+> ¢G+ar (5.6)
j=1

The value in Equation 5.4 is upper-bounded by the probability over ¢ that M (h(t)+(+7-1) # M (h(t™', )+
¢+ 7-1). Call this event B. B occurs only when there exists k € [q] such that Zle(ﬁ_l)j =[n'/2 —1].
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Claim 5.4. Pr[B] < e—(1-a)’n

Since we argued above that E¢[v(t1, M(h(t) + ¢ +7- 1)) — v(ty, M(h(t™",#)) + {+7-1))] < Pr¢[B], this
claim implies the theorem. [ |

of Claim 5.4. Observe that Pr¢e 4., [B] can be written as:

. _
Pr o < 7 A3k, Y, =[n/2—-1]| = Pr o < 7 A 3k, =[n'/2-1
= 7. [¢llee < ;(7 ) = [n'/ 1 o <]l ; [n'/ ]

(5.7)

< Pr |3k D (h7Y);=[n/2-1] (5.8)

k
Pr, > ) =[n/2-1] (5.9)

where Equation 5.7 holds because by definition the distribution of ¢ < Hc 4, is exactly the same as GZ
under the condition ||([[cc < 7.

Observe that, by the definition of A~ and n/, we may rewrite Equation 5.9 to obtain:

q k

gZPg S mE ) +¢G)=-b+ Z )i + &)+ (g —2k)T (5.10)

¢ k=1 j=1 j=k+1

where b = 1 if n’ is even and b = 0 if n’ is odd. Let us consider b = 0 (the other case follows by the same
argument). By construction there are n players at position 0, so it follows that hy = n and h; = 0 for all
j > 1. Therefore the RHS of Equation 5.10 equals

k
Pcr n—i—ZCj: Z ¢+ (¢ —2k)T
S =

j=k+1

Since G, is symmetric therefore (; is distributed identically as —(;, and combined with the above we may
deduce:

SZPg Z@fnf (q—2k)7 (5.11)

k=1 Jj=1

We will prove the following lemma.

Lemma 5.5. For all k € [q] and sufficiently large n, it holds that

Pr ZCJ—n—(q—QkJ)T < e 191-)*n

> =1

1.9(1—a)?n

Applying this lemma to Equation 5.11 we obtain Pr¢[B] < ge™ , which, for large n, is bounded

by e~(1—)’n, [ |

We now turn to proving Lemma 5.5 The key point is the characterization of the sum of ¢ two-sided
geometric random variables given in Fact 3.3: Z 1 ¢ is distributed identically to Y — Y’ where Y,Y" are
independent N'B, . variables.
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of Lemma 5.5. We will prove the following slightly stronger inequality:

a
Z >n—(q—2k)T| <e 100 a)*n

By Fact 3.3 it holds that Z?:l (; is distributed identically to Y — Y" as stated in Fact 3.3. Furthermore,
since both Y, Y’ are non-negative, Y — Y’ > n — (¢ — 2k)7 implies that Y > n — (¢ — 2k)7. Therefore it
suffices to bound Pr[Y > n — (¢ — 2k)7]. Furthermore, it suffices to consider just the case k = 0, which is
the worst possible.

To summarize, it suffices to bound the probability Pr[Y" > n—g¢7] where Y is a N'B, . variable. We apply
the second point of fact Fact 3.3, which says that this probability is equal to the probability Pr[Z < ¢g] where
Z is a binomial random variable with n — ¢7 4 ¢ trials and success probability 1 —e™® = 1 — a. We can
apply the Hoeffding bound for binomial variables and the fact that ¢ = v/n and 7 = o(y/n) (which follows
from our hypothesis that n = 2=°(V1)/ logn) o conclude that, for sufficiently large n:

Pr[Z < ] < e () (n=a7)—00)*/(n—g7+a) < (~1.9(1-a)*n (5.12)

Releasing the histogram leaks information Recall that M’ discretizes the input into ¢ intervals,
samples ¢ < Hc -4, computes the perturbed histogram A’ = h(t) + ¢ + 7 - 1, and outputs the median point
of 1.

We consider a slight modification of this mechanism: in addition to outputting the facility location, it
also outputs the perturbed histogram A’. Call this modified mechanism M and notice that M remains
PTE: privacy holds because the perturbed histogram is (2¢,n)-differentially private, while truthfulness and
efficiency remain (with respect just to the game value, before taking into account the information cost)
because the facility location output is the same as what M’ would have output. As mentioned in the
introduction, we believe this represents a common practice: the database curator gathers the data using
one particular incentive for the individuals, but in addition to the outcome of the game, he publishes some
auxiliary information about the individuals’ types that may be useful in the future for some other goal not
necessarily related to the incentives used for the original database.

Theorem 5.6. Ve,n > 0, suppose M is run with (2e,n)-differential privacy. Then there exists ' < n such
that for any ICZZ satisfying Assumption 5.1, for all inputs t € Q™ and all i € [n), |C7](;[(|d,£,i) = Q(e).

Proof. M outputs a histogram perturbed by ¢ < H. ;4. Given any database ¢, construct the histogram
h(t). The following Lemma 5.7 says that for the setting 1’ = Pr[||(|loc > 7] < n, for any player 4, there exists
t' # t; and B such that

Pr[M(t) € B] —

Pr[M(t%,t') € B)

e < log

Theorem 5.6 then follows since Assumption 5.1 states that the information cost is at least the RHS (up to
constant factors). [ |

Lemma 5.7. Fix any q a positive integer, h € 74, i € [q]. Let e) denote the k’th standard basis vector.
Suppose ¢ is sampled according to the distribution HE > Where T satisfies Pre_ga[[|Cllec > 7] = 1'. Then
forall j € [q], j # i, there exists B C Z9 such that:

| Prlh+e; +¢€ Bl -7 -
8 Pr(h+e; + ¢ € B] ©
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Proof. Let B ={h' | > h;}. Letting o = ¢~, we calculate that:

, = > .
. Pr [hte+(en] . Pr [0 (5.13)
=P w>T]+ Pr[r>¢ >0 5.14
; rl<lleo > 7] ¢ rlr=¢, >0 (5.14)

=1+ (}%‘;) iaj (5.15)
j=0
> + (}——g) Y ol (5.16)

Above, Equation 5.14 holds because by the definition of H. , , (see Section 3), gi > 0 can occur one of two
ways: either we sampled ¢’ < G2 and got ||('[|oc > 7 so we set ¢ = 0, or else we sampled ¢’ < G and got

g > 0 and we set ¢ = g. Similarly, we can deduce that:

Pr [h+e;j+(€B]=_Pr [<.21]<<%)Zo‘j

CHe,r,q CHe,rqg

Therefore, we may conclude that

Preew,, JJh+e+C€ Bl -7
Prees. . Jh+e;+ (€ B

_ Combining Theorem 5.3 and Theorem 5.6, we conclude that the following gives a deviation showing that
M is not truthful when one uses the tradeoff utility of Equation 5.2 (for reasonable settings of v;).

Corollary 5.8 (Formalization of Theorem 2.5). Fiz e > 0 and n = 2-°V7/187) and let M be the (2¢,7)-
differentially private mechanism described above. There exists ' < n such that the following holds for any
IC’J@ satisfying Assumption 5.1 up ton approximation: if there exists a playeri such that v; = w(e’(lfe_s)rz”).
Let og be the strategy that always outputs 0. Then, there exists i € [n],t=* € [0,1]""1 such that for all
t; €[0,1], t = (t ", t;) satisfies u;(1d,t) < u;(og,1t).

Proof. Fix i such that v; = w(e_(1_5)2”). Let t~% be the input guaranteed to exist by Theorem 5.3. Using
the definition of w; (Equation 5.2) and applying Theorem 5.3, we have that for all ¢; € [0, 1]:
u;(ld,t) <E ’ [v(t:, )] + e (=™ _ e
(1, ¢ (s,0' )1 (t=,0) [V (Li> i
<E sy enr—i 0y [Vt )] — vi - 1Cx (00, L,9)
= ui(o-[)ui)
where we used the fact that e=(1=¢ )™ — e < 0= IC,;(00,t,7) (using Assumption 5.1). [

This proves that, under the hypotheses of Corollary 5.8, not only is there % such that player i would
prefer not to tell the truth on some possible values of ¢; (which we may view as “weakly” untruthful), but
there is =% such that player ¢ would always prefer to lie about his input for all values of ¢; (which we may
view as “strongly” untruthful).

5.2 Releasing synopses

Synopsis generators give a summary of the database that is accurate with respect to a specific set of count
queries. Let C be a class of predicates on @), i.e. functions mapping @ — {0,1}. For F € C,t € Q", we
define F(t) = = >0 | F(t;).
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Definition 5.9. M is a (v, p)-synopsis generator on n-player inputs with respect to a class C if there is a
real-valued function P(s, F') such that, for all t € Q", Prs ) ) [maxpec |[F(L) — P(s, F)| < 7] > 1 —p.

Blum et al. [3] showed that, if n = O(M%L‘{Q‘) where d denotes the VC-dimension of C, then there exists
M that is a (v, p)-synopsis generator with respect to C and also e-differentially private (subsequent work
[13, 21] improved the parameters).

5.2.1 Synopsis generators reveal information

Intuitively, it makes sense that if the synopsis must be accurate for a very rich class of predicates, then it
must also be that the synopsis reveals a lot of information about the database. This is what we formalize
next, by using the VC-dimension as a quantification of the “richness” of the class of predicates.

Definition 5.10. The VC-dimension of a class of predicates C is the largest d such that there exist X =
{t1,...,t4} € Q and D = 2¢ functions F1, ..., Fp such that the F; classify X in all possible ways, i.e. for
all by,...,bq € {0,1}, there exists j € D such that F;(¢;) = b;. We say that X is the shattering set for C, or
that C shatters X.

Theorem 5.11. Fiz any v € (0,1),p € (0,1). Suppose M is a mechanism that is a (v, p)-synopsis generator
on n-player inputs with respect to C, which has VC dimension d. Suppose that 1Cy; satisfies Assumption 5.1.
Then for all t € Q™, there exists t' € Q™ and i € [n] such that t,t' differ in at most 4yn entries and such
that 1C(1d, ¢',4) > min(Q(L),Q(1)).

yn

The intuition is the following: define the ball of radius 7 induced by t in the outcome space, B, (t) =
{s € S||P(s) = Ct)||lo <~} We use a combinatorial design to construct a set of databases T C Q"
of size |T| > 2%) where d’ = min(d,yn), such that each ¢ € T differ from ¢ in at most 4yn coordinates,
and B, (t') N B,(t") = @ for all ¢/,t” € T. By the pigeon-hole principle, there exists t' € T', such that
Pr[M(t) € B,(t')] < 27, Since Pr[M(t') € B,(t')] > 1 — p because M is a (7, p)-synopsis generator, one
of the hybrid databases between t,¢ must exhibit a large jump in the probability of giving an outcome in
B, (t'), and this gives a large information cost.

This proof is related to the packing arguments found in [22, 20, 6]; however, it is incomparable, as it gives
quantitatively weaker bounds but it gives the additional property that, given any database, we can produce
a nearby database that leaks a large amount of information. This last property was not present in previous
lower bounds and is essential in the following applications.

of Theorem 5.11. By the definition of VC dimension, there exists a shattering set of size d. To simplify
notation, let us name the shattering set [d]. The definition of VC dimension implies that for every X C [d],
there exists Fix € C such that Fx(¢t) = 1ift € X and Fx(t) = 0if t € [d] \ X. Fx can behave arbitrarily
outside [d].

Let P(s) = (P(s,F))rec be the vector containing all estimates of counts. Let C(t) = (F(t))rec. Let
B,(t) ={s € S| ||P(s) — C(t)||oo <7} be the y-ball induced by ¢ in the output space of the mechanism.

Lemma 5.12. There exists an absolute constant K > 0 such that for any 1/5 >~ > 0, and for all t € Q"
there exists a set T'C Q™ satisfying:

1. |T| > 2%/K where d’ = min(d, 12yn).
2. For allt' € T, there are exactly 4yn coordinates i such that t}, # t;.
3. For allt',t" € T, it holds that B,(t') N B,(t") = @.

We first assume the lemma is true to prove the theorem. Let 7" be a set as guaranteed by Lemma 5.12.
By the first and third properties, there exists t” € T such that

Pr[M(t) € B,(t")] <2~ %/% (5.17)

Fix such a t”.
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Let Z denote the set of 4yn coordinates on which ¢ and ¢” differ. Now consider the hybrids §(0)7 o ,ﬂ‘””)
where (%) agrees with ¢’ on the first 7 coordinates in Z, and agrees with ¢ on the last 4yn — ¢ coordinates in
Z (and it agrees with both on the coordinates outsize Z). Clearly t(©) = ¢ and t®*™) = ¢".

Let wt(i) = —logPr[M (™)) € B, (t")]. We know that wt(0) > d’'/K by Equation 5.17, and we know
that wt(4yn) < log ﬁ < O(1) because M is a (v, p)-synopsis generator, t" = t(47%) and we assume that p
is constant. Therefore we have

4yn

4 —0(1) < wt(0) — wt(dyn) = Zwt(i —1) — wt(i)

By an averaging argument, there must exist ¢ such that

wt(i — 1) = wt(i) > £ (% — 0(1)) = (L) = min(R(L), (1))

Furthermore, by the definition of wt and Assumption 5.1 about the information cost ICy;, it therefore holds

that 1C/(Id, £, j;) > Q(wt(i — 1) — wt(i)), where j; on the LHS equals the i’th element of Z and is the only

coordinate that differs between t(), t(:=1) . Therefore, we deduce that 1Cys(Id, ("), 5;) > min(Q(%), Q(1)).
[

of Lemma 5.12. Let h(t) be the histogram of t. Let us assume that h; < hy < ... < hg (for notational
convenience and without loss of generality, since the names of the coordinates are immaterial and one could
just rearrange them to satisfy this property).

Let d” < d be the largest integer such that Z?;l hi < (1 —4v)n. Either d’ = d, or else d” < d and we
can deduce that:

d d”’+1 d
n > th = h; + Z h; (518)
=1 =1 i=d'" 42
(1 —4vy)n
> (U=t (@-a' - U (5.19)
= d'> (1 —4~)d (5.20)

Here we used the definition of d” and the fact that the h; are non-decreasing, meaning that h; for d > i >
d” + 1 must satisfy h; > (1 —4y)n/(d" + 1).

Set d’ = min(d”,12yn). We first construct U which is a combinatorial design over [d’]. Namely, |U| >
22d) and each pair X,Y € U have small intersection.

1. Initially U = @, so pick an arbitrary X C [d'] of size d'/3. Add X to U.

2. If there exists X C [d’] such that |[X NY| < d’'/6 for all Y € U, then add X to U, otherwise halt and
output U.

It is clear from the construction that, for all X, Y € U, it holds that | X NY| < d'/6. We show that U is
exponentially large:
[U| > e2/187d'/3 (5.21)

This is a consequence of the Hoeffding inequality. Suppose we have already added i elements to U. We show
that if i < e2/18°4'/3 then there exists another subset that can be added. We use the probabilistic method
by showing that the probability that a random subset X of [d'] with size d'/3 does not satisfy the desired
property is strictly smaller than 1.

Pr QY eU,|XNY|>d/6] < 8@ AP xnY|>d/6] <1

where we use the Hoeffding inequality (the version for sampling without replacement) in the final inequality
(i.e. sampling d'/3 elements without replacement from among [d'], where the elements in Y are marked 1
and the rest are marked 0).

Let K be the smallest constant so that |U| > 27/K We now construct T using U. Let X € U, then
define ty € Q™ as follows. Let Xi,..., X453 € [d'] be the elements of X, say sorted in increasing order.
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1. Initialize ¢ =1 and j = 1. (¢ will take value between 1,...,n and j between 1,...d'/3).
2. Initialize ty =t.
3. Do the following while j < d'/3:

a) Take the first 12yn/d’ individuals after and including the ¢’th individual in ¢ whose values lie in
X
@\ [d'], and change their values to X.

(b) Set i to be the individual after the last individual modified in the previous step, and increment j.

Observe two facts: first, we never “run out” of individuals to modify, since our choice of d' < d’ and
Equation 5.20 ensure that the number of players with value in @ \ [d'] is at least 4yn. Second, 12(17,” >1so
in each iteration we modify at least one player.

We prove that T = {ty | X € U} satisfies the properties of the lemma. First, it is clear that if X #Y
then ty # ty, and therefore |T'| > 2%/% . The second property holds because we modify 12yn/d’" individuals
in each iteration, and there are d’'/3 iterations.

To prove the third property, let ty,ty € T be two distinct elements of 7. Let Fx € C be a function
satisfying Fx(z) =1ifz € X and Fx(z) =0if x € [d'] \ X (and Fx can behave arbitrarily outside [d']).
Such Fx exists because X C [d'] C [d] and [d] is shattered by C. Let Z C [n] be the first 4yn coordinates of
t taking value in @ \ [d’]. Observe that t and ¢ are identical on all coordinates outside of Z. It holds that:

[Fx(tx) = Fx(ty)l =

Tll > (Fx((tx)i) - FX((tY)i))‘ (5.22)

i=1
1
=~ 1D Fx((tx)i) = Y Fx((ty)i) (5.23)
ez €7
=312 -2 1x Y] | (5.24)
> h(dyn — 1520 (5.25)
=2 (5.26)

Suppose now for the sake of contradiction that 3s € B, (tx )N B (ty ). This means that [|C(tx)—P(s)]s0 <
v and [|C(ty) — P(5)|lcc <. But by the triangle inequality, this would imply that:

2y < [Fx(tx) — Fx(ty)|
< [Fx(tx) = P(s)| +[P(s) = Fx(ty)|
< 2y

which is a contradiction, and therefore B, (tyx) N B, (ty) = 2. [

5.2.2 Non-reactive mechanisms

As in Section 5.1, we would like to use Theorem 5.11 to infer that if the database owner publishes a synopsis
rather than just the outcome of the game (in the hopes that the synopsis may be useful for other purposes),
then individuals may prefer to lie because their gain in information cost outweighs their loss in value derived
from the outcome. Intuitively this happens if by deviating, a player cannot lose too much value. We now
formalize this.

Definition 5.13. M is (8, v)-non-reactive if there exists t € Q™ such that for all ¢’ that differ from ¢ in at
most yn coordinates, for every i € [n] and t” € Q, it holds that E[v(t;, M (t'))] < E[v(t;, M((t')~%,t"))] + B

The following is an easy corollary of Theorem 5.11.

Corollary 5.14. Fiz any v € (0,%),p € (0,1). If M is a (v, p)-synopsis generator for C of VC-dimension
d. Let v =min; v; and suppose that M is also (0(‘%), 47)-non-reactive, where d’ = min(d,yn). Then there
exists t € Q™,i € [n] and a strategy o(t) that is independent of t such that u;(1d,t) < u;(0o,t).
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Proof. By the definition of non-reactive, let ¢ € Q™ be such that for all ¢ differing from ¢ in at most 4yn
coordinates, for all i € [n],t” € @, it holds that

Efv(t;, M(¢))] < Efu(t;, M((¢) ™", t"))] + o(27)

By Theorem 5.11, one of these t' satisfies 1C(ld,#',i) > Q(%) Therefore, if we let o be the strategy that
outputs an arbitrary constant value in « € @ (and therefore by Assumption 5.1 it holds that ICy/ (o, t', i) = 0),
we may write:

Therefore, M is not truthful. [ |

In particular, Corollary 5.14 holds even if M is differentially private as long as the VC-dimension of
C is large. Blum et al. [3] prove that it is possible for M to be e-differentially private and still be a

(7, p)-synopsis generator for a class of predicates with VC-dimension d = Q(bmcﬁ%). If in addition
|Q| = poly(n) and v = Q(1/log |Q|) (which by Remark 5.2 constitutes a realistic setting of parameters), and
M is (o(1/logn), 4vy)-non-reactive, then M cannot be truthful.

5.2.3 The 1-facility location game on arbitrary bounded metric spaces

In fact, mechanisms may be quite non-reactive because intuitively the influence of a single individual on
the outcome may diminish rapidly as there are more players. As a concrete example of such a class of
mechanisms, we show that any efficient mechanism for a 1-facility location game over an arbitrary bounded
metric space must be non-reactive. Let (Q,d) be a general bounded metric space, normalized so that

max d(¢,t') <1

tt'€Q
The general 1-facility location game is defined similarly to LINE-1-FAC, except that the type space is Q)
rather than just [0, 1].

Theorem 5.15. Suppose M is a d-efficient mechanism for the 1-facility location game over a bounded metric
space (Q,d). Then for any v € (0, %), it holds that M s (%,’y)-non-r@active.

Therefore, we can construct the following deviation showing that M cannot be truthful if it is efficient
for the 1-facility location on a metric space game and is also a good synopsis generator.

Corollary 5.16. Let v € (0, %0), p € (0,1). Suppose M is a d-efficient mechanism for the 1-facility location
game on a bounded metric space, and also M is a (7, p)-synopsis generator for C of VC-dimension d. Suppose
that 1Cyy satisfies Assumption 5.1.

Let v = min; v;. If § = o(vd') where d = min(d,yn), then there exists t € Q™,i € [n] and a strategy o(t)
that is independent of t such that u;(1d,t) < u;(o,t).

For example, the above theorem applies for the choice of parameters d = Q(loglali%), § =n"%,
Q= poly(n), and v = (1/log Q).

Corollary 5.16 applies to a much broader setting than Corollary 5.8 in terms of the games consid-
ered. However, even when applied to LINE-1-FAC, Corollary 5.16 gives an incomparable result. Whereas
Corollary 5.8 applies to the specific mechanism (Algorithm 4.10) studied in this paper, Theorem 5.15 holds
for any efficient mechanism. On the other hand, Corollary 5.8 is better quantitatively, and also applies when
only a histogram of the discretization of the player types is released, which may contain less information
than a synopsis. (One can reconstruct the histogram from a synopsis if C is sufficiently rich, see for example
Theorem 4.1 of [12].)
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of Theorem 5.15. Let t € Q™ be the vector where all coordinates have value x for an arbitrary = € Q. Fix
t' € Q™ different from ¢ in at most m < n/2 coordinates, i.e. m coordinates of t' are not equal to x. Suppose
for convenience of notation that these are the first coordinates ¢1, ..., t,,. We know that, by picking s = z, it
is possible to achieve welfare w(t’,z) > — >, d(z,}), and therefore by the d-efficiency of the mechanism,
it holds that

§ > w(t',x) — Eseplw(t', s)] (5.27)

> — Zd((ﬁ,t;) + Es<—M(y) [(n - m) ’ d(S,.’E) + Zd(s,ti)] (528)
i=1 ]

i=1
i=1
>Eopmy [(n—2m)-d(s,z)] (triangle inequality) (5.30)
)

= By pryld(s, 7)) < (5.31)

n—2m

For any y € ), we may write the following, using the triangle inequality and Equation 5.31:

Ese pman vy, s)] = —Esepe)[d(y, s)]

< =By pnld(y, @) — d(s,2)] 5.33
= —d(y,z) + Egpr)[d(s, )] 5.34
<v(y,z) + = 5.35

Es [0y, 8)] = —Eonmran[d(y, 9)]

> —Esem)ld(y, z) +d(s, )]
—d(y,r) — Es(—M(f)[d(S’ )]
> o(y, z) — 2

n—2m

V

(
(
(
n=2m (
(
(
(
(

If ¢/ differs from ¢ in at most yn coordinates, then for every i, it holds that ((¢/)~% ") differs from ¢ in at
most yn+ 1 coordinates. Therefore we can apply Equation 5.35 and Equation 5.39 for m = yn+ 1 to obtain:

Efv(t;, M(t))] < v(t}, ) + r=577m=

< Efo(t;, M((£") ™", t"))] + %

6 Conclusions

In this paper we argued that the study of privacy must be coupled with the study of the incentives that
motivate people to reveal private data. To study this question, we introduced a model combining differential
privacy with truthfulness and efficiency. We constructed a general transformation that takes a truthful
and efficienct mechanism and builds a PTE mechanism. We showed that when privacy is given an explicit
numerical cost, even PTE mechanisms (which at first may seem to give us everything we want) are not
necessarily sufficient. Our work has already spurred several follow-up works [4, 30, 23], and there are many
interesting remaining open questions. For example, is it always possible for each problem to create a PTE
mechanism that has as good efficiency as a mechanism that is not private? Another question, more empirical,
is to explore what are good models for information cost functions and how we may be able to use a better
understanding of these functions to achieve better parameters.
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Input: histogram h with m coordinates. Let n = Z:ll h;.
1. Select a random permutation 7 : [n] — [n].
2. For i = 1 to n, set fﬂ(i) = min{j | Zi:l hy >i}. Let t denote this setting of £1,...,t,.
3. Run M(ty,...,t,).

Algorithm A.1. Converting an arbitrary mechanism to one looking only at histogram.

A Mechanisms only need to consider the histogram

Suppose that G is an anonymous game, i.e. the global utility function is symmetric and all players have the
same private utility functions. Suppose M is an arbitrary mechanism, possibly looking at individual types.
We transform it into a mechanism M’ that considers only the histogram according to Algorithm A.1.

M’ is efficient because for all 7 it holds that the histogram of £ is exactly h. Since the outcome of M is
efficient on ¢, therefore the outcome is efficient for h.

To see that M’ is truthful, suppose that there were an input h with a possible deviation. Namely, there
exists t € Q",i € [n],t, € [n] such that E[u(t;, M'(h(t~%,t})))] > Elu(t;, M'(h(t)))]. Let h = h(t) and let
h' = h(t~% ). We will show using a (subtle) averaging argument that this implies that there is a deviation
that allows some player to improve his utility for the original mechanism M.

Since we need only consider the case t; # t;, we may define the following two quantities:

ti
Cc = Z hk
k=1
¢,
C/ = Z hk
k=1

Namely, ¢ is the number of players with type at most ¢; (assuming the types are ordered 1,...,q), and
likewise for ¢’ with respect to ¢;.
Define the following cyclic permutation over n elements o:

(c,e—1,...,d+1) ifd<ec
g =
(c,e+1,...,c) if d >c¢

Let M/ be the mechanism of Algorithm A.1 with fixed permutation 7. Then the assumption that ¢, 1, ¢}
constitutes a deviation for M’ is equivalent to saying:

Err(—Sn [u(tia M7I1-oa (h/))] > Eﬂ'(—Sn [u(tiv M7/r (ﬁ))] (Al)

where S, is the symmetric group over n elements.
By an averaging argument, there must exist w such that

Elu(ti, My, (1)) > Elu(t;, My ()] (A.2)

T

where the expectation is only over the random coins used to run an execution of the original mechanism M.
We claim that this gives us a deviation for the original mechanism M. Let ¢ ...t, be the types that M’

constructs using histogram h and permutation 7, and let #1,...,%, be the types that M’ constructs using
histogram b’ and permutation 7 o o. Let £ = 7(c).
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Claim A.2. For all j € [n], j # € it holds that f; = i;. Also it holds that iy = t; and i, = t..

First observe that this gives a deviation for the original mechanism M, since plugging into Equation A.2
we get that

Efu(ie, M(E " 10))] > Elu(fr, M(2))]

where the randomness is only over the coins of M.
We now prove Claim A.2. Let us first consider the case that ¢ < ¢. We divide the analysis into the
following cases:

1. For all j € {n(1),7(2),...,7(c")}: Fixany z € {1,2,. ’} By the definition of o and our assumption
that ¢ < ¢, it holds that z = o(z). Therefore, since the h A’ have the same counts for each type strictly

smaller than ¢}, and ht/ = ht/ + 1, it follows from the construction that t,r(z) = tm(z) = t,r(z).

2. Forall j € {m(c’+1),7(c'+2),...,7(c—1)}: Fixany z € {¢+1,¢+2,...,¢c—1}. By the definition of
o and our assumption that ¢’ < ¢, it holds that z = o(z + 1). Therefore, since the h, s’ have the same
counts for each type strictly smaller than ¢/, since h;, = h, + 1, and since h, b’ have the same counts

on all types strictly between ¢, and ¢;, it follows from the construction that 1?7,(2) = lroo(24+1) = tx(2)-

3. Forall j € {m(c+1),m(c+2),...,m(n)}: Fixany z € {c+ 1,¢+2,...,n}. By the definition of ¢ and
our assumption that ¢/ < ¢, it holds that z = o(2). Therefore, since h, h’ have the same total number
of elements whose type is strictly smaller than ¢ + 1, and since for each type between ¢ + 1,n the two

histograms have the same counts, it follows from the construction that fﬂ(z) = Zt)ﬂog(z) = Zt),,(z).

4. For ¢ = mw(c): By the definition of ¢, it holds that f,r(c) = t;. Observe that h, ' have identical counts
for all types strictly smaller than ¢; and h;/_ = hy + 1. By the definition of o and our assumption that

¢ < ¢, it holds that o(¢’ + 1) = ¢. Therefore, it holds that éﬂ(c) = gﬂoa(c,+1) = fw(c/) =t

We can repeat essentially the same analysis for the case that ¢’ > ¢. (Observe that this case is not exactly
symmetric with the previous case; in particular, in this case o is a cycle of length |¢ — ¢/| + 1, while in the
previous case it was of length |c — ¢/|. This is because of an asymmetry in our construction: the types ¢; are
created reading the histogram from left to right.) We divide the analysis into the following cases:

1. For all j € {n(1),7(2),...,7(c — 1)}: Fix any z € {1,...,¢ — 1}. By the definition of ¢ and our
assumption that ¢ < ¢/, it holds that z = o(z). Therefore, since the h, b’ have the same counts for each
type strictly smaller than ¢;, and QQ = hy;,—1, it follows from the construction that fﬂ(z) = fﬂo(z) = f,,(z).

2. For all j € {n(c+1),m(c+2),...,7n(c)}: Fix any z € {c+1,...,¢'}. By the definition of o and our
assumption that ¢ < ¢, it holds that z = o(z — 1). Therefore, since the h, h’ have the same counts for
each type strictly smaller than ¢;, since ﬁ;i = h,;, — 1, and since h, k' have the same counts on all types

strictly between ¢; and ¢/, it follows from the construction that fw(z) = fﬂog(z,l) = tA,r(z).
3. Forall j € {m(c'+1),n(c'+2),...,m(n)}: Fixany z € {¢ +1,¢' +2,...,n}. By the definition of o and

our assumption that ¢ < ¢, it holds that z = o(z). Therefore, since h, h’ have the same total number
of elements whose type is strictly smaller than ¢/, and since for each type between ¢ 4+ 1,n the two

histograms have the same counts, it follows from the construction that tAW(z) = Zt)ﬁog(z) = Zt)w(z).

4. For ¢ = 7(c): By the definition of ¢, it holds that fw(c) = t;. By the definition of ¢’ and o and
by our assumption that ¢ < ¢’ (which is equivalent to saying ¢; < t}), it holds that o(¢/) = ¢ and
furthermore the total count of elements of types at most ¢, is equal in h and h'. Therefore it holds

that W(C) = fﬂ.og(c/) = tAﬂ.(c/) = t;.
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B Omitted Proofs

B.1 Proof of Lemma 3.2
of Lemma 3.2. From [11, 19], it holds for all U C Z? that

Pr[( € U] < e* Prle; —e; + ( € U] (B.1)

Our situation is almost the same, except our perturbed histogram has the following distribution: sample
¢ + G2 and check whether ||(||oo > 7. If so, set ¢’ = 0, otherwise set (' = (.
"~ Let X, = {z € 29\ {0}, 2]l < a}, the set of all non-zero points with infinity norm at most a. We will
use the observation that, by the definition of ¢/, for all z € X, it holds that Pr[¢ = z] = Pr[¢’ = z], and
also Pr[¢ = 0] < Pr[¢’ = 0].

Fix an arbitrary set U, and divide up U into three disjoint parts: Uy = U N {0}, Uy =UNX,_q, and
Us =U \ Up \ U;. We reason about each of the three separately. Let o = e .

1. By the definition of ¢, Pr[¢’ = 0] = Pr[¢ = 0] 4+ Pr[||¢|ls > 7]. Therefore, Equation B.1 and the fact
that —e; +e; € X, imply that

Pr[¢ = 0] < €** Prle; —e; + ¢ = 0]
= e* Prle; —e; + ¢ = 0]

Along with Equation 3.1, this implies that

Pr[g = 0] < e* Prle; — e; +¢ =0+ quijl

2. Using Equation B.1, it holds that

Pr[¢' € Uy] = Pr[¢ € Uy] (B.2)

< e Prle; —e; + ¢ € U] (B.3)

Since Uy C X,_1, it holds that the shifted set U7 — e; + ¢, is contained in the set X, U{0}. Therefore
it follows that

Prle; —e; + ¢ € Uy] < Prle; —e; + (' € Uy]

which, combined with Equation B.3 implies

Pl‘[g/ € Uﬂ < e% Pr[ei —e€j +§/ S Ul]
3. Since ¢’ takes range in [—7, 7]9, we have that

Pr[¢" € Un] = Pr[[[¢]|oc = 7]

- 2¢(1 — a)a”
- 14+«

2q(1 — T
SerPr[ei—ej +§/ EUQ}—F%

Combining all three sets gives us

Pr[¢' € U] < e** Prle; —e; + (' € U]
2¢(1 — a)a™ + 2qa™ !
1+ a

which in turn implies the lemma. [ |
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B.2 Proof of Theorem 4.7

of Theorem 4.7. The mechanism is listed in Algorithm 4.6.
Truthfulness. Since the the players are symmetric, it suffices just to consider the truthfulness of player 1.
Fix t 71 = (t2,...,tn). Let h = h(t).

For all j it holds that h; > 0. Furthermore, because player 1 is in column 1, it holds that h;, > 1.

The mechanism’s output is the minimal s > 1 such that 2;21 h; > n/2. Let s be the output of the
mechanism, and we consider what happens when ¢; declares some other value t*. Let h™ be the histogram
that is identical to h everywhere, except hy, = hy, —1 > 0 and hjx = hy« + 1. Let s* be the minimal s
such that Z‘;:l hi > n/2, namely the output of the mechanism on input (t~1,¢*). We analyze the following
cases, using the fact that both h, h* are non-negative:

1. t; < s. Because for all s’ < s it holds that Z 1 h; < Z;: hj < n/2, it follows that s* > s. Since

t1 < s, this implies that v(t1,s*) < v(ty,s). Furthermore, observe that if s* > s then v(t1,s*) <
v(ty,s) — 1.

2. t1 = s: in this case player 1’s utility is 0, which cannot be improved (since for this game the utility is
a non-positive number). Furthermore, if s* # s then v(t1,s*) < —1 < wv(ty,s) — 1.

3. t; > s: Because it holds that 3>7_, k¥ > 377 h; > n/2, therefore s* < s. Since ¢; > s, this implies
that v(t1,s*) < v(t1, s). Furthermore, if s* < s then v(t1, s*) < wv(t1,s) — 1.

Therefore, regardless of the value of ¢y, it holds that v(t1, s*) < v(t1, s), and therefore player 1 has no incen-
tive to misreport his type. Furthermore, if s* # s then v(¢1, s*) < v(t1,s) — 1.

Efficiency. Let s be the output of the mechanism. We prove the utility is greater for s than for all other s’.
Claim B.1. For any histogram h and s = M(h), and for all s' € [g], it holds that >27_, h;|j — s'| >
2= hyli = sl

Recalling that v(t,s) = —v|t — s|, this immediately implies that w(¢, s") < w(t,s) for all .
We now prove the claim. First consider s’ < s. Split the summation 2321 hj|j — s'| into three parts:

ZhIJ—SI—Zh SN+ D b=+ Y hi(i—s) (B.4)

j<s’ s/ <j<s s<j<q

We will bound each of the three terms. The following hold:

Do hi(s =) =) his =)~ (s =) D hy (B.5)

j<s’ J<s' j<s’
YohG =)= b —s) = (s =)y My (B.6)
s<j s<j s<j
Z hi(j—s') = Z hj(s—7) Z hi(s+ s —2j)
s'<j<s s'<j<s s'<j<s (B 7)
> Z hi(s—j)—(s—5) Z h;j
§'<j<s 5/ <j<s

/

The first two equalities follow by definition; Equation B.7 is justified by the inequality s + s —2j < s — s
and the fact that the h; are non-negative.
Applying Equation B.5 Equation B.6, Equation B.7 to Equation B.4, we obtain

q
Zh|j—8|> (s —s") Zh Zh]— —|—Zhj|j—s| (B.8)
j=1

s<j Jj<s
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Since s — s’ > 0, 2?21 hj = n, and, by the definition of s it holds that ZKS h; < n/2, it follows that the
first term on the RHS of Equation B.8 is positive. This implies the claim for the case s’ < s.
The case for s’ > s follows similarly, resulting in the inequality

q q
SThili=s1= (=) D hi =) by |+ hyli—s]
j=1 s<j j<s j=1

Now, using the fact that s’ > s and by the definition of s, it holds that ) _ j
conclude that the claim also holds in this case. [ |

hj < n/2, we can similarly

C Further discussion about information cost definition

In [4, 30], a subtle point is raised about the definition of information cost. In our work, we assume that the
information cost is zero if the player reports a type that is independent of his true type, and this requires that
the information cost depend on the strategy used by the player. Intuitively, this models what an adversary,
knowing the strategy the player used, would deduce about the players’ private information after seeing the
output of the mechanism. This based on the following rationality argument: if the adversary knows that
the players will behave strategically, then in analyzing the adversary we should use a measure where the
adversary assumes that the players played their optimal strategy when trying to learn private information
from the output of the mechanism. In contrast, Chen et al. [4], Nissim et al. [30] argue that one should use a
measure where the adversary tries to learn private information assuming that the players reported truthfully.
We believe that both points of view have merit, and which view to take depends on whether, in a particular
context, the adversary assumes that the players played strategically or not.

C.1 Max-divergence based candidate

We propose two possible measure of information cost. The first uses the following general information-
theoretic measure, which is essentially a “max-divergence” measure between the output distributions of
the mechanism on different player inputs (shifted slightly to be non-negative). The max-divergence was
introduced in the context of differential privacy by Dwork et al. [13], and we refer the reader there for a
discussion. We work with the n-approximate notion here in order to prevent the information cost from being
artificially large (or even infinite) due to some low-probability events.

Definition C.1. The n-approximate max-divergence information cost of strategy o to player i on input ¢
and for mechanism M is denoted 1C7, (0, ¢,7) and defined as

Pr[M(t,0(t) € B] =1
mex o max, g G @))€ Bl —n)
Pr[M (t=7,0 () €B]>7 o !

We write ICy; to denote 1CY,.

Observe that this definition satisfies Assumption 5.1. A simple calculation shows that if a mechanism is

(,m)-differentially private, then it holds that 1Cys(o,t,4) < & + log ﬁ for all o,t,i. Note that typically we

will take 1 to be negligible and so we can consider log ﬁ ~ 0.
C.2 Mutual information based candidate

If one puts a probability distribution 7" on player i’s input, then one can measure the information cost using
the following natural measure based on information cost, which appeared in previous versions of this paper:

Definition C.2. The mutual-information-based information cost of strategy o to player i on input ¢ with
prior distribution on inputs T and with respect to mechanism M is:

ICar(o,t,i) = I(T; M(t™",0(T)))
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The definition satisfies the first part of Assumption 5.1, namely that players can hide their data. However,
this definition does not satisfy the second part, namely that cost reflects differential privacy (Equation 5.1).
This is because this definition is inherently Bayesian, whereas Equation 5.1 requires some worst-case prop-
erties. Our impossibility results about releasing histograms do generalize to this measure (Corollary 5.8)
although with a more involved proof, while as far as we know our impossibility results on synopsis genera-
tors (Corollary 5.16) do not extend to this measure.
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