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Abstract—This paper studies the secure transmission rate issue
between sensors and the remote controller to defend the jamming
and eavesdropping attacks in Green Cyber-Physical Transportation
Systems (GCPTS). In this system, the traffic sensor transmits
the transportation state information to the remote controller via
wireless networks. Due to the broadcast characteristics of wireless
communication, the systems are vulnerable to the eavesdropping
and jamming attacks. In this paper, we study how to maximize the
secure transmission rate between sensors and the controller with
the presence of malicious eavesdropper and jammer. Specifically,
the malicious jammer is smart and can choose the optimal power
strategy to maximize the side effect with the knowledge of sensor’s
transmission power. For the purpose of achieving the maximum
utility, the optimal strategy is determined via adjusting the sensor’s
transmission power according to the control feedback conditions.
We consider the single-antenna model and the multi-antenna model
to formulate this problem as an optimization problem based on
the Stackelberg game. We then prove the existence of Stackelberg
equilibrium via the interaction between the sensor and the jammer.
Moreover, we present two algorithms to obtain the optimal trans-
mission strategy, i.e., stochastic algorithm with feedback (SAF) and
renewed intelligent simulated annealing (RISA). Finally, extensive
simulations and trace experimental results are presented to verify
our theoretical analysis.

Index Terms—Eavesdropping, Control feedback, Green Cyber-
Physical Transportation System, Stackelberg Game, Smart jam-
mer.

I. INTRODUCTION

C
YBER-physical systems (CPS) combine the capabilities

of sensing, control, communication and computing to-

gether, and are widely employed in various applications such

as aviation, national defense, armamentarium, and industrial

automation. In CPS, sensors receive the control commands from
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the remote controller and respond with the sensing information

through an open and wireless communication media. Consider-

ing the wireless property of CPS, information communication

between sensors and the controller is under the threat of

eavesdropping and jamming attacks.

Merge with the previous paragraph. For example, the future

intelligent transportation [1] denoted as a cyber-physical trans-

portation system is widely used to manage the transportation

situation for vehicles, trains and aeroplanes. In this system, the

transportation condition information is mainly transmitted in the

public network with open network architecture. It is obvious that

the transmission process is vulnerable to security risks, such

as stealing, falsifying and interfering the transportation state

information.

Any malicious attacks on the transmission process may result

in wrong judgement and impact on the transportation condition

or even the traffic accident. Therefore, the secure information

transmission is an important issue in CPTS [2-5].

Eavesdropping is a popular attack in wireless networks. A

plenty of encryption-based approaches are proposed [6]. With-

out the correct keys shared among the sensors and controller,

the malicious eavesdropper doesn’t know what is transmitted

between sensors and controller even if it has obtained the

encrypted data packets. However, the employment of encryption

needs much computing power, which is seriously limited due to

the small size of the sensors’ batteries. Moreover, we have to

allocate much computing power of sensors to the operations of

analyzing the transportation state information. Therefore, the

power-consuming encryption-based approach is not a proper

countermeasure to the eavesdropping attacks in CPTS. The

physical layer security techniques that do not require any com-

puting power have attracted much attention from both academia

and industry. In [7-10], the concept of friendly jammer was

proposed to prevent the eavesdropping attacks from intentionally

injecting noise in CPTS. In recent years, almost all previous

literatures assumed that the jammer is friendly, i.e., the users

have the full right to control it. However, in reality, the jammer

is not always friendly and may act as a malicious role to

transmit noise to disturb the normal information transmission.

Since the malicious jammer can substitute the friendly jammer

and reduce the power consumption of the whole CPTS, this

system may achieve green and we call it Green Cyber-Physical

Transportation Systems (GCPTS) [11-13].

In this paper, we study the eavesdropping defense with the
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Fig. 1: Eavesdropping defense with smart jammer

jamming attacks shown in Fig. 1. The modeled system consists

of four components: traffic sensors, remote controller, malicious

jammer and malicious eavesdropper. Since the jammer injects

noise in GCPTS via a broadcast manner, it can not only interfere

with the transmission between sensors and the controller but

also prevent from the eavesdropping attacks to some extent. This

paper investigates how to maximize the secure transmission rate

with the presence of malicious jammer and how to make the

interference of jammer to eavesdropper reach a specific level.

With the malicious jammer, source power can be reduced while

achieving the same secrecy capacity. In addition, we do not need

the power of friendly jammer which exists in previous methods.

We have established two types of communication processes: (1)

single-antenna sensor, where the information is transmitted in

one channel; (2) multi-antenna sensor, where the information

is divided into multiple packets to be transmitted at multiple

channels.

We model the power allocation problem as a Stackelberg

game [14], in which the sensor is the leader and the jammer

is the follower. Both of them intend to maximize their own

utilities. We apply this game to a novel CPTS model. This

paper takes the eavesdroppers into consideration and studies

how to maximize the secure transmission rate between sensors

and the controller with the presence of malicious eavesdropper

and jammer. In our approach, the jammers are used to defend

against the malicious eavesdroppers.

There are three contributions in this paper.

• We consider the transmission security of transportation

state information in GCPTS, and the corresponding process

is different from traditional wireless transmission with

assistance of feedback. By the control feedback, the traffic

sensors do not need to allot any computing power to solve

the power allocation problem. Moreover, in traditional

wireless communications, the sender does not consider the

state of the receiver when determining the transmission

strategy. It may cause non-optimal strategy choice. On the

contrary, the sensors in GCPTS are able to dynamically ad-

just the communication strategy to achieve the optimization

according to the feedback signal from the remote controller.

To the best of our knowledge, this is the first piece of work

that uses the control feedback to enhance the security of

the transmission process in GCPTS.

• Most previous works proposed to use the friendly jammer

to improve the security of a transmission process. This is

effective but not practical because the jammer is not always

friendly and more likely to be a malicious jammer that

tries to maximize the side effect to GCPTS. In the GCPTS

with both eavesdropping and jamming attacks, the objec-

tives of these two attackers are different. Specifically, the

eavesdropping attacker intends to wiretap the transmission

content between sensors and the controller, whereas, the

jammer intends to corrupt the transmission between sensors

and controller. Due to the coexistence of jamming and

eavesdropping attackers, the eavesdropping defense with

smart jammer (EDSJ) problem is more challenging.

• We explore the relationship between the sensor and the

jammer. The sensor is aware of the jammer’s intelligence

and the corresponding best response of the jammer in

GCPTS. Based on this knowledge, the sensor tries to obtain

an optimal power allocation strategy in order to achieve the

maximum value of its own utility. The power allocation

problem can be seen as an optimization problem, and the

Stackelberg game is applied to model this problem. In our

model, the sensor is a leader while the jammer is a follower.

Both of them intend to maximize their utilities and the

leader has the priority. For the purpose of achieving the

Stackelberg Equilibrium strategies, a stochastic algorithm

[15] with feedback (SAF) and a Renewed Intelligent Sim-

ulated Annealing (RISA) algorithm are proposed.

The reminder of this paper is organized as follows. In Section

II, we propose two feasible communication models of our

system. In section III, the EDSJ with the single-antenna sensor is

discussed. In Section IV, the EDSJ with the multi-antenna sensor

is investigated. Performance evaluation is given in Section V.

The related work is briefly described in Section VI and we

summarize this paper in Section VII.

II. SYSTEM MODEL AND ASSUMPTIONS

In this section, we consider the transmission process of

transportation state information with feedback in GCPTS. We

are interested in the security of this transmission process in the

presence of jamming attack and eavesdropping attack, so we

model two communication systems to study this problem.

A. Communication System Model

In the information transmission process of GCPTS, the sensor

sends the transportation state information to corresponding

remote controller as described in Fig. 2. The system faces

threats of eavesdropping attacks and jamming attacks. With the

help of control feedback, the sensor can adjusts its condition

according to the received feedback from this controller in order

to maximize its secrecy capacity. In addition, we utilize the

jamming attacks to defend the eavesdropping attacks. Without

loss of generality, we assume that the time delay of this feedback

can be ignored.We propose the communication model consisting of a trans-

mission channel (i.e., a sensor-controller pair), a jammer, and an
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Fig. 2: Information transmission process of GCPTS

eavesdropper. The sensor can set its own transmission power.

The channel capacity of senor-controller channel and sensor-

eavesdropper channel are shown as follows:

CSC = aW log

(

1 +
vscP

N + vjcJ

)

, (1)

CSE = aW log

(

1 +
vseP

N + vjeJ

)

, (2)

where P is the sensor’s power and J is the jammer’s power.

vsc, vjc, vse and vje are the channel gains of sensor-controller

channel, jammer-controller channel, sensor-eavesdropper chan-

nel, and jammer-eavesdropper channel, respectively. In addition,

W and a indicate the bandwidth and the gain coefficient on the

channel. N is the channel thermal noise.

From Eqs. (1) and (2), the secrecy capacity of this system is

given by:

C = (CSC − CSE)
+
, (3)

where (·)+ = max(·,0). According to Eq. (3), the secure

transmission rate of transportation state information is related

to the power of sensor. Since the sensor can adjust its condition

with the received feedback from the controller, we assume the

feedback includes the changing flag of security capacity denoted

as θ and the power of sensor adjusts its transmission power

based on this changing flag. Therefore, we consider a general

discrete-time linear power changing process:

P k+1 = F(P k,θk), (4)

where k is a positive integer index defined as the system time,

P k is the sensor transmission power vector at time k and θk is

the feedback information from the controller at time k. Note that

the sensor adjusts its transmission power with the received θk,

P k+1 is a function denoted as F(·) and related to P k and θk.

As time goes, the secrecy capacity of this system is becoming

larger and larger and eventually achieves the maximum value.

This changing process can be modeled as a stochastic algorithm

[15] with feedback (SAF). SAF is an iterative optimization ap-

proaches and used in real-time estimation and control problems.

In such situation of the description above, we consider two

communication systems: single-antenna sensor model and multi-

antenna sensor model.

Single-antenna model: we use α and β to represent the per

unit power of sensor and jammer. As shown in [16] we employ

the channel capacity as the profit of transmission nodes. The

jammer’s utility function is calculated as follows:

Js(P,J) = −CSC − βJ, (5)

and the sensor’s utility function is calculated as follows:

Us(P,J) = CSC − CSE − αP, (6)

where P ≤ Pmax and J ≤ Jmax are the system inherent

constraints.

In this system, we consider the transmission cost of nodes.

Hence, the sensor needs to pay a price to the providers of power.

The secrecy capacity is the difference between C and the cost

of the source. In addition, the malicious jammer’s target is to

disturb the transmission of the sensor and the cost of jammer is

also considered, so that the utility function of malicious jammer

can be expressed as the difference between the negative of the

sensor’s channel capacity and the cost of jammer.

Multi-antenna model: Assuming the sensor and the jammer

have multiple antennas. The sensor divides the transportation

state information into multiple packets to be sent at different

antennas. visc is the channel gain between the sensor and the

controller at antenna i, and vise is the channel gain between

the sensor and the eavesdropper at antenna i. Similarly, vijc
is the channel gain between the jammer and the controller at

antenna i, and vije is the channel gain between the jammer and

the eavesdropper at antenna i. Transmission power constraints

of the sensor and the jammer are denoted as Pmax > 0 and

Jmax > 0, respectively. Pi is the transmission power at antenna

i and P = (P1,P2,...,Pn) denotes the transmission power vector

of the sensor. Similarly, Ji is the transmission power at antenna

i and J = (J1,J2,...,Jn) denotes the power vector of the jammer

transmitted. P = {(P1,P2,...,Pn) | Pi ≥ 0,
∑n

i=1Pi ≤ Pmax} is

a feasible set of P and J = {(J1,J2,...,Jn) | Ji ≥ 0,
∑n

i=1Ji ≤
Jmax} is a feasible set of J. Ni is the variance of thermal noise

for channel i. Same as the single-antenna model, α and β denote

the cost of per unit transmission power by the sensor and the

jammer, respectively. The jammer’s utility function is calculated

as follows:

Jm(P,J) = −
n
∑

i=1

aW log

(

1 +
viscPi

Ni + vijcJi

)

−
n
∑

i=1

βJi, (7)

and the sensor’s utility function is calculated as follows:

Um(P,J) =
n
∑

i=1

aW log

(

1 +
viscPi

Ni + vijcJi

)

−
n
∑

i=1

aW log

(

1 +
visePi

Ni + vijeJi

)

−
n
∑

i=1

αPi.

(8)

Similar to single-antenna model, the sensor needs to pay a

price to the providers of power. Considering the sensor and

the jammer have multiple antennas, the secrecy capacity of

this model is the sum of differences between each antenna’s

conventional secrecy capacity and the cost of each antenna.

The utility function of the malicious jammer is the sum of the

differences between negative of each antenna’s secrecy capacity

and the cost of each antenna.

In this paper, the jammer is smart and can choose the optimal

transmission strategy with the knowledge of sensor’s transmis-

sion power to maximize utility. It is applied to strengthen the

system security against the eavesdropper. We study how to



1551-3203 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TII.2018.2841033, IEEE

Transactions on Industrial Informatics

4

allocate the power of the sensor transmitted for achieving the

maximum utility and make the problem called eavesdropping

defense problem with smart jammer.

B. Oligopoly Market and Stackelberg Game

This power allocation problem can be modeled as an

oligopoly market. Oligopoly market is a definition in economics,

consisting of a few sellers (i.e., oligopolists) who can manage

the production and sales of a special market which is defined

as transmission power P , J and utility function U(P,J) in this

paper. In our system, the sensor and the jammer can be seen

as sellers who try to sell their power P and J at a certain

price. Since the smart jammer chooses the optimal transmission

power strategy J on the basis of the sensor’ transmission

power P , the sensor is active while the jammer is passive.

Therefore, Stackelberg game is proposed as an appropriate

tool. In Stackelberg game, the leader chooses its strategy P
first and the follower chooses an optimal responding strategy

J according to the leader’s selection. Because the leader and

the follower understand the reaction to each other, both of

them intend to maximize their profit and the leader has the

priority. By analyzing the interaction of the leader and the

follower, we can obtain a Stackelberg Equilibrium (SE) denoted

as
(

PSE ,JSE
)

with the optimal strategies of the leader and the

follower achieved.

III. ANALYSIS OF EDSJ UNDER SINGLE-ANTENNA MODEL

In this section, the EDSJ with the single antenna is discussed.

First, we analyze the jammer’s utility function and obtain the

optimal relevant strategy with the given strategy of the sensor.

Then, we obtain the optimal strategy of the sensor on the basis

of the jammer’s optimal responding strategy. In the end, we

propose the SAF algorithm to achieve the optimal strategy of

the sensor.

A. Analysis of Jammer (Follower)

Definition 1: Given the utility function of the jammer, we can

obtain the optimal power of jammer transmitted figuring out the

following optimization problem:

max
J≥0

Js(P,J) = −aW log

(

1 +
vscP

N + vjcJ

)

− βJ, (9)

where P denotes the given power strategy of the sensor trans-

mitted and is assumed as a constant in this situation. vsc is

the channel gain between the sensor and the controller, and vse
is the channel gain between the sensor and the eavesdropper.

Similarly, vjc is the channel gain between the jammer and the

controller, and vje is the channel gain between the jammer and

the eavesdropper.

For the purpose of achieving the maximum value of the

jammer’s utility, Eq. (9) is differentiated with respect to J as

follows:

∂Js(P,J)

∂J
= −aW

(

vjc/ln2

N + vjcJ + vscP
− vjc/ln2

N + vjcJ

)

− β.

(10)

By setting the Eq. (10) as 0, closed-form solution can be

achieved as:

J(P ) =











0, P ≤ T,

−(2N + vscP ) +
√

v2scP
2 +KP

2vjc
, P > T,

(11)

where

K =
4aWvscvjc

ln2β
, T =

4N2

K − 4Nvsc
. (12)

It is obvious that J(P ) is a continuous function in P . In next

subsection, we substitute J(P ) into Us(P,J).

B. Analysis of Sensor (Leader)

Definition 2: The sensor knows the jammer’s optimal respond-

ing strategy, and tries to achieve the maximum value of its

own utility. We can formulate the corresponding optimization

problem as:

max
P≥0

Us(P,J(P )) =aW log

(

1 +
vscP

N + vjcJ(P )

)

− aW log

(

1 +
vseP

N + vjeJ(P )

)

− αP,

(13)

where J(P ) is given in Eq. (11).
By substituting Eq. (11) into the utility function of the sensor,

we have:

Us(P,J(P ))

=







































aW log
(

1 + vscP

N

)

− aW log
(

1 + vseP

N

)

− αP, P ≤ T,

aW log



1 + 2
√

1+ KP

(vsc)2P2



− αP

−aW log

(

2vjcvseP

2(vjc−vje)N−vjevscP+vje

√
(vsc)2P2+KP

)

, P > T.

(14)

Lemma 1: Us(P,J(P )) is a continuous function of P .

Proof : From Eq. (8), We can achieve that Us is a continuous

function of variables (P,J). By Eq. (11), it is observe that J(P )
is monotonic increase by P . Therefore, we can achieve that

Us(P,J(P )) shows succession in P.

Theorem 1: This is a Stackelberg equilibrium (PSE ,JSE) in

the EDSJ and it is the solution to this optimization problem.

Proof : From Lemma 1, we prove the continuity of Us(P,J(P ))
in P . As P is continuous, Us(P,J(P )) maximizes its value with

a number of point PE ∈ P .

To solve this optimization problem, a stochastic algorithm is

applied to achieve the best strategy of the sensor. We model

the transmission process of transportation state information as a

stochastic algorithm with feedback (SAF). The stochastic al-

gorithm is a type of iterative optimization method. In Algorithm

1, SAF generates random variables and converges to an optimal

value. The input parameter M is the stable number of the same

optimal values. i is the system time and θi is the feedback flag

at time i. The algorithm will achieve the maximum value of

Us(P,J) and obtain the Stackelberg equilibrium in the end. With
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Algorithm 1: SAF

Input: M
Output: Pbest, Jbest

1 Randomly initialize P [1], Pbest[1]←− P [1], i = 0, j = 0;

2 while true do

3 i = i+ 1;

4 θi = 0;

5 P [i+ 1] = Pbest[i] + (rand()− 0.5);
6 if Us(P [i+ 1],J(P [i+ 1])) >

Us(Pbest[i+ 1],J(Pbest[i+ 1])) then

7 θi = 1;

8 end

9 if θi = 1 then

10 Pbest[i+ 1] = P [i+ 1];
11 end

12 else

13 Pbest[i+ 1] = Pbest[i];
14 j = j + 1;

15 end

16 if j > M then

17 Break;

18 end

19 end

20 Pbest = Pbest[i];
21 Jbest = J(Pbest);

Stackelberg equilibrium obtained, we can achieve the optimal

power of the sensor and the jammer. Then, we can figure out

the optimal profit of the sensor denoted as Us, which is the

maximum difference between secrecy capacity and the cost of

the sensor.

SAF generates random variables and converges to an optimal

value. With a random initial power given, we make the power

change randomly.When the feedback is better than the last value,

we set this value as a parameter called Pbest. When the feedback

is worse than the last value, make the power change to an

opposite direction. When the feedback is always worse than

Pbest, we obtain the Stackelberg equilibrium in the end.

IV. ANALYSIS OF EDSJ UNDER MULTI-ANTENNA MODEL

A. Analysis of Jammer (Follower)

Definition 3: With the power allocation strategy of the sensor

given as P ∈ P , we can figure out the following optimization

problem to achieve the maximum utility of the jammer:

max
J∈J

Jm(P,J) = −
n
∑

i=1

aW log

(

1 +
viscPi

Ni + vijcJi

)

−
n
∑

i=1

βJi

(15)

s.t.
n
∑

i=1

Ji ≤ Jmax,Ji ≥ 0,i ∈ [1,n],

For the purpose of achieving the maximum value of the

jammer, we differentiate Eq. (15) with respect to Ji for i ∈ [1,n]
as:

∂Jm(P,J)

∂Ji
= −aW

(

vijc/ln2

Ni + vijcJi + viscPi
−

vijc/ln2

Ni + vijcJi

)

− β.

(16)

Rearranging Eq. (16) and setting it to 0, we can obtain the

solution as:

J∗
i (P) =







0, Pi <
N2

i

Ki−Nivi
sc
,

−(2Ni+vi
scPi)+

√
(vi

scPi)2+4KiPi

2vi
jc

, Pi ≥ N2
i

Ki−Nivi
sc
,

(17)

where

Ki =
aWviscv

i
jc

ln2β
.

We can obtain that J∗
i (P) in Eq. (17) is the best strategy of

the jammer antenna i with given P. However, we may notice the

limited conditions of Jmax in this situation. In other words, the

optimal strategy Ji(P) of the jammer should satisfy the equation

that
∑n

i=1J
∗
i (P) ≤ Jmax.

Then, we consider the other situation
∑n

i=1J
∗
i (P) > Jmax

where the value of ∂Jm(P,J)/∂Ji is not equal to zero and all

antennas of the jammer have their own tendencies. Therefore,

we should make them have same tendencies π in order to obtain

a relatively steady state. With setting the Eq. (16) equal to π, it

can be expressed as follows:

−aW
(

vijc/ln2

Ni + vijcJi + viscPi
−

vijc/ln2

Ni + vijcJi

)

− β = π. (18)

By figuring out the equation above, we can obtain

J∗∗
i (P) =

−(2Ni + viscPi) +
√

(viscPi)2 + 4K ′
iPi

2vijc
, (19)

where

K ′
i =

4aWviscv
i
jc

ln2(β + π)
and Pi ≥

N2
i

Ki −Nivisc
.

By substituting Eq. (19) into constraint conditions, we have

n
∑

i=1

−(2Ni + viscPi) +
√

(viscPi)2 + 4K ′
iPi

2vijc
= Jmax. (20)

First, let omit the constraints, so there are
∑n

i=1Ji > Jmax.

For the purpose of satisfying constraints, each Ji decreases

and π increases correspondingly. When the Ji is reduced to
∑n

i=1Ji < Jmax, each of Ji will have an incentive to increase

with positive π. Therefore, the sumn
i=1Ji is always equal to

Jmax in this situation. From above, the coefficient π should

meet Eq. (20). The approximate solution process is given as

Algorithm 1.
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Algorithm 2: approximate solution process process of J(P)

Input: P

Output: J(P)

1 if Pi <
N2

i

Ki−Nivi
sc

then

2 return 0;

3 end

4 if
∑n

i=1J
∗
i (P) < Jmax then

5 Ji(P) = J∗
i (P);

6 return J(P);
7 end

8 else

9 π = 0;

10 while
∑n

i=1J
∗∗
i (P) > Jmax do

11 π = π + rand() ∗ 0.01
12 end

13 Ji(P) = J∗∗
i (P);

14 return J(P);

15 end

B. Analysis of Sensor (Leader)

Definition 4: The optimal responding strategy of the jammer

is obtained in the subsection above and the sensor knows it.

Hence, the utility optimization problem of the sensor is shown

as:

max
P∈P

Um(P,J(P)) =
n
∑

i=1

aW log

(

1 +
viscPi

Ni + vijcJi(P)

)

−
n
∑

i=1

aW log

(

1 +
visePi

Ni + vijeJi(P)

)

−
n
∑

i=1

αPi,

(21)

s.t.
n
∑

i=1

Pi ≤ Pmax,Pi ≥ 0,i ∈ [1,n],

Lemma 2: When {P[k]} converges to P* (P* ∈ P), we denote

J(P*) as the jammer’s optimal strategy.

Proof : The given set {P[k]} converges to the P* (P* ∈ P).

We assume there is a subset J(Pk) converging to a J′ 6= J(P*).
Therefore, the {P[k],J(P[k])} converges to {P*,J′}.

From the analysis of J(P) in Section V-A, we know that J’s

optimal strategy is J(P*). Hence, we can obtain

Um(P*,J(P*))− Um(P*,J′)) ≥ 0. (22)

Then, we define

Um(P*,J(P*))− Um(P*,J′))
.
= 3γ, (23)

where γ is any positive number greater than zero. With {P[k]}
converging to P* and J(P[k]) converging to J′, we have

|Um(P*,J′)−Um(P[k],J(P[k]))| ≤ γ, when k ≥ K, and (24)

|Um(P*,J(P*))− Um(P[k],J(P*))| ≤ γ, when k ≥ K, (25)

where K is an integer that is positive and large enough. Hence,

when k ≥ K, we have

Um(P[k],J(P*)) > Um(P*,J(P*))− γ (26)

= Um(P*,J′) + 2γ (27)

> Um(P[k],J(P[k])) + γ. (28)

Note that Eq. (28) conflicts with the assumption that J(P*)
is not the optimal strategy of the jammer. Therefore, we prove

this lemma.

Theorem 2: The optimal strategy of the sensor PSE exists and

the Stackelberg equilibrium as (PSE ,J(PSE)) can be obtained.

Proof : The continuity of Um(P,J) within the scope of P ×J .

Considering Lemma 2, J(P) has continuity with P. Therefore,

the continuity of Um(P,J(P)) in P has proved. Due to the

compact set P , there exists a maximum values of Um(P,J(P))
at a certain point PE ∈ P . The theorem proves.

With the existing of optimal solution , we propose an algo-

rithm called renewed intelligent simulated annealing (RISA) to

achieve the optimal strategy of the sensor, shown in Algorithm

2. RISA is a modified simulated annealing which has a better

convergence performance than traditional simulated annealing.

In RISA, the initial temperature is denoted as T > 0,

which is high enough. I and J are denoted as the number

constraints of Pbest and P ′
best, respectively. q and p is the stay

number of P ′
best and Pbest. i is the system time and θi is the

feedback flag at time i. Pi is the feasible power strategy at

time i and neighbour(Pi) is defined as: P ′
i = [Pi + µi], where

µi ∈ [−µ,µ]. If
∑n

i=1P
′
i ≥ Pmax, we have P ′

i =
PmaxP

′

i
∑

n
i=1P

′

i

.

AN is denoted as the accepted number of Utemp at the same

temperature and ξ indicate the temperature drop coefficient.

When the accepted number of Utemp is low, it means that

Pbest will approaches to the equilibrium quickly. So the ξ is

low and the changing rate of T is getting fast. On the contrary,

the changing rate of T is getting slow. With the help of AN and

ξ, the simulated annealing algorithm can decrease its iterations.

When the algorithm is run over, we will achieve the Stackelberg

Equilibrium of this optimization problem. In this algorithm, we

can achieve the optimal profit of the sensor with the Stackelberg

equilibrium Pbest. Then, we obtain the optimal profit of sensor

denoted as Um with the Stackelberg equilibrium. Specifically,

Um is the maximum secrecy capacity of the sensor in this model.

V. PERFORMANCE EVALUATION

In this section, the performance of our algorithm is validated

through the simulations and trace experiments. In the simulation

analysis, we compare the equilibrium of proposed EDSJ with

different scenarios. In the trace experiment analysis, we collect

the traces from deployed experiments in our laboratory and

compare the secrecy capacity and the power consumption of

our algorithm with that of others via these traces.

A. Simulation Analysis

For the single-antenna model, the noise level N is given as

1, the gain coefficient a is set as 0.2, and the bandwidth W is
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Algorithm 3: RISA

Input: I , J , T
Output: Pbest

1 Randomly initialize P1
.
= {Pi}ni=0, Pbest ←− P1;

2 while T > 1 or p < I do

3 AN = 0;

4 while q < J do

5 θi = 0;

6 Ptemp ←− neighbour(Pi);
7 P′

best ←− Pbest;

8 Randomly select ε ∈ (0,1);
9 if Um(Ptemp, J(Ptemp)) ≥ Um(Pi, J(Pi)) or

ε ≤ e(Um(Ptemp, J(Ptemp))−Um(Pi, J(Pi)))/T then

10 θi = 1;

11 q = 0;

12 AN = AN + 1;

13 if

Um(Ptemp, µ(Ptemp)) ≥ Um(P′
best, µ(P

′
best))

then

14 P′
best ←− Ptemp;

15 end

16 end

17 else

18 q = q + 1;

19 end

20 end

21 if θi = 1 then

22 Pi = Ptemp;

23 end

24 else

25 Pi = Pi−1;

26 end

27 if Um(Pbest, J(Pbest)) ≥ Um(P′
best, J(P′

best)) then

28 p = p+ 1;

29 end

30 else

31 Pbest ←− P′
best;

32 p = 0;

33 end

34 ξ = AN
AN+J ;

35 T ←− e−ξT
36 end

set as 5. The costs of per transmission power of the jammer and

sensor are α = 0.01 and β = 0.05, respectively. The channel

gains vector [vsc, vjc, vse, vje] is set as [1, 1, 1.2, 1.5].
For the multi-antenna model, the channel gains visc, vijc, vise

and vije are randomly distributed in (0,2]. As in the single-

antenna model, we set a = 0.2, W = 5, N = 1, α = 0.01
and β = 0.05. In addition, we set n = 3 and Jmax = 10. For

the algorithm RISA, the parameters are set as I = 20, J = 20
and T = 100.

We present the changes of the sensor profit Us and the jammer

profit Js versus the sensor transmission power P and the jammer

transmission power J . Then, we compare the equilibrium of the
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proposed EDSJ in different scenarios:

• Random power allocation (RPA) [17]: The sensor and the

jammer both allocate their power randomly. Obviously, the

power allocations are feasible.

• Power allocation without regard to smart jammer (PAWSJ)

[14]: The sensor achieves the maximum profit regardless

of the existence of the jammer while the jammer is smart.

• Power allocation with mistakes (PAM) [18]: The sensor

decides its power allocation with smart jammer existing,

while the jammer is a traditional jammer which transmits

interference signal with even power.

Kim et al. proposed a random power control approach in

[17]. In order to make comparison with their own approaches,

the PAWSJ and PAM approaches were shown in [14] and

[18], respectively. We study these papers and employe these

approaches to make comparison with the EDSJ approach.

Figs. 3 and 4 illustrate the results of the single-antenna model.

The sensor’s profit Us(P,J) and the jammer’s profit Js(P,J)
are shown as the transmission power of the sensor and the

jammer. It is obvious that with the changes of P and J , there

exists a maximum value of the sensor’s profit Us(P,J). With

the sensor’s power P increase, the jammer’s profit Js(P,J)
decreases. Meanwhile, with the jammer’s power J increase,

the jammer’s profit Js(P,J) increases at the beginning and

then decreases. In this situation, with the assistance of control

feedback, the sensor and the jammer will adjust their power P
and J to achieve the maximum Us(P,J) as show in Fig. 3.

Figs. 5 and 6 show the impact of power constraint Pmax

on the profits of the sensor and the jammer under multi-antenna

model. Jmax is set as 10. When the Pmax increases, the sensor’s

profits Um(P,J) of these scenarios except the PAWSJ raise

and the jammer’s profits Jm(P,J) reduce. In our simulation,

the RISA achieves the highest sensor’s profit. Meanwhile, the

jammer’s profit of RISA is lower than PAM. PAWSJ is always

the worst in both figures.

Figs. 7 and 8 illustrate the channel gains vise how to influence

the profits of the sensor and the jammer under multi-antenna

model. When vise increases, the profits of the sensor and the

jammer increase and the values of them are close with each

other. In each case of vise, RISA leads to the highest sensor’s

profit and lower jammer’s profit.
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B. Trace Experiment Analysis

For the trace experiment, we deploy four equipments in the

laboratory. Our experimental site is a meeting room and the

size of the room is 15m*10m. One D-Link DIR-600M with

a single antenna is used as the traffic sensor which transmit

information to the remote controller. One desktop computer

with TL-WN725N USB wireless card plays the role of remote

controller to receive the information and is modified as in [35].

The other desktop computer with TL-WN725N USB wireless

card plays the role of the malicious eavesdropper. Both of the

computers run Windows 10 operation system and access the

traffic sensor router. The other D-Link DIR-600M plays the

role of malicious jammer and transmits jamming signals in

the channel, which is the same as the channel of the traffic

sensor. We set the jammer and the traffic sensor working in

IEEE802.11n AP mode at 2.4GHz with 10MHz bandwidth.

Hence, jammer can interference the signal transmission of the

traffic sensor. The traffic sensor, remote controller, jammer

and eavesdropper are deployed as Fig. 1. More precisely, the

distance of the traffic sensor and remote controller, the distance

of the traffic sensor and eavesdropper, the distance of the

jammer and remote controller, and the distance of the jammer

and eavesdropper is 5m, 10m, 15m and 5m, respectively. The

jammer will affect eavesdropper more than traffic sensor. We can

change the transmission power of the traffic sensor and jammer

in the route setting interface. Transmission rate is achieve as

the trace data. The difference between the remote controller’s

transmission rate and the eavesdropper’s transmission rate is the

secrecy capacity. Each experiment will last for one hour and

repeats three times to get the average value. We compare the

result in different models:

• Common wiretapping model (CWM) [19]: The eavesdrop-

per intercepts the information between the traffic sensor

and the remote controller. No jammer exists.

• Wiretapping model with friendly jammer (WMFJ) [20]:

The main channel applies a friendly jammer to resist the

eavesdropper.

• Wiretapping model with malicious jammer (WMMJ): The

main channel applies a malicious jammer to resist the

eavesdropper.

Fig. 9 shows the impact of the traffic sensor’s power on the

secrecy capacity on different models. The secrecy capacity of

CWM is always the lowest and the growth range is also the

lowest. The secrecy capacity and its increasing level of WMFJ
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and WMMJ are of little difference. In addition, Fig. 10 shows

the power of friendly sides with the same secrecy capacity. The

power of WMFJ is much higher than that of WMMJ due to

the existence of friendly jammer’s power. Hence, the WMMJ

achieves a relatively high secrecy capacity with less power.

VI. RELATED WORK

A. Security in CPTS

In recent years, the CPS security has attracted many interests

in recent years. Cárdenas et al. [21] studied the deception

attacks and DoS attacks. The purpose of DoS attacks is to block

the information exchange between different parts of the CPS.

The purpose of Deception attacks is to cheat the systems and

make them judge mistakes. Wu et al. [22] proposed a data

integrity attack scheme at attacker side. An optimal feedback

attack law is presented for maximizing the difference between

the output of the attacked system and the secure system.

The security properties of CPTS were studied. Gokhale et
al. [23] studied the timeliness and credibility of the control

information in intelligent transportation systems. A CPS-based

solution was proposed to overcome the physical and cyber

interferences in order to improve these two characters. Zhou

et al. [24] considered the privacy protection in CPS when the

traffic state are collected. In this paper, they proposed a novel

scheme which can gather the traffic flow data with protecting

the privacy of each vehicle.

B. Jamming and Eavesdropping in the Physical Layer

With the transmission process security studied, the definition

of secrecy capacity was applied to the system security. The

secrecy capacity was established by Shannon in [25] and ex-

tended to the discrete memoryless channel with wiretap channel.
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With the existence of eavesdropper, some approaches [7, 9, 26]

were proposed to protect the information security. Zheng et
al. [7] proposed a wireless network consisting of a single-

antenna source, a multi-antenna destination and a multi-antenna

eavesdropper. They apply the cooperating full-duplex jammers

to improve the secrecy rate in this system. Han et al. [26]

considered a wireless transmission channel in the presence

of a malicious eavesdropper. Multiple friendly jammers are

employed to improve the communication security. Considering

the interaction between source and jammer, a Stackelberg game

was studied and the equilibrium was obtained.

In reality, jammers are not always friendly and maybe

act as malicious nodes and this situation was considered in

[14, 27, 28]. Yang et al. [14] investigated the wireless networks

with the existence of a smart jammer which wants to disturb

the information transmission process. In addition, the jammer

is intelligent to adjust its transmitted power for maximizing the

effect of damage with knowing source’s power. They studied the

power control problem as a optimization problem and modeled

the problem as a Stackelberg game. The jamming attacks on

mobile CPS were studied in [27]. The attacks may degrade

the quality of communication and that for mobile CPS were

described. Wang et al. [28] applied multiple relays to defend

the threat of eavesdropping attacks. In order to maximize the

secrecy transmission rate of a channel, three different power

control schemes were presented.

C. Analysis with Game Theory

Game theory was applied to study the interactions between

intelligent decision makers as an effective approach [29-31].

The game-theoretic frameworks that can improve the security

of networks were summarized and classified in [32]. Miao et
al. [33] selected a system including one controller, one estimator

and one detector from the CPS. A hybrid stochastic game

model was proposed to model this system and a moving-horizon

approach was presented to solve this game. In the end, they

achieve a saddle-point equilibrium as a optimal strategy. Niyato

et al. [34] investigated a wireless powered network where the

user can submit an energy demand to the energy source for its

transmission power. In this system, they consider a malicious

node which steal the energy to jam the information transmitted

by the user. Then, they propose a game theoretic model to

analyze the relationship between the attacker and the user. They

designed an iterative algorithm to obtain the Nash equilibrium

of this game.

Different from previous work, we consider the transmission

security of GCPTS with the assistance of feedback in the

presence of jamming attacks and eavesdropping attacks. When

we try to mitigate the impacts of jamming attacks, the signal

of the malicious jammer is used to reduce the wiretap quality

of eavesdroppers. In this paper, we propose an eavesdropping

attacks defense approach with the help of the malicious jammer.

Then we study how to choose the power allocation of the sensor

and the jammer to maximize the secure transmission rate with

the control feedback.

VII. CONCLUSION

In this paper, we have investigated the eavesdropping defense

issue in the transmission process of GCPTS with a smart

jammer. The relationship between the sensor and the jammer is

studied and jammer’s transmission power proves as a function

of the sensor’s transmission. The sensor adjusts the transmitted

power of it to obtain the maximum utility by the help of

control feedback. Two system models, i.e., single-antenna model

and multi-antenna, are used to analyze this problem. For both

models, the Stackelberg game is applied to formulate this

problem and the existence of equilibrium was proved. SAF

and RISA are employed as efficient algorithms to obtain the

optimal strategies. We conduct some experiments to validate

the performance of our approach. The results match well with

the theoretical analysis to demonstrate the correctness.
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