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Introduction

The linear complexity of sequences is one of the important
security measures for stream cipher systems.

Rueppel 1986, 1992

Ding, Xiao, Shan 1991

Cusick, Ding, Renvall 1998

Niederreiter 2003
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Introduction

@ High linear complexity to resist an attack by the
Berlekamp-Massey algorithm.

@ A stream cipher system is completely secure if the keystream is a
“truly random” sequence that is uniformly distributed.

@ Fundamental research problem:
Determine the expectation and variance of the linear complexity
of random sequences that are uniformly distributed.
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Introduction

@ Study of word-based or vectorized stream cipher systems
@ Study of joint linear complexity of multisequences

@ Research works on the study of expectation and variance and
counting function for

@ linear complexity of random finite/periodic sequences: Rueppel,
Dai, Meidl, Niederreiter, et al

@ joint linear complexity of random finite/periodic multisequences:
Meidl, Niederreiter, Dai, Xing, Fu, Su, Wang, et al
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Linear Recurring Sequences and Linear Complexity

e A sequence o = (s,),—, of elements of F, is called a linear
recurring sequence over [F, with characteristic polynomial

¢
Z aix' € Fy[x]
i=0
if a, =1 and
¢
Za;sn+;:O for n=0,1,....
i=0

Here ¢ is an arbitrary nonnegative integer.
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Linear Recurring Sequences and Linear Complexity

@ The minimal polynomial of ¢ is the uniquely determined
characteristic polynomial of o with least degree.

@ The linear complexity of o is the degree of the minimal
polynomial of o.
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Multiple Sequences and Joint Linear Complexity

@ m: an arbitrary positive integer.

e m-fold multisequence S = (o4, ..., 0,) consisting of linear
recurring sequences o1, ...,0, over [Fy, that is, a linear
recurring multisequence S over Fj,.

@ Joint minimal polynomial Ps € F[x] is defined to be the
(uniquely determined) monic polynomial of the least degree such
that Ps is a characteristic polynomial of o; for each 1 </ < m.

@ The joint linear complexity L(S) of S is defined to be
L(S) = deg (Ps).
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Multiple Sequences and Joint Linear Complexity

@ Forl1 </ <m, let

g; = (si,n):o:()v

and assume that o; is not the zero sequence for some 1 < i < m.

@ The joint linear complexity L(S) is the smallest positive integer
¢ for which there exist coefficients a;, a5, ..., ac € Fq such that
for each 1 < i < m, we have

Sin+ aiSip—1+ -+ acSip—c=0 forall n> c.
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Some Notations

@ Given a monic polynomial f € F[x].

o M(M(f): The set of m-fold multisequences S = (01,...,0m)
such that for each 1 </ < m, o; is a linear recurring sequence
over [F, with characteristic polynomial f.

’M(m)(f)‘ — gmdee(f),

Fang-Wei Fu (Nankai University) Feb 2011 NTU 10 / 44



Some Notations

@ The expectation E(™(f) and the variance Var(™(f) of the joint
linear complexity of random m-fold multisequences from
MM(£), which are uniformly distributed over M(™(f).

e Counting function (™ (f;t): The number of m-fold
multisequences from M(™(f) with a given joint linear
complexity t.
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Preliminaries

@ For a monic polynomial f € Fy[x] with deg(f) > 1, let
C(f) :={h e Fy[x] : deg(h) < deg(f)},

RU™(f) := {(hy,..., hn) € C(F)™:
ged(hy, ..., hy, f) =1},

ol (f) == |RU(f)|, and ®{™(1):= 1.
° CDS,'")(f) is the number of m-fold multisequences S with the joint

minimal polynomial f(x).
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Preliminaries

Lemma

If f =rry? - re* is the canonical factorization of f into monic
irreducible polynomials over F, then

k
Cbgm)(f) _ qmdeg(f) H (1 _ q—mdeg(r;)) )

i=1
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Expectation and Variance

@ Monic polynomial f € [ [x] with deg(f) > 1.
@ Canonical factorization
f=rlrr*

@ For 1< i<k, let o = qmdesn),
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Expectation and Variance

Theorem

Expectation E(™)(f) and Variance Var(™(f):

k —e;
1_&"61

E(™(f) = deg(f) — -

deg(r;),

><[(2e,~ aF 1) (OZI_ei_2 . a_—e,'—l) . O['—2e,-—2 + ai_l].
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Expectation and Variance

Remark:

@ When f(x) = xN —1 € F,[x] and N is an arbitrary positive
integer, This is the case of m-fold N-periodic multisequences
over [F.

@ This theorem yields the corresponding results of
Meidl-Niederreiter and Fu-Niederreiter-Su by a simpler method.

@ These corresponding results are the general formulas for the
expectation and the variance of the joint linear complexity of
random m-fold N-periodic multisequences over [F,.
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Expectation and Variance

Cyclotomic coset:
@ Let n be a positive integer with ged(n, g) = 1.

e ForjeZ,:={0,1,...,n— 1}, the cyclotomic coset C; of j
modulo n relative to powers of g is defined as

G =i i @} (mod n),

where [; is the least positive integer / satisfying j - ¢' = j
(mod n).
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Expectation and Variance

Let N = p“n with v > 0, p = char [F, and gcd(n, p) = 1. Let
Dy, ..., Dy be the different cyclotomic cosets modulo n and let
d, = |D,|, 1 < r < h, be the sizes of these cyclotomic cosets,
respectively.

@ Meidl-Niederreiter 2003
The expectation E,(\,m) of the joint linear complexity of m random
N-periodic sequences with terms in [F, is given by

h
(m drr r
)*N Z al_ar 7

where a, = g~ 9™
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Expectation and Variance

@ Fu-Niederreiter-Su 2005
The variance V,E,m) of the joint linear complexity of m random
N-periodic sequences with terms in [ is given by

)(afv+2 _ a‘,’vﬂ) _ agpv+2 +a,
(1—a,)? ’

h
m 2p" +1
Vﬁ)zzdf-(p +
r=1

where a, = g~ 9™,
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Expectation and Variance

Some Examples:

o N=p¥ p=charFg:

1 1
E" =N — 1- —
N qm_l( qu)’

yom _ (@ g M)A —g ") 27
N m_ 1 2 T m -1
(gm—1) q
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Expectation and Variance

e N is a prime different from p:

Let d be the multiplicative order of g in the prime field .

N-—-1 1
qdm qm’

EN" =N -
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Expectation and Variance

e N=gK—1and kis a prime:

E" =N—(qg—1)g ™ —(q" — q)g ",

V™ =(q—1)g (1 — q ™) + k(g" — q)g~*"(1 — g~*™).
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Counting Function

Theorem

Counting function N\™(f; t) where t < deg(f):

N = Y olm(d),
d|f

deg(d)=t

where the summation is over all monic polynomials d € F,[x]| of
degree t and dividing f.
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Counting Function

e We determine closed-form expressions for (™ (f; deg(f)),
N (f: deg(f) — 1), and N(™)(f; deg(f) — 2).

@ We also give tight upper and lower bounds on the counting
function N'(™)(f; t) in general.

@ We give concrete examples determining the counting functions
in closed form in some special cases.
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Generating Polynomial

e Generating polynomial G(™)(f; z) for the distribution of joint
linear complexities of m-fold multisequences from M (™ (f):

GIM(f;z) =Y N(Fit)z

t>0

e We now determine G{™(f; z) as a product of certain
polynomials in z depending on the canonical factorization of f
into monic irreducibles over [F.
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Generating Polynomial

Theorem

If f = fif,, where fi, f, € F4[x] are monic polynomials with
deg(f),deg(f) > 1, and gcd(fi, f,) = 1, then

Gi"(f; z) = G'M(f; 2)G\ (£ 2).
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Generating Polynomial

Theorem

If f =rtry? - - re* is the canonical factorization of f into monic
irreducibles over Iy, then

k

G\™(f; z) = H (1 +(1- Ozj_l)

Jj=1

) s
ojzde8(n) — 1 ’

where a; = qm98(1) for 1 < j < k.
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Generating Polynomial

@ For N > 1, recall that the set of m-fold N-periodic
multisequences over I, is the same as the set M(™(f), where

f(x) =xN —1€Fy[x].
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Generating Polynomial

@ n > 1lis an integer with ged(n, g) = 1.

@ Euler totient function ¢(¢): The number of nonnegative integers
less than ¢ and coprime to ¢.

@ For each positive integer d dividing n, let Hy(d) be the
multiplicative order of g modulo d, i.e., the least positive integer
h such that ¢" =1 mod d.
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Generating Polynomial

Theorem

Let m, N > 1 be integers and p be the characteristic of IF,. Let
n> 1 and v > 0 be the integers such that N = p“n and
ged(n, p) = 1. Assume that f(x) = xN — 1 € F,[x]. Then we have

g(m)(f; z) _

mHq(d) zHq(d) —
din q z 1
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Generating Polynomial

Remark:
@ The counting function N'(™)(f; t) is the coefficient of the term
z* of the generating polynomial G(™(f; z).

@ These two theorems determine G(™)(f; z) as a product of certain
polynomials in z.

@ However, even for f(x) = x¥ — 1, i.e., the periodic case, it is
difficult in general to obtain the coefficient of the term z* from
the product in the above theorem.
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General Case

@ Let s be an arbitrary positive integer.
o Let my, my, ..., ms be further arbitrarily chosen positive integers.

o Let fi, h,..., f € Fy[x] be monic polynomials of positive degree.
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General Case

o Let M(mumzms)(fy £ f£) be the set of
(my + my + - - - + mj)-fold multisequences

S:( 011,01,25---,01,my,
021,022,--+,02 my,
0s1,0s52,-++,05 m; )

such that for each 1 </ <sand 1 <j <mj, oj;is a linear

recurring sequence over [F, with characteristic polynomial f;.

Fang-Wei Fu (Nankai University) Feb 2011 NTU

35 / 44



General Case

o Expectation E(m:m2ms)(f £, . f.) and Variance
Var(’"l’mQ""’mS)(ﬂ, fa, ..., f) of the joint linear complexity of
random (my + my + - - - + m;)-fold multisequences from
M(mhm%m’ms)(ﬂ? f27 R fs)
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General Case

e Counting function N'(mvmzms)(f f, . f-t) of
(my + mp + - - - + m;)-fold multisequences from
MUmumzeoms) (£ f, - f.) with a given joint linear complexity t.

Fang-Wei Fu (Nankai University) Feb 2011 NTU 37 / 44



e Generating polynomial G(mm2ms)(fy £, . f.: z):

g(ml,mz ..... ms)(fl, f2, o fs;z)
= ZN(m17m27“'7m$)(fi, f2, cee f;; t)Zt.
t>0
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fi, b, ..., f are pairwise coprime
Special case: f;,f, ..., f; are pairwise coprime.

Theorem
Bmomems)(f o, )= BM(f),
i=1

Var(’"l""z""’mS)(fl, fa, ..., f) = Z\/ar(’"")(ﬁ-).
i=1

Here E(™)(£) and Var'™)(f;) can be computed using previous
theorems.
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fi,h,...,f are pairwise coprime

Theorem
Counting function

N(mmv---’ms)(fl, for. . fuit) =

Z N N2 (f:5) -

1,02,

where the summation is over all nonnegative integers iy, i, . . .

hth+-+is="t.
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Generating polynomial

Glmme=m)(fy £y, fiy2) = [[ G (F: 2).
i=1
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fi, b, ..., f are pairwise coprime

If mi = my, =---= m,, then we can completely reduce the
consideration to the case s = 1.

Corollary
Let f := fif,---f, € Fy[x]. Then we have

Nmmem (e t) = NU(£; 1),
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Thank you for your attention!
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