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In this paper, we investigate the physical layer security of cooperative two-way relay transmission systems using the amplify-and-
forward (AF) protocol in the presence of an eavesdropper. A joint relay selection (RS) and power allocation (PA) scheme is proposed
to protect the source-destination transmission against the eavesdropper. However, due to the high computational complexity, it is
difficult to obtain the optimal solution for the system secrecy rate. Fortunately, an approximate optimal solution by using the particle
swarm optimization (PSO) algorithm is derived. In the simulations, we use random relay selection with optimal power allocation
(RRS-OPA) and equal power allocation with optimal relay selection (EPA-ORS) as benchmark schemes to verify the effectiveness
of the proposed method. The simulation results show that the proposed method outperforms both RRS-OPA and EPA-ORS and
significantly improves the system performance with low complexity.

1. Introduction

Cooperative relaying is a promising technology for achieving
full spatial diversity, improved network coverage, and system
capacity [1-3]. There are two popular relaying protocols,
namely, the one-way relaying and the two-way relaying [4-
6]. The one-way relaying protocol needs four time-slots for
the bidirectional transmission from source to destination.
By contrast, the two-way relaying protocol requires only two
time-slots for the same transmission, which greatly improves
the spectral efficiency and system throughput [7-9]. In [10],
the joint power allocation (PA) and network beamforming
algorithms are proposed to minimize the total transmit
power or maximize the sum-rate for a two-way multicarrier
multirelay network. In [11], a joint relay selection (RS)
and PA algorithm under transmit power and primary use
interference constraints is presented in cognitive radio (CR)
networks with multiple relays.

On the other hand, physical layer security [12-15] has
attracted growing attention to enable secure communi-
cations. It is different from the traditional cryptographic
methods that rely on computational complexity and secret
keys. Physical layer security mainly exploits the physical

characteristics of wireless channels to enhance the security
of the signal transmission. In [16], a cooperative jamming
scheme is investigated to improve the system’s secrecy rate
for two-way relaying system with an eavesdropper node.
In [17], a two-slot cooperative relaying scheme is proposed
to maximize the secrecy rate and evaluate the physical-
layer security performance. However, under eavesdropping
environment, the joint optimization problem of RS and PA
in two-way relay transmission is difficult to derive an optimal
solution due to the high computational complexity. In the
aforementioned works, few researches have been done for the
joint optimization problem.

In this paper, a joint RS and PA algorithm with an eaves-
dropper for two-way relay transmission based on particle
swarm optimization (PSO) is proposed to reduce the com-
putational complexity and improve the system secrecy rate.
The PSO algorithm is a swarm intelligent and evolutionary
approach, inspired from birds’ flocking or fishes’ schooling
for the solution of nonlinear, nonconvex, or combinatorial
optimization problems [18, 19]. Recently, it has been applied
to solve many complex optimization problems in communi-
cation networks. In [20], a novel relay resource scheme that
uses the PSO algorithm to jointly search the transmit/receive
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FIGURE 1: System model.

antenna combining matrices is proposed in cooperative mul-
tiple input multiple output system. In [21], a generalized PSO
model is proposed as a low complexity method for adaptive
resource allocation to improve the bandwidth efficiency. It is
shown that using PSO for subcarrier allocation has a lower
complexity than linear and sorted list searches which have
been used in the literature. However, few research investigate
PSO algorithm in two-way cooperative relaying networks.
Therefore, the proposed method based on PSO is investigated
to improve the system performance with low complexity
under eavesdropping environment.

The contributions in this paper are summarized as fol-
lows. Firstly, a joint relay selection (RS) and power allocation
(PA) scheme is proposed to protect the source-destination
transmission against the eavesdropper in the two-way coop-
erative relaying systems. Secondly, in order to reduce the
computational complexity, we propose the optimization algo-
rithm based on PSO to improve the system secrecy rate.
And then, the simulation results show that our proposed
method outperforms both random relay selection with opti-
mal power allocation (RRS-OPA) and equal power allocation
with optimal relay selection (EPA-ORS) and improves the
system performance with low complexity significantly.

The remainder of this paper is organized as follows.
The system model of cooperative two-way relaying protocol,
with an eavesdropper, is given in Section 2. In Section 3,
we present an optimal RS and PA scheme based on PSO.
Moreover, in Section 4, simulation results are given to corrob-
orate our study. Finally, Section 5 contains some concluding
remarks.

2. System and Channel Model

We consider a wireless cooperative relay communication sys-
tem as shown in Figure 1, which includes a pair of transceiver
nodes (S; and S,), an eavesdropper node E and L friendly
relay nodes R; (i = 1,2,...,L). It is assumed that there is no
direct link between S, and S,. In addition, E is assumed to be
within the coverage area of all nodes (S;, S, and R;). All of the
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nodes are equipped with single antenna and operated in half-
duplex mode. We assume that both the main and the wiretap
are modeled by Rayleigh fading channels, and the channels
are reciprocal.

The relays employ amplify-and-forward (AF) two-way
relaying, where the communication process between the
two transceiver nodes takes place in two time-slots. In the
first time-slot, both transceivers transmit their data to the
relays simultaneously. Let the transceiver nodes, S; and S,,
transmit the symbols x; and x,, respectively. Without loss of
generality, we assume that E[|x; 1] = E[|x2|2] = 1, where E[-]
and |-| denote the expectation operator and the absolute value
of a complex number, respectively. The signals received at the
relays can be expressed as

YR, = ﬂPl,ihisixl + W’Pz,ihszR,»xz +y, 1<i<L. (1)

where P, ; and P,; are the transmit power from S, and S,
to the ith relay (R;) respectively. hg p and hg p denote the
channel gain for links S, — R; and S, — R, respectively.
In addition, y; is an independent and identically distributed
(i.i.d) complex Gaussian random variable with zero mean and
variance O'ii representing the additive noise at the ith relay
node.

At the same time, the signals received at E from S, and S,
can be expressed as
yE, = \|Prifs px1 + Pz)ihSzEx2 +ng, 1<i<L. 2)

where hg  and hg  denote the channel gain for links §; —
E and S, — E respectively. ng is an iid complex

. . . . 2
Gaussian random variable with zero mean and variance O,
representing the additive noise at the E node.

And then, as can be seen from (2), E receives a mixed
signal including S, and S,. The node E can employ the two
matched filters corresponding to §; and S,. So, S, is treated as
interference while eavesdropping S, at E, and vice versa. The
received SNR at E with respect to S; can be written as

2
SNR; = Pl e 3)

> .
P,; |hSZE' + 012?1

Similarly, the received SNR at E with respect to S, can be
given by

Py, s,

(4)

Ep, = 2 :
2
P |hle' +og,

In the second time-slot, each relay transmits a scaled
version of the signal received in the previous time-slot. And
the signals received at the S, S,, and E are denoted as y,, y,,
and yg, respectively, which can be expressed as

1 = \[Priwhs s g + \[Prieoshs s g %, 5

+ wihis,-[/‘i +m
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Y2 = \/P1,iwihszR,-his,-x1 + VPZ,iwihSZR,-hSZR,-xz

(6)
+ wihszR,-”i +n,
and
JE, = Pl,iwihR,-EhS1Rixl + \/E,iwihRiEhszRixz
\ (7)

1<i<L

+ Why pp; + N,

where w; is the gain factor. hy ; denotes the channel gain for
links R, — E. n;, n,, and nlgz stand for the additive white
Gaussian noise (AWGN) at S;, S,, and E, with zero mean and
variances O‘il R oﬁz, and O‘éz, respectively. Through the analysis

of the formulas (5) and (6), the first term in (5) and the second
term in (6) can be subtracted from y, and y,, respectively,
known as self-interference. Thus, the residual signals y; and

y; can be given by
) -
M= \/Pz’iwihisihszRixz + wihSIRiAMi +n (8)
and
. -
V2= \/Pl'iwihszRihisixl + wihSZR,-AMi +n, 9)

Therefore, the SNR at S; and S, can be written as

2 2
1
Li = 2
a2 |wi|2'hisi| + 02,

and

_ Py oy 'hisi|2 |h52Ri ’

For the same reason as (3) and (4), the SNR at the
eavesdropper E equals

SNRp,

P, l“’i|2 'hR,-E|2 |his,.'2 (12)

- 2 2 2 2 2
2 2
Poilof |ws| [rs,z |+ p Lol |rs| + 0,
and

SNRg,,

P, |wil2 'hR,-E'Z 'hSZR,-|2 (13)

p 2 2
Py |“’i|2'hR,-E| |his,.| +‘7;24,. |wi|2'hR,-E' +‘71292

And then, the transmit power of the ith relay can be given
by

PRi =E {'wiyRi'z}
(14)
=P, |wil2 'his,.'z + D5 l“’i|2 'hSzR,-|2 + |a>,-|2 ‘7;,-
From (14), it can be derived

Py

i

2 2
2
\/PL" 'hisi| Py 'hSzRi| + oy,

|w;| =

(15)

SNR,j = ————— 57— (1) So, substituting (15) into (10), (1), (12), and (13), we obtain
O |wi| 'hssz‘| + oy, (16)-(19), respectively.
2 2
SNR,,; = . PZJPR;‘ 'h251Ri| 'hszRi| _ i (16)
Py 'hisi| 0;24,- +Py; 'hisi' aﬁl +Py; 'hSZR,-| oﬁl + aﬁioﬁl
2 2
SNR,, - — Pl,iPRi 'h;glR;| 'hszRi| — —, (17)
Py 'hSZRi| 0, + Py 'hisi' 0, + Py 'hszRi| 0, +0,0,
R. — PUPRi 'hRiE'Z 'hisi|2 (18)
e =
i PZJPR;‘ |hRiE'2 'hSzRi|2 + PRi |hRiE'2 O-PZIi + Py |hisi|2 01232 + By |hSZR,-|2 01232 + Gﬁiolziz
Rg,, = Pu el o] (19)

2 2 2 2 2
2 2 2 2 2
PPy, |hRiE' 'hisi| + Py, |hRiE' o+ P |hisi| og, + Py; |h52Ri| Og, + 0,05,

1<



It is assumed that the eavesdropper E performs maximal-
ratio combining of the first and second slot received signals,
so its SNR equals

SNRg =SNRg +SNRg (20)
and

SNRy, = SNRg +SNRp . 1)

3. Optimal Relay Selection and
Power Allocation

In this section, we consider the joint optimal RS and PA
for the two-way relaying network. RS and PA [11] can be
formulated as the following optimization problem,

* * *
(PR‘,PU,PZJ) =arg max
! {Pr,>PyirPs i€

Rsi (PR,»’Pl,i’PZ,i)’ (22)
i* = arg max R, (P;‘_,Plfi,Pzi) (23)
ic(1,2,...L}

where i* is the index of the selected best relay, Rs,- is the
secrecy rate, and (Q is defined by the transmit power. This is
a joint optimization over the relay indexes and the transmit
powers. Thus, we first obtain the maximization of the secrecy
rate according to the transmit powers of the relay and
transceivers.

The system secrecy rate [16] can be given by

i

R, = % (R, +R,,) (24)
where

R, = [log, (1+SNRy,) ~log, (1+SNR;,)|”  (25)
and

R, = [log, (1+SNR,;) —log, (1 + SNREZ)]Jr (26)

$2,i

where [x]" denotes max(x, 0).
Based on (22), (23), and (24), the power allocation
problem can be formulated as follows:

max [f(P)] = max [l (RSU + ng,i)]

i PoioPr, PPyjnPe, L2
subject to: P+ Py;+ Py <U (27)
subject to:  Pj;+Py;+ Py <U
where P = (P;,P,;,Pp). U is the total system power
constraint.

However, this is a nonconcave and nonconvex problem
through analysis. Due to the high computational complexity,
it is difficult to derive an optimal solution. In this paper, the
PSO algorithm is considered to solve this complex optimiza-
tion problem and achieve the optimal results. The flowchart
of the proposed PSO algorithm is shown in Figure 2. It
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FIGURE 2: Flowchart of the PSO algorithm.

is assumed that there are n particles in the population.
Each particle has a corresponding velocity, position, the
local optimum, and the global optimum solution in the
evolutionary process of the proposed PSO scheme.

In the initial step, a swarm is created and initialized. We
denote the jth particle’s velocity, position, the local optimum,

and the global optimum solution, respectively, as VE-O),DE»O),

L(jo), and G for the 1st generation.

In the second step, the velocity and position of the particle
are modified so that the particle is within the effective range.

The jth particle’s velocity v;k) is checked by

if (D +4{7), > U or (DY +v9), <0, (¢ = 1,2,3),
then v;k) = v;k) /2,

(k) _ (k)
elsevj =V

where v\¥, D;k) are the jth particle’s velocity and position,

respectively, in the kth generation (k = 0,1,...,m).
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In the third step, the corresponding particles’ positions
can be updated by

(k+1) _ (k) (k)
Dj = Dj +v; (28)

In the fourth step, the objective value of f(DE.k)) is
evaluated in (27). And the corresponding particles’ local
optimum solution L% and global optimum solution G®,
respectively, can be updated by

¥ f(L®)= £ (DY)

L&D -
D§k) other

J (29)

G(k+1)

G®  £(G) Zmax{f(L(jk)) |j=1,2,...,n} (30)
L(j]i) j* = arg max {f (L(]k))}

And then, updating the velocities of the particles for the
next generation can be given by

k+D) _ 5 (B) ® _ k)
v =05V +2.05r, (LY - D)
(31)

+2.057, (GY - DY)

where r, and r, are random variables uniformly distributed
in the range [0, 1].

The steps in Figure 2 are repeated until the number of
iterations is m, i.e, k = m. Finally, the optimal power
allocation problem in (27) can be achieved. After determining
the solution, the best relay can be selected, ie.,, i* =
argmax;eq R (Pr, P Py;). Ry is the secrecy rate of the

ith relay with optimal power allocation.

4. Simulation Results

In this section, the simulation setting is to confirm the
proposed optimal RS and PA scheme. It is assumed that both
the main and the wiretap are modeled by Rayleigh fading
channels, and the channels are reciprocal. We assume that
the channel state information (CSI) is perfectly known. The
channels among all of nodes are assumed to be i.i.d, complex
Gaussian with zero mean and unit variance. In simulations,
the parameter is set as the number of relays L = 10. Further,
we set the number of particles » = 30 and the number of
iterations m = 50 in the population.

Figure 3 shows the system secrecy rate versus the number
of relays for the different power allocation scheme. In this
simulations, the parameter is set as U = 30dB. There are two
situations to be considered: (1) the EPA-ORS and (2) the
proposed joint RS and PA scheme. It demonstrates clearly
that, compared with two cases, the optimal performance of
the system secrecy rate is achieved in the proposed scheme.
This can be explained that the power allocation scheme based
on PSO can increase the system secrecy rate.

Figure 4 illustrates the system secrecy rate versus the
number of relays for the different relay selection scheme.

Secrecy rate (bits/s/Hz)

1 2 3 4 5 6 7 8 9 10
The number of relays

—— 'The proposed scheme with PA/RS
—o— EPA-ORS

FIGURE 3: System secrecy rate versus the number of relays for the
different power allocation scheme.

Secrecy rate (bits/s/Hz)

1 2 3 4 5 6 7 8 9 10
The number of relays

—— The proposed scheme with PA/RS
—— RRS-OPA

FIGURE 4: System secrecy rate versus the number of relays for the
different relay selection scheme.

These are the RRS-OPA and the proposed optimal PA/RS
scheme based on PSO, respectively. It is observed that the
proposed method is superior to RRS-OPA scheme. The
reason is that potential selection diversity gain is improved.
For RRS-OPA scheme, it has nothing to do with the number
of relays. And, in Figures 2 and 3, the simulation results clearly
show that the PSO algorithm can solve this complex optimal
PA/RS problem and achieve the optimal results.

Figure 5 illustrates the system secrecy rate versus the
number of relays for the different eavesdropping area of
eavesdropper. There are three cases to be considered: (1) the
nodes R only can be eavesdropped; (2) the nodes R and the
partial transceiver nodes (S, or S,) can be eavesdropped; (3)



15

Secrecy rate (bits/s/Hz)

1 2 3 4 5 6 7 8 9 10

The number of relays

—o— Eavesdropping nodes R
—— Eavesdropping nodes R and the partial transceiver nodes
—o— Eavesdropping all of nodes (The proposed scheme)

FIGURE 5: System secrecy rate versus the number of relays for the
different eavesdropping area of eavesdropper.

14

Secrecy rate (bits/s/Hz)

1 2 3 4 5 6 7 8 9 10

The number of relays

—— U=30dB
—— U=20dB
—— U=10dB

FIGURE 6: System secrecy rate versus the number of relays for the
different total power constraint.

all of the nodes can be eavesdropped (the proposed model).
It is seen clearly that the optimal performance of the system
secrecy rate is achieved in the first case. This can be explained
that potential spatial diversity gain is different for the different
eavesdropping area of eavesdropper. The system secrecy rate
decreases with the increases of eavesdropping area. So, it
is noteworthy that the eavesdropping area of eavesdropper
cannot be ignored.

Figure 6 depicts the system secrecy rate versus the num-
ber of relays for three given the total system power constraint
U =10dB, 20dB, 30dB. It is observed that the system secrecy
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rate increases with the increase of the total system power con-
straint. The reason is that the higher total power constraint is,
the higher transmit powers at the transceiver nodes and the
relay nodes are. On the other hand, by comparing with the
different number of candidate relays, the system secrecy rate
can be enhanced by increasing the number of relays. This is
because potential selection diversity gain is increased.

5. Conclusion

The joint optimization problem of RS and PA with an
eavesdropper for two-way relay transmission is a complex
optimization problem. And it is difficult to derive an optimal
solution. In this paper, we investigate an optimal RS and
PA scheme based on PSO in two-way relaying systems to
solve this problem. RRS-OPA and EPA-ORS as benchmark
schemes are used to verify the effectiveness of the proposed
method. The simulation results show that the proposed
method outperforms both RRS-OPA and EPA-ORS and
significantly improves the system performance with low
complexity.

Data Availability

The data used to support the findings of this study are
available from the corresponding author upon request.
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