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Abstract

Over the past half of a century, international society, particularly across the industrially
developed world, has experienced an unprecedented technological transformation. The
ubiquity of digital technology and its smooth integration with human activities has
brought tremendous advantages. Simultaneously, diverse new activities called
‘cybercrimes’ have emerged in association with this technological revolution. Legal
scholars have addressed these crimes and delivered initially controversial arguments
regarding the adequacy of the traditional substantive and procedural laws to effectively
criminalise and deal with them. Many developed countries, such as Australia and the
USA, responded to the problem of cybercrime in a variety of ways. By contrast, in
Jordan, there is no comprehensive law addressing cybercrime but a handful of

legislative provisions that were originally enacted to protect physical objects.

This study is focused on Jordan and its need for law reform. Australia and the United
States were selected for comparative study because they are already well advanced in
their experiences of and in their legal responses to cybercrimes, thus providing
benchmarks for Jordanian developments. In 2001, Australia enacted a comprehensive
law, the Cybercrime Act 2001, and established the Australian High-Tech Crime Centre.
The USA enacted its Computer Fraud and Abuse Act (CFAA) 1984.

Jordan has long understood the importance of Information Technology (IT) as a key
element to improve the quality of life of its people. The Electronic Transaction Act
2001 and Telecommunications Law 1995 demonstrate this. It also established a
Computer Crime Unit as a part of the Public Security Directorate to investigate
cybercrime and to provide laboratory services in the inspection and analysis of digital
evidence. However, Jordan’s lack of cybercrime legislation is problematic because
cybercrimes are borderless crimes. Jordan’s lack can influence the rest of the world by
creating, for instance, jurisdictional havens. The novelty of cybercrime challenges the
existing Jordanian models of law enforcement investigations. Traditional laws are either
too narrow or inappropriate to address all the forms of cybercrimes and deal with search

and seizure of digital evidence in adequately.
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This thesis examines several major themes associated with cybercrime investigation
confronted by Jordanian law enforcement officers executing searches and seizures of
computers. It concentrates on the inefficiency and ineffectiveness of traditional
Jordanian laws in coping with cybercrime investigations. It critically examines and
compares the procedures of search and seizure of computers in Australia and the USA.
The thesis aims to contribute to the streamlining and strengthening of search and seizure

procedures in Jordanian cybercrime investigations.
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IRC
ISN
ITADA

LAN
MD5
MLAT
NII
IACIS

IP

ISP
ISN
ITADA
JCCU
JD
JPEG
JPSD
MSN
PC
PDA
PSD
PGP
PROTECT

RAM
ROM
RTA
SMTP
SNN
SYN

Internet Control Message Protocol

Offensive Information Operation

Internet Relay Chat

Initial Sequence Number

Identity Theft and Assumption Deterrence Act
Kilobytes

Local Area Network

Message-Digest Algorithm 5

Mutual Legal Assistance Treaty

National Information Infrastructure
International Association of Computer Investigative
Specialists

Internet Protocol

Internet Service Provider

Initial Sequence Number

Identity Theft and Assumption Deterrence Act
Jordanian Computer Crime Unit

Jordanian Dinar

Joint Photographic Experts Group

Jordanian Public Security Directorate
Messenger Service Network

Personal Computer

Personal Digital Assistance

Public Security Directorate

Pretty Good Privacy

Prosecutorial Remedies and Other Tools to End the
Exploitation of Children Today Act

Random Access Memory

Read-Only Memory

Road Traffic Authority

Simple Mail Transport Protocol

Social Security Number

Synchronize

viii



SWGDE
TCP
TAP
TWHS
UDP
UN
URL
USB
Www
YIPL

Scientific Working Group on Digital Evidence
Transmission Control Protocol

Technological American Party

Three-way Handshake

User Datagram Protocol

United Nations

Uniform Resource Locator

Universal Serial Bus

World Wide Web

Youth International Party Line
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1 GENERAL INTRODUCTION

Introduction

The invention of the computer is one of the pivotal events in human history. It is
compared to the most significant and prominent developments witnessed by human
beings in the late eighteenth and early nineteenth centuries.' It has culminated in the
prevalence of the Personal Computer (PC), which forms the nucleus of the Information
Age. In conjunction with such rapid developments, the marriage between computers and
communication systems ushered in the birth of cyberspace.? Virtual world, Internet,

digital community, cyberworld and cyberspace are almost used synonymously.’

The prefix ‘cyber’ is commonly used to describe online activities' constantly
exchanging information online, and using cyberspace applications, such as chatting, e-
mail, World Wide Web (WWW),5 and so on.® Space, on the other hand, was exclusively
used for a while in astronomical fields to describe the region beyond earth’s
atmosphere,’ such as a solar system, other planets, and stars. The same terminology
combined with ‘cyber’ transmitted to information technology (IT) to describe ‘the
virtual shared universe of the world's computer networks’,® such as online

conversations, chat rooms, communications, and e-commerce.

It is undoubtedly that new aspects of crimes and criminals have been shaped by

cyberspace. The term ‘Cybercrime’, therefore, is used to describe a wide range of

! See generally, Vincent Mosco, The Digital Sublime (2004) 18.

* The term “Cyberspace” was first coined by William Gibson in his novel Neuromancer (1984) to
describe a fictional and visionary world experienced by millions of users in every day. See, William
Gibson, Neuromancer (1984) 67.

3 See, eg, Narushige Shiode, An Outlook For Urban Planning in Cyberspace: Toward The Construction
of Cyber Cities With The Application of Unique Characteristics of Cyberspace (1997) UCL Centre for
Advanced Spatial Analysis <http://www.casa.ucl.ac.uk/planning/articles2/urban.htm> at 1 May 2006.
4 Douglas R Groothuis, The Soul in Cyberspace (1997) 13.

5> World Wide Web is one of the common information services available on the Internet. See, ibid.

® Tom O'Connor, Cybercrime: the Internet as Crime Scene (2005) North Carolina Wesleyan College
<http://faculty.ncwc.edu/toconnor/315/315lect12.htm> at 11 April 2006.

7 See, eg, Space <http://www.answers.com/topic/space> at 5 November 2005.

¥ Technologically, cyberspace is defined as ‘a bio-electronic environment of knowledge that exists
everywhere there are telephone wires, coaxial cables, fiber-optic lines or electromagnetic waves’. See,
Paul Shafer, Freedom, Community and the Third Wave (1996) Electronic Frontier Foundation
<http://www.eff.org/Misc/Publications/E-journals/CyRev/cyrev4.html#freedom> at 26 August 2005.



virtual illegal activities that takes place in cyberspace, such as hacking, communications

systems sabotage and trespass.

This chapter focuses on the fundamental aspects of cybercrimes as a new phenomenon
with particular reference to cybercrime definitions, classifications, and criminals of
cyberspace. The given definitions of cybercrime will be analysed and divided into two
main general definitions, narrow and broad, and a new definition of the cybercrimes
will be suggested and analysed. After that, the main common cybercrime classifications
will be refined and compiled into two categories to serve the research objectives.
Finally, the developing history of hackers as the typical criminal of cyberspace will be
analysed and compiled into two main schools, an old and new school, and other
criminals involved in cyberspace will be defined and distinguished from different types

of cyber criminals.

1.1 Cybercrime Definition

A definition for cybercrime is necessary to delineate the outer limits of the subject of
study and to distinguish it from other types of real world crimes and Offensive
Information Operation (I0).” In addition, a cybercrime definition helps to figure out the
most appropriate terminology to be used, such as cybercrime itself, computer-related
crime, or other terms. Finally, identifying an accurate term for illegal activities taking
place in cyberspace will enable the identification and differentiation of cybercrime sub-

categories and investigations responsibility.

Basically, a wide range of differences at the international level usually precludes

reaching a unanimous definition of a controversial phenomenon,'® just as political,

? US Department of Defence Directive S-3600.1 defines Information Operations as ‘actions taken to
affect adversary information and information systems while defending one’s own information, and
information systems’.Thomas C Wingfield, Legal Aspects of Offensive Information Operations in Space
Air University <http://www.au.af.mil/au/awc/awcgate/dod-io-legal/wingfield.doc> at 3 March 2006.
Another definition is: ‘actions taken to affect adversary information and information systems and defend
one’s own’. According to Zanini and Edwards, three types of offensive 10 can be used by terrorist
groups: first, perception management and propaganda; second, a disruptive attack; and, finally, a
destructive attack. Cyberterrorism and cyberwar are types of offensive information operations. See, eg,
Michele Zanini and Sean J A Edwards,‘ The Networking of Terror in the Information Age’ in John
Arquilla et al, (eds), Networks and Netwars: the Future of Terror, Crime, and Militancy (2001) 29, 41.
' Alaeldin Maghaireh, ‘Combating Cyberterrorism: The Response from Australia and New Zealand’ in
James Veitch (ed), International Terrorism: New Zealand Perspectives (2005) 81, 83.



social, economical, and religious concerns all conspire to hamper an accredited
definition."" For example, the international community has not yet reached an approved
definition of terrorism, but more than a hundred scholarly definitions of terrorism have
been put forward.'? In a similar manner, while cybercrime is widely considered as a new
phenomenon compared with older, real world crimes, there is no internationally
unanimous definition.® The principal obstacle to reaching a comprehensive definition
of cybercrime is that IT is a rapidly evolving arena, which allows ever more innovative
crimes to be committed in cyberspace. Nevertheless, academics researching in the
emerging field of cybercrime studies have dedicated their efforts to an exhaustive
definition of cybercrime. They interchangeably used terms such as computer crimes,
computer-related crimes, electronic crimes, digital crimes, info highway crimes,"

. 1 . .
> cyber crimes,'® high-tech crimes, computer abuse, computer

cyber-related crimes,1
fraud, and Internet crimes, all of which describe illegal activities taking place in
cyberspace or ones associated with computer networks. Arguably, this legal jargon can
be condensed into no more than two general headings, ‘cybercrime’ and ‘computer
crime’. As will be explained later, ‘cybercrime’ and computer crime terminologies are

interchangeably used in this research.

Cybercrime definitions can be divided into two groups. The first group adopts a narrow
conception of cybercrime, while the second group presents a wide conception of

cybercrime. But first, it is an absolute prerequisite to define a crime .

A ‘crime’ can be defined generally as ‘an act or the commission of an act that is
forbidden or the omission of a duty that is commanded by a public law and that makes
the offender liable to punishment by that law’.'” Two points in this definition are

especially worthy of notice as their applicability to cybercrime is different from real

"' Tbid.

12 See, eg, Clay Wilson, Botnets, Cybercrime, and Cyberterrorism: Vulnerabilities and Policy Issues for
Congress (2005) Federation of American Scientists < http://www.fas.org/sgp/crs/terror/RL32114.pdf> at
9 July 2005.

1> Micheal J. O’Brien, Computer Crime <http://www.mobrien.com/computer_crimel.htm> at 18 August
2005.

' See, eg, Gene Stephens, Computer Crimes Will Increasingly Invade People’s Privacy’ in Paul A.
Winters (ed), Current Controversies: Computers and Society (1997).

15 See, eg, Herman T Tavani, ‘The Uniqueness Debate in Computer Ethics: What Exactly is at Issue, and
Why Does it Matter’ (2004) 4 Ethics and Information Technology 37, 39.

16 See, eg, Peter Stephenson, Investigating Computer-Related Crimes (2000) 3.

' Crime definition, Webster's Ninth New Collegiate Dictionary < http://dict.sztaki.hu/webster/webster>
at 22 August 2005.



world crimes. The first is that a person is legally punished for a negative or a positive
action committed contrary to the law.'"® The negative element of this point is not
applicable to cybercrime because no cybercrime is committed by negative actions.
These negative actions are described in chapters 3 and 4. The second point is ‘that no
matter how immoral, reprehensible, damaging or dangerous an act is, it is not a crime
unless it is made such by the authorities of the state’.'” This point is applicable to
cybercrime as some aspects of cybercrime are not criminalised in Jordan. These crimes

are also described in chapters 3 and 4.

a) Narrow Conception of Cybercrime

Richard Power identifies computer fraud®® as ‘computer-related crimes involving
deliberate misrepresentation or alteration of data in order to get something of value’; he
defines computer abuse, on the other hand, as ‘wilful or negligent unauthorised activity
that affects the availability, confidentiality, or integrity of computer resources’.’’
Forester and Morrison defined computer crime as ‘a criminal act that has been
committed using a computer as the principal tool’.”> Parker, in his early writing on
computer crimes, defined computer crimes as ‘any incident associated with computer
technology in which a victim suffered or could have suffered loss and a perpetrator by
intention made or could have made gain’.”> As the phenomenon evolved, a new
definition was adopted by the same author. That innovative definition, however, focused
on the knowledge of computer technologies to commit computer-related crimes as its
sole prerequisite.”* Smith, Grabosky and Urban, renowned cybercrime scholars,
distinguish between ‘cybercrimes’ as a single word and ‘cyber crimes’ as a descriptive
term.”” They argue that the ‘former encompass new criminal offences perpetrated in

new ways and the latter is conventional crimes perpetrated using new technologies’.?

12 Katherine S Williams, Textbook on Criminology (5™ ed, 2004)12.
Ibid.
%% The terms ‘Computer fraud’ and ‘Computer abuse ‘are used here, because the same terms used by
Richard Power.
2! Tavani Q Chirillo, Information Technology and Citizen’s Rights (2002) 176.
22 Tom Forester and Perry Morrison, Computer Ethics (Z“d ed, 1994) 29.
* See, Donn Parker, Crime by Computer (1976) 12.
K M Jackson, J Hruska, and Donn B Parker, Computer Security References Book (1992) 439.
zz Russell G Smith, Peter Grabosky and Gregor Urbas, Cyber criminals on trial (2004) 6.
Ibid.



In a similar vein, the Australian Bankers’ Association (ABA) has defined cybercrime as
‘any crime effected or progressed using a public or private telecommunications
service’.?” The Department of Justice (DOJ) of USA offers a more comprehensive
definition of computer crime than the ABA’s. It defines computer crimes as ‘any
violations of criminal law that involve knowledge of computer technology for their

. . . . . 2
perpetration, mvestigation, or prosecution. 8

It can be seen that these attempts have defined cybercrime by focusing either on a
specific type of cybercrime, such as using a computer system to commit a crime, or on
the culprit’s motivation behind the attack, such as the pursuit of something of value (see
Richard, Forester, Morrison, and Parker above). Those definitions are narrow, because
of the wide range of cybercrimes motivated by technological challenge, and creativity.
Smith, Grabosky and Urban’s definition omits the inextricably interlinked cybercrimes.
A single offence could be categorised under both terms. For instance, an Internet
Protocol (IP) spoofing attack is the creation of IP packets with a forged source IP
address (i.e. a new crime). This attack used to gain an initial foothold or root access on
the Internet to carry out a further crime such as internet fraud (i.e. a conventional crime
perpetrated using new technology). Should such a crime be classified as a cyber crime
or a cybercrime? It is a cybercrime in the first act, i.e. creation of IP packets, and a
cyber crime for the second act, i.e. using an IP forged to commit a traditional crime. The
distinction, however, between cybercrime and cyber crime is important in terms of
providing the appropriate benchmark for classifying cybercrimes into two categories.
Therefore, the thesis will adopt this distinction to distinguish between two types of

crimes, namely cybercrimes and cyber crimes.

In a similar manner, the ABA and DOJ definitions have adopted one technical facet of
cybercrime, such as using a communication service to commit a crime or the
requirement for specialist knowledge of computer technology (see ABA, DOJ definition

above).

T Cybercrime Inquiry (2004) Australian Bankers® Association Inc <
http://www.bankers.asn.au/ArticleDocuments/CybercrimelnquiryFinal.doc> at 3 September 2005.
8 J Carter and Audrey Perry, ‘Computer Crime’ (2004) 41 American Criminal Law Review 313, 314.



b) Broad Conception of Cybercrime

A second group of scholars and international organisations have adopted a broad
conception of cybercrime definition. Steven Branigan, a renowned computer expert,
defines cybercrime as occurring when ‘the criminal uses technology in the commission
of a crime, or a criminal attacks technology and makes it the target of the crime’.”” The
definition identifies the binary nature of cybercrime; the computer is the target or tool of
the crime. Similarly, Patrick Hess, the author of Cyberterrorism and Information War,
defines cybercrime as ‘harmful acts committed from or against a computer or

network’.*°

Internationally, the Tenth United Nation Congress on the Prevention of Crime and the
Treatment of Offenders in Vienna in April 2000 defined cybercrime as ‘Any crime that
can be committed by means of a computer system or network, in a computer system or
network or against a computer system or network. In principle, it encompasses any

. . . . . . , 31
crime capable of being committed in an electronic environment’.’

It seems, however, that both of these groups have to some degree failed to present a
fluid conception of cybercrime. The growing concern over cyber attacks against critical
infrastructure and the nascent threat of cyberterrorism demand urgent efforts at all levels
to reach an agreed definition, which distinguishes between cybercrime and other cyber-

illegal activities.

Therefore, the author suggests an exhaustive definition avoiding the shortcomings
mentioned earlier. Hence, cybercrimes can be defined as ‘any illegal activities
simultaneously associated with information technologies and cyberspaces, intentionally
perpetrated for tangible or/and intangible benefits and primarily motivated by self-
interest’. According to the definition, the theft of computer hardware devices would not
qualify as a cybercrime, but a real world crime. Moreover, offences where a computer
system is incidentally used in a crime, such as storing illegal drug information, also
would not be considered as a cybercrime. In addition, the definition includes

cyberterrorism but not cyberwar, because the former is mainly motivated by self-

* See, Steven Branigan, High-Tech Crimes Revealed (2005) 273.

30 See, Patrick Hess, Cyberterrorism and Information War (2002) 24.

3! Tenth United Nations Congress on the Prevention of Crime and the Treatment of Offenders (2000)
United Nations <http://www.uncjin.org/Documents/congr10/10e.pdf page4> at 20 August 2005.



interest, such as satisfying a perceived religious duty of cyber Jihad.*> Meanwhile, the
latter is coordinated and committed by states in order to achieve political goals since
such action would have an adverse effect on the information technology capabilities of
the attacked country. Finally, a crime perpetrated by a stand-alone computer,’® such as
forging a transcript, is a computer-related crime but not a cybercrime, as indicated

below.

The line that can be drawn, therefore, to differentiate between cybercrime and computer
related crime would depend upon the relationship that exists between a computer and
cyberspace. The correlation between cyberspace and computer systems is conceivably
parallel to the relationship that exists between a soul and a human body: assuming that
the soul is cyberspace and a stand-alone computer is the human body, when the soul
leaves the human body, the crime committed on the latter after that would be differently
qualified, i.e. corpse abuse. For example, a deliberate act causing death is a homicide,
but the same act executed on a deceased person would not be labelled as a murder
crime. In the context of search and seizure procedures, however, computer-related
crimes and cybercrimes are dealt with equally. Computer forensics procedures are used

in both types of crimes.**

1.2 Cybercrime Classifications.

Cybercrime classification is significantly derived from the broad definition of
cybercrime. However, cybercrime can be divided into different categories. It has been
categorised based on the type of attacks or the victim of the crime or the criminal

motivations, and the role of the computer in a crime as well.

32 Terrorist organisations, Muslim clerics and their sympathisers and supporters consider hacking in the
name of Islam is justified. See, eg, Alaeldin Mansour Maghaireh, ‘Shariah Law, Cyber-Sectarian Conflict
& Cybercrime: How Can Islamic Criminal Law Respond to Cybercrime?’ (2008) 2 International Journal
of Cyber Criminology <http://www.cybercrimejournal.co.nr>.

3 A stand-alone computer is a computer not connected to networks, such as the Internet or a local
network.

** See Section 5.2.2.1 for more information on computer forensics.



The legitimate ground for having a separate category of cybercrime or framing such a
category was elucidated by Tavani when he introduced three different perspectives:

legal, moral and informative or descriptive perspective.” He stressed that:

From a legal perspective, computer crime might be viewed as a useful category for prosecuting
certain kinds of crimes...From a moral perspective the need for a separate moral category is that
many of the ethical issues associated with computer crime also border on distinct, but related,
issues involving intellectual property, personal privacy, and free speech in cyberspace... From a

descriptive perspective...it could help us gain a certain level of clarity and precision in analysing

. . . 36
crimes involving the use of computer technology.

Accordingly, from a legal perspective, having a cybercrimes classification is useful for
deciding whether a crime involving the presence of IT in its preparation or execution is
a cybercrime investigated by a Hi-Tech Crime Unit and prosecuted under Cybercrime
Acts, or a real world crime. Law enforcement agencies are specialised and assigned the
task of investigating particular types of crimes, for example, a Hi-Tech Crime Unit
investigating only cybercrime. Indeed, categorising cybercrimes terminates disputes
over investigating responsibilities and the prosecution’s duties. For example, the
manufacture of counterfeit $100 bills (using a computer system) is assigned to the
department of forgery, but counterfeiting Internet Protocol (IP) packets is assigned to
the department of Hi-Tech Crime Unit.>’ From a descriptive perspective it helps to

describe and analyse each cybercrime precisely.

Criminology scholars, therefore, have divided the crime that is associated with IT into
different categories. Some of these categories are broad enough to include real world
crimes, such as categorising based on the type of the attacks, motivations, and the
victim of the crime. Seger, Icove and Vonstroch classify cybercrimes into four
categories using the type of the attack and its prevention tactics as a benchmark.”® The
first category they claim as a computer crime is the breaching of physical security, such
as Denial of Service (DoS) attack by shutting off the power or by using electromagnetic

disturbances. (DoS attacks are described and analysed in Chapter 3.) It can be seen that

35 See, Herman T Tavani, 'Defining the Boundaries of Computer Crime: Piracy, Break-Ins, and Sabotage
in Cyberspace' (2000) Computers and Society 3.

36 11

> Ibid.

37 See Section 4.4.1 for more information about cybercrimes associated with IP technology.

38 Karl Seger, David Icove, and William Vonstorch, Computer Crime a Crime Fighter’s Handbook
(1995) 35.



a physical action is necessary to commit the crime in this category and to prevent it as
well. The second category is the breaching of personal security, such as by social
engineering tricks™ and committing identity theft.*” The offender mainly uses a physical
form, such as password scavenging, or electronic forms, such as web spoofing. Once the
offender obtains confidential information, he can impersonate the victim and withdraw
funds from the latter’s account.’ A breach of communication and data security is the
third category.*? This category primarily refers to data attacks or software attacks, such
as a virus attack. Finally, breaches of operations security, such as ‘IP spoofing’,” are
the fourth category.** It can be seen that classifying cybercrimes into four groups based
on the type of attack (see Seger, Icove and Vonstroch above) is loose and leaves a broad
range of traditional crimes, such as a physical damage of hardware caused by breaching
physical security (first category) or breaching personal security (second category), such
as password scavenging, to be classified as cybercrimes. On the other classification,
Bernadette and Clemens have used the object of cybercrime as a benchmark to divide
cybercrime into two categories.”’ The first category is cybercrime resulting in harm to
property, such as Denial of Service (DoS), and cyber vandalism.*® The second category
is cybercrime resulting in harm to a person, for example cyberstalking,’’ and cyber
pornography.*® Classification of cybercrime, however, based on the object of the crime
creates blurred boundaries among cybercrimes because the vast arrays of cybercrimes

intersect and overlap.

%% Social engineering is a low-tech trick, such as sending enticing e-mails to many Internet users. This
trick is always combined with a technical trick such as a web spoofing to lure gullible Internet users to
visit a phoney website and divulge their financial data, such as password, account details...etc. For more
information. See Section 4.4.

40 Seger, Icove, and Vonstorch, above n 38.

*! Tbid.

* Ibid.

1P is the abbreviation for Internet Protocol: it is a unique number used by a computer attached to a
network to identify each computer connected to a LAN or the Internet. It works like a car plate. The
attacker in IP spoofing counterfeits his IP to conceal the attack source and commit further crimes. See
Section 4.4 for more information on the IP crimes.

a4 Seger, Icove, and Vonstorch, above n 38.

> Bernadette H Schell and Clemens Martin, Cybercrime: A Reference Handbook (2004) 30.

* Denial of Service attack (DoS) is one of the most recent cyber attacks committed by using hacking
programmes, such as SYN Flood Attack. It is temporarily preventing a legitimate network from
trafficking, or disrupting a connection between the client (Internet user) and the provider server (Internet
provider). For more information. See Chapter 3.

* Cyberstalking can be defined as ‘the use of information and communications technology (in particular
the Internet) in order to harass individuals’. For more information. See Chapter 4.

8 Cyber pornography is a traditional crime which has migrated into cyberspace and it has now three
aspects, adult pornography, child pornography, and virtual child pornography. For more information, see
Chapter 4.

9



A different classification mechanism, in which the vast majority of scholars agree, is
that cybercrimes’ best classification is based on the role of the computer system in a

. 4 . e . .
crime.* This classification has three categories.

The first category occurs where the computer may be an instrument used to commit
conventional crimes.”® Information technologies are widely used to commit traditional
crimes. This category primarily refers to online and Automatic Teller Machine (ATM)
fraud, identity theft, stalking, child pornography, salami technique,”’ and copyright
infringements. Although, these offences are traditional crimes facilitated by computer
systems, the emergence of cyberspace has created new dimensions which require
innovative responses from law enforcement, because physical proximity is no longer
intrinsic to commit traditional crime and the criminal capability is now amplified by the
advent of cyberspace; the perpetrator may commit the crime anonymously, and without
leaving a single trace. Also, because investigation procedures, including searching and
seizing, applied to the above crimes are significantly different from the procedures
applied to traditional crimes, Hi-Tech Crime Centres (HTCC) are involved in the

investigation of such crimes.

The second category occurs where the computer is incidental to the commission of the
crime.”® This category includes all the conventional crimes that are merely facilitated by
cyberspace, such as a drug dealer trafficking narcotics on the Internet, or using IT to
conceal a crime, such as using encryption technology to hide and encrypt incriminating
data. This sort of crime can be committed without utilising cyberspace or IT. The
computer system is neither the principal tool in the crime nor the core of the crime, but
it helps the crime to occur faster and makes it harder to trace and investigate.’®

Therefore, the suggested definition of cybercrime omits this category of offence.

‘:z See, generally, Smith, Grabosky and Urbas, above n 25, 7.

> Ibid.

>! Salami technique is a crime committed by using illegal concealed programmes operating alongside
legitimate financial programs to debit a small amount of money from several accounts or from one
account. See, eg, Jeremy R Poch, Cyber-Crime and the Uphill Battle Faced by the Business World (2005)
University of Wisconsin Platteville
<http://www.uwplatt.edu/csse/CSSE_411%20Papers%20and%20Presentations/CSSE411Spr2005/PochJ
%20-%20%?20Final%20Paper.doc> at December 2005.

52 Smith, Grabosky and Urbas, above n 25.

53 See, eg, David L Carter, Computer Crime Categories: How Techno-criminals Operate (1995) National
Security Institute <http://nsi.org/library/compsec/crimecom.html> at 2 September 2005.

10



However, investigating this type of crime requires the use of similar investigative tools

and procedures of cybercrimes.

Finally, the computer as the subject or the target of the crime is the third category of
cybercrime.>® Over the course of only a few decades, the world has become more and
more dependent upon computers to function economically and socially. This
dependence has spread to the general public with the introduction of the PC and the
explosive growth of the Internet. As digital technology has become increasingly
integrated into national infrastructures, and as the number of participants has grown, so
too has the threat of cybercrime. In this category, the perpetrator attacks computer
systems, networks, and cyber-services using cyber-tools. It encompasses TCP/IP
crimes, cyber vandalism, cyber trespass and IP spoofing.” Crimes fall under this
category - the subject of chapters 3 and 4 - are new crimes™® perpetrated by a new
generation of criminals. They are mainly motivated by human curiosity and the
challenge of the computer system. The next section will explore the history and the new

path taken by cybercriminals.

1.3 Cybercriminals

It is widely known that alongside cyberspace advantages, the dark side has been the
advent of a novel pattern of crimes, perpetrators and motivations. While the real world
criminal’s character and motivations were deeply investigated by psychologists, the
criminals of cyberspace as a new phenomenon of delinquency have been relatively
ignored.”’

Little research has been done regarding cybercriminal psychology.”® Some patterns of

cybercriminal psychologies are different from other real criminals.”® Nevertheless, there

4 Smith, Grabosky and Urbas, above n 25.

> These crimes are described in Chapters 3 and 4 respectively.

%% Susan W Brenner, 'Cybercrime Metrics: Old Wine, New Bottles?' (2004) 9 Virginia Journal of Law
and Technology 13.

37 See, eg, Gordon R Meyer, ‘Hackers, Phreakers, and Pirates: The Semantics of the Computer
Underground’ in Grover Maurice Godwin (ed), Criminal Psychology and Forensic Technology: a
Collaborative Approach to Effective Profiling (2001) 207, 208.

¥ Psychology is a scientific study of human behaviour, mental processes, and how they are affected
and/or affect an individual’s or a group's physical state, mental state, and external environment. E Social
Science Dictionary <http://www.elissetche.org/dico/P.htm> at 3 July 2006.

%% Some of the real world offenders, i.e. paedophiles, who have embraced cyberspace, have the same
psychology as offline predators. For example, Operation Ore has revealed a wide range of male offenders
ranging in age from 16 to 70 with a diverse range of occupations, including school teachers, police

11



is an implicit consensus among academics and computer experts on the basic traits that
a typical cybercriminal owns. These attributes enable the cybercriminal to be
categorised under the traditional theories or schools of psychology, for example the

160

cognitive school or behavioural school.” Cognitive theories focus on an individual’s

1
' 1n

mentality and internal feeling, such as anger, frustration, desire and despair.
contrast, the behavioural theories address individual mentality in the social context,
such as the impact of socio-economic status, race, and ethnicity on individuals.
Cybercriminals can be classified under one or other of these schools, because they vary
from an inept hacker to a professional criminal®® and from middle class and desperate

families to the bourgeoisie.*®

Nowadays, cybercriminals are widely known as hackers® and their activities are called
hacking,® which generally mean ‘the process of attempting to gain unauthorised access
into computer and communication systems’.®® ‘Hackers’ and their activities, however,

are a controversial issue amongst academics, law enforcers, computer experts, and

officers, university lecturers, students, postmen, scout leaders, and managers from commercial industry.
Some of these offenders are non-computer literate. The operation was the first to shed light and provide
an insight into the extent, breadth and diversity of cyber-paedophiles, their behaviours and offending
types. See, Christiane Sanderson, The Seduction of Children: Empowering Parents and Teachers to
Protect Children from Child Sexual Abuse (2004) 149. See also, Allyson MacVean, ‘Understanding
Sexual Predators on the Internet: Towards a Greater Knowledge’ in Allyson MacVean and Peter Spindler
(eds), Policing Paedophiles on the Internet (1" ed, 2003) 2, 4.

60 Williams, above n 18, 174.

*! Ibid 170.

62 See, eg, Tai-hoon Kim, and Seung-youn Lee,‘ Design Procedures of IT Systems Security
Countermeasures’ in Osvaldo Gervasi, et al (eds), Computational Science and Its Applications ICCSA
(2005) 468, 470.

63 See, eg, Ed Norris, ‘ Protecting against Hacker Attacks’ in Sanjiv Purba (ed), Architectures for E-
Business Systems: Building the Foundation for Tomorrow’s Success (2001) 699, 700.

% In his book, Information Warfare, Winn Schwartau says that the term hacker is derived from the word
‘hackney’ which means drudgery. See, Winn Schwartau, Information Warfare: Chaos on the Electronic
Superhighway (1" ed, 1994) 192. The New Hacker’s Dictionary defines a hacker as ‘A person who enjoys
exploring the details of programmable systems and how to stretch their capabilities, as opposed to most
users, who prefer to learn only the minimum necessary’. The Oxford English Dictionary defines a hacker
as ‘A person with an enthusiasm for programming or using computers as an end in itself’. See, Greg
Lehey, The term "hacker"” (2002) LEMIS <http://www.lemis.com/hacker.html> at 20 August 2005.

% The term ‘hack’ in information technology means an original move in programming or software usage,
which enabled unforeseen computer operations or ones that were thought impossible. See generally, Olga
Skorodumova, 'Hackers as Information Space Phenomenon' (2004) 35 (4) Social Sciences 105. Jude
Milhon defined hacking ‘the clever circumvention of imposed limits whether imposed by your
government, your own skills or the laws of physics’. See Jude Milhon, Hackers Lose a Patron Saint
(2003) WIRED <http://www.wired.com/news/technology/0,1282,59711,00.htmI> at 20 September 2005.
For more information about other meanings of hacking, see generally, Forester and Morrison, above n 22,
71.

% Parker (ed), above n 24, 543.
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hackers themselves. The argument has led to a distinction between different types of

cybercriminals.

1.3.1 Hackers

Peter Lilly has stressed in his book Hacked, Attacked and Abused that, based on several
studies which focused on hacker psychology, through interviews conducted with
hackers, that the hacker profile, in general, is: %7

e A white teenager;

e Having poor social skills;

e Speaking too loudly and/or quickly and/or in an unremitting monotone;

e Unresponsive to humour;

e Easily distracted but able to focus intently on technical problems; and

e Having an exceptional ability to mentally retain long strings of numbers.

According to Winn Schwartau the following personal qualities can be added.®® They
are:

e From dysfunctional families;

e Misfits and misunderstood; and

e They cannot get a date.

Ironically, it seems that the notion of mental disturbance among hackers has played a
key role in the prosecution and sentencing of a number of young hackers.”” Several
convicted hackers have benefited from the psychological notion of mental disturbance
and Internet addiction disorder.”® For example, the British hacker, Paul Bedworth, a 19-
year-old student accused of unauthorised access to several computer systems, was

acquitted on the grounds that he was addicted to computing.”’

57 Peter Lilley, Hacked, Attacked, and Abused: Digital Crime Exposed (2002) 42.

68 Schwartau, above n 64, 196.

% See, eg, Maura Conway, ‘Cyberterrorism: Academic Perspectives’ (Paper presented at the 3™ European
Conference on Information Warfare and Security, Royal Holloway, University of London, UK, 28-29
June 2004) 45.

70 See especially, Carla G Surratt, Netaholics: The Creation of a Pathology (1999) 58-59.

! Steve Gold, 'UK - Court Acquits Teenage Hacker', Newsbytes News Network (London), 17 March
1993.
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The public and the media, however, have engaged in the debate pertaining to the
controversial legitimacy of hackers’ activities.” Some part of the debate has deviated to
declare the myth of the hacker’s and superhacker’s existence,”” and another to depict a
white picture for hacking subculture.”* This debate, however, has merely promoted
vagueness about the real malignant of the hacking subculture, and the relationship

between hackers and cybercriminals as well.

Initially, the public and the computing community praised the hacking world, believing
that hacking would explore a computer system’s vulnerabilities,” and lead to improving
security measures. In contrast, law enforcers have strongly condemned hacking
activities and consider hackers as criminals.’® The debate has been significantly
influenced by both the historical development of hacking, which spans nearly forty

years, and the media.

The hacking phenomenon can be divided historically into two different schools, an old
and a new school of hackers. The ideologies and behaviours of the hackers in each are

different from the other school.

The old school of hacker was informally formed in 1950s by small and well-known
groups of students and professors affiliated to technological institutions in the USA who
acted for non-profit purposes.”’ In the early days of the hackers, the computing and
programming industry were not completely integrated into public services nor

considered a phenomenon worthy of mention in the mass media.

Nevertheless, commentators on the hacking phenomenon have described the first stage

of hacking as a ‘golden era of hacking’™® or these hackers as ‘computer virtuosos’.”’

2 See eg, Douglas Thomas, Hacker Culture (2002) 94. See also, Ryan Russell et al, Hack Proofing Your
E-Commerce Site: the Only Way to Stop a Hacker is to Think like One (2001) 69.

¥ According to Pipkin the superhacker is a hacker who does not brag, does not post information on the
internet; rather he watches and absorbs the information about new different ways of hacking and then
attacks without leaving a trace. See, Donald L Pipkin, Halting the Hacker: a Practical Guide to Computer
Security (2™ ed, 2002) 15.

" Thomas, above n 72.

> Vulnerabilities are weaknesses in information system security design, procedures, implementation, or
internal controls that could be exploited to gain unauthorised access to information systems. See,
Vulnerability (2006) <http://www.answers.com/topic/vulnerability> at 3 April 2006.

76 See, eg, Forester and Morrison, above n 22, 84.

""'S Arrieta, Hacker Categorized (2000) MSC Institute of Technology <http://msc.edu.ph/wired/netspeak-
15a.html> at 2 September 2005. See also, Andrew Ross, ‘Hacking Away at the Counter-Culture’ in David
Bell, and Barbara M Kennedy (eds), The Cybercultures Reader (2000) 254, 256.

78 See, eg, Steven Levy, Hackers: Heroes of the Computer Revolution ( 1" ed, 1984).
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Hackers engaged in decoding intricate programmes and analysing computer puzzles.
They spent long lonely hours in front of the little screen to learn more about a computer
system and then to develop it by using their own ideas and techniques.** They were
fascinated by the computer system and unintentionally observed an implicit ethical
code.®’ During this era an ethical code was explicitly published and expressed in Steven
Lavy’s 1984 book, Hackers: Heroes of the Computer Revolution. In essence, the hacker

golden era ethic reads as follows:*

1) All information should be free;

2) Access to all computer systems should be free;

3) Hackers should be judged by their hacking, not bogus criteria such as degrees, age,
race, or position;

4) You can create art and beauty on a computer; and

5) Computer can change your life for the better.

The hackers’ code of ethics demonstrated an independent set of principles as well as a
first brick in the construction of the hackers’ subculture.®? However, hackers’ ethics are
not recognised by law enforcement agencies, because it seems like a virtual code written
to justify illegal hacking activities. Nevertheless, most importantly, the old school of
hackers did not show any sign of a malicious intention to destroy or interrupt computer
systems. They were driven by the intellectual challenge and curiosity. Moreover, none
of its members was ever prosecuted or accused of any criminal offences.* On the
contrary, most of them have crafted a vast array of software programmes sparking the

proliferation of information technologies and Silicon Valley start-up companies.®

7 Sara Baase, A Gift of Fire: Social, Legal, and Ethical Issues for Computer and the Internet (2™ ed,
2003) 282.
* Ibid.
81 Levy, above n 78, 26.
*2 Ibid 27.
%3 See, eg, Sherry Turkle, Life on the Screen: Identity in the Age of the Internet (1995) 31. See also,
Douglas Thomas, ‘New Ways to Break the Law; Cybercrime and the Politics of Hacking’ in Yvonne
Jewkes, and Gayle Letherby (eds), Criminology: A Reader (2002) 388.
% In parallel, there were a few cases where a computer was used to commit offences. For example, in
1969, a young man, who was working as an expert accountant in a company, was sentenced to 10 years in
prison for computer embezzlement. See Parker, above n 23, 71-79.
% For example, the former ‘phone phreaker’ Steve Wozniak became rich by co-founding Apple, one of
the biggest computer companies. Also, the infamous hacker Kevin Poulsen, who went to prison, is now
editorial director of a leading security information group called SecurityFocus.com. See, Thomas, above n
72, xi.
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The new school of hackers, on the other hand, can be divided into two phases; each a
new kind of hacker. The first stage of the new school of hackers, spanning from the
1970s to the mid-1990s, was triggered by the widespread use of the PC in developed
countries and later on by the creation of cyberspace.*® The transition of hacking from
innovative exploration of computer systems to unauthorised intrusions and other sorts of
illegal activities motivated by self-interest®’ was a fundamental shift in the hackers’
subculture.®® The ethical code gradually deteriorated, but in many cases where hackers
were applauded by the mass media and described as ‘White Hat” hackers or ‘Heroes of
Digital Culture’.** For example, a hacker who trespassed onto computer systems
belonging to wealthy individuals and large corporations and then transferred money to
poor individuals and small organisations was depicted as a ‘Digital Robin Hood’.”* As
more new people joined the hacking community,”' the term ‘Cracker’ was coined by the
ol