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Abstract
The past decade is known as the era of integrations where multiple technologies had
integrated, and new research trends were seen. The security of data and information in the
digital world has been a challenge to everyone; Blockchain technology has attracted many
researchers in these scenarios. This paper focuses on finding the current trends in Blockchain
technology to help the researchers select an area to carry future research. The data related to
Blockchain Technologies have been collected from IEEE, Springer, ACM, and other digital
databases. Then, the formulated corpus is used for topic modelling, and Latent Dirichlet
Allocation is deployed. The outcomes of the Latent Dirichlet Allocation model are then
analyzed based on various extracted key terms and key documents found for each topic. All
the topic solution has been identified from the bag of words. The extracted topics are
thereafter semantically mapped. Thus, based on the analysis of more than 900 papers, the
most recent research trends have been discussed in this paper, ultimately focusing on the
areas that needmore attention from the research community. Also, themeta data analysis has
been accomplished, evaluating the year wise and publication source wise research growth.
More than 15 research directions are elaborated in this paper, which can direct and guide the
researchers to pursuit the research in specific trends and also, find the research gaps in
various technologies associated with Blockchain Technology.
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1 Introduction

The blockchain concept is based on databases that record every transaction happening over
the network in a decentralized manner [96]. It stores every transaction electronically on a
computer system that is part of the network. This database is based on two important
aspects, decentralization and transparency [83]. The blockchain system is known as the
most accurate system as every transaction proceeding over the blockchain network is
thoroughly corroborated and permitted by the innumerable number of nodes that are part
of the whole systematic arrangement. Data security increases with the decentralization of
the data over the entire network [99]. At any point in time, a new node can be added to the
blockchain network, and this information is updated on every node on the network.
Spreading this information across the network rather than storing it on a centralized
database makes it more arduous to fiddle with [48].

Moreover, most of the blockchain networks are based on public database technology
which means the network’s transaction information is open to all the nodes. We can simply
consider blockchain technology using the concept of transparency. Along with the
blockchain, a new term that came into existence is cryptocurrency and is the most sparkling
reason behind blockchain technology’s popularity. Another reason may be COVID-19
which started the tread of a cashless economy in most countries [26]. Nowadays, some
Economic and Governmental agencies are interested in cryptocurrencies, and they have
started promoting them. Now when we can see the future as cash-free, the financial
transaction needs to be more secure than ever. Cryptocurrencies have come up with a
new wave in blockchain technology. The new technologies are evolving at a pace, and
researchers are coming up with new integration ideas. Cloud Technology with the Internet
of Things [35] is the integrated technology with various segments like supply chain
management, healthcare, and autonomous vehicles [91]. Digitalization was also a major
concern in the previous decade for most countries, but tremendous growth has been seen in
this industry in the last five years. Now the need for data security has also increased, which
is again fulfilled by blockchain technology. People have started investing in blockchain
technology. These days, blockchain is used in almost every segment of the industry,
including baking and finance, currency, healthcare, records of property, smart contracts,
supply chain, voting, and the list is endless as shown in Fig. 1. In this study, section 2
comprises the literature review of the article related to blockchain technology. In section 3,
challenges in the field of blockchain have been discussed, section 4 provides details about
topic modelling, and section 5 comprises the research questions. In section 6, research
methodology is detailed, section 7 gives a detailed discussion of results, and section 8
provides the solution to the research question provided in section 5. In the end, the
conclusion of the study is provided in section 9.

analysis Some of the major areas where this technology can make an impact are discussed
below:

& Blockchain and Internet of Things: The common attribute between Internet of Things
(IoT) and Blockchain is distributed network management system so that these technologies
can be integrated easily. The technology of the Internet of Things (IoT) has been adopted
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by the major industries; therefore, the concern about data security is increased [110]. The
concept of the smart contract can be applied to Internet of Things Ecosystem for the
automatic execution of an agreement once certain conditions are encountered.

& Blockchain and Cloud Computing: In order to ensure the security of cloud computing,
which is based on a multi-structural computing environment, it has been a concern of the
technology since its inception [109]. The widespread acceptance of blockchain technology
signifies the acknowledgement of a high level of transaction accomplishment in multi-
structural computing environments. The combination of these two technologies will open
up entirely new vistas in the field of computer science.

& Blockchain in Telecommunication Industry: Data Privacy, Operational Efficiency,
Customer Experience, and Business Innovations are some of the challenges of the
telecommunication industry [102]. The evolution of smartphones and unleashed un-
precedented convenience has come to the telecommunication industry, but it has
created massive operational complexity. The integration of blockchain in telecommu-
nication will help deal with data privacy, operational efficiency, customer experience,
and business innovation.

& Blockchain and Automotive Industry: Autonomous vehicles are the future now. Self-
driving vehicles are coming into the transportation system, whereas so many legal issues
related to security are associated with this technology [73]. The combination of blockchain
to automotive vehicles may help the researchers to get these issues solved.

Fig. 1 Blockchain areas
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& Blockchain and Financial Services: The banking and financial sector [25] may see a
major drift in the transaction system using Blockchain Technology. Blockchain tech-
nology will bring trust, simplicity, and enhanced customer experience to financial
services.

& Blockchain and Governance: Smart governance needs the smart handling of data by the
administration. By mechanizing the superfluous practices and sharing data among trusted
networks in a distributed way, it can bring a new shift to governance and administration.
Blockchain technology can decrease the outmoded resistance among organizations and
unravel the value elongated ensnared [4].

& Blockchain and Healthcare: The major challenge in the healthcare and life science
segment is proprietary [75]. After the COVID-19 pandemic, healthcare and life sciences
face new challenges like familiarising supply chains to provide shielding to the parapher-
nalia and promptly emerging treatments with various tests and vaccines. The sanity of
these records is very important in case of such a dangerous disease; here, blockchain can
help the industry to grow.

& Blockchain in Supply Chain Management: The smart tracking system is the main feature
that can improve the Supply Chain Management System [101]. Applying blockchain
technology to the Supplier Performance Management will provide permanent transparency
and validation of transactions among the multiple supply chain partners.

2 Related literature

The concept of blockchain was coined in 1991 by two research scientists who proposed a
computationally practical solution to prevent digital documents from tempering [49]. They
used a time stamping mechanism so that no one can make them backdated. Their system
was based on a cryptographically secured database called block and stored the time-
stamped documents. The time stamping was based on the hierarchical hashing mechanism.
Later on, in 1992, Markle Trees [5] were introduced in this blockchain design, which
allowed the dependent connections between the records stored over the database. This
design was patented by Stuart Haber and W. Scott Stornetta in 1992 and got lapsed in 2004.
The 1990 decade ignited the researchers to work on this area. In 2004, Hal Finney, a
cryptography activist, has developed the concept of Reusable Proof of Work (RPoW) [97]
as a prototype for digital cash. The entire journey and evolution of Blockchain technology
has been vividly depicted in Fig. 2.

Fig. 2 Evolution of blockchain technology
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Further, in 2008, Satoshi Nakamoto abstracted the principle of decentralized ledger through
a white paper on the distributed blockchain [86]. Design has been inproved by the author in
different manner where they add blocks to first chain and which does not require any sign in by
the trusted parties. Currently, Blockchain technology is in the third version. In the year 2009,
Blockchain 1.0 [8] was started and was dedicated to cryptocurrencies, whereas Blockchain 2.0
[123] was started in the year 2014 with the concept of smart contracts. After 2015, we have
entered into the next generation of blockchain, focusing on the extensions of blockchain
applications [70]. Now we have entered into the era of Blockchain 4.0 (W. [135]), where its
focus is on developing a perfect ecosystem for this technology. Table 1 is describing the
overall development in blockchain technology:

3 Challenges

3.1 Blockchain integration and interoperability

Blockchain technology was introduced in 2008, and currently is not sufficiently mature for
enterprise adoption due to limited interoperability. There is still a lot of work to be done before
integrating Blockchain with other technologies. Our research has sought to lessen the barriers
to broad blockchain awareness by addressing the major blockchain use cases across multiple
industries.

3.2 Technical competency space

While blockchain is still relatively new, those who possess these skills are few.
Blockchain skills have been highly sought after in the market for some time. Entrepre-
neurs’ further concerns about using blockchain and integrating it with older systems have
to do with the expense and complexity of acquiring talent in this field. In order to provide
organisations and researchers with the right understanding of the technology, as well as
motivate them to pursue the technology, this paper focuses on research topics that are
trending right now.

3.3 Indigence of standardization

Despite a number of companies having already adopted the blockchain technology, blockchain
adoption in enterprises is still in the early stages. The most recent developments in the industry,
like the Internet of Things, healthcare, finance, supply chain management, and energy, have
brought hope to the industry, but more needs to be done. There is a necessity for
standardisation, greater privacy policies, and better integration. The enterprises will benefit
from this paper’s analysis of the regulatory and protocol standardisation issues associated with
this technology.

4 Topic modelling

Analytics is all about getting the information from the raw data, and in this technological era,
data is growing day by day, mostly in an unstructured format. A huge amount of data in

Multimedia Tools and Applications (2022) 81:36805–36831 36809



Table 1 Development of blockchain technology

Timeline Blockchain
Version

Year Development(s)

1991–2008 Beginning
Era

1991 Stuart Haber and Scott Stornetta worked on the first Blockchain and
presented a scheme for thwarting the digital document from annealing
[49]

1992 Markle Tree-based design was patented by Stuart Haber and W. Scott
Stornetta [13]

2004 The patent of Stuart Haber and W. Scott Stornetta got Lapsed.
The concept of Reusable Proof of Work (RPoW) by Hal Finney came into

existence [97]
2008 Satoshi Nakamoto released a White Paper on Bitcoin, which was about all

the concepts related to Bitcoin currency[85]
2009–2014 Blockchain

1.0
2009 The first bitcoin transaction took place between Hal Finney and Satoshi

Nakamoto. [16]
The Bitcoin Market has started establishing itself after the bitcoin transaction

[31]
2010 The first Bitcoin purchase took place for 10,000 [84]
2011 Bitcoin exchange value reaches equal with the US dollar [113]
2013 Bitcoin Marketplace Surpasses $1 Billion

A white paper on Ethereum was released by Vitalik Buterin [124]
Bitcoin reached a Market capitalization of 1 Billion dollar
The first major virtual currency robbery happened from the wallet of Bitcoin

Forum Founder
China’s central bank bars financial institutions from handling bitcoin. [121]

Blockchain
2.0

2014 Bitcoin classified by HMRC as private money and declared new policy
describing VAT would not be applicable on mining or exchange of
bitcoins.

Through crowdfunding, the Ethereum Project was propelled as the very first
smart contract system [94]

2015–2017 Blockchain
3.0

2015 Ethereum is marked as the second Blockchain
Linux Foundation revealed the Hyperledger to enhance Blockchain

development [7]
NASDAQ started the trial of a blockchain [68]
R3 Blockchain Technology was designed and a conglomerate of over 40

inherited financial systems like Arclays, Credit Suisse, Goldman Sachs, JP
Morgan, and RBS for implementing Blockchain Technology [133]

2016 The DAO (Decentralised Autonomous Organisation) sets a record by raising
more than 150 million investment [112]

The DAO lost approximately 50 million dollars in a vulnerability attack
The industry has started adopting the Blockchain for commercialization in

few segments like IoT, AI, Cloud Computing, and many more.
2017 Seven major European banks announced a DigitalTrade Chain as a

collaboration for offering a trade finance policy by using blockchain [27]
Japan has officially announced the acceptance of virtual currencies in its

financial system.
The was a security breach in the Bitcoin exchange “Bithumb”.
The number of bitcoins in dissemination reached at the number 16.5 million

2018-Till
Now

Blockchain
4.0

2018 Switzerland has started receiving its tax disbursements in Bitcoin
At the beginning of 2018, Bitcoin plummeted to around $10,000 and

continued there for some time[115].
SEC has refused to commend the bitcoin as Exchange-Trade Fund (ETF).

2019 New cryptocurrency-backed financial vehicles launched [76]
In August 2019, the Litecoin network practiced its second-ever shared event,

and the LTC block reward was abridged to half.
BSV got the 2GB blocks [82]
BSV outshines the daily transaction count over BTC and BCH

2020 Blockchain As A Service (BAAS) was offered by Big Tech Companies. [50]
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unstructured form creates many problems in extracting the relevant and desired information
[69]. Technology is enhancing day by day to solve various problems and extract relevant
information from the unstructured data topic modeling is one of the most powerful techniques
in text mining [18]. It is a machine learning technique used to analyze text data to conclude
topics from that automatically. Topic modeling does not require any training type, so it is easy
to analyze the data. Topic modeling is a technique used under Natural Language Processing
(NLP). Researchers from various fields are using this technique to find the relationship
between the topics and documents. This technique is used in fields like medical, engineering,
social media analysis, etc. Latent Dirichlet Allocation (LDA) is one of the most popular
techniques of topic modeling used by various researchers. In this process, key terms are
extracted from the corpus, which further formulates Bag of words (BOW) used to extract
features.

BOW creates a vocabulary dictionary from these words, which helps us to analyze the right
content rather than traversing the whole document. This technique is used to draw a relationship
between the collected corpus and results, which are further represented statistically and
graphically. LDA works on probability distribution, which helps each document contain in
the dataset, is represented by the probability distribution of topics. Each topic represents the key
terms related to that topic. This concludes the connection between the topics and key terms.
LDA is used to conclude the patterns or recent trends in any field example, analyzing the data
for hot topics or trends posted on Twitter [9]. It is implemented in a various field some recent
research is Internet review analysis [55], Agriculture [65], Software Engineering [56], Envi-
ronment [107], Deep learning (Y. [125]), Medical [137] and many more. In this study, LDA is
deployed to the abstraction of trends and emerging topics of blockchain technology.

5 Research questions

The LDA topic modeling has been used identification of research patterns in terms of
blockchain technology. For the purpose of the mentioned objectives, the LDA has been
deployed on as many as 933 studies published from 2010 to 2021. The core intent for corpus
formation and the LDA model is to sublime the core research areas, associated research areas,
and research trends. Thus, the research questions are designed to extract and highlight the
research areas explored extensively with a keen focus on those research trends that have been
less concentrated by the researchers which is represented in Table 2.

Table 1 (continued)

Timeline Blockchain
Version

Year Development(s)

Amalgamated Blockchain reached out to the Middle Stage
Social Networking Problems has got the solution through Blockchain

Technology
Interoperability in Blockchain Networks became the major concern for the

researchers.
Economic and Financial services are led by the new Blockchain Applications
Integration of blockchain into the Government Agencies of various

countries.
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6 Methodology

This section involves all the aspects of experimentation and activities undertaken for
performing the analysis of research on Blockchain technology. To predict and depict
the research trends in Blockchain Technology, a stepwise procedure has been follow-
ed. The detailing of the steps for accomplishing this research has been illustrated in
Fig. 3.

6.1 Dataset formation

6.1.1 Sources identification for search

The sources for dataset collection are crucial when we look for research articles according to
our required topic. Here the papers related to Blockchain’s research have been extensively
looked for at online digital databases like IEEE Explore, ACM, Wiley, Springer, Elsevier,
Science Direct, and other digital sources. Other than these, the articles have been fetched from
various journals and conference portals. To collect the data, various steps are included, which
are explained below.

Table 2 Research questions and motivation

Research Questions Motivation

RQ1. What are the extensively explored areas of
research in Blockchain technology?

This question corroborates those research areas that
have been thoroughly explored and researched by
the practitioners and researchers. The recent research
era is focused on some research areas; this question
aims to highlight those research areas.

RQ2. What have research models been used by the
researchers to provide security to different domains
using Blockchain?

The intend of this research question is to identify and
ferret out the distinct research models providing
security that have been deliberately deployed in
different applications of Blockchain.

RQ3. Which research areas demand greater attention
from researchers?

The rationale behind this research question is to extract
and identify those research sections and areas that are
suffering from research bias and needs more
investigations in the future.

Fig. 3 Research methodology
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6.1.2 Search plan

When we want to search the data, some keywords are identified, which is decided by the
research question considered in the current study. The key phrases used for searching through
various digital libraries are “blockchain” or “blockchain technology”. The major search criteria
confirmed to relevancy and recency.

6.1.3 Extending the search

Open-source tool Publish and Perish is used to search the studies comes under the keywords
mentioned. This tool is used to extract the published information from the main published
libraries like Google Scholar, Scopus and Web of Science. “blockchain” or “blockchain
technology” key phrases are used by authors to get maximum results. Some popular
databases like IEEE, ACM, Wiley, etc., are also searched with the same keyphrases. The
publication databases is searched for Blockchain technology keywords in the publications
title for the Year 2000 to Year 2021. A total of 1837 articles has been fetched from the
initial search.

6.1.4 Inclusion and exclusion criteria

The author used different inclusion and exclusion criteria in this study in that Firstly, only
those articles selected written in the English language. In the database, studies that are relevant
to blockchain technology are taken into consideration. One of our inclusion principles is that a
study must be published in a reputable, authentic source in order to be considered for
consideration. Studies published on and after the year 2000 are included. Studies that are
not written in the English language or any regional native language are excluded from the
study. Studies published in authenticating journals and conferences are included; the rest are
excluded. After this step, 993 studies have been considered for the purpose of the current
research and review. The task of the document collection accompanies the process. The
publication count over the years is illustrated by Fig. 4, and the dominant publication channels
have been represented in Fig. 5, which vividly depicts the contribution of each publication
source.

Fig. 4 Year publication analysis
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6.2 Preprocessing

Datasets are collected from different sources, which are not in the same format, and for that,
preprocessing of data is processed on the dataset. Extraneous information is discarded from the
collected information. Pre-processing is used to remove the noisy, unwanted, and unrelevant
data from any corpus. Here this to remove noisy words, characters different steps are used.
This helps us to improve the quality of the dataset. As a result, the profile of further processing
becomes more accurate and acceptable. Basis stepts followed to preprocess the corpus is as
follows and preprocessing of sample document is shown in Table 3:

Fig. 5 Dominating journals analysis

Table 3 Preprocessing steps

Sample Document Blockchain Technology is latest technology which is used by many industry and
researchers. It mostly deal in privacy, security and ctyptocurrency. Blockchain
technology is used in many real life applications. This technology start evoving itself
from the year 2014. Blockchain is used by different researchers in the field of medical,
agriculture and engineering.

After Tokenization “Blockchain”, “Technology”, “is”, “latest”, “technology”, “which”, “is”, “used”, “by”,
“many”, “industry”, “and”, “researchers”,”.”, “It”, “mostly”, “deal”, “in”,
“privacy”,”,”, “security”, “and”, “ctyptocurrency”,”.”, “Blockchain”, “technology”,
“is”, “used”, “in”, “many”, “real”, “life”, “applications”,”.”, “This”, “technology”,
“start”, “evolving”, “itself”, “from”, “the”, “year”, “2014″,”.”, “Blockchain”, “is”,
“used”, “by”, “different”, “researchers”, “in”, “the”, “field”, “of”, “medical”,
“agriculture”, “and”, “engineering”,”.”

After Stop Word
Removal

“Blockchain”, “Technology”, “latest”, “technology”, “industry”, “researchers”, “deal”,
“privacy”, “security”, “ctyptocurrency”, “Blockchain”, “technology”, “real”, “life”,
“applications”, “technology”, “start”, “evolving”, “year”, “Blockchain”, “different”,
“researchers”, “field”, “medical”, “agriculture”, “engineering”

Stemming “Blockchain”, “Techno”, “latest”, “techno”, “industry”, “research”, “deal”, “privacy”,
“secur”, “cryptocurrency”, “Blockchain”, “techno”, “real”, “life”, “applica”, “techno”,
“start”, “evolv”, “year”, “Blockchain”, “different”, “research”, “field”, “medical”,
“agriculture”, “engineering”

Lemitization “Blockchain”, “Technology”, “latest”, “technology”, “industry”, “researchers”, “deal”,
“privacy”, “security”, “ctyptocurrency”, “Blockchain”, “technology”, “real”, “life”,
“applications”, “technology”, “start”, “evolving”, “year”, “Blockchain”, “different”,
“researchers”, “field”, “medical”, “agriculture”, “engineering”
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6.2.1 Dataset loading

The raw dataset is collected from the various sources mentioned in the previous section, which
further narrows down to a single excel file. After conducting all manual filtration steps like
inclusion/ exclusion criteria, repeated data, etc., final data is stored in an excel file, further
loaded to the LDA model for topic modeling.

6.2.2 Tokenization

The first step followed in pre-processing is tokenization, in which data contained in the
gathered dataset is tokenized into tokens. Further, all the tokens generated were converted to
lowercase letters for every data related to created dataset. Now all the punctuation marks,
single characters, and other special characters like “;”, “,”, “.”, “/”, “\”, “brackets”, “!” are
removed from the corpus. Further, any kind of equation or formula used in the abstract was
removed. Numerical values are also discarded from the data[128].

6.2.3 Stemming

Stemming plays an important role in natural language processing and its understanding. This is
when identifying the core word from the various words after removing its prefix and postfix.
Let’s understand from example stem is the main word that can be extracted from the word
“stemming”, “stemmed”, and “stemmer”. The stemming process removes the extra part to root
out the meaningful word. For the preparation of an effective corpus, words stem from their
original form using the Snowball stemmer algorithm [98] and the resulting base keywords
stored in the cleansed corpus.

6.2.4 Removal of Stopwords

English is the language that includes some common words like “the”, “if”, “but”, “a” or “an,”
etc., which make sentences complete, but these words take some space in a corpus, which
consumes processing time. So, it must remove the stop words from the corpus, and in this
study, Natural Language Toolkit (NLTK) is used to experiment. This toolkit contains the
stopwords of sixteen languages [47].

6.2.5 Lemmatization

The words which were previously stemmed needs to be lemmatized. Lemmatization is when
the context is considered and stemmed words are converted into more meaningful base words
or lemmas. This phase targets removing inflected words and outputs the dictionary form of a
word [95].

6.3 Eradicating bigrams and trigrams

Frequently together occurring words are known as bigrams and trigrams. For instance, if two
words occur together are mostly known as bigrams. And similar;y the three words that occur
together are known as trigrams. Here in this step, the attention is given to eradicating such pairs
and triplets which do occur together like “blockchain technology”, “Blockchain applications,”
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and so on. In this implementation, the gensim library has been used for the removal of such
phrases. Gensim’s Phrases model can build and identify these bigrams, trigrams, quadgrams,
or even n-grams (X. [126]), and thus, we can make removal and make the data cleansing
process better.

6.4 Deploying LDA model

After completing the preprocessing part as suggested by [18][74], the LDA model has been
deployed. Several steps need to be followed after processing the corpus. Majorly three input
parameters are involved in the experimentation process of implementing LDA-based topic
modeling. These hyperparameters are

1. Alpha, where alpha represents the distribution of documents per topic. In short, it indicates
the number of document-topic density

2. Beta represents the per word weight of the topic of Dirichlet before topic-word distribu-
tions. In short, it depicts the topic-word density

3. Number of iterations mentions the required number of iterations needed for converging
the model.

The selection of several topics is inspired by the works of [9], and the number of considered
iterations is 500. The alpha and beta are considered the smoothening parameters that control
the distribution over topics and words. A vigilant initialization is needed to define the values
for these parameters, as these hyperparameters contribute to the distribution of high-quality
topic results. The bag of words extracted initially is processed in LDA topic modeling where
the most frequently and least frequently occurring are removed so that corpus could become
absolute. The top frequently occurring words are shown in Fig. 6.

6.4.1 Initializing the Hyperparameters

There is two main hyperparameters used in LDA which is α and β. α value varies or depend
upon the number of topic choosen in the study which is 1 / T, where T is number of topics. In
this study β value is taken as 0.01 for all topic solutions.

Fig. 6 Top words from corpus with frequency
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& Use of mallet for choosing T

For optimizing the hyperparameters, a java-based NLP package named mallet is used. The
deployment of mallets accomplished the task of the number of topics. According to [106],
there is no established measure to defend the optimal number of solutions. However, heuristic
parameters suggested by ([9, 23] can be applied to find the optimal range of topic solutions.
The choice of the topic solution has been influenced by the heuristics and findings of the
studies ([9, 21, 23, 106].

& Algorithmic-base choice of topic

The choice of several topics is also performed algorithmically., An algorithm-based selection
has been accomplished using the k means clustering algorithm; the optimal number of topic
solutions for identifying research trends has been chosen. The deployment of k means
clustering depicts the optimal choice of several topics for depicting the core research areas is
five. Thus, five topic solution has been selected optimistically. Also, the researchers have
intended to explore for a high ranging value of ten so that the research trends could be more
discovered more evidently.

The role of coherence score is also significant while deciding the number of topic
solutions. Ideally, the coherence score ranging within the values 0.3 to 0.6 [114] is
considered good to have been used. In the stances where high coherence scores have been
achieved, the corresponding values of k have been used to choose several topic solutions. In
the current scenario, the coherence score obtained for two topic solution is suggestive as
0.49, and the score obtained for five topics optimal solution is 0.51. And for the ten topic
solution, the coherence value has been acquired as 0.46. Thus, five topic solution is the
optimally best choice.

6.5 Labeling process and high loading articles

The labeling process has been performed after extensive hard work, and every member of our
review team has contributed well to the formations of labels for each formulated topic. It is one
of the crucial tasks in the process of topic modeling. This review study exceptionally focused
on high loading articles under each topic’s solutions. The extensive process of labeling each
topic solution has been performed after several rounds of meetings and discussions among the
research team. This labeling process is accomplished to reach out to conclusive and depictive
labels. High loading articles corresponding to the each topic label is represented in Table 4.

7 Result analysis

The result analysis is one of the most highlighting sections of this review paper. Here, the
dominance of every topic solution is based on the count of articles extracted under its head.
There is a decent possibility that the different topic solutions may likely depict similar research
areas. The articles under every heading of topic solution can be favorably overlapping in
different label headers. Thus, semantic mapping has been performed to discover the common
and overlapping sections of the topic solution (refer Fig. 7). The relationship between the
different topic extracted in represented in Table 7.
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Table 4 High loading research articles for topic solutions

Topic
ID

Key Terms Topic Label High
Loading
Paper

Contribution(%)

2.1 system, datum, transaction, network,
security, base, IoT, propose, paper,
distribute, privacy, secure, provide,
application, trust, bitcoin, record,
consensus, solution, smart

Taxonomy and Architecture of
Blockchain

[66]
[62]
[28]
[40]
[77]
[104]

89.72
89.47
89.42
89.1
89.06
88.89

2.2 application, research, paper, industry,
chain, potential, study, supply,
business, challenge, provide,
financial, case, energy, discuss, base,
area, current, future, review

Blockchain implementation and
integration in Industry

[88]
[89]
[29]
[14]
[93]
[105]

89.66
89.11
89.04
88.94
88.85
88.84

5.1 transaction, system, network, consensus,
block, performance, base, propose,
bitcoin, model, node, database,
distribute, paper, process, protocol,
design, time, proof, trust

Protocols and Modeling of
Blockchain Technology

[138]
[63]
[68]
[61]
[90]

89.76
89.74
89.4
89.25
89.07

5.2 datum, system, record, base, data,
patient, privacy, secure, share, health,
medical, propose, storage, access,
healthcare, paper, provide,
information, solution, store

Blockchain in Healthcare [131]
[10]
[132]
[66]
[39]
[37]
[67]

89.18
88.98
87.71
87.09
84.61
84.26
83.89

5.3 application, financial, potential,
transaction, system, bitcoin, digital,
distribute, contract, trust, business,
ledger, sector, smart, market, paper,
include, create, provide, industry

Blockchain in the Finance
Industry

[64]
[119]
[117]
[71]
[22]
[22]

89.46
89.34
89.09
88.87
88.3
87.57

5.4 research, chain, supply, study, paper,
industry, application, literature,
review, case, provide, adoption, base,
management, business, potential,
current, identity, benefit, analysis

Blockchain in Supply Chain
Management

[89]
[33]
[46]
[127]
[129]

83.76
83.55
82.6
82.4
81.08

5.5 iot, security, application, internet,
energy, smart, challenge, system,
thing, privacy, device, network, base,
solution, datum, present, paper,
provide, research, secure

Privacy and Security of IoT
using Blockchain

[43]
[12]
[78]
[130]
[44]
[17]

85.5
83.03
81.47
87.6
82.34
79.91

10.1 energy, industry, financial, market,
sector, system, peer, trading, article,
service, power, social, base,
distribute, information, government,
efficiency, current, electricity,
sustainable

Blockchain technology in
Energy Sector

[6]
[130]
[1]
[140]

88.5
87.03
86.47
83.6

10.2 transaction, system, record, peer,
application, distribute, ledger,
network, base, digital, trust, block,
decentralize, chain, store, paper, user,
secure, proof, bitcoin

Security and Privacy on
Blockchain

[31]
[3]
[3]
[92]
[24]
[53]

89.52
87.75
87.52
87.49
86.22
85.33

10.3 [100] 89.61
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Table 5 summarizes the count of publications corresponding to each topic solution.

7.1 Topic labelling

The core research zones that have been explored and discovered based on the two topic
solution has been depicted by the topic T2.1 and T2.2. Lets us discuss how this labeling has

Table 4 (continued)

Topic
ID

Key Terms Topic Label High
Loading
Paper

Contribution(%)

iot, security, device, network, internet,
thing, smart, base, datum, system,
challenge, solution, secure, privacy,
model, propose, architecture,
resource, service, provide

IoT Privacy and Security
Challenges for Smart Cities

[17]
[136]

88.61
87.14

10.4 transaction, system, network,
performance, consensus, propose,
node, block, base, model, protocol,
paper, time, database, number, work,
bitcoin, security, attack, proof

Consensus mechanism in
Blockchain Technology

[61]
[90]
[138]

89.79
88.50
88.32

10.5 bitcoin, financial, business, application,
change, currency, digital, potential,
service, world, market, trust, impact,
transaction, industry, internet,
information, include, technological,
model

Cryptocurrency and Blockchain [118]
[116]
[71]
[122]
[32]
[22]

89.59
88.58
88.44
88.32
87.13

10.6 application, security, paper, issue,
challenge, research, provide, system,
survey, privacy, discuss, present,
future, distribute, solution, internet,
recent, review, consensus, industry

Security and Privacy Issues in [83]
[92]
[20]
[139]

89.79
88.23
88.14
87.13

10.7 chain, supply, management, process,
business, food, traceability, logistic,
industrial, industry, improve, benefit,
product, cost, paper, provide,
adoption, transparency, operation,
efficiency

Efficiency of Suppychain
Management Systems using
Blockchain

[19]
[36]
[30]

89.77
89.71
88.35

10.8 datum, patient, system, base, data,
medical, storage, share, privacy,
record, health, healthcare,
information, propose, provide, access,
provider, secure, management,
security

Security and Privacy of
electronic health record
systems using Blockchain
Technology

[72]
[37]
[108]
[111]

89.44
89.21
88.99
88.56

10.9 smart, contract, application, system,
process, distribute, governance, base,
design, paper, platform, trust,
software, public, share, information,
case, economy, implementation,
create

Smart Contract System using
Blockchain

[80]
[42]
[60]

89.92
88.45
88.02

10.10 research, study, paper, industry,
potential, literature, application, case,
analysis, review, identify, adoption,
base, future, provide, implementation,
approach, framework, present,
business

Strategic Management
Frameworks using
Blockchain

[52]
[57]
[127]

89.72
89.34
88.9
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been performed. While implementing LDA on two topic solution, the keywords and their
loading has been extracted. The extraction results of LDA depict the high loading articles per
topic and also the high loading terms or keywords per topic. The labeling process is based on
the high-loading keywords that have been collected. Thus, in Table 6, the labeling per topic
solution has been performed corresponding to the terms that have been extracted under the
heads T2.1, T2.2, and so on; it goes for five and ten topic solutions.

Fig. 7 Semantic mapping of topic solution

Table 5 Yearwise publication analysis for 2, 5, and 10 topic solutions

T-ID Topic Name <2015 2015 2016 2017 2018 2019 2020 2021 Total

2.1 Texonomy and Architecture of
Blockchain

3 9 37 95 156 107 60 4 471

2.2 Blockchain implementation and
integration in Industry

0 6 32 90 117 137 78 2 462

5.1 Protocols and Modeling of Blockchain
Technology

1 3 18 31 67 46 22 2 190

5.2 Blcokchain in Healthcare 0 3 9 31 40 26 14 1 124
5.3 Blockchain in the Finance Industry 2 7 32 88 80 66 31 0 306
5.4 Blockchain in Supply Chain

Management
0 0 4 14 32 58 36 1 145

5.5 Privacy and Security of IoT using
Blockchain

0 2 6 21 54 48 35 2 168

10.1 Blockchain technology in Energy
Sector

0 0 0 13 8 5 6 0 32

10.2 Security and Privacy on Blockchain 1 5 17 28 40 23 7 0 121
10.3 IoT Privacy and Security Challenges

for Smart Cities
0 0 4 15 32 14 14 1 80

10.4 Consensus mechanism in Blockchain
Technology

1 2 11 21 49 29 19 1 133

10.5 Cryptocurrency and Blockchain 1 3 12 32 27 23 14 0 112
10.6 Security and Privacy Issues in 0 1 6 17 26 46 23 1 120
10.7 Efficiency of Suppychain Management

Systems using Blockchain
0 0 1 1 8 12 8 0 30

10.8 Security and Privacy of electronic
health record systems using
Blockchain Technology

0 0 6 19 22 22 10 1 80

10.9 Smart Contract System using
Blockchain

0 4 9 19 30 15 6 1 84

10.10. Strategic Management Frameworks
using Blockchain

0 0 3 20 31 55 31 1 141
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Table 6 High loading terms for 2,5 and 10 topic solution

T-ID Topic Labels Topic Terms Count of
Studies

2.1 Taxonomy and Architecture of
Blockchain

system, datum, transaction, network, security, base,
IoT, propose, paper, distribute, privacy, secure,
provide, application, trust, bitcoin, record,
consensus, solution, smart

471

2.2 Blockchain implementation and
integration in Industry

application, research, paper, industry, chain,
potential, study, supply, business, challenge,
provide, financial, case, energy, discuss, base,
area, current, future, review

462

5.1 Protocols and Modeling of Blockchain
Technology

transaction, system, network, consensus, block,
performance, base, propose, bitcoin, model,
node, database, distribute, paper, process,
protocol, design, time, proof, trust

190

5.2 Blockchain in Healthcare datum, system, record, base, data, patient, privacy,
secure, share, health, medical, propose, storage,
access, healthcare, paper, provide, information,
solution, store

124

5.3 Blockchain in the Finance Industry application, financial, potential, transaction,
system, bitcoin, digital, distribute, contract, trust,
business, ledger, sector, smart, market, paper,
include, create, provide, industry

306

5.4 Blockchain in Supply Chain
Management

research, chain, supply, study, paper, industry,
application, literature, review, case, provide,
adoption, base, management, business,
potential, current, identity, benefit, analysis

145

5.5 Privacy and Security of IoT using
Blockchain

iot, security, application, internet, energy, smart,
challenge, system, thing, privacy, device,
network, base, solution, datum, present, paper,
provide, research, secure

168

10.1 Blockchain technology in Energy
Sector

energy, industry, financial, market, sector, system,
peer, trading, article, service, power, social,
base, distribute, information, government,
efficiency, current, electricity, sustainable

32

10.2 Security and Privacy on Blockchain transaction, system, record, peer, application,
distribute, ledger, network, base, digital, trust,
block, decentralize, chain, store, paper, user,
secure, proof, bitcoin

121

10.3 IoT Privacy and Security Challenges for
Smart Cities

iot, security, device, network, internet, thing, smart,
base, datum, system, challenge, solution, secure,
privacy, model, propose, architecture, resource,
service, provide

80

10.4 Consensus mechanism in Blockchain
Technology

transaction, system, network, performance,
consensus, propose, node, block, base, model,
protocol, paper, time, database, number, work,
bitcoin, security, attack, proof

133

10.5 Cryptocurrency and Blockchain bitcoin, financial, business, application, change,
currency, digital, potential, service, world,
market, trust, impact, transaction, industry,
internet, information, include, technological,
model

112

10.6 Internet Security and Privacy Issues application, security, paper, issue, challenge,
research, provide, system, survey, privacy,
discuss, present, future, distribute, solution,
internet, recent, review, consensus, industry

120

10.7 Efficiency of Suppychain Management
Systems using Blockchain

chain, supply, management, process, business,
food, traceability, logistic, industrial, industry,

30
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7.1.1 Two topic solution: Broader concept of Blockchain technology

In this study firstly the corpus is viewed as two topic solution which is broader view of
Blockchain technology. Two topic titled as “Taxonomy and Architecture of Blockchain”

Table 6 (continued)

T-ID Topic Labels Topic Terms Count of
Studies

improve, benefit, product, cost, paper, provide,
adoption, transparency, operation, efficiency

10.8 Security and Privacy of electronic
health record systems using
Blockchain Technology

datum, patient, system, base, data, medical, storage,
share, privacy, record, health, healthcare,
information, propose, provide, access, provider,
secure, management, security

80

10.9 Smart Contract System using
Blockchain

smart, contract, application, system, process,
distribute, governance, base, design, paper,
platform, trust, software, public, share,
information, case, economy, implementation,
create

84

10.10 Strategic Management Frameworks
using Blockchain

research, study, paper, industry, potential,
literature, application, case, analysis, review,
identify, adoption, base, future, provide,
implementation, approach, framework, present,
business

141

Table 7 Semantic mapping of 2 topic, 5 topic and 10 topic

2 Topic Solution 5 Topic Solution 10 Topic Solution

Topic
ID

Topic label Topic
ID

Topic label Topic
ID

Topic Label

2.1 Taxonomy and
Architecture of
Blockchain

5.5 Privacy and Security
of IoT using
Blockchain

10.3 IoT Privacy and Security Challenges
for Smart Cities

10.6 Internet Security and Privacy Issues
5.1 Protocols and

Modelling of
Blockchain
Technology

10.4 Consensus mechanism in Blockchain
Technology

10.9 Smart Contract System using
Blockchain

10.2 Security and Privacy on Blockchain
2.2 Blockchain

implementation and
integration in
Industry

5.4 Blockchain in Supply
Chain
Management

10.7 Efficiency of Supply chain
Management Systems using
Blockchain

10.10 Strategic Management Frameworks
using Blockchain

5.2 Blockchain in
Healthcare

10.8 Security and Privacy of electronic
health record systems using
Blockchain Technology

10.1 Blockchain technology in Service
Industry

5.3 Blockchain in the
Finance Industry

10.5 Cryptocurrency and Blockchain
10.1 Blockchain technology in Service

Industry
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(T2.1) and “Blockchain implementation and integration in Industry”(T2.2). These are two
major labels that depict the core research areas that have been extensively explored by the
researchers. These topics are the broader concept used in blockchain technology which
comprises how the block is implemented in the industry and various architecture of blockchain
technology.

7.1.2 Research area of Blockchain technology

To get a better insight into the research areas, the core research areas depicted in two topic
solutions have been further widened, and five topic solutions have been explored. In the five-
topic solution, keywords again played a significant role in the nomenclature of the topic
solution. As per the keywords extracted, the labeling is accomplished. After being labeled
based on the corresponding keywords’ loading values, the identified topics become ready in
the absolute state to predict and depict the major research areas that have been extensively
researched in the domain of blockchain technology. The identified research areas are presented
in topics (T5.1), (T5.2), (T5.3), (T5.4), and (T5.5). Research areas corresponds to this study
entiteled as “Protocols and Modeling of Blockchain Technology” (T5.1), “Blockchain in
Healthcare” (T5.2), “Blockchain in the Finance Industry” (T5.3), “Blockchain in Supply
Chain Management” (T5.4), and “Privacy and Security of IoT using Blockchain” (T5.5).
Each of the identified research areas’ roles can be distinctly visualized in Fig. 5 based on the
count of studies or documents fetched under each topic. Further, the researchers have
endeavored to map the identified stigmas under the appropriated core research zones (T2.1)
and (T2.2) in Table 5. Figure 8 illustrates the active research areas in the field of blockchain
technology.

7.1.3 Recent trends for researcher: Blockchain technology

Quantifying the number of topics extracted by the LDA topic model becomes necessary to get
a detailed analysis of what research patterns can be observed through the surfaced keywords.
The ten topic solution further resulted in comprehensive research trends in blockchain
technology. In ten topic solution, more research trends appeared, namely, “Blockchain
technology in Energy Sector” (T10.1), “Security and Privacy on Blockchain” (T10.2), “IoT
Privacy and Security Challenges for Smart Cities” (T10.3), “Consensus mechanism in
Blockchain Technology” (T10.4), “Cryptocurrency and Blockchain”(T10.5), “Internet

Fig. 8 Trending research area
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Security and Privacy Issues”(T10.6), “Efficiency of Suppychain Management Systems using
Blockchain”(10.7), “Security and Privacy of electronic health record systems using
Blockchain Technology”(T10.8), “Smart Contract System using Blockchain”(T10.9), and
“Strategic Management Frameworks using Blockchain”(T10.10). High-loading terms and
top five articles for ten topic solutions are depicted in Table 6.

8 Research questions and discussions

In the current study, the researchers aim to summarize the research trends in blockchain
technology based on the selected corpus of 993 articles. The corpus formed after the filtration
process includes articles from bibliographic databases from the Year 2000 to the Year 2021.
We have tried to compile the entire research literature from the year 2000 to the day 2021.
Analysis of the corpus for n topic solution has been performed by applying LDA to find,
extract and identify the latent research patterns and trends. In this section, an extensive
technical discussion has been carried out for each formulated research question. Every answer
below presents the gist summary of all the extractions after applying LDA. Thus, all of the
three research questions have been discussed given the literature dataset findings, and further
future research opportunities have been explored and identified.

8.1 Research question 1

8.1.1 Which research areas have been explored mostly by the researchers?

Taxonomy and blockchain architecture has been prominent areas of research since the beginning.
In 2008, after the first bitcoin scheme share by Satoshi Nakamoto, the trend to find out new and
prominent systems for cryptocurrencies had been started. The integration of this technology with
other technologies was the next phase of the research. After the boom in cryptocurrencies,
research has tried to explore the architecture of this technology [120] [134] and implemented it
over insecure areas [11]. The decentralized architecture has allowed the researchers to implement
it into various segments of the industry. The table shows that the topic labeled 2.1 is further linked
to topics 5.1 and 5.5. The privacy and security of IoT networks using the blockchain [38] is the
key focal area of research in the initial level of this technology. The integration of both
technologies has new challenges [34], but some of the security concerns are addressed by this
amalgamation. In addition to the second area of research for blockchain technology implemen-
tation and integration of the three prominent areas are identified of technology integration to
Supply ChainManagement [45], Healthcare [15], and Financial Services [87]. Topic 2.2 is further
mapped with three areas which are labels as 5.2, 5.3, and 5.4 in the table.

8.2 Research question 2

8.2.1 What have the researcher’s used research models to provide security to different
domains using Blockchain?

With the implementation of blockchain over various industrial practices, so many protocols
and models have been used to provide strong security mechanisms. There are so many
protocols and models that have been implemented to make blockchain more robust and
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efficient. Researchers have impended various protocols over various simulators [41][51].
These models and protocols answer questions like keeping the failure probability for a given
sharing protocol smaller than a predefined threshold. Most of the courties have started
considering the blockchain technology as a reliance machine for accelarting the growth in
other technologies also in terms of security and robustness [103]. Many countirs have stared
the mission of Smart Cities for the ease of govenance and livelihood of the citizens; as being
on the internet this technology need some robust security frameworks for data privacy and
security.

8.3 Research question 3

8.3.1 Which research areas demand greater attention from researchers?

With the evolution of internet technologies and increasing role of smart devices in it, the
security has been become a critical issue to the researchers. Verious cryptographic techniques
are been invented and implemented over internet to make it more secure but still there are
various issues which need the attention. Blochchain technology is growing as a platform to
provide robust security mechanism for data sharing over the network, that is why it became the
favorite technology for researchers to be implemented in Internet of Things (IoT), Finance and
Banking, Supply Chain Maanagement, Healthcare Sector and even in food industry. The
topics labels from 10.1 to 10.10 are listed as the most demanded areas of research in
blockchain technology. The Blockchain technology in Service Industry [58] [54] on SCM in
the Indian service industry has given new dimensions to the security services in the industry.
There are certain issues associated with privacy and security measures [59] with this technol-
ogy. Smart City Project has attracted many researchers to it due to its viability in IoT
Technology. The security challenges were adhered to by the technology of blockchain [81].
The basic principles and characteristics of the consensus algorithms have allowed them to be
sued in smart cities [79]. The first version of blockchain technology was for cryptocurrencies.
This is the unprevailing truth behind the technology of blockchain. The cryptocurrency [83]
had introduced blackchin technology to the world. The Internet has been the backbone of
every technology in computer science, and it has been the most exposed thing in terms of
security [34]. The arrival of blockchain technology has brought new opportunities to the field
of the internet. The decentralized mechanism made this technology more secure and transpar-
ent to its users. The next research area was researchers have shown their interest is “Blockchain
Technology in Supply Chain management”. The efficiency [2] of this integration is an
important aspect where researchers have to focus upon. With the concept of tempered proof,
the digital document has given a new perspective to electronic health record systems [108].

9 Conclusion and future scope

This paper the researchers have considered various articles related to blockchain available on
google scholar, IEEE, and ACM libraries for LDA modeling. The study shows that the most
common research area in the domain of blockchain is “Taxonomy and Architecture of
Blockchain”, followed by “Blockchain Imlementeation and Integtation over various technol-
ogies”. These two major areas of research are further linked to the prominent sub areas dealing
with other segment of the industry. The year wise progress of this technology has also been
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discussed by the researchers alongwith the diffrent generations of the blockchain technology
like Blockchain 1.0, Blockchain 2.0, Blockchain 3.0 and 4.0 to show the relation among all the
prominent research areas. The generations of blockchain technologies will also help the
forthcoming researchers and academician in this field to choose a veracious research pathway.
The main aim of the study is to provide an abstract view of the research areas to the exixting as
well as prospective researchers. Being an prominent and emerging domain, its integration with
many other domains has been seen and it is predicted that this technology will play an
important role in the field of security, hance it is recommended by the researchers of this
paper that the issues related to the domentic as well as commercial applicactions of this
technology need to be adhere critically by academic, research and industrial communities.
More than 15 research directions are discussed in this paper which can guide the researchers to
find the research gaps in various technologies which are associated to blockchain technology.
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