
Linear Complexitv and Random Sesuences 

Rainer A .  Rueppel 
Swiss Federal Institute of Technology 

8092 Zurich/Switzerland 
currently: CMRR, University of California, San Diego 

La Jolla, CA 92093/U.S.A. 

Abstract: 
The problem of characterizing the randomness of finite sequences 

arises in cryptographic applications. The idea of randomness clearly 
reflects the difficulty of predicting the next digit of a sequence 
from all the previous ones. The approach taken in this paper is to 
measure the {linear) unpredictability of a sequence (finite or 
periodic) by the length of the shortest linear feedback shift regis- 
ter (LFSR) that is able to generate the given sequence. This length 
is often referred to in the literature as the linear comDlexitv of 
the sequence. It is shown that the expected linear complexity of a 
sequence of n independent and uniformly distributed binary random 
variables is very close to n/2 and, that the variance of the linear 
complexity is virtually independent of the sequence length, i.e. is 
virtually a constant! For the practically interesting case of 
periodically repeating a finite truly random sequence of length Zm 
or 2m-1, it is shown that the linear complexity is close to the 
period length. 
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L i n e a r  Complexity a n d  Random Sequences 

Stream c iphe rs  u t i l  i r e  d e t e r m i n i s t i c a l l y  generated "random" sequences t o  

encipher t h e  message stream. Since t h e  runn ing  key generator i s  a f i n i t e  

s t a t e  machine, t h e  key stream necessa r i l y  i s  ( u l t i m a t e l y )  pe r iod i c .  Thus 

t h e  bes t  one can hope f o r  i s  t o  make t h e  f i r s t  per iod  o f  a p e r i o d i c  key 

stream resemble t h e  ou tpu t  o f  a b i n a r y  symmetric source (BSS). A BSS i s  a 

dev ice  which pu ts  o u t  w i t h  equal p r o b a b i l i t y  a zero o r  a one independent- 

l y  o f  t h e  p rev ious  ou tpu t  b i t s ,  o r  i n  o the r  words, a BSS r e a l i z e s  a f a i r  

co in  t o s s i n g  exper iment.  (Note t h a t  we have t a c i t l y  assumed the  sequences 

under i n v e s t i g a t i o n  t o  be de f i ned  over GF(2)). The pe r iod  o f  t h e  key 

stream n e c e s s a r i l y  i s  a f i n i t e  q u a n t i t y .  Thus we are conf ron ted  w i t h  t h e  

problem o f  c h a r a c t e r i z i n g  t h e  randomness o f  a f i n i t e  sequence. But how 

can t h i s  be done i n  l i g h t  o f  t h e  f a c t  t h a t  every f i n i t e  output sequence 

of a BSS i s  e q u a l l y  l i k e l y ?  It seems d i f f i c u l t  t o  d e f i n e  adequately t h e  

concept o f  randomness ( i n  a mathematical sense) f p r  f i n i t e  sequences. 

S t i  11 , n e a r l y  everyone would agree t h a t  something 1 i ke a " t y p i c a l  'I ou tpu t  

sequence o f  a BSS e x i s t s .  A f i n i t e  c o i n  toss ing  sequence, f o r  example, 

would " t y p i c a l l y "  e x h i b i t  a balanced d i s t r i b u t i o n  o f  s i n g l e  b i t s ,  p a i r s ,  

t r i p l e s ,  e tc .  o f  b i t s ,  and long  runs o f  one symbol would be very ra re .  

This i n  c o n t r a s t  t o  i n f i n i t e  c o i n  t o s s i n g  sequences, where l o c a l  non- 

randomness i s  su re  t o  occur. D.E. Knuth (Knut 81) discusses var ious  con- 

cepts o f  randomness f o r  i n f i n i t e  sequences and gives a sho r t  d e s c r i p t i o n  

o f  how randomness of a f i n i t e  sequence cou ld  be def ined. By t h e  above 

t yp i ca l i t y -a rgumen t ,  one i s  l e d  n a t u r a l l y  t o  the  c r i t e r i o n  o f  d i s t r i b u -  

t i o n  p roper t i es .  A f i n i t e  Sequence o f  l e n g t h  T may be c a l l e d  "randan" i f  
every b i n a r y  k - t u p l e  f o r  a l l  k smal le r  than some upperbound (e.9. 1ogT) 

appears about e q u a l l y  of ten.  The "randomness pos tu la tes"  o f  S. Golomb 

(Go10 67)  based on t h i s  d e f i n i t i o n  have gained widespread p o p u l a r i t y  

( e s p e c i a l l y  i n  t h e  c ryp tog raph ic  community), Golomb proposed t h e  f o l l o w -  

i n g  t h r e e  requirements t o  measure the  randomness o f  a p e r i o d i c  b i n a r y  

sequence. F i r s t ,  t h e  d i s p a r i t y  between zeros and ones w i t h i n  one p e r i o d  

o f  t h e  sequence does n o t  exceed 1. Second, i n  every per iod ,  ( l / Z i ) t h  of 

t h e  t o t a l  number o f  runs has l e n g t h  i, as long as t h e r e  are  a t  l e a s t  2 
runs o f  l e n g t h  i. Thi rd ,  t h e  p e r i o d i c  au toco r re la t i on  func t i on  i s  two- 

valued. Every sequence which s a t i s f i e d  these th ree  randomness requ i re -  

ments was c a l l e d  by Golomb a pseudo-noise ( P N )  sequence. But a l though 
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Go1 m b  c a l l e d  h i  s requirements "randomness postulates' '  , they  do n o t  de- 

f i n e  a general measure o f  randomness f o r  f i n i t e  sequences. These "random- 

ness p o s t u l a t e s '  r a t h e r  desc r ibe  almost exc lus i ve l y  the  sequences which 

have a p r i m i t i v e  minimal polynomial ( s ince  they have maximum p o s s i b l e  

per iod,  t hey  a r e  a1 so c a l l e d  maximum-length sequences o r  m-sequences) . 
But t h i s  means t h a t  t h e  so -ca l l ed  PN-sequences are  h i g h l y  p red ic tab le ,  if 

L denotes t h e  degree o f  t h e  p r i m i t i v e  minimal polynomial o f  t h e  PN-se- 

quence under i n v e s t i g a t i o n ,  then on ly  2L b i t s  o f  the  sequence s u f f i c e  t o  

spec i f y  comple te ly  t h e  remainder o f  t he  per iod  o f  l e n g t h  2 -1. C l e a r l y  

the  idea o f  randomness a l s o  r e f l e c t s  t h e  i m p o s s i b i l i t y  o f  p r e d i c t i n g  t h e  

next d i g i t  o f  a sequence from a l l  t h e  previous ones. An i n t e r e s t i n g  

approach t o  a d e f i n i t i o n  o f  randomness o f  f i n i t e  sequences based on t h i s  

concept o f  u n p r e d i c t a b i l i t y  was taken by R. Solomonov (Solo 64) and A. 

Kolmogorov (Kolm 65) .  They cha ra rac te r i zed  the  "pa t te rn lessness"  of a 

f i n i t e  sequence by  t h e  l e n g t h  o f  t h e  sho r tes t  Tur ing machine program t h a t  

cou ld  generate t h e  sequence. Patternlessness may be equated w i t h  unpre- 

d i c t a b i l i t y  o r  randomness. Th is  concept was f u r t h e r  developed by P.  

Mart in-Loef (Mar t  66). A d i f f e r e n t  approach t o  eva lua t ing  the  complex i ty  

o f  f i n i t e  sequences was g iven by A. Lempel and J .  Ziv (Lemp 76) .  Ins tead 

o f  an a b s t r a c t  model o f  computation such as a Tur ing machine one cou ld  

d i r e c t l y  use a l i n e a r  feedback s h i f t  r e g i s t e r  (LFSR) model and measure 

the  ( l i n e a r )  u n p r e d i c t a b i l i t y  o f  a sequence ( f i n i t e  o r  p e r i o d i c )  by t h e  

l e n g t h  o f  t h e  s h o r t e s t  LFSR which i s  ab le  t o  generate t h e  given sequence. 

Th is  approach i s  p a r t i c u l a r l y  appeal ing s ince  there  e x i s t s  an e f f i c i e n t  

syn thes is  procedure ( t h e  Berlekamp-Massey LFSR synthes is  a lgo r i t hm (Mass 

6 9 ) )  f o r  f i n d i n g  t h e  s h o r t e s t  LFSR which generates a g iven sequence. Th is  
l e n g t h  i s  a l s o  r e f e r r e d  t o  as t h e  l i n e a r  Complexity associated t o  t h e  

sequence. The f o l l o w i n g  sequence obtained by the  author i n  31 t r i a l s  w i t h  

a f a i r  swiss c o i n  may serve  as an i l l u s t r a t i o n  f o r  t h e  concept o f  l i n e a r  

complex i ty  as measure o f  randomness ( o r  1 i nea r  unpred ic tab i  1 i t y )  . 

L 

= (1000111101000011011110100010100~ (1) 

I n  Fig.  1, we canpare t h e  dynamic behaviour o f  the  l i n e a r  complex i ty  o f  
t h e  p e r i o d i c a l l y  repeated  swiss co in  sequence (1) t o  t h a t  o f  a PN-se- 

quence o f  p e r i o d  31. A ( s n )  denotes t h e  l i n e a r  complexi ty o f  t h e  f i r s t  n 

d i g i t  subsequence o f  5 .  
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Fig .  1. L i n e a r  Complexity p r o f i l e s  o f  t he  swiss co in  

sequence t i )  and t h e  PN-sequence generated 

by <5,1+D +D > and i n i t i a l  s ta te  [ O , O , O , O , l ]  2 5  

The l i n e a r  comp lex i t y  o f  t h e  s w i s s  c o i n  sequence 6) grows approximate- 

l y  as n/2, where n denotes t h e  number o f  processed b i t s ,  and stops a t  31 

which i s  t h e  p e r i o d  o f  t h e  sequence (1). Thus on ly  t h e  c i r c u l a t i n g  

s h i f t  r e g i s t e r  o f  l e n g t h  L = 3 1  i s  ab le  t o  generate t h e  swiss c o i n  se- 

quence. Conversely, t h e  so -ca l l ed  PN-sequence o f  per iod  31 has a l i n e a r  

c a n p l e x i t y  o f  o n l y  5 and i s  h i g h l y  p red ic tab le .  But note, a h igh  l i n e a r  

complexi ty a lone does n o t  guarantee good randomness p roper t i es .  As an 

example cons ider  t h e  sequence b u i l t  by 30 consecutive 0's and an appended 

1 which i s  p e r i o d i c a l l y  repeated. This sequence can a l so  on ly  be generat-  

ed by t h e  c i r c u l a t i n g  s h i f t  r e g i s t e r  o f  l e n g t h  31, bu t  does no t  e x h i b i t  

any randomness p r o p e r t i e s  whatsoever. This could be seen i n  the  assoc ia t -  

ed l i n e a r  comp lex i t y  p r o f i l e ,  i n  which t h e  l i n e a r  complexi ty remains a t  0 

u n t i l  t h e  1 appears a t  t h e  31st p o s i t i o n  which causes the  l i n e a r  comple- 

x i t y  t o  jump from 0 t o  31  i n  one swoop. Consequently, we expect a " t y p i -  

c a l "  random sequence t o  have associated a " t y p i c a l "  1 i nea r  complex i ty  

p r o f i l e  c l o s e l y  f o l l o w i n g  t h e  n/2 l i n e .  
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denote a sequence o f  n independent and uniformly Let s" = so sl, ..., 
dist r ibuted binary random variables ,  and l e t  A ( s n )  be the associated 
l inear  comp exi ty .  Our primary in te res t  i s  in N n ( L ) ,  the number of se- 
quences of length n with l inear  complexity A(sn.) = L. Consider the basic 
recursion from A(sn--') t o  A(sn).  The difference between the n t h  binary 
random variable  sn-l and the  nth d ig i t  generated by the minimal-length 
LFSR which i s  ab le  t o  generate sn- l  i s  called the next discrepancy 6n-X. 
If the  LFSR o f  length A($"') which generates sn-' also generates s , 
then 6n,l = 0 and t h e  l inear  complexity does not change. Conversely, i f  
the LFSR of length A(s"'l) which generates sn-' f a i l s  t o  generate s", 
then = 1 and t h e  l inear  complexity increases when A(s"') i s  smaller 
t h a n  n/2. The recursion describing the length change i s  basic t o  the 
LFSR-synthesis procedure (Mass 69)  : 

'n-1 

n-1 6,-1 = o  A ( s n )  = h ( s  

Note t h a t  the  l i n e a r  Complexity does n o t  change (regardless of the value 
of the discrepancy) when A(s"'l) >, 5 .  I t  i s  i l l u m i n a t i n g  t o  represent 
graphically the  l i n e a r  complexity recursion ( 2 )  (see Fig. 2 .  ) 

/ n 

&n-l = 0 

A (s"-l) A ( s " )  

Nn-l (L) N, (L) 

F i g .  2 -  Graphical i l lus t ra t ion  of the  l inear  
complexity growth process 
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From t h e  diagram i n  Fig. 2, we may now d i r e c t l y  read o f f  the  r e c u r s i o n  

f o r  Nn(L). I f  A(sn-')  = L '  < $ , then N,(L') = Nn-l(L') s ince o n l y  one 

choice f o r  s ~ - ~  causes 6n-1 = 0. The second choice f o r  s causes 6n-1 = 
1 and thus  t r a n s f e r s  Nn l ( L ' )  sequences t o  the  new complex i ty  L = n -L ' .  

If A(s"') = L > i, t h e n  A(sn) = L ( i r r e s p e c t i v e  o f  and 2Nn-1(L) 
sequences c o n t r i b u t e  t o  Nn(L). The on ly  except ion t o  t h e  sketched process 

i n  F i g .  2 occurs  when n i s  even and L = fi. I n  t h i s  case no pa th  f rom 

A ( S ~ - ~ )  = L '  < 7 may l e a d  t o  A ( s  ) = L = -, since L = - = n-L' would 2 
r e q u i r e  L' = which c o n t r a d i c t s  t h e  assumption. We can now w r i t e  t h e  

recurs ion  f a r  N,(L), t h e  number o f  sequences o f  leng th  n w i t h  l i n e a r  com- 

p l e x i t y  N, as 

n- 1 

n 
2 

n n $ 
n 

1 1 1 1 1 1 1 1 1 1  

1 2 2 2 2 2 2 2 2 2  

1 4 8 8 8 8 8 8 8  

1 4 16 32 32 32 32 32 

1 4 16 64 128 128 128 

10 

1 4 16 64 256 512 
1 4 16 64 256 

1 4 16  64 

1 4 16 

1 4  

1 

Table 1. Values o f  Nn(L) f o r  n = 1, ..., 10 



173 

The general  form o f  Nn(L) i s  e a s i l y  guessed from t a b l e  1. 

To show t h a t  t h i s  s o l u t i o n  i s  co r rec t ,  we f i r s t  prove t h a t  t he  s o l u t i o n  

s a t i s f i e s  t h e  r e c u r s i o n  ( 3 )  f o r  a l l  n > 1. 

2n-2L 22n-2-2L and 

(n-L) = 22n-2L-1, s i n c e  n d 2L imp l i es  2(n-L) < n-1. These va lues  
Suppose n z L > 1-42, then Nn(L) = 2 , Nn-l(L) = 

Nn- l  
S a t i s f y  r e c u r s i o n  (3a) f o r  a l l  n > 1, as can be seen by s u b s t i t u t i o n .  

Suppose L = n/2, t hen  Nn(L) = 22L-1 and Nn-l(L) = ZzL-', which S a t i s f y  

recu rs ion  (3b) f o r  a l l  even n > 1. 

Suppose n/2 > L > 0, t h e n  Nn(L) = Nn-l(L) = 22L-1 and the  r e c u r s i o n  

(3c) i s  t r i v i a l l y  s a t i s f i e d  f o r  a l l  n > 1. 

By t a k i n g  i n t o  account t h e  i n i t i a l  cond i t i ons  N1(0) = N1(l) = 1 t h e  so lu -  

t i o n  ( 4 )  i s  seen t o  y i e l d  t h e  c o r r e c t  values f o r  n = 2 .  Thus ( 4 )  i s  

t he  s o l u t i o n  t o  t h a  r e c u r s i o n  ( 3 ) .  We summarize t h e  r e s u l t  i n  t h e  

f o l l o w i n g  p r o p o s i t i o n .  

P ropos i t i on  1. D i s t r i b u t i o n  o f  Nn(L) 

The number Nn(L) o f  b i n a r y  sequences sn = sO,sl, ..., s 
n having l i n e a r  comp lex i t y  e x a c t l y  L i s  

o f  l e n g t h  n-1 

The form o f  N,(L) f o r  t h e  general  case o f  q-ary sequences may be found i n  

(Gust 76)  where t h e  o b j e c t i v e  o f  t h a t  author was t o  eva lua te  t h e  p e r f o m -  

ance o f  t h e  Berlekarnp-Massey LFSR synthesis algor i thm. Our i n t e r e s t  i s  i n  
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c h a r a c t e r i z i n g  a " t y p i c a l  " random sequence by means o f  t h e  assoc ia ted  

l i n e a r  complex i ty .  P r o p o s i t i o n  t e l l s  us t h a t  t he  vas t  m a j o r i t y  o f  t h e  

poss ib le  b i n a r y  sequences o f  l e n g t h  n w i l l  have l i n e a r  complexi ty c l o s e  

t o  n/2. A q u a n t i t y  o f  independent i n t e r e s t ,  r e l a t e d  t o  Nn(L). i s  t h e  

number o f  s e m i - i n f i n i t e  sequences o f  l i n e a r  complexi ty L o r  l ess ,  which 

we denote by NL. For  f i n i t e  L > 0, Propos i t i on  . 
Thus- 

1 

ZL-1 1. g ives  N,(L) = 2 

( 5 )  22 j-1 

j=l 

where t h e  added 1 accounts f o r  the  a l l z e r o  sequence, which has l i n e a r  

complex i ty  L = 0. E v a l u a t i n g  t h e  f i n i t e  geometric se r ies  151 y i e l d s  

When we cons ider  t h e  t r e e  corresponding t o  t h e  se t  o f  a l l  b i n a r y  semi- 

i n f  i n i  t e  sequences, t h e n  a t  depth 2L every sequence o f  1 i near compl e x i  t y  

L o r  l e s s  i s  c h a r a c t e r i z e d  by t h e  fac t  t h a t  t h e  associated LFSR which may 

produce t h e  sequence i s  unique. Hence t h e  s i g n i f i c a n c e  o f  (6) i s  t h a t  

almost e x a c t l y  2/3 of  a l l  sequences o f  l e n g t h  2L may be generated w i t h  an 

LFSR o f  l e n g t h  L o r  l e s s .  Both p ropos i t i on  1. and the  above argument on 

N suggest t h a t  any sequence o f  n randomly selected b ina ry  d i g i t s  w i l l  

" t y p i c a l l y "  have a l i n e a r  complex i ty  c lose  t o  n/2. To ob ta in  a p r e c i s e  

c h a r a c t e r i z a t i o n ,  we may compute t h e  expected l i n e a r  complexi ty o f  a se- 

quence sn o f  n independent b i n a r y  random va r iab les  so ,sl,. . . ,snel (as 

emi t ted  f r o m  a BSS). 

L 

where bn denotes a p a r t i c u l a r  r e a l i z a t i o n  o f  t he  co in  toss ing  sequence 

s . Since each bn i s  e q u a l l y  l i k e l y ,  t h e  p r o b a b i l i t y  P(sn = bn) i s  Zmn. 

Therefore 

n 
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where we have i n t r o d u c e d  t h e  symbol L*(n) f o r  Zn E[A(sn)]. The se t  o f  a l l  

bn may be  subd iv ided i n t o  equivalence classes according t o  t h e  assoc ia ted  

l i n e a r  complex i ty .  Thus we may r e w r i t e  t h e  sum L*(n) i n  ( 8 )  as 

The L t h  equ iva len t  c l a s s  i s  e a s i l y  i d e n t i f i e d  t o  conta in  N,(L) elements. 

Thus 

Replacing N,(L) by t h e  s o l u t i o n  g iven i n  p r o p o s i t i o n  1 , we ob ta in  

n 

which may be subd iv ided i n t o  two sums according t o  t he  dominance o f  Zn-ZL 

o r  2L-1, which r e s u l t s  i n  

L= 1 

It i s  now p o s s i b l e  t o  o b t a i n  a c losed form expression f o r  t he  f i n i t e  sum 

i n  ( 1 2 )  by a p p l y i n g  standard a n a l y t i c a l  methods. We i l l u s t r a t e  t h e  
p r i n c i p l e  by e v a l u a t i n g  

,2 2 j-1 L- j =1 

F i r s t ,  we i n t r o d u c e  a dummy v a r i a b l e  I ra i sed  t o  t h e  ( j - 1 ) s t  power, 

(13) 

, I j - 1 2 2 j - l  

j = 1  
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Now we i n t e g r a t e  t h e  sum w i t h  respec t  t o  I ,  
m 

I j 2 2 j - 1  . 
j=l 

This i s  an o r d i n a r y  geomet r ic  se r ies  whose sum i s  given by 

1m22m-1 
I 22 -1 

2 1  

D i f f e r e n t i a t i n g  t h i s  sum and s e t t i n g  I = 1, we obta in  as t h e  c losed form 

s o l u t i o n  f o r  (13) 

j=1  

Because o f  t h e  f l o o r -  and c e i l i n g - f u n c t i o n s  i n  (12) , i t  i s  convenient 

t o  d i s t i n g u i s h  between even and odd n. Le t  L;(n) and L;(n) denote t h e  

f u n c t i o n  L*(n) eva lua ted  a t  even n and a t  odd n, respec t ive ly .  Then by 

app ly ing  t h e  s tandard  techniques, as explained i n  t h e  d e r i v a t i o n  of 

(14) , t o  t h e  i n d i v i d u a l  sums i n  (12) , we ob ta in  f o r  even n 

where t h e  b racke ts  enclose t h e  values o f  t he  two d i s t i n c t  sums i n  

( 2 0 ) .  

I n  t h e  case o f  odd n, we s i m i l a r l y  o b t a i n  

Now it i s  s t r a i g h t f o r w a r d  t o  combine ( 8 ) ,  (15) and (16) t o  o b t a i n  

the  des i red  expected l i n e a r  complexi ty E[A(sn)]. We summarize the  r e s u l t  

i n  t h e  f o l l o w i n g  p r o p o s i t i o n .  
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Propos i t i on  2. E[A(sn)] 

The expected l i n e a r  complex i ty  o f  a sequence sn=so,sl, ..., s of 

n independent and u n i f o r m l y  d i s t r i b u t e d  b ina ry  random v a r i a b l e s  i s  

g iven  by 

n-1 

where R2(n) denotes t h e  remainder when n i s  d i v ided  by 2. 

P ropos i t i on  2. con f i rms  our susp ic ion  t h a t  the  l i n e a r  complex i ty  o f  a 

randomly se lec ted  sequence sn can be expected c lose  t o  n/2. Nevertheless,  

i t  i s  s u r p r i s i n g  how ve ry  c l o s e  t o  h a l f  t h e  sequence l e n g t h  t h a t  t h e  ex- 

pected l i n e a r  comp lex i t y  a c t u a l l y  l i e s .  For l a r g e  values o f  n, 

n >> 1 (18) 

which d i f f e r s  from n /2  by o n l y  an o f f s e t  o f  2/9 i n  the  case o f  even n o r  
5/18 i n  t h e  case of odd n. Besides the  expectat ion,  t h e  var iance o f  t h e  

l i n e a r  complex i ty  i s  a second key parameter su i ted  f o r  c h a r a c t e r i z i n g  

" t y p i c a l "  random sequences. The var iance i s  de f ined as 

Fo l low ing  t h e  same approach as f o r  t he  d e r i v a t i o n  o f  E[A(sn)], t h e  second 

moment E[A ( s  ) ]  i s  found t o  be (compare 1 2 )  
2 n  

We apply again t h e  s tandard  technique o f  i n t e g r a t i o n  and d i f f e r e n t a t i o n  

o f  t h e  f i n i t e  sums i n  ( 2 0 )  t o  ob ta in  a closed form expression f o r  

L2*(n). 
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2* *2 For a n a l y t i c a l  convenience, l e t  Le (n )  and Lo (n )  denote the  f u n c t i o n  

L ( n )  eva lua ted  a t  even and odd n, respec t ive ly .  We i n d i c a t e  t h e  two 

d i s t i n c t  sums i n  ( 2 0 )  by enc los ing  them w i t h  brackets { I .  I n  t h e  case 

o f  even n; we o b t a i n  

2* 

+ ~ 2 "  ( E n * + - n + - )  1 4 2 0  - ( $ n ' + T n + - - ) ~  8 20  - 
9 27 27 ( 2 1 )  

In t h e  case o f  odd n. we o b t a i n  

5 41 10 L r  ( n )  = { 2 n ( L n *  -=n+- - )  1 0 8  - -I  27 

5 4 1  8 2 0  
9 54 9 27  

1 2  

( 2 2 )  + { 2 n ( i n 2  + - n  + - - ($n2 + - n + - }  - 

Now i t  i s  s t r a i g h t f o r w a r d  t o  combine ( 2 0 )  , ( 2 1 )  , and ( 2 2 )  t o  o b t a i n  

t h e  des i red  c l o s e d  form expression f o r  t h e  second moment o f  t h e  l i n e a r  

complex i ty  f o r  a l l  p o s i t i v e  n: 

where R (n )  denotes t h e  remainder when n i s  d i v ided  by 2 .  F i n a l l y ,  t h e  

f i r s t  moment o f  t h e  l i n e a r  complex i ty  (as shown i n  p r o p o s i t i o n  2.  ) 
t oge the r  w i t h  t h e  second moment as d isp layed i n  ( 2 3 )  , a l low  t h e  ca l cu -  

l a t i o n  of Var[A (s ' ) ]  , v i a  (19) . We summarize t h e  r e s u l t  i n  t h e  

f o l  1 owing propos i  t i on. 

2 
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P r o p o s i t i o n  3 .  Var [A( s")] 

The va r iance  o f  t h e  l i n e a r  c m p l e x i t y  o f  a sequence sn = so,sl, 

..., s o f  n independent and un i fo rm ly  d i s t r i b u t e d  b ina ry  random 

v a r i a b l e s  i s  g i ven  by 
n-1 

1 4 - R 2  ( n )  82-2R2 (n) 
n +  1 81 ( 27 

V a r  [A ( s " ) ]  = $ - 2-" 

where R ( n )  denotes t h e  remainder when n i s  d i v i d e d  by 2. More- 

over, 
2 

86 l i m  V a r [ A ( s " ) ]  = 81 . 
n+a, 

( 2 5 )  

The va r iance  i s  a measure o f  spread. I f  t h e  var iance i s  small  t hen  l a r g e  

d e v i a t i o n s  o f  t h e  random v a r i a b l e  under cons idera t ion  from i t s  mean a r e  

improbable. One m igh t  have expected t h a t  t h e  spread o f  t h e  l i n e a r  comple- 

x i t y  grows w i t h  i n c r e a s i n g  l e n g t h  n o f  t h e  i nves t i ga ted  sequence. Note 

t h a t  A(sn)  may assume more and more values w i t h  i nc reas ing  n. The i n t e r -  

e s t i n g  i m p l i c a t i o n  o f  p r o p o s i t i o n  3 .  i s  t h a t  t he  spread o f  t h e  l i n e a r  

complex i ty  ,I ( sn) i s v i  r t u a l  l y  independent o f  t h e  sequence l e n g t h  n .  Re- 

gard less  o f  how many sequence b i t s  a re  processed, t h e  f r a c t i o n  o f  se- 

quences centered  around t h e  mean i s  v i r t u a l l y  constant. We may make these  

i n t u i t i v e  statements more p rec i se  by i nvok ing  Chebyshev's i n e q u a l i t y  

( F e l l  68). which i m p l i e s  t h a t ,  f o r  any k > 0,  the  p r o b a b i l i t y  t h a t  t h e  

l i n e a r  comp lex i t y  o f  a random sequence s" d i f f e r s  by an amount l a r g e r  o r  

equal than k f rom i t s  mean i s  bounded from above by t h e  var iance o f  t h e  

l i n e a r  comp lex i t y  d i v i d e d  by k 2 .  Thus, f o r  a l l  n, 

Suppose k = 10, then,  f o r  s u f f i c i e n t l y  l a r g e  n, Chebychev's i n e q u a l i t y  

Prov ides  a bound of (86/81)10-2 = 0.0106. Consequently, a t  l e a s t  99 X Of  

a l l  random sequences sn have a l i n e a r  complex i ty  w i t h i n  t h e  range ( n / 2 )  2 
10. Thi s i s  a s u r p r i  s i n g l y  sharp cha rac te r i  z a t i  on o f  random sequences by 
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means o f  t h e i  r assoc ia ted  1 i near compl e x i  t y  . Moreover, Chebychev' s i ne- 

q u a l i t y  i s  known t o  y i e l d  f a i r l y  l oose  bounds i n  i n d i v i d u a l  a p p l i c a t i o n s  

because o f  i t s  u n i v e r s a l i t y ,  so we may expect an even c l o s e r  s c a t t e r i n g  

o f  t h e  l i n e a r  c o m p l e x i t i e s  around t h e  mean. 

A d i f f e r e n t  approach which cou ld  he lp  t o  cha rac te r i ze  random sequences i s  

t o  cons ide r  t h e  growth  process o f  t h e  l i n e a r  complexi ty as a spec ia l  k i n d  

o f  random walk. I n  t h i s  i n te rp re ta t i on ,A (s ' )  g ives  t h e  " p o s i t i o n "  o f  t h e  

" p a r t i c l e "  a t  t i m e  n. We may d e f i n e  t h e  n / 2 - l i n e  as t h e  " o r i g i n "  o f  t h e  

" p a r t i c l e " ,  s ince  a t  any t i m e  t h e  expected l o c a t i o n  o f  t h e  " p a r t i c l e "  i s  

about n/2 (compare p r o p o s i t i o n  2 ) .  T y p i c a l l y  t he  " p a r t i c l e "  would de- 

p a r t  from t h e  n / Z - l i n e  t o  some p o s i t i o n  below t h e  n /2 - l i ne ,  then jump 

above t h e  n / 2 - l i n e  and walk back t o  t h e  n/2 l i n e .  F ig .  3 i l l u s t r a t e s  

such a t y p i c a l  s e c t i o n  o f  t h e  l i n e a r  complexi ty p r o f i l e  o f  a b i n a r y  

sequence. 

F ig .  3. A t y p i c a l  random walk segment o f  A(sn)  

Compare a l s o  t h e  l i n e a r  complex i ty  p r o f i l e  o f  t he  swiss co in  sequence 

(1) dep ic ted  i n  F i g .  1. The recurs ion  ( 2 )  desc r ib ing  the  growth o f  

l i n e a r  complex i ty  f o r c e s  A(sn) t o  r e t a i n  i t s  value, whenever t h a t  va lue  

i s  g r e a t e r  than n/2,  u n t i l  A ( s " ' )  = n ' / 2 .  From t h i s  p o i n t  on, a change i n  

l i n e a r  complex i ty  c o u l d  occur a t  every step. I n  case o f  such a change, 

t h e  jump o f  A(sn) i s  symmetrical w i t h  respect t o  t he  n /2 - l i ne ,  i .e. t h e  

" p a r t i c l e "  A(sn) jumps from L t o  n+l)-L. Without loss  o f  essen t ia l  gene- 

r a l i t y ,  assume t h a t  A(sn)  = 4 2 .  Note t h a t  every nonzero sequence c ross-  

es a t  l e a s t  once t h e  n / Z - l i n e ) .  Then t h e  next jump w i l l  occur a t  t i m e  

n+k, t h a t  i s ,  a f t e r  k t i m e  u n i t s ,  i f  
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6, = 6n+l = - - 6n+k-2 = 0 ; 

causing t h e  new 1 i near  compl ex 

A ( s " + ~ )  = (n+k) - A ( s n )  . 

%+k-1 = (27) 

t y  t o  be 

( 2 8 )  

By t h e  f a c t  t h a t  t h e  si a r e  independent and f a i r  co in  tosses, t h e  proba- 

b i l i t y  t h a t  t h e  even t  occurs i s  Z'k. Le t  W be t h e  random v a r i a b l e  

denot ing  t h e  number o f  t i m e  u n i t s  u n t i l  t h e  next l e n g t h  change occurs,  

g iven t h a t  a t  t i m e  n A(sn) = n/2. The above observat ions then imp ly  

( 2 7 )  

m 03 

E[W] = z k 2-k = 2-k = 2 . 
k=l k=O 

( 2 9 )  

Thus, f o r  t h e  " p a r t i c l e "  A (sn ) ,  t h e  average r e t u r n  t ime  t o  t h e  o r i g i n  

( t h e  n / 2 - l i n e )  w i l l  be 2E[W] = 4 ;  and t h e  average jump he igh t  w i l l  be 

ErAL] = E [W], s i n c e  A L  = ( n  f W - ( n / 2 ) )  - (n /2 )  = W. The r e s u l t s  ob ta in -  

ed from t h e  random walk i n t e r p r e t a t i o n  o f  t h e  l i n e a r  complexi ty p r o f i l e  

a re  summarized i n  t h e  f o l l o w i n g  p ropos i t i on ,  where we have a l s o  genera- 

l i z e d  t o  an a r b i t r a r y  s t a r t i n g  p o i n t  A ( s n )  = L t o  cover a l l  p o s s i b l e  

sequences. 

P ropos i t i on  4 .  Random walk setup 

If 5 = so's1, ... denotes a sequence o f  independent and u n i f o r m l y  

d i s t r i b u t e d  b i n a r y  random va r iab les  and i f  A(sn)  L, then  t h e  

average number o f  sequence b i t s  t h a t  have t o  be processed u n t i l  

t h e  nex t  l e n g t h  change occurs i s  g iven by 

Moreover, t h e  average 1 ength change i s 

i f ~ a n  
2 t '  n n-2L+2 i f  L < 7 

E [ A L I A ( S ~ ) = L ]  = (31) 
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The impor t  o f  p r o p o s i t i o n  4. i s  t h a t  i t  provides i n fo rma t ion  about t h e  

d e t a i l  s o f  t h e  1 i near compl ex i  t y  p r o f i  1 e o f  random sequences. 

P r o p o s i t i o n  4 .  t e l l s  us t h a t  t h e  l i n e a r  complexi ty p r o f i l e  o f  a random 

sequence w i l l  l o o k  l i k e  an i r r e g u l a r  s ta i r case  w i t h  an average s t e p  

l e n g t h  o f  4 t ime  u n i t s  and an average s tep  he igh t  o f  2 l i n e a r  complex i ty  

u n i t s .  A good i l l u s t r a t i o n  o f  t h i s  " t y p i c z l "  growth process i s  g iven  by 

t h e  l i n e a r  comp lex i t y  p r o f i l e  o f  t h e  swiss co in  sequence depicted i n  F i g .  

1. 

The va r ious  c h a r a c t e r i z a t i o n s  o f  b i n a r y  random sequences by means o f  t h e  

assoc ia ted  l i n e a r  Complexi ty (as descr ibed i n  p ropos i t i on  1. - 4 .  ) 
migh t  now suggest t h a t  we have o n l y  t o  pu t  a "channel" o f  s u f f i c i e n t  s i z e  

around t h e  n / Z - l i n e  t o  separate t h e  random look ing  sequences from t h e  

nonrandom 1 ooki  ng sequences. But obv ious ly  enough, the  probab i l  i t y  t h a t  a 

random sequence A(sn) w i l l  l eave  t h i s  f i c t i t i o u s  channel a t  l e a s t  once 

goes t o  1 as n goes t o  i n f i n i t y .  It i s  n o t  even t r u e  t h a t  t h e  sequences 

whose l i n e a r  comp lex i t y  p r o f i l e  s tays  very c lose  t o  t h e  n/2 l i n e  w i l l  

always e x h i b i t  good s t a t i s t i c a l  p roper t i es .  An i n t e r e s t i n g  example i s  

p rov ided by  t h e  sequence whose terms are  de f i ned  as 

1 if j = zn-1 n=0,1,2 ... 
( 3 2 )  

yj = (  0 otherwise. 

The sequence i s  h i g h l y  "nonrandom", y e t  i t  has a l i n e a r  complexi ty p ro-  

f i l e  f o l l o w i n g  t h e  n / 2 - l i n e  as c l o s e l y  a s  i s  poss ib le  a t  l e a s t  f o r  n <  127 

(and we c o n j e c t u r e  f o r  a l l  n )  (see F ig .  4 ) .  T h i s  conjecture was recently 

proven to be true by Zong-duo Dai ( D a i  85). 

n 

F ig .  4 .  The p e r f e c t  s t a i r c a s e  p r o f i l e  

associated t o  t h e  sequence ( 3 2 )  
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This example suggests t h a t  t o o  regu la r  l i n e a r  complexi ty p r o f i l e s  a r e  

incompat ib le  w i t h  t h e  randanness p r o p e r t i e s  o f  t he  associated sequences. 

But no te  t h a t  t h e  sequence 7 as de f i ned  i n  ( 3 2 )  i s  no t  t h e  o n l y  se- 

quence w i t h  t h i s  p e r f e c t  s t a i r c a s e  p r o f i l e .  Whenever A(sn) > 5 then ,  i n -  

dependent of t h e  c h o i c e  f o r  y,, R(yn+') w i l l  be equal t o  h(yn). Th is  i n -  

d i ca tes  t h a t  t h e r e  e x i s t  i n  f a c t  many sequences which have associated t h e  

p e r f e c t  s t a i r c a s e  p r o f i l  shown i n  F ig .  4.  And undoubtedly, t h e r e  w i l l  

be sane among them w i t h  good s t a t i s t i c a l  p roper t i es .  But remember t h a t  

t h e  pe r fec t  s t a i r c a s e  p r o f i l  would indeed pass randomness t e s t s  based on 
t h e  expec ta t i on  of l i n e a r  comp lex i t y  ( p r o p o s i t i o n  2. and 3, ) ,  b u t  i t  

never would pass a randomness t e s t  based on t h e  random walk setup (propo- 

s i t i o n  4 .  ) .  Hence w i t h  t h e  knowledge acquired so f a r  on t h e  l i n e a r  com- 

p l e x i t y  p r o f i l e  o f  random sequences, we would no t  accept as "random" a 

sequence w i t h  such a r e g u l a r  p r o f i l e  as t h a t  shown i n  Fig.  4 .  

From t h e  p r a c t i c a l  s tandpo in t  i n  good stream c ipher  design, one impor tan t  

ques t ion  remains t o  be answered. A d e t e r m i n i s t i c a l l y  generated key stream 

must n e c e s s a r i l y  be  ( u l t i m a t e l y )  pe r iod i c .  Thus, t he  ques t ion  o f  what t h e  

l i n e a r  complex i ty  p r o f i l e  o f  a p e r i o d i c a l l y  repeated random b i t  s t r i n g  

w i l l  l o o k  l i k e  i s  o f  cons ide rab le  p r a c t i c a l  i n t e r e s t .  Le t  zT = zo, zl, 
denote t h e  f i r s t  p e r i o d  o f  t h e  s e m i - i n f i n i t e  sequence 2 ,  and 

assume z t o  be s e l e c t e d  accord ing  t o  a f a i r  co in  t o s s i n g  experiment. 

Then from t h e  preced ing  a n a l y s i s  we may immediately deduce t h a t  E[A(?]  

i s  a t  l e a s t  T /2 ,  s i n c e  t h a t  r e s u l t  holds f o r  t he  f i n i t e  random sequence 

zT. On t h e  o t h e r  hand z c o u l d  be pu t  i n t o  a pure c y c l i n g  s h i f t  r e g i s t e r  

o f  l e n g t h  T t o  produce ?. Thus Z c e r t a i n l y  s a t i s f i e s  t h e  recu rs ion  z ~ + ~  = 

z which i m p l i e s  t h a t  E[A(T) ]  i s  a t  most T. But how l i k e l y  i s  i t  t h a t  'i 
s a t i s f i e s  a l i n e a r  r e c u r s i o n  o f  o rder  lower than T? And how would t h e  
l i n e a r  complex i ty  p r o f i l e  change f r o m  t h a t  p o i n t  on where t h e  f i r s t  b i t s  

of zT a re  repeated? I n t u i t i v e l y ,  one would expect t h e  l i n e a r  complex i ty  

t o  grow t o  c l o s e  t o  t h e  p e r i o d  l e n g t h  T, s ince  the  recu rs ion  which pro-  

duces t h e  second h a l f  o f  z from t h e  f i r s t  h a l f  i s  u n l i k e l y  t o  have any 

s i m i l a r i t i e s  t o  t h e  r e c u r s i o n  t h a t  produces t h e  f i r s t  h a l f  o f  zT from t h e  

second h a l f  (wh ich  i s  r e q u i r e d  by  t h e  p e r i o d i c  r e p e t i t i o n ) .  Now l e t  Z*(D) 
denote t h e  polynomial  assoc ia ted  w i t h  t h e  f i r s t  per iod  zT of y .  Then 

ZT-f 

T 

j' 

T 
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Z*(O) may be i n t e r p r e t e d  as t h e  polynomial associated w i t h  t h e  i n i t i a l  

s t a t e  o f  a c i r c u l a t i n g  s h i f t  r e g i s t e r .  The quest ion o f  t he  expected li- 

near complex i ty  o f  'i now corresponds t o  asking f o r  t h e  expected degree m 

o f  t h e  denominator polynomial  i n  (331  a f t e r  . reduc t ion  by gcd(Z*(D), 
T 1+D ) .  To every  c h o i c e  o f  Z*(D), t h e r e  i s  a unique p a r t i a l  f r a c t i o n  ex- 

pansi on 

Z ( D )  = 

where C 

1, .. . ,n 

Suppose 

T ( D )  , i=l, . .  ,n, a r e  t h e  i r r e d u c i b l e  f a c t o r s  o f  1 + 0 and mi, i = 

a re  t h e i r  m u l t i p l i c i t i e s ,  and where deg(Pik(D)) < deg(Ci(D)). 

now t h a t  t h e  b i n a r y  c o e f f i c i e n t s  o f  t h e  numerator polynomials 

Pik(D) a re  chosen independent ly  f r o m  a un i fo rm d i s t r i b u t i o n .  This induces 

a un i fo rm p r o b a b i l i t y  d i s t r i b u t i o n  over the  se t  o f  poss ib le  i n i t i a l  

per iods  t , ( o r  e q u i v a l e n t l y ,  over t h e  se t  o f  poss ib le  Z*(D)), s i n c e  

t h e r e  e x i s t s  a un ique correspondence between i n i t i a l  per iods Z*(D) and 

t h e  cho ice  o f  numerator polynomials i n  t h e  p a r t i a l  f r a c t i o n  expansion 

( 3 4 ) .  But a u n i f o r m  p r o b a b i l i t y  measure over a l l  zT i m p l i e s  t h a t  each 

d i g i t  z j = O ,  ..., T-1, i s  an independent and un i fo rm ly  d i s t r i b u t e d  b i n a r y  

random va r iab le .  We conclude t h a t  t h e  expected l i n e a r  complexi ty o f  z may 

e q u i v a l e n t l y  be canputed as t h e  expected degree o f  t h e  minimal polynomial  

of ? g iven t h a t  a l l  c o e f f i c i e n t s  o f  t h e  numerator polynomials Pik(D) a r e  

chosen independent ly  f rom a un i fo rm d i s t r i b u t i o n .  Unfor tunate ly ,  t h e r e  

appears t o  be no s imp le  s o l u t i o n  t o  t h i s  problem s ince  t h e  i r r e d u c i b l e  

fac to rs  Ci(D) o f  l+DT,  as w e l l  as t h e i r  m u l t i p l i c i t i e s  s t r o n g l y  depend on 

t h e  va lue  o f  T. We w i l l  demonstrate t h e  s o l u t i o n  f o r  2 extreme cases 

thereby o b t a i n i n g  r e s u l t s  o f  some s i g n i f i c a n c e  f o r  t h e  general case. 

Suppose f i r s t  t h a t  T i s  equal t o  2'-1 w i t h  n a prime. Then t h e  p a r t i a l  

f r a c t i o n  expansion ( 3 4 )  takes  on t h e  special  form 

T 

j' 

where each Ci(D) has pr ime degree n, and thus  the  number o f  such f a c t o r s  

i s  M = (2'-2)/n. When we randomly s e l e c t  A and the  c o e f f i c i e n t s  o f  Pi(D), 
i = l , .  . . , M ,  t hen  t h e  p r o b a b i l i t y  t h a t  A and Pi(D) a re  zero i s  2-1 and 2-n, 

respec t i ve l y .  The re fo re  
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Pk = P ( A  ( 5 )  = 2"- 1 - kn ) = P ( A  ( 2 )  = 2" - 2 - kn) 
= $@)  (1-2-n)M-k ( 2 - n ) k  . 

We o b t a i n  f o r  l a r g e  pr ime n and small k 

1 
Pk r: - e-E 

2k!nk 
( 3 7 1  

By cons ide r ing  t h e  two choices o f  Z n - 1  and 2'-2 f o r  t h e  l i n e a r  complex i ty  

we may p rov ide  a rough lowerbound on t h e  expected l i n e a r  complexi ty o f  2 ,  

The s i g n i f i c a n c e  o f  t h e  bound ( 3 8 )  l i e s  i n  the  f a c t  t h a t ,  as n i n -  

creases, i t  approaches t h e  p e r i o d  T, thereby showing t h a t  t h e  l i n e a r  can- 

p l e x i t y  o f  z can be expected t o  be very c lose  t o  t h e  pe r iod  l e n g t h  f o r  

a l l  pr ime n. A much b e t t e r  es t ima te  o f  t h e  ac tua l  E[A(?)] may be ob ta ined  

when more than j u s t  t h e  two l a r g e s t  choices f o r  A ( Z ) ,  w i t h  t h e i r  co r res -  

ponding p r o b a b i l i t i e s  Pk as computed i n  ( 3 7 )  a re  taken i n t o  account. 

When T i s  chosen odd, t h e n  t h e  minimal polynomial o f  'i does no t  c o n t a i n  

any repeated f a c t o r s  (wh ich  i s  equ iva len t  t o  saying t h a t  t h e  minimal 

polynomial o f  2 has o n l y  s imp le  r o o t s ) .  The o ther  extreme may be found 

when t h e  p e r i o d  1 ength  T i s  chosen t o  be a power o f  2, i .e. T = 2n. Then 

the re  e x i s t s  o n l y  one r o o t ,  namely 1, which occurs w i t h  m u l t i p l i c i t y  2 , 
and 

n 

Then t h e  p a r t i a l  f r a c t i o n  expansion (34) takes on t he  special form 

2" 
Ai 

( l + D ) i  
Z ( D )  = z 

i=l 
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When a l l  t h e  b i n a r y  c o e f f i c i e n t s  Ai a re  drawn independently from a u n i -  

form d i s t r i b u t i o n ,  t hen  h a l f  t h e  sequences 2 w i l l  have l i n e a r  complex i ty  

2', one f o r t h  o f  t h e  2 w i l l  have l i n e a r  Complexity 2'-1, one e i g h t h  w i l l  
have A (2 )  = 2'-2, and so on. Thus t h e  p r o b a b i l i t y  d i s t r i b u t i o n  induced on 

A(?!) i s  g iven  by  

L = 1,. . . ,2n L-2"-1 P ( A ( 2 )  = L) = 2 

With t h e  he lp  o f  t h i s  p r o b a b i l i t y  d i s t r i b u t i o n ,  i t  

t h e  expected 1 i near c m p l  ex i  t y  

2" 2" 

E [ R ( z ) ]  = 

L = l  L = l  

(41) 

i s  now easy t o  compute 

Invok ing  t h e  i n t e g r a t i o d d i f f e r e n t i a t i o n  technique f o r  sums (as demon- 

s t r a t e d  i n  t h e  d e r i v a t i o n  o f  ( 1 4  ) ) r e s u l t s  i n  

Thi s r e s u l t  i s s m a r i  zed i n  t h e  f o l  1 owi ng propos i t ion .  

P ropos i t i on  5. P e r i o d i c  r e p e t i t i o n  o f  randan sequence 

I f  t h e  s e m i - i n f i n i t e  sequence i i s  generated by p e r i o d i c a l l y  re -  

peat ing  a sequence zT = z ~ , . . . , z ~ - ~  o f  T independent and u n i f o r m l y  

d i s t r i b u t e d  b i n a r y  random va r iab les ,  i .e. Z = z , z , ..., and if 

T = 2", t h e n  t h e  expected l i n e a r  complexi ty o f  Z i s  

T T  

E [ h ( ? ) ]  = 2" - 1 + 2-2" ( 4 3 )  

The two i n v e s t i g a t e d  cases o f  p e r i o d i c a l l y  repeat ing a f i n i t e  sequence o f  

randun b i t s  a r e  extreme i n  t h e  sense t h a t ,  f o r  a pe r iod  T = 2'-1, t h e  m i -  

nimal polynomial  o f  2 i s  sure  t o  con ta in  on ly  simple r o o t s  whose number 

then equals t h e  l i n e a r  complex i ty  o f  2, and, f o r  a pe r iod  T = 2n, t h e  m i -  

nimal polynomial  of Z i s  sure  t o  con ta in  on l y  one r o o t  whose m u l t i p l i c i t y  

then equals t h e  l i n e a r  complex i ty  o f  2. Fo r  both choices o f  t h e  p e r i o d  we 
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were a b l e  t o  show t h a t  t h e  expected l i n e a r  complexi ty i s  almost equal t o  

t h e  p e r i o d  l eng th .  

Recap i tu la t i ng ,  we may say t h a t  t h e  l i n e a r  complexi ty o f  a sequence pro- 

v ides a good measure o f  i t s  u n p r e d i c t a b i l i t y ,  expec ia l l y  when t h e  growth 

process o f  t h e  l i n e a r  comp lex i t y  w i t h  respec t  t o  the  number o f  considered 

sequence b i t s  (wh ich  was termed t h e  l i n e a r  complexi ty p r o f i l e )  i s  taken 

i n t o  account. For  t r u e  random sequences o f  l e n g t h  n, t h e  expected l i n e a r  

complex i ty  was shown t o  be about n/2. Moreover, t h e  vast m a j o r i t y  o f  

these sequences were shown t o  have associated a l i n e a r  complex i ty  ve ry  

c lose  t o  n/2. The dynamic c h a r a c t e r i z a t i o n  o f  random sequences by means 

o f  l i n e a r  comp lex i t y  r e s u l t s  i n  an average l i n e a r  complexi ty inc rease of 
2 a f t e r  an average number o f  4 considered sequence d i g i t s .  When a random 

sequence of l e n g t h  T = 2n ( n  & 0 )  o r  T = 2'-1 ( n  prime) T i s  p e r i o d i c a l l y  

repeated, then t h e  expected l i n e a r  complex i ty  i s  c lose  t o  t h e  p e r i o d  

l e n g t h  T and t h e  assoc ia ted  l i n e a r  complex i ty  p r o f i l e  i s  no t  d i s t i n g u i s h -  

ab le  f rom t h e  l i n e a r  comp lex i t y  p r o f i l e  o f  a t r u e  random sequence up t o  T 
d i g i t s .  H e u r i s t i c  arguments suggest t h a t  t h e  expected l i n e a r  complex i ty  

w i l l  i n  general be c l o s e  t o  t h e  pe r iod  l e n g t h  T and t h a t  i n  f a c t  t h e  

assoc ia ted  l i n e a r  c o m p l e x i t y  p r o f i l e  w i l l  no t  be d i s t i n g u i s h a b l e  from t h e  
l i n e a r  complex i ty  p r o f i l e  o f  a t r u e  random sequence even up t o  2T d i g i t s .  

(Compare a l s o  t h e  swiss  c o i n  sequence example d isp layed i n  Fig.  4.1 . ) .  we 

conclude t h a t  a good random sequence generator should have l i n e a r  comple- 

x i t y  c l o s e  t o  t h e  p e r i o d  l eng th ,  and a l s o  a l i n e a r  complex i ty  p r o f i l e  

which fo l lows c l o s e l y ,  b u t  " i r r e g u l a r l y " ,  t h e  n /Z - l i ne  (where n denotes 

t h e  number o f  sequence d i g i t s )  thereby e x h i b i t i n g  average step l e n g t h s  

and s tep  he igh ts  o f  4 and 2, respec t i ve l y .  
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