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Fig. 1. Global flow of the generic approach for local watermarking behavioral synthesis solutions.

system, existing IPP techniques require an accurate desigol or a direct copy of an implementation of a synthesis algorithm into
extraction from the system, a task of substantial computatioreshother tool can be detected in the case when the tool/algorithms embed
difficulty in the case when the system is optimized for integravatermarks in their solutions.
tion.
We introducdocal watermarks, a generic IPP technique that hides Il. PRELIMINARIES
statistically imperceptible secrets in solutions to numerous combina-,

torial optimization problems, while providing the aforementioned pro- With no loss of generality, we selected as our computational model

tection requirements. As in the previous IPP techniques, a local Wsa/_nchronous data flow (SDF) [8]. SDF is a special case of a data flow

termark is encoded as a set of design constraints which does not exs hich the number of data samples produced or consumed by each

in the original specifications. The constraints are uniquely dependgr% e on each invocation is specifiagpriori. Nodes can be scheduled

upon the author’s signature. Rather than embedding a single error-é%?—tlca"y at compile time onto application-specific integrated circuit

rected watermark over the entire design, as in the previous techniquoersprogrammable processors. We restrict our attention to the homo-

. . . N efeous SDF, where each node consumes and produces exactly one
in local watermarking, a number of “small” watermarks are random P y

augmented in the design. “Small,” in a sense that the constraints of eo?ﬁnple on every execution. This model is well suited for specification

“single task computations in numerous application domains such as a

watermark are placed in a smaller part (locality) of the design. Each P and communications. The syntax of a targeted computation is de-
termark exists and can be detected inits locality independently uponwﬁ%ed as a hierarchical control-data flow graph (CDFG) [9]. A CDFG

remainder of the design. Therefore, such watermarks enable protection

for parts of the design because the copy detection algorithm does rne&resents the computation as a flow graph, with nodes, data edges,

need to see the entire design in order to decode the added constracif]a?sg control edges. The semantics underlying the syntax of the CDFG

. . . ormat is that of the SDF flow model.
Effective detection of watermarks is enabled for two reasons funda-

. . ; .~ The are two crucial questions related to localized watermark detec-
mental for design IPP. First, as opposed to global design watermark q

. . . . . {ioh: 1) how to recover the specification of the suspected design from
techniques, in order to obliterate the copyright protection, an adversﬁ%implementation and 2) how to recover a CDFG from that specifi-

needs to significantly alter the entire design to prevent detection ofg tion (not necessarily at the behavioral level). There are a number of

augmented local watermarks. Second, design p_artltu_ms as small asnta §rences [10]-[12] that document a number of standard techniques to
locality of a watermark are protected and can be identified as embedde . highl lex i d circui
in another design. reverse engineer even highly complex integrated circuits (ICs). Once

We h lied th ic IPP hodol f local E\ﬁe specification is available, one can easily recover its finite state ma-
e have applied the generic methodology of local watermargg o (FSM) and, thus, the schedule and assignments used in the IC.

on two pehaworal synthesis tfiSkS: template matching and opera_t'g/rbn when the FSMis distributed and uses local decoders, it is straight-
sched_ullng. In order to dete_rmlne the efficacy of developed protectiplyvard enough to determine which paths are used in the datapath in a
techniques, we have quantified the strength of proof of ownership rticular control step by observing control signals to multiplexers and

weII_ as the overhegd induced b,y local watermarks. The add_ed Cker control logic associated with datapath components. Note that this
straints may result in a synthesis tradeoff. The more constraints, E?rue even if a design is programmable [13]

stronger the proof of authorship, but the higher the overhead on the so-
lution quality.

Watermarking designs at the behavioral synthesis level enables IP
commerce of optimized behavioral specifications and register transfeiThe generic approach for protecting solutions to behavioral synthesis
level designs, which is exceptionally important for application-specifigsing local watermarks is shown in Fig. 1. Watermarking of an original
systems. Local watermarks can also protect behavioral synthesis tdmhavioral specification is performed in a synthesis preprocessing step.
and designs at levels of abstraction equal or lower than behavioral simthat step, the specification is augmented with one or several sets of
thesis. This property is becoming increasingly important becausepsfeudorandomized design constraints which encode the author’s sig-
the progress of reverse engineering technologies (e.g., Take Apart Eature. Each set is attached to a particular pseudorandomly selected
erything Under The Sun Co., Colorado Springs, CO [7]) which enabliecality within the design specification. For example, while uniquely
precise, fast, and confidential retrieval of a design netlist. In essencenarking a solution to graph coloring, a local watermark is embedded
behavioral specification created by a designer is protected by addinig @ random subgraph.
set of local watermarks to the optimized behavioral specification. TheAfter the algorithm retrieves a solution to the given problem, the
local watermarks remain in the design in the subsequent phases ofatided constraints are removed from the optimized design specifica-
design process. Similarly, unlicensed usage of a behavioral syntheia, producing a design which satisfies both user-specific and orig-

Ill. PARADIGM OF LocAL WATERMARKS AS AN |IPP TooL
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inal constraints. The likelihood that another algorithm applied to theee of n; that contains all nodes with
original nonconstrained design specification retrieves a solution whiohaximal distance D, from n;.
accidentally satisfies also the user-specific constraints (solution cofd3 ¢(n;, ) > ¢(nj,x), where ¢(n;) =
cidenceP.) has to be small in order to have strong proof of authorshiEvnQEﬂ @ f(n.), and f(n,) returns the unique
(1 - P). identifier for the functionality performed
During copy detection, the goal is to find at least one local watermaldy node n,, in the fanin tree T;(z) of n;
in a particular design. Since each watermark has the property of bethgt consists of all nodes with maximal
detectable within its own locality, the attacker is not safe even if ttdistance D, from n;. All possible distinct
misappropriated solution is embedded or cut. Hence, a local watermaperations are uniquely identified

has to be all of the following: (e.g., addition is identified with 1,
« hardly recognizable in a given design; multiplication with 2, etc.).
« difficult to find in a nonconstrained design;
* hard to remove by a finite set of solution transformations; The sorting procedure first determines the order of two nedesd
* easy to detect using exhaustive search and knowing the structiresccording to the first criterion. IE; = L, then the second criterion
of each local watermark. is consulted, etc. Criteri@2 andC3 are tried for increasing values of
D.. until all nodes in the subtree are uniquely identified.
IV. IPP PROTOCOLS FORBEHAVIORAL SYNTHESIS Once all nodes are uniquely identified, subtféec T, is selected

using an author-specific pseudorandom sequence of bits. For example,

. 'T‘ this section, we de.scrlbe the technlcal details behind the d%% sequence can be generated using the RC4 stream cipher by itera-
hiding, watermark detection, and attacking processes for the develoPl\%jly encrypting a certain standard seed number keyed with the au-

local watermarkingechniques for two behavioral synthesis'[zisks—oqh()r,S digital signatureD[16]. In order to determind, the water-

eration scheduling and template matching. marking procedure traverses the subtfean a top-down (in reverse
direction of edges) breadth-first fashion. At each traversed node, the
author-unique bit sequence determines 1) at least one input to include
Schedulingis the process of partitioning the set of operations in thie the next level of breadth-first search and 2) whether each of the re-
CDFG into groups such that the operations in the same group canmp@ining inputs should be included or excluded from the list of suc-
executed concurrently in one control step, while taking into considerggeding nodes to be visited during the breadth-first search. In general,
tion possible tradeoffs between total execution time and hardware c#8@ exclusion of inputs can be done with a given probability. The se-
Scheduling determines the total number of control steps needed tolegtion process cannot be misinterpreted because of the unique identi-
ecute all operations in the CDFG, the minimum number of functionfication of each node input.
modules for design, and the lifetimes of variables. For scheduling, thereConstraint Encoding: The pseudocode for constraint encoding is
are two basic approaches—heuristics [14] and integer linear prographesented in Fig. 2. In this step, the selected sulidfré augmented

A. Operation Scheduling

ming (ILP) [15]. with edges which indicate temporal dependencies between operations.
The key steps in the local watermarking protocol for operatioBuch edges are standard nomenclatures for behavioral descriptions
scheduling are (e.g., HYPER [9]). A temporal edge enforces that its source operation
« Domain selectionj.e., selection of a subtrée € CDFG which 1S scheduled before its destination operation. The temporal edges are
represents the domain where a watermark is embedded; augmented according to the author’s digital signature on a slBset
- Domain identification, i.e., assignment of a unique identifier to®f nodes of the subtre®. For each node; € 7", there exists at least
each operation iff’; one more noder; € 7" with an overlapping scheduling period, i.e.,

« Constraint encoding,i.e., creation and addition of user-specificasap(nj) + 1 > alap(n;) or asnal)(7u) +1< al_ap(zz,-). F}’Jnctions
constraints (temporal edges) which, when added t@nforce alap(-) andasap(-) return the "as late as possible” and "as soon as

additional temporal dependencies among operations that do R8Sible” control steps, respectively, for the argument operation.
exist in the original specification. In addition, each node; € T’ must have a laxity of-(1—¢), where

C' is the length of the CDFG's critical path aad> 0 is a user-spec-
ified parameter. A node; has alaxity of = if the longest path that
containsn; traverses the CDFG and has a lengthrofThe restric-

tion with respect to the node’s overlapping “asap-alap” lifetimes and
%xity is imposed to avoid significant timing overhead and to increase
the scheduling freedom for the operations in the domain which results
in strengthened authorship proof. If cardinality is less than some
predetermined’, the entire process of subtree selection is repeated.

f Temporal edges are added to an ordered set of ri6des the fol-
éowing way. The author-specific pseudorandomly generated bitstream
i$ used to identify a pseudorandomly ordered selectibne 7' of

K of nodes fromI”, whereK is a user-defined parameter. Different
authors would have additional constraints imposed on two different

Domain Selection and IdentificationA simple but ineffective way
to perform domain selection is to randomly select a nede CDFG
and then select its fanin tree of distard@eas the resultind’. In order to
strengthen the difficulty of tampering an existing watermark or findin
an arbitrary watermark in a solution, we sel@obf desired cardinality
7 = |T| in the following way. First, we randomly select a node €
CDFG and identify a subtre€, as a fanin tree of,, with max-distance
T fromn,. Next, we assign a unique identifier to each nod€&jmsing
a node ordering routine that sorts node¥jibased on an ordered list 0
sorting criteria. We propose three criteria for sorting nodes in a CbF

Relationn; > n; holds if:

C1 L; > L, where node n;, has a level L; setsofi-node selections. In the order of appearance, for each node
if the longest path in the CDFG from n, to m €T" weidentify asey € T" of nodes where each nodg € g

n; equals ;. has overlapping life periods V\(ithi, asap(n;) + 1 > alz%p(nj), or

C2 Ki(z) > K;(x), where K;(x) quantifies the asap(n;) +1< alap(n;). Using the author-specific bitstream, the
number of nodes in the transitive fanin watermarking procedure selects one negdrom g and draws a tem-

poral edge:; betweere;(n; — n). The watermarking process is ter-
1An example of similar ordering for netlists is given in [3]. minated when al” temporal edges are drawn. The marking process
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Given a CDFG = {N, E} with a set of nodes NV, a set of directed édges F,

a central node n, and a subtree T, that encompasses all nodes with max-distance 7 from n,.

E] Determine the critical path C of the CDFG. T’ = 0.

For each node n; € T

If laxity(n;) > |C|(1 — €) and (3n; € Tolasap(n;) + 1 < alap(n;) or asap(n;) + 1 < alap(n;))

[4] Add n; to T".

Using the author-specific bit sequence pseudo-randomly select an ordered selection 7" of K nodes from 7.
[E' For each n; € T"

Find a subset of nodes g € T"|Vn; € g,j > i and (asap(n;) + 1 < alap(n;) or asap(n;) + 1 < alap(n;)).
Using the author-specific bit sequence pseudo-randomly select a node nx € g.

@ Draw a temporal edge between e;(n; — ng).

Fig. 2. Pseudocode of the proposed protocol for constraint encoding of local watermarks for marking solutions to operation scheduling.

is transparent with respect to the design tool. After constraint addition,Third, the one-way property of the pseudorandom bitstream gener-
the designer runs the scheduler to determine an optimized schedubitgy prohibits the attacker to locally modify the design in order to aug-
which satisfies the constraints imposed by the original design specificaent her/his signature. Namely, this finite set of modifications would
tion as well as the additional constraints. During the detection proces=quire the knowledge of the inverse to the bitstream generator. Such
the marking process is repeated with a modification that constraints areeasy-to-compute inverse function is not known for several encryp-
only verified. The detection procedure visits each node inGB&G tion schemes including RC4 [16].
and checks whether it represents a nopbf the memorized subtreg Motivational Example: We demonstrate the developed protocol
and whether the scheduling of nodedicorresponds to the additional for local watermarking of scheduling solutions using a simple
constraints that a marked solution would have. example—fourth order parallel IIR filter. The unschedule®FG
Discussion: The key to the efficiency of such watermarking apfor this filter structure is illustrated in Fig. 4. An example subtree
proach lies in the following three facts. T € CDFG is presented at the bottom of Fig. 3. Assuming that
First, for each CDFG, the approximate likelihood of coincidence & = T, the ordered set of temporal edge source€isC2, C4,
finding an arbitrary watermark in a solution is approximately equal 67, A2, and the set of destination nodesd8, C4, C8, C6, A3. For
P ~ Hi’; Y (e;) /1w (es), where functionsiw (e;) andyn(e;)  example, the temporal edge(C'1 — ('3) imposes that operation
foran edge. (n. — ng) return the number of possible different schedC1 should be executed befof@3. The total number of scheduling
ules in which operation is scheduled aftet, with and without the solutions of the original” subtree is 166, while only 15 solutions can
added temporal edges, respectively. According to published results,ygeobtained when the additional constraints are imposed. Thus, for
have assumed the Poisson distribution of the operation’s “asap-aléps small example, the likelihood of solution coincidence is equal to
times as well as that second order effects have negligible influencedn = 15/166. Obviously, P. is in exponential correspondence with
the actual scheduling probabilities [14]. Obviously, for large selectggspect to the€DFG cardinalities. An example of a final solution to
subtrees, the strength of the approximate proof of authofshipP.}  the additionally constrained scheduling problem is shown in the upper
can be made very strong. A small example of determidiagor an left corner of Fig. 3.
exemplary design is presented in Fig. 3. For example, two operations )
O[i] andO[j] can be scheduled in 77 different ways. However, thefd: Témplate Matching
are only ten possible schedulings hé¥j] can be scheduled before In template mapping at the behavioral level, groups of primitive
O[i]. For an edge(O[i] — O[j]), the corresponding cardinalities areoperations are replaced with more complex and specialized hardware
Yw(e) = 10 andyn (e) = 77. Since the exhaustive enumeration ofinits which are designed to implement common operations and are op-
solutions, in general, results in exponential runtimes, we have usetimized for low area, power, or delay [17]-[19]. The template mapping
trivial exhaustive enumeration technique to calculate these probab#liep involves template matching, template selection, and clock selec-
ties only for small examples. tion. In this paper, we address only the problem of local watermarking
Second, the technique has solid resistance against tampering. Thesatplate matching solutions.
tacker may try to modify the output locally in such a way that the water- A protocol for global watermarking of a variant of such a problem
mark disappears or the proof of authorship is lowered below a predeteas been introduced by Kirovskt al. [3]. Their constraint encoding
mined standard. Thus, the watermarking scheme has to be such thagtbnique assigns a signature-specific subset of circuit’s internal nodes
delete the watermark and still preserve solution quality, the attacker ta®ecome pseudoprimary outputs (PPOs), thus inducing the optimiza-
to perturb a great deal of the obtained solution, forcing him/her to rééen algorithm to preserve these nodes as visible in the technology map-
peat the design process. For example, consider a design that has a partalsolution. We introduce a novel approach for constraint encoding of
of 100 000 operations which satisfy the laxity requirement with 100 adiapping problems. The key idea guiding the new constraint encoding
ditional temporal edges imposed for watermarking purposes. Consigestocol is enforcement of node-to-module matching by constraint ma-
that the attacker aims to reduce the likelihood of authorship by doingpulation in accordance with the user’s digital signature. Particular
local changes to the design. To reduce the proof of authorship to one matchings are enforced to appear by assigning the nodes neighboring
million, under the assumption of averag@/w (e;)/v¥n(e;)] = 1/2, the matched module to become PPOs. In the remainder of this section,
the attacker has to alter the execution order of at least 31 729 pairshaf watermarking protocol is explained in more detail and the approach
nodes, i.e., alter 63% of the final solution. is demonstrated using an explanatory example.
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O[i] = O[j] 5
Total 77

TN“—‘@A, PR 2 noden, in theCDFGcan be determined. We have adopted the same se-

II}:I quence of steps faFOMAIN SELECTION AND IDENTIFICATION as imple-
A2 c1 cs A6 mented in the equivalent protocol for watermarking operation sched-
<+>‘_<}'_'—'{>‘—'® uling solutions. Therefore, we introduce only the constraint encoding

D2 protocol formally presented using the pseudocode in Fig. 5.
cz, e Constraint Encoding: The constraint encoding procedure imposes
- i A7 additional constraints on the selected subf#reeith the goal to isolate
©

A3
—® m T2 particular groups of operations that can be matched to the templates
D[E available from a given library. An example of such matching is illus-
A4 c3 c7 A8 trated in Fig. 4. In order to isolate the two-adder template matched with
A5 andA6, variabledPO1, PO2, andPO3 in the neighborhood are as-
- signed to become PPOs. Since one of the inpu§ts a primary input,
ca cs itis not additionally constrained. An important fact is that any variable
in the CDFG (not only the ones in the subtrd® can be a part of the
subset of variables that has to be promoted to PPOs. Addition of these
constraints may affect the matchings along the critical path resulting
in decreased solution quality. Therefore, from the selected subtree
we exclude all nodes that are on the critical path (of lergtbpera-
tions) or paths of laxity greater thar- (1 — ¢) operations, whereis
a user-defined parameter. This exclusion creates a new subset of nodes
denoted ag” € T.

The encoding procedure embeds the watermark iteratively in a loop
tWhich contains two steps.

In the first step, given the subset of nod&sand a library of mod-
ulesZ, all possible nodes-to-modules matchings are exhaustively enu-
merated. The complexity of this task is at maxtr'\), where) is

The protocol for local watermarking of template matching solutiorthe number of modules in the library. A module is defined as a set of
relies on the process of identifying a uniquely enumerated subtafe operation trees. Each operation in each module is uniquely identified.
the originalCDFG which is augmented with user-specific constraintsThe result of the enumeration is an ordered Jidt of matchings. A
The process of identifying the subtr@eis signature dependent, i.e.,matchingm = {(n 1 0)I"™!} denotes a set din| pairs of nodes
for a single signature only one subtrEestarting from a random root » with their corresponding operatiori3 in the module selected for

Fig. 4. Example of local watermarking template matching solutions: four
order parallel lIR filter.
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Given a CDFG, a uniquely enumerated subtree T', and a library of modules L.

Repeat Z times

Compute the critical path C of the CDFG.

(=]
W N

(=3 Q
~ (V] ¢

Create 7" by removing all nodes from T with laxity greater than C - (1 — €).

(=]
»

List of all nodes-to-module matchings M = §.

(=

For each non-processed node n; € T’
For each operation O; in each module I, € L that can be mapped into n;
If (find exhaustively whether operations in I;, other than O; can be mapped to nodes in T")
M = MUmg, mi = {(n; =x0;),...}.
Using the author-specific bit sequence pseudo-randomly select a matching m; from M.

For each input and output node n; of the selected matching m;

—

1 Make n; a pseudo-primary output (PPO) and mark n; as processed.

Fig. 5. Pseudocode of the proposed protocol for constraint encoding during local watermarking of template matching solutions.

matching. For example, in the explanatory example, operd®can explicit enumeration of all possible solutions, which can be exponen-
be matched in five different ways: as first additiorifin, as second ad- tially dependent upon theDFG cardinalities, we opt to use an approx-
dition in 77 with no mapping for the first addition, or &5 or A7 as imate technique for determining.: P. =~ Hf:1 Solutions(m;)™*.

first additions, and as an additionTh. The enumeration procedure as+unctionSolutions(rm;) returns the number of different matchings for
signs a unique identifier for each matching. This procedure is descritabhodes covered by the enforced template In the example in Fig. 4,
using the pseudocode in Fig. 5. a pair of nodesA5, A6) can be covered in the following six ways (see

In the second step, the author-specific pseudorandomly generateglequation at the bottom of the page).
bitstream is used to point to one of the matchingsfrom M. Then,
within the entireCDFG, all variables that are used as inputs/outputs
to/from the operations covered by the moduleinare assigned to be-
come PPOs. Next, all operations € m; are marked as “processed.” We have conducted a set of experiments in order to evaluate the ef-
In the next iteration, nodes that are marked as “processed” are not ciicacy of local watermarking on the operation scheduling and template
sidered during enumeration of matchings (st&ps8). The constraint matching tasks. We have applied local watermarks to operation sched-
encoding loop is repeated times whereZ is a user-specified param- uling using a set of benchmark programs specified in C—the Medi-
eter with an important tradeoff. The higher the number of iterations, ta@ench set of benchmarks [20]. Temporal edges were induced using
stronger the proof of authorship. Conversely, more preselected matatiditional operations with unit operators (e.g., additions with variables
ings constrain the optimization abilities of the design tool applied aftassigned to zero at runtime). Note that in the actual implementation the
the local watermarking procedure. The security implications of localded instructions must be extracted from binaries for security and per-
watermarking applied to template matching are equivalent to the orfeemance reasons. All programs were compiled for a four-issue very
described for operation scheduling. long instruction word machine with four arithmetic-logic units, two

Motivational Example: The presented watermarking protocol isoranch and two memory units, and 8-KB cache [21]. The code was
demonstrated using the fourth order parallel 1IR filter. The CDFG afompiled for the described machine using the retargetable IMPACT C
the filter and the available library of templates are presented in Fig.chmpiler [22].

The watermarking process has isolated the following matchinys,{( The obtained results for operation scheduling are presented in
AB), (A9, A7), (A8, C7)} (shaded in Fig. 4). The nonshaded matching$able I. The first two columns present the name of the application and
indicate a possible solution to this instance of the template matchiitgynumber of operationd’. For each application, we have augmented
problem. local watermarks within a subtree of cardinality= 10 - o - N,

The likelihood of solution coincidence for this protocol equals the = 0.2, 0.5. In columns three and five, we present the likelihood
number of nodes in the origin@DFGfrom which one can find the sub- of solution coincidence’. for X' = 0.2 - 7. Columns four and six
treeT times the number of solutions of qualify for the watermarked demonstrate the percentage of increase of execution time induced by
design specification divided by the number of solutions of qudlity the augmented code due to watermarks. As presented, all IPP prop-
for the nonwatermarked (nonconstrained) design specification. Foremies enabled by local watermarking were provided with negligible
optimization goal of minimizing the number of modules that cover performance overhead.
given CDFG, a solution of qualit§) implicates that the CDFG is cov-  The results of experiments conducted to test the template matching

V. EXPERIMENTAL RESULTS

ered with) modules. Since this approach for computiRgrequires algorithm are presented in Table Il. The local watermarking
Ad A6 A5 A6 Ab A6
A5, A9 A6 15, 49 A46,C5 AL, A5 A6
Al, A5 A6,C5 Al A6,C5 A5, A6 A5, A6
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EXPERIMENTAL RESULTS DESCRIBING THEEFFICIENCY OF APPLIED LOCAL

TABLE

WATERMARKING PROTOCOLS TOOPERATION SCHEDULING

Application Operation Scheduling

Descri- Oper- | 2% nodes constrd | 5% nodes constrd

ption ations | PJ Perf. OH P Perf. OH
D/A Cnv. | 528 | 1072 0.5% 10733 1.5%
G721 758 | 107%7 0.7% 10~ 1.7%
epic 872 | 107%*° | 0.6% 107! 2.4%
PEGWIT | 658 | 107%7 0.2% 10~ [.1%
PGP 1755 | 1078%° 0.1% 10—283 0.5%
GSM 802 | 107 0.3% 1087 1.4%
JPEG.c 1422 | 107® 0% 107212 0.2%
MPEG2d | 1372 | 1078 0.2% 10718% 0.4%

TABLE I

EXPERIMENTAL RESULTS DESCRIBING THEEFFICIENCY OF APPLIED LOCAL

WATERMARKING PROTOCOLS TOTEMPLATE MATCHING

Design Template Matching
Description | Available | Critical ' Vari- % Overhead
control path ables | mod. module
steps enf. count
8th Order 18 18 35 3% 8.2%
CF IIR 36 18 35 3% 3.3%
Linear GE 12 12 48 5% 11.1%
Cntrlr 24 12 48 5% 5%
Wavelet 16 16 31 4% 10%
Filter 32 16 31 4% 3.3%
Modem 10 10 33 5% 8.7%
Filter 20 10 33 5% 2.5%
Volterra 12 12 28 5% 8.7%
2nd ord. 12 24 28 5% 6% [10]
Volterra 20 20 50 3% 9% [11]
3rd non-lin. 20 40 50 3% 5.2% [12]
D/A 132 132 354 4% 3%
Converter 132 264 354 4% 0.4% [13]
Long Echo | 2566 2566 | 1082 | 2% 1% [14]
Canceler 5132 2566 1082 | 2% 0.1%

techniques for template matching were tested on a set of smalll real-lifd6]
designs [9]. We used HYPER as a behavioral synthesis tool [9]
Columns 1-4 present the design’s description, number of availabl
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of design coincidence ranged frobd—> to 10™*" for all specified
designs. Therefore, note that in both the operation scheduling and
template matching task, local watermarking has been applied as an
effective IPP methodology providing partial protection with low
overhead and high confidence and reliability.

VI. CONCLUSION

We have introducedbcal watermarking an IPP technique which
enables protection of design partitions, provides an easy procedure for
watermark detection, and enables detection of watermarks when the
misappropriated design or its part is augmented into another larger de-
sign. We have applied the new IPP technology to a subset of behav-
ioral synthesis tasks: operation scheduling and template matching. We
have demonstrated that the difficulty of erasing author’s signature or
finding another signature in the synthesized design can arbitrarily be
made computationally difficult. The watermarking method has been
experimented on a set of benchmarks, where high likelihood of author-
ship has been achieved with negligible overhead in solution quality.
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In this paper, we present an energy simulation framework that en-
ables simulation of an embedded Linux OS on a typical hardware plat-
form based on the Intel StrongARM processor. We have also made
this energy simulation framework available for public use (please visit
http://www.ee.princeton.edu/~tktan/emsim to download our simulator,
EMSIM). As described in Section lll, such a simulation imposes spe-
cial requirements in terms of modeling the functionalities of the hard-
ware platform. Function and process-based energy accounting has been
implemented to provide energy analysis capability, enabling users to

Abstract—Energy consumption has become a major focus in the design identify specific energy hot spots in embedded software programs, and
of embedded systems (e.g., mobile computing and wireless communicationbetter guide code optimizations.
devices). In particular, a shift of emphasis from hardware-oriented low-en- The remainder of the paper is organized as follows. In the next sec-

ergy design techniques to energy-efficient embedded software design has,. - - I
occurred progressively in the past few years. To that end, various tech- tion, we present some previous work and highlight our contributions.

niques have been developed for the design of energy-efficient embeddeds’ection il presents the design and validation of our simulator. Sec-
software. In operating system (OS)-driven embedded systems, the OS hastion IV describes a case study that demonstrates the usefulness of our
a significant impact on the system’s energy consumption directly (energy energy simulation framework. Section V discusses several limitations

consumption associated with the execution of the OS functions and ser- 54 gesjgn issues pertaining to our simulator. Section VI presents the
vices), as well as indirectly (interaction of the OS with the application soft- .
conclusion and future work.

ware).

As a first step toward designing energy-efficient OS-based embedded
systems, it is important to analyze the energy consumption of embedded
software by taking the OS energy characteristics into account. To facilitate
such studies, we present, in this work, an energy simulation framework
that can be used to analyze the energy consumption characteristics of an
embedded system featuring the embedded Linux OS running on the Stron-
gARM processor. The framework allows software designers to study the
energy consumption of the system software in relation to the application A Related Work
software, identify the energy hot spots, and perform design changes based
on the knowledge of the OS energy consumption characteristics as wellas  Many instruction-level energy simulators based on the in-

A Simulation Framework for Energy-Consumption
Analysis of OS-Driven Embedded Applications

T. K. Tan, A. Raghunathan, and N. K. Jha

Il. RELATED WORK AND OUR CONTRIBUTIONS

In this section, we discuss related work and highlight our contribu-
tions.

application-OS interactions. struction-level power modeling approach have emerged since its
Index Terms—Embedded system, energy analysis, energy simulation, op- introduction in [6]. Applications of the instruction-level modeling
erating system. technique include [5], [7]-[15], and enhancement of the basic ideas

leading to either more accurate or efficient modeling techniques are
presented in [7], [16]-[18]. Mehtat al. [10] described an energy
simulator based on the DLX architecture which they used to evaluate
The complexity of embedded system software and the underlyiegveral compiler optimization techniques for low-energy software. Li
hardware, tight performance and power budgets, and aggressival.[8] presented an energy simulation framework for an embedded
time-to-market schedules, usually necessitate the use of sophisticéteiware-software system based on Fujitsu’'s SPARCIite processor.
runtime software support. In embedded systems where a sin§lieunicet al. [7] enhanced cycle-accurate models of an embedded
processor executes many different system tasks (each system &sitem based on the StrongARM SA-1100 processor to estimate en-
may be further divided into communicating processes), the use of engy consumption and battery life. Such embedded system simulators
embedded operating system (OS) for runtime execution supportc@uld be used to perform design space exploration for low power.
quite common. The use of an embedded OS significantly impacts bdtiuleTrac{11], a web-based energy simulation tool, performs energy
performance and energy consumption. Representative investigatieamation using models that separate the energy consumption into a
of performance issues related to the use of an OS can be foundiiist-order component that depends only on the operating frequency
[1]-[4]. However, in modern microprocessors, where idle or sleegmd voltage, and a second-order component that considers instruction
statistics. They also presented techniques to separate out the energy
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