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With the development of Augmented Reality technology, the application of location based service (LBS) is more and more popular,
which provides enormous convenience to people’s life. User location information could be obtained at anytime and anywhere. So
user location privacy security suffers huge threats. Therefore, it is crucial to pay attention to location privacy protection in LBS.
Based on the architecture of the trusted third party (T'TP), we analyzed the advantages and shortages of existing location privacy
protection methods in LBS on mobile terminal. Then we proposed the improved K-value location privacy protection method
according to privacy level, which combines k-anonymity method with pseudonym method. Through the simulation experiment,
the results show that this improved method can anonymize all service requests effectively. In addition to the experiment of execution

time, it demonstrated that our proposed method can realize the location privacy protection more efficiently.

1. Introduction

Augmented Reality technology, called AR, is a kind of
technology that real time calculates the position and angle
of the camera image and allows adding the corresponding
image, video, 3D model generated by a computer to the
reality [1]. The concept of AR was proposed in 1990 by
Thomas Caudell, an employee of Boeing [2]. After many
years of technological development, AR has evolved through
different stages and now it is becoming one of the commonly
used technologies. Today one of the commonly accepted
definitions of AR is given by Ronald Azuma [3], which says
that Augmented Reality contains three aspects:

(1) Combination of virtualness and reality

(2) Real-time interactivity

(3) Registration in 3D

With the development of wireless sensor technology and

advanced devices, it is possible to get the accurate personal
location information of the mobile terminal user anytime

and anywhere; therefore, location based service (LBS) is a
new class of applications. Location based service is one of
the common services provided by AR, which accesses to
the position information related to the user through mobile
wireless network or external positioning mode [4]. With
the information, it adds the value of services. LBS normally
consists of location system, mobile devices, network, and
service provider (LBS server). In this service, users send
the local position information to LBS server and get the
corresponding query results [5]. For example, the user uses
the mobile phone to send the information to the server, then
the location system acquires the query, and finally the server
returns the feedback to the user through network.

There are many categories of services that LBS can
provide, including Emergency Services, Communities and
Entertainment, Information and Navigation, Tracking and
Monitoring, and Mobile Electronic Commerce. In 2003,
CSTB (Computer Science and Telecommunications Board)
in the “IT Roadmap to a Geospatial Future” pointed that
LBS would be a very important part of future computing
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environment, with the gradual maturity of technology, and it
would be infiltrated into all aspects of the future life. The ABI
research of market research firm forecasted that the global
number of people enjoying location based services from 1.2
million in 2006 would increase to 31.5 million in 2011. And
now, the number is much more than that.

The head mounted display is used as a fusion display
device in early Augmented Reality system, which limits
the scope of the user’s activities to a certain extent and is
not conducive to the outdoor environment. With the rapid
development of mobile devices and network technology,
the application of Augmented Reality technology in mobile
terminals has been involved in many fields, such as games,
social networks, e-commerce, and personal health care. So it
is very important to classify these services that are achieved
from those fields. KNN algorithm, SVM algorithm [6, 7],
Hoeftding-ID data-stream [8], and so on are the common
classification algorithms. At the same time, feature selection is
also necessary in the process of classification. Some effective
feature selection algorithms are introduced in [9].

The application of AR is becoming more and more
extensive with the development of AR and LBS technology.
In other words, a technology boom takes place in the case
of AR and LBS is one of the most widely used services of
AR. For example, Pokémon GO is the popular game based
on AR, which springs up around the world. However, if users
do not take the appropriate security measures and develop
these technologies unlimitedly, widely known serious privacy
threats will be presented to them. The important threats
are the leak of service content and location privacy. Service
content threat is the potential exposure of service users. For
example, a user searches the Internet regularly; he does not
want to be identified as the subscriber of some LBS. User’s
location is disclosed in the service request, which results in
the leak of location privacy. Some sensitive information may
be revealed such as health conditions and lifestyles. The leak
of location privacy restricts the use of LBS, which has also
become the bottleneck of the development of LBS and AR
technology [10].

2. Related Work

User location privacy [11] is a kind of special information
privacy, and it still belongs to the category of information
privacy. Information privacy refers to sharing information
with others in a certain period of time, in a place or in
some way defined by individuals or institutions, and location
privacy refers to preventing the attacker from accessing
to the user’s location information in some way as far as
possible. In LBS, sensitive attribute data can be the time
information and spatial information related to the users and
the content of the service request contains many respects,
such as health care information and property information.
The attackers can use this information to infer the user’s
travel patterns, hobbies and interests, and other personal
privacy information. Location privacy threat refers to, under
unauthorized circumstance, the fact that attacker tracks the
original position information through location device and

Mobile Information Systems

ider
users

Mobile term

A trusted third
party

FIGURE 1: The trusted third party model.

technology and infers the privacy information related to user
location through reasoning [12].

Location privacy protection method mainly refers to
the fact that the user provides false user location privacy
information or anonymous user’s identity information and
location information to the server in the process of location
service. The model of location privacy protection is divided
into 2 categories, which are trusted third party (TTP, shown in
Figure 1) and free trusted third party (FIT'TP) [13]. This paper
only discusses the previous class method.

It is easy to understand the location privacy protection
based on TTP model; as a result, it is very common. Generally
speaking, a reasonable discount is proposed among the
efficiency, accuracy, and privacy. In order to solve the problem
of location privacy leakage, many researchers try to balance
the service quality and privacy protection, which means the
best service with least location privacy exposure.

Today, we have already proposed a lot of privacy pro-
tection methods, like pseudolocation method, pseudonym
method, k-anonymity method, and other methods based on
it, such as personalized k-anonymity.

2.1. Pseudolocation Method. Pseudolocation method is an-
other location privacy protection method, which is used
to protect the user’s identity. This technology generalizes
the user’s true location and uses the location space region
coordinates to represent the user’s true location information
[14]. There are two situations for this method to realize the
location privacy protection. The first one is that the user
forms the pseudolocation by himself, after putting forward
the service request, and sends it with his real location to
the LBS provider. Therefore, the attacker cannot discriminate
the pseudo and real location, which protects the user’s
location privacy. The other situation is that when putting
forward the service request, the user only sends one specified
pseudolocation. When the server receives the location, it will
increase the resent adjacent inquiry and send the results to
the client. So the user can find the requisite answer from the
results. In this way, the location privacy can still be protected
because the real location information of the user is not
acquired by the attacker. But the defect of this method is still
obvious. In this method, the space of user acts is restricted.
And the level of location privacy protection is not fixed, which
is proportional to the distance between the pseudo- and real
locations. In other words, the level of privacy protection will
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be low if the pseudolocation is close to the real location of the
user and vice versa.

2.2. Pseudonym Method. Pseudonym method [15] can realize
the protection of user identity. That is to say, the user sends
a service request through a false identity instead of the true
identity and confuses the relationship between the position
information and user identity information. In this method
based on TTP model, TTP is the simplest intermediary entity
between the user and the LBS provider. If the request is
accepted, the request will be sent to the LBS provider; at the
same time, the real ID will be changed to a pseudo-ID. In
this way, the real ID is hidden for the provider. Even if the
attacker obtains the accuracy location information, the exact
interconnection between the user’s location information and
real ID still cannot be established. Through the pseudo-
ID, the real ID could be concealed by user, which realizes
the location privacy protection. Although this method can
realize privacy protection to a certain extent, its shortage still
exists. The server records all information of user’s request
and corresponding IP address, which will lead to the location
privacy leak.

2.3. K-Anonymity Method. There is another location privacy
protection method called k-anonymity method. Its idea
comes from the k-anonymity model, which was proposed
by Latanya Sweeney of the University of Carnegie Mellon in
the United States. K-anonymity method was firstly proposed
by Gruteser and Grunwald [16]. Before sending to the LBS
provider, user deletes the personal information and publishes
hypoaccurate data, which induces the fact that each record
has identical quasi-identifier value with other k — 1 record
in the data list. The identity of each user is accurately
identified as 1/K under the condition of the same prob-
ability. K-anonymity method realizes the location privacy.
But the restriction of k-anonymity method is that there
is no protection mechanism for leak of sensitive attribute
data, and there is not any constraint for sensitive attribute
data in this method. It is easy for the attacker to infer the
individual corresponding sensitive attribute data and identify
the relationship between data and individual through the
background information, which leads to the location privacy
leak [17].

2.4. Personalized k-Anonymity Method and Other Methods.
Because of the defect of k-anonymity method, other methods
have been proposed to improve k-anonymity model. For
example, A. Machanavajjhala proposed I-diversity model
based on k-anonymity model. But this model is only suit-
able for dealing with classification sensitive attribute data
instead of numerical sensitive attribute data. P-sensitive k-
anonymity model could lose a lot of information usability
in some data set and cannot resist the skewed attack and
similarity attack to the sensitive attribute data. After P-
sensitive k-anonymity model, («, k)-anonymous model and
(k, e)-anonymous model have the same defect. T-closeness
frame can fix the skewed attack and similarity attack to

the sensitive attribute data. But it reduces the usability of
published data [18].

Personalized k-anonymity method was proposed by
Gedik et al. [19, 20]. In this method, each user can define the
desired anonymous level. The desired privacy level of every
user is different, so personalized k-anonymity method is very
popular. This method can provide different level of privacy
protection to sensitive attribute data, which will decrease the
data lost from the unified anonymous. But there is a defect in
this method that the proportion of anonymous information
will decrease when the K-value increases.

3. Improved K-Value Location Privacy
Protection Method

In LBS, in order to achieve the protection, there are three
main models: (1) noncooperative model; (2) peer-to-peer
cooperative model; and (3) TTP model. This paper proposes
the improved K-value location privacy protection method
that is based on the TTP model, which will realize user loca-
tion anonymous, service request anonymous, and feedback
to the user. This model connects the user and LBS provider.
Through the analysis, we found that all kinds of location
privacy protection methods mentioned above based on TTP
model have some disadvantages. For example, users need
to customize the value of K when they use personalized k-
anonymity method. But it is hard to choose the suitable value
of K. The suitable value of K has a close connection with the
quality of LBS service and the request of privacy protection.
Therefore, we propose the improved K-value location privacy
protection method based on the previous location privacy
protection method.

3.1. Frame Model of Improved Method. Improved K-value
location privacy protection method is a special location
privacy protection method. In this system, the maximum and
minimum values of K are needed to be set and there is no
other default status. The location privacy level is obtained
from the feedback learning of the ideal users. The value of
K will be adaptive with the feedback and finally close to
the requests of users. So we also call this method improved
adaptive k-anonymity location privacy protection method.
The frame model of the improved K-value location privacy
protection method is shown in Figure 2.

3.2. Algorithms and Procedure of Improved Method

Algorithms. Set k;, as the minimum value of K and k,,, as
the maximum value of K; set k,,;,, = 2 and k,,, = 8.

(1) The user sends the service request to the server;

(2) The trusted third party receives the service request in
the transmission process;

(3) Controller defines the level of privacy;
(4) Controller defines the value of K;
(5) IfK € (ki k

max)s
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FIGURE 2: The frame model of the improved K-value location privacy protection method.
(6) The trusted third party processes the privacy pro- (11) IfK > Ky
tectlcc)ln with IEPrEVEd k-anonymity method and (12) The trusted third party processes the privacy protec-
pseudonym method; tion with pseudonym method;
(7) Else; (13) End if;
8) If K < kppins .
®) min (14) End if;
(9) The trusted third party processes the privacy protec- 15) End if
tion with k-anonymity method; (15) End if.
(10) Else; Summing up, the algorithm is summarized into a figure:

improved k-anonymity method and pseudonym method, K € (kyin» Kinax)

process method = § k-anonymity method,

pseudonym method,

Procedure. From the above algorithms, algorithm procedure
can be divided into three parts. (1) If the value of K is higher
than k., ,,, the trusted third party will adopt the pseudonym
method to anonymize the user’s location information. Here
the real id will be replaced by the pseudo id and the pseudo
id will be saved in the trusted third party database list with
the real id and other detailed information of the user. When
the trusted third party receives the result from the LBS
provider and gets ready to send it to the mobile terminal, this
system will check the corresponding real id of user in this
list connected with the pseudo id, and then all primal data
will be feedback to the mobile terminal user. (2) If the value
of K is lower than k;,, the trusted third party will adopt
the k-anonymity method to anonymize the user’s location
information. The trusted third party will transmit the result to
the LBS provider and send the feedback that received from the
LBS provider to the mobile terminal user. (3) If the value of K
is located in the set range, the trusted third party will adopt
the k-anonymity and pseudonym methods to anonymize
the user’s location information. The trusted third party will
send service request to the LBS provider, who will answer
the request and return the results to the mobile terminal
user.

In this algorithm, the range of values of k. and k,;,
are as follows: the privacy disclosure threshold given by the

K <k, 1)

K > k.

data publisher is P,,,, the privacy disclosure probability of K-
anonymity table is P, T is original data table, and T" is the K-
anonymity table. The victim is U and the privacy attribute of
value is S,,; each tuple with U is denoted as IG,, and [IG,,| = e.
The number of S, that appears in IG,, is denoted as |S,,| = f;
then the connecting candidate set of U is denoted as C,, and
IC.l = g.

Then, the probability of privacy disclosure of the individ-
ual attacked party U can be expressed as

e e f _ f f
P(U)=g J e(g D =1—<1—1>. (2)

g

In(2), g°- ge_f (g- 1)/ isthe possible situation with some
kind of special privacy and g° is all. When the maximum
number of replications of the sensitive attribute values in the
tuple is [, according to f <land g > e > k, then

P(U)=1—<1—é>f31—<1—%>l. 3)

If1-(1-1/k)' <P, then1-(1-1/k)' > 1-P_ ,and
finally

1
kZl—(l—P i (4)

max)
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Therefore,

1
L sE— 5
min —(-p i (5)

max)

Next, we use the identification metric Cpy. Cpy is
represented as Cpy; = Zﬁil I1G j|2, where N is the number of
tuples and |IG ] is the scale of the j tuple in the anonymous
table. Because k < [IG;| < 2k — 1, k < Cpy < 2k — 1, when
given Cpy (Cpy > 2k — 1), then

Cpom  +1

K < 5 (6)

4. Experiment and Performance Analysis

Due to the limitation of the actual environment, we analyze
and demonstrate the privacy protection methods through the
simulation experiment.

4.1. Experimental Data Sets and Parameter Values. In this
simulation experiment, we think that the automobiles along
the road send the service request to the server, which are
replaced by the moving object generators. The service request
is based on the location information of the moving object
generator. We use OPEN GL to simulate the national mapping
map, which is provided by US Geological Survey. This map
utilizes the spatial data transmission standards.

Experiment circumstance is Intel® Core™ i3-2310M
2.10 GHz for CPU, 6 GB for memory in Windows 10 Multiple
Editions. Programming circumstance is Eclipse + Hibernate
+ SQL Server 2014. In this experiment, 500 moving object
generators were used to simulate the automobile along the
road and 580-service-request information was received. K-
value was set as 2, 3, 4, 5, 6,7, and 8.

4.2. Performance Analysis. In order to measure the results of
the experiment, we adopt the anonymized success rate. The
anonymized success rate is the ratio of the number of requests
anonymized by the trusted third party to the total number of
requests sent to the trusted third party, which is an important
parameter for performance evaluation of privacy protection
methods. It can reflect the response capability of the location
privacy protection algorithm to the user’s service request; the
higher the value of the algorithm is, the better the capability
will be.

4.3. Experiment Results. In the simulate experiment, we input
different K-values in order to check the working of the
algorithm in different contexts. With the value of K changing
constantly, it is discovered that the number of information
anonymized using different methods is different. When the
value of K is small, we find that the most information is
anonymized with k-anonymity method and only a bit of
information is anonymized by pseudonym method. However,
with the enlargement of K-value, more and more information
will be anonymized with pseudonym method while less and
less information will be anonymized by k-anonymity method.

TABLE 1: Number of information anonymized by k-anonymity
method and pseudonym method.

K-value 2 3 4 5 6 7 8
The number of
messages using 503 432 360 293 222 156 72

k-anonymity method

The number of
messages using 77 148 220 287 358 424 508
pseudonym method

TABLE 2: Execution time of anonymous process using different
methods.

K-value 2 3 4 5 6 7 8

The execution time
of improved method

1.30s 1.54s 1.79s 2.0ls 3.48s 4.05s 5.67s

The execution time
of personalized
k-anonymity
method

1.29s 1.59s 1.87s 2.43s 4.11s 530s 7.03s

That is to say, when the value of K is less, the k-anonymity
method will be used more and as the value of K increases,
the use of pseudonym method will get increased. The number
of information anonymized by k-anonymity method and
pseudonym method is recorded in Table 1.

In order to reflect the efficiency of anonymous algo-
rithm that we proposed, we record the execution time of
anonymous process using different methods, which is the
time of anonymous process for all inquiry requests from a
certain scale of mobile uses. If the execution time is shorter,
the anonymous algorithm is more efficient. Otherwise, the
efficiency of the anonymous algorithm is worse.

In this experiment, we compare the execution time of
improved K-value location privacy protection method and
personalized k-anonymity method. From the results, it is
discovered that when the value of K is small, the execution of
time is almost the same for both methods. However, with the
enlargement of the value of K, we realize that the execution
time of personalized k-anonymity method is significantly
longer than the execution time of the previous, which is
owing to its much deeper refinement to the data and bigger
searching space. In this execution of the personalized k-
anonymity method, after each refinement, the restraint of
every new anonymous group is needed to be calculated and
the sensitive attribute generalization will also be undertaken
by it, which costs longer execution time. The execution
time of anonymous process using improved method and
personalized k-anonymity method is recorded in Table 2.

Figures 3 and 4 are used to compare the results of the
experiment more directly.

In Figure 3, we can see that the number of information
anonymized by k-anonymity method will decrease with the
enlargement of K-value, which is opposite to the number of
information anonymized by pseudonym method.

From Figure 4, we see that the execution time of our
proposed method is less than the personalized k-anonymity
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method, which means that the efficiency of this improved
method is higher.

5. Conclusions

In this paper, we analyze the location privacy protection
method in Augmented Reality, which is worth being paid
attention to. It is crucial for privacy protection and data
quality to choose reasonable K-values, so we propose the
improved K-value location privacy protection method based
on the previous methods. This method could define the
value of K according to the level of privacy protection. Then
different privacy protection methods are adapted according
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to the value of K to process the user’s location privacy.
Through the simulation experiment, the method we propose
can anonymize all service requests effectively with shorter
execution time, which realizes the location privacy protection
more efficiently. However, the location privacy protection
method is not perfect in Augmented Reality and it needs
further study on the relevant issues.
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