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Abstract. Due to quantization error, bit-replacement, ontation, most data
embedding techniques proposed so far lead to tisterin the original image.

These distortions create problems in some aredsasimedical, astronomical,
and military imagery. Lossless watermarking is aace restoration approach
for recovering the original image from the waterkearimage. In this paper we
present a novel reversible watermarking techniquh Wwigher embedding

capacity considering theluman Visual System (HVS). During embedding we
detect the textured blocks, extract LSBs of thelpwalues from these textured
blocks considering the HVS and concatenate theeatittation information

with the compressed bit-string. We then replacd ®Bs of the textured blocks
considering the HVS with this bit-string. Since wensider the HVS while
extracting LSBs and embedding the payload, theodishs in the resulting

watermarked image are completely reversible andeiogptible. We present
experimental results to demonstrate the utilitpwf proposed algorithm.

1 Introduction

Content authentication of multimedia data like iesds becoming more and more
important in various fields such as law enforcememtdical imagery, astronomical
research, etc. One of the most important requirgsnanthis field is to have the
original image during judgment to take the rightidmn. Cryptographic techniques
based on either symmetric key or asymmetric keyhous cannot give adequate
security and integrity for content authenticati@miefly, (i) people sharing the secret
key can produce false links between the headeritancbrresponding image in the
medical data base, (ii) public key infrastructulseessential, (iii) common image file-
format is required, (iv) compression-decompressiesults in information loss, are
problems with such techniques. Lossless watermgykin type of fragile
watermarking, is the process that allows exact wvexgo of the original image by
extracting the embedding information from the waiarked image. If the
watermarked image is deemed to be authentic, theansino single bit of the
watermarked image is changed after embedding thloauh to the original image.
Some authors use distortion free, invertible, reibée, erasable watermarking inter-
changeably for lossless watermarking. This tecteigpssless watermarking) embeds
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secret information with the image so that the erdeddmessage is hidden, invisible
and fragile. Any attempt to change the watermarketge will make the
authentication fail.

Fridrich et al. [3] and Honsinger et al. [2] use 8pread spectrum approach to add
the information payload with the host signal. Thetlmods are robust to a wide range
of distortions, but due to use of modulo arithmesalt-and-pepper noise are
introduced and the embedding capacity is low. Celikal. [1] propose a simple
reversible data-hiding algorithm having high embeddcapacity. It searches the
whole image and finds out the lower L-levels ofgbixalues (say for L = 4, pixel
with values 0, 1, 2, 3) to obtain enough spacer &idenpression. The main problem
with this method is that all images do not offenegh features (pixel-values) at low
levels for lossless compression. So, as L becoarger, distortions become higher
and perceptually visible. The lossless compresai@hencryption of bit-plane method
in [3] offers high embedding capacity with strengtjuivalent to the security offered
by cryptographic methods. But noisy images and payload force the embedding of
the message in higher bit-planes and hence distsrtiecome visible. The invertible
authentication for JPEG images [3], [4], [10] isfast algorithm offering high
embedding capacity; but artifacts becomes visibteJPEG images with high quality
factor. The RS-vector lossless data embedding rdethd4], [7], [9] divides the
image into disjoint groupsRegular, Sngular, andUnusable). The whole image is
scanned an®egularSngular groups are checked whether there is a teeagply the
flip operation while embedding information. Thoutitis method involves low and
invertible distortions, the capacity is not vergthi Tian in [5], [17] proposes a high
capacity watermarking algorithm based on differerexansion. This method
involves no compression-decompression processleftee image features; but there
is significant degradation of image quality duebibreplacement. Macq et al. [12]
proposed an original circular interpretation ofebijve transformations as a solution
to fulfill all quality and functionality requiremés of lossless watermarking. In his
first work [18] Macq proposes an additive methoattis criticized by him in [19] for
having ‘salt-and-pepper’ visual artifacts due t@pped around pixels. In [19], [12]
Macq et al. propose a modification that solves pigblem. It essentially follows the
idea of patchwork algorithm [20]. This method hetpsconvey embedded message
from lossless environment to lossy environment affdrs high capacity; but the
visual quality of watermarked image is not goodaKtet al. [13] propose a lossless
algorithm based on integer wavelet transform. Thithod offers high embedding
capacity but distortions are easily visible if nplg or higher bit-planes are used for
embedding. Shi et al. [15] propose a high capadistortion-free data hiding
technique for palette image. They also proposevarséle data hiding technique [14]
based on shifting of histogram. In this method dioulistortions are low the
embedding capacity is limited by the frequency afsifrequent pixel value in the
image.

Celik et al. [1] classify the lossless watermarkieghniques in two types. In the
first type of algorithms [2], [3], during encoding spread spectrum signal
corresponding to the information payload is suppased (added) on the host signal.
During decoding the payload (watermark signal)emaved (subtracted) from the
watermarked image in the restoration step. The radge of these algorithms is the
use of spread spectrum signal as payload increabestness. But the disadvantages
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are they (i) create salt-and-pepper artifacts itemaarked image due to modulo
arithmetic, and (ii) offer very limited capacity.

In the second type of algorithms [1], [4], [5], senfeatures (portions) of the
original image are replaced or overwritten with thgtermark payload. The original
portions of the image that will be replaced by waik payload are compressed and
passed as a part of the embedded payload duringdatimy. During the decoding
process this compressed payload-part is extractet decompressed. Thus the
original image is recovered by replacing the maedifi portions with these
decompressed original features. The advantagecoihdetype of algorithms is they
do not suffer from salt-and-pepper artifacts. Ttsadvantages are: (i) they are not as
robust as the first type of algorithms, and (ii¢ tapacity found, though higher than
the first type of algorithms offer, is still not g enough. However, algorithms of
second type are better than first type for condemihentication where fragility is more
important than robustness.

This paper presents a novel reversible watermartéognique that considers the
Human Visual System (HVS) [6]. The proposed method offers completebtattion-
invisible watermarked image with higher embeddiagacity. We find out textured
blocks from the original image and embed informatio these textured blocks
considering the HVSWe keep a pixel of a textured block as is if theresponding
Just Noticeable Distortion (JND) value of the pixel does not allow to chatige pixel
value by the required amount. Finally when we catgthe embedding we do not
leave any pixel distorted out of a certain limitetenined by its JND value. Hence,
the distortions in the watermarked image becomepbetely invisible. However we
can get higher capacity to pass the authenticatiormation as well as the side
information (helps during decoding) by compresding bit-string of LSBs using a
simple lossless compression algorithm, such abragiic coding [8]. Extra capacity
can be used to embed necessary information asreequ®ur implementation and
experimental results show that the proposed algarifulfills the requirements
(invisible distortions and higher capacity) of lless watermarking technique and is
better than other existing algorithms in the litera.

The rest of the paper goes as follows: sectionpPesents the general principle of
lossless or reversible data embedding techniqud, tha Human Visual System
(HVS), section 3 presents our proposed algorithegtien 4 presents experimental
results we have found and decision by comparingptiposed algorithm with other
methods published so far, and finally section 5chtmtes with advantages and
disadvantages of proposed algorithm.

2 The General Principle of Reversible Data Hiding and HVS

First we present the general principle [7] of reilde data hiding technique in section
2.1. Then we describe ti#uman Visual System [6] (in section 2.2) that we use in the
proposed algorithm.



4  Mohammad Awrangjeb et al.

2.1 The General Principle of Reversible Data Hiding

The general principle of reversible data hidinghist for a digital object (say a JPEG
image file)l, a subsed of | (J O 1) is chosenJ has the structural property that it can
be easily randomized without changing the essemtiaperty ofl, and it offers
lossless compression itself to have enough spackedat 128 bits) to embed the
authentication message (say hashl)fDuring embeddingl is replaced by the
authentication message concatenated with compresdéd is highly compressible
only a subset ofJ can be used. During the decoding process authgiotic
information together with compresséds extracted. This extractedcompressed) is
decompressed to replace the modified featureseinmdtermarked image; hence the
exact copy of the original image is found.

However when we do embedding for reversible wateking we have the
following points to consider: (i) embedding methsttbuld find enough capacity to
embed sufficient amount of message, (ii) there khba no expansion of image size
due to embedding, (iii) embedded message shouldidadul, (iv) distortions in
original image are kept as low as possible, sofaatd are imperceptible, (v)
watermarked image should be fragile to attemphitolkand of change, (vi) encryption
with a secret key can increase security and irttegfimage data.

2.2 TheHuman Visual System

The most important requirement of lossless watekimgris that any difference
(distortion) between the original image and the ematrked image should be
perceptually invisible. Théeduman Visual System (HVS) is the factor that can be
exploited to achieve this requirement. But untivrtbiere is no lossless watermarking
method proposed has utilized the properties of HM8S essentially results in the
fact that each pixel value of an image can be obdronly by a certain amount
without making any perceptible difference to theagrm quality. This limit is called
thejust noticeable distortion or JND level. If we keep the distortion to a pixelt out
of the limit defined by its JND level the degradatiof the pixel is imperceptible in
the watermarked image [6].

We divide the original image intox8 blocks, and then take tliziscrete Cosine
Transfer (DCT) of each 88 block. In a block with abrupt changes betweemeeljt
pixels, the signal energy tends to be concentriaitéle AC coefficients. The equation
(1) gives the energyEac, in the AC coefficients, and the equation (2) gives the
maximum energyk... The maximum energy is found when the adjacerglpikave
maximum and minimum permissible gray values. Byg&,., as the normalization
factor we measure the roughness I&gdior block b (equation 3).

Exc ZIOgZ(XiZ,j _X(Z),o)v 0<i,j<8. (1)

G
E =log(—)?. 2
max 09(2) )
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Wherex; is the (i,j) DCT coefficient of a blocks is the maximum permissible gray
value (for 8-bit image it is 255), and we use logfange compression. The range of
R, is uniformly divided into 8 subgroups and depegdim the value oR, each block

is given a block distortion indeb, 1,00{1, 2, ..., 8}. The fluctuation of energy at
position (i,j) of each block (where the pixel valigeP;;) is given by its gradientP;;
(equation 4). In textured imageP;; would be large at a large number of locations. A
gradient-thresholdl is taken to decide whether the gradient is latban a certain
limit and a count-threshol@ is taken to decide whether the block has an eddge o
highly textured. All the blocks satisfying the ctmaint 1,0{6, 7, 8} are subjected to
the test: a block is highly textured if it satisfithe equation (5).

[P ; =abs(p.,; —p ;) tabs(p ;.. —p ;) - (4)
H{RI‘F{] is a pixel and[R, | >A}||>C . (5)

G [

) n E_Fi',j,b)zm
J0,1.b) = +F=—0. (6)

o 9 0

O [

Where(...[ is the cardinality of the set, is predetermined constant, afgy, is the
pixel value at position (i,j) of block b. Each blobased on its correspondimhgis
mapped to a JND valye, [,0{3, 4, ..., 10} whilel,[{1, 2, ..., 8}. We do one to one
mapping for simplicity. We also consider pixel-lurance to have the finalust
Noticeable Distortion (JND), J(i,j,b), at any pixel position (i,j) in each textureadtk

b (equation 6). It is actually incorporating théeef of luminance into JND value,
since the distortion in an image is more noticeablehe mid-gray region and
sensitivity changes parabolically as the gray vélluetuates on the both sides of mid-
gray level. Note that (i,j) means the element at nomber (i+1) and column number
(j+1) in a two dimensional array.

3 The Proposed L ossless Water marking Algorithm

During the embedding process we find out the texturlocks in the original imade
then considering the HVS we extract the LSBs ofgghxels in these textured blocks.
The extracted LSBs are stored in a bit-strihgt is compressed losslessly to have
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Fig. 1. Embedding process

enough space to concatenate the authenticatiommafmn, say the hash of the
original image. We use arithmetic coding [8] fosdtess compression. The resultant
bit-string is called the watermark to be embeddstd ithe original image. While
embedding watermark we again consider the HVStace the LSBs of the pixels in
the textured blocks. While extracting the LSBsh# pixels of textured blocks we try
to minimize the amount of side information requirgde find out the maximum JND
value (naxp) for each block b and calculate the number of t@tpiired to represent
the Jnaxp DY bity = 0% (Imaxp). SO We extradbity, bits of LSBs per pixel of the textured
block b. For making the decoding process easy we @ add some side information
(unchanged pixel-indexes) with the watermark. Alsoreplace some LSBs (original
LSBs are added to the watermark before compressiofist few blocks (say 10) to
pass the initial side information (textured bloakmbers, number of LSBs extracted
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per pixel of each block, watermark-length) to eié the decoding process. In words
the embedding process (Fig.1) includes the follgvgiteps:

O OO0 O

o

Divide the original image into>® blocks

Calculate the DCT of eachx8 block

Calculate the roughness of each block

By using initial classifier separate the rough comgnts (blocks) that are
less sensitive to noise

Reclassify the rough components to separate the thigured blocks from
the strong edge blocks

Map the block JNDS,

Calculate the JND of each pixel in textured blocks

Calculate the number of LSBHhit, = log(Jmexp), t0 be extracted from each
block b

Extract thebit, LSBs per pixel of textured block b and store mitastring
Compress the bit-string losslessly

Calculate the hash of the original image and camze it (together with
other information as required) with the compredsiedtring

While replacingbit, bits of LSBs per pixel of block b withit, bits of
watermark: letx; = decimal value obit, LSBs of a pixel value at position
(i,j); %, = decimal value obit, bits of watermark to be embeddel,j,b) =
JND value of pixel at position (i,j). lfabs(x> - X1) < J(i,j,b)) then replace the
bit, LSBs of this pixel withbit, bits of watermark, else keep the pixel
unchanged.

Note that we do replacement of the LSBs of pixefstéxtured blocks) instead of
adding the watermark data. This leaves only a femm pixels without embedding
data. That is why the amount of side informationimdexes of pixels without
embedding is very low.

During decoding we extract the payload using thée sinformation. After
separating the authentication information we deaesgpthe compressed bit-string of
LSBs. Finally we replace the LSBs of the pixeldhsf textured blocks using the side
information to get the exact copy of the originrabge. We calculate the hash of the
reconstructed image and compare the calculatedtbabk extracted hash.

4 Experimental Results and Discussion

We first present here our experimental resultsthed compare the results with other
algorithms proposed so far.

4.1 Experimental Results

We have implemented our algorithm and applied teis images of different types:
medical, astronomical, and general images usedthe literature. We have used
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Fig. 5. Man (256¢256) Fig. 6. Lena (30&:300) Fig. 7. Lena (512512)

RN = A
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Fig. 11. Tiffany (512x512) Fig. 12. House (512512) Fig. 13. Peppers (51%512)

Fig. 14. Sailboat (512512) Fig. 15. Bridge (51%512)  Fig. 16. Jet (51%512)
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arithmetic coding for compression [8]. Table 1 shotve experimental results we
have found for our proposed algorithm. All images &-bit grayscale. These results
show that the proposed algorithm offers reversddéa hiding with higher capacity
and imperceptible artifacts.

4.2 Comparison with other Algorithms

First we reveal limitations of the recent proposessless watermarking algorithms.
Lossless compression and encryption of bit planthoaeby Fridrich et al. [3] has the
limitations: (i) capacity is not very high, and) (fiigher payload forces the method to
embed watermark at higher bit-planes and hencartifacts are easily visible. Other
watermarking methods proposed by Fridrich et al[4in [7], [9], [10] either offer
limited capacity or create artifacts that are gasikible. Another problem is that
these algorithms do not offer enough capacity dtssless compression for images
of smaller sizes. Reversible data hiding metho@€blk et al. [1] gives high capacity.

Table 1. Experimental results of the proposed algorithm

no | Image (widtixheight) | PSNR (dB)| Capacity (byte
1 CAT (374x452) 44.46 5521
2 | Mars moon (6881000) 41.90 1078
3 Tank (51%512) 37.93 379
4 Man (256¢<256) 37.49 775
5 Lena (30&300) 37.72 594
6 Lena (51%512) 38.98 1901
7 Airplane (51x512) 39.38 3656
8 Boat (51X%512) 40.69 1939
9 Elaine (51%512) 42.79 2140
10 Tiffany (512x512) 36.38 5087
11 House (518512) 37.72 3981
12 Pepper (512512) 38.70 3218
13 Sailboat (512512) 36.56 1261
14 Bridge (51x512) 39.80 676
15 Jet (51%512) 44.86 5238
-- Average 39.69 2496

But the fundamental limitation with this method iistages that do not give enough
data for losslessly compression, the embedding leeeomes larger and the artifacts
are too much visible. For example this method da#gjive enough capacity (at least
128 bits) for images 1, 7, 9, 10, 13 in table 1llevlaie use compression algorithms
like LZW [11], JBIG [21] or arithmetic coding [8]ven if we increase the embedding
level up to 50. Celik et al. suggest to use CALIB][lossless algorithm. But if we
increase the embedding level up to 50 for imagéaiyf we get only 256 bytes of
data. It is impossible to compress such small amofuidata to have enough space (at
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least 16 bytes) for embedding information. Moregwnount of distortion is at most
50, so artifacts are easily visible. Methods pregom [5], [12], [13] though offer
high capacity, artifacts are visible. These ald¢ong also offer limited capacities for
images of smaller sizes.

Recently, two lossless watermarking algorithms hbeen proposed [14], [15].
The method in [15] is especially for palette imadeg14] the capacity is limited by
the frequency of the most frequent gray-level i ithage. We provide some data to
compare [14] with our proposed algorithm (Table 2).

Table 2. Comparing capacity and PSNR offered by [14] ardptoposed algorithm

no Image Capacity (byte) PSNR (dB)
(512x<512)| [14] |Proposed [14] | Proposed
1 Airplane | 2022 3656 48.3 39.34
2 Lena 683 1901 48.2  38.94
3 Tiffany | 1098 5087 48.2 36.38
4 Jet 7498 5238 48.7 44,84
5 Pepper 681 3218 48.p 38.7
6 | Sailboat| 913 1261 48.2  36.56
7 House 1789 3981 48.B 37.72
- Average | 2098 3478 48.8 38.94

The method in [14] offers a fixed PSNR 48.13 fof ialages because of its
embedding criteria (shifting of histogram). We fdutihat the claimed embedding of
60k bits of data by [14] was not always guarantéedas possible for the image Jet,
which is a special case due to the flat naturdefihage. If we exclude the Jet image,
table 2 indicates that [14] offers an average bk its of embedding capacity with a
average (constant) PSNR 48.23dB, whereas our pedposethod gives average
embedding capacity 25.5k bits with average PSNR=RIB. Including the image Jet
the proposed algorithm offers higher average capé28k bits) than [14] (17k bits).
The average values including the Jet image aresiowable 2, where the capacities
are in bytes. We try to exclude the smooth imadjke the image Jet) into account
here because they always offer enough embeddiragitap

The lossless compression and encryption of bitggnby Fridrich et al. [3] offers
low capacity for two reasons: (i) since bits at L§&itions are truly random, they do
not offer a good compression ratio, and (ii) theoam of data to be compressed is
very low; for a 512x512 8-bit image we get only 4#Bta if only 1 key bit-plane is
selected. The RS-vector method [4] divides pixate R, S, U groups.U groups are
unusable, however it embeds only 1 bit per grolipath group contains 4 pixels and
there is ndJ group at all, a 512x512 8-bit image can embed maxi 8kB data. On
the other hand, our proposed method selects 8xtk®lbased on image nature and
embeds 256 bits data per block on the average.aVe the same capacity like RS-
vector method mentioned above we need only 256kbloo the average out of 4096
blocks for a 512x512 8-bit image.
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Hence, the experimental results show that our egalgorithm is better, since it
gives higher capacity for almost all images andebePSNR compared to other
methods proposed so far. The most important aggemntr proposed algorithm is the
consideration of the HVS during embedding, and bethe artifacts are completely
imperceptible. Thus the proposed algorithm fulfitlse requirements (invisible
distortions and higher capacity) of lossless wateking technique and is better than
other existing algorithms in the literature.

5 Conclusions

We present here a lossless watermarking technigheavihigher embedding capacity.
By considering theHuman Visual System (HVS) we leave no pixel into the

watermarked image with a distortion greater tham Itnit determined by the JND

value of that pixel. Hence, there is no visibletatison at all in the watermarked

image by our proposed algorithm. The experimerdaults prove that the proposed
algorithm is better than any other algorithm praubsso far in the lossless

watermarking literature. Additional security agaiastive attacks can be obtained by
encrypting the watermark bit-string with a secrety K before embedding. The

proposed method can also be used for color imdgegrks on both smooth and

textured images. It also works on small images @t ag large images. The proposed
method is simpler, gives higher average capacitth wio perceptual distortion.

Hence, we believe that the proposed method wilugeful in lossless watermarking
applications concerning medical, astronomical, mildary imagery.
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