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Abstract: Mobile ad hoc networks (MANETSs) are being used more and more in a variety of fields,
including the environment, energy efficiency, smart transportation, intelligent agriculture, and in
Internet of Things (IoT) ecosystems. They are also anticipated to play an increasingly significant
role in the future of the Internet due to the strong evolution of wireless technology in recent years.
Nevertheless, this inter-node communication is vulnerable to various security attacks such as Man—
In-The-Middle (MITM) attacks, which are considered to be the main challenge in MANETs. This
happens when a harmful node intercepts data shared by legal nodes. Therefore, the main goal of
this work is to investigate the impact of attackers’ strategies to execute MITM assaults in MANETs,
such as message-delayed and message-dropped assaults. The output of this work shows that these
assaults have a severe impact on legal entities in MANETS: as the network experiences a high number
of compromised messages as well as high E2ED and PLD. Finally, by using symmetry or asymmetry
cryptographies, our proposal will avoid MITM attacks that intercept the communication between
legal nodes.

Keywords: mobile ad hoc network (MANET); Man-In-The-Middle (MITM) attack; security issue;
message delayed; message dropped

1. Introduction

Wireless technology may be managed by a core infrastructure that regulates the
connections between network nodes, or it may operate as an infrastructure-free system
known as an ad hoc network [1,2]. The mobile ad hoc network (MANET) is a class of
wireless ad hoc network (WANET) that provides a large number of applications in various
fields [3,4].

The main characteristics of MANET include its fast deployable wireless network, and
the fact that it is self-organizing as well as infrastructure-less. As a result, they are incredibly
suitable for use in unique outdoor events, communication in areas without a crises, radio
infrastructure, natural catastrophes, and military operations, among others [5,6]. Figure 1
explains the structure of MANET in various fields, where message sharing is achieved by
connecting nodes to each other via wireless communication [7].

According to [8], there are several types of security attacks in MANET, including the
black hole attack, worm hole attack, snooping attack, routing attack, session hijacking,
man-in-the-middle attack, and traffic analysis attack. The main aim of these attacks is to
inject fault packets into the network. Therefore, security should be considered carefully.

Typically, the MANET operates under the supposition that every node is a trustworthy
node. However, in reality, there are some harmful nodes that misbehave and launch assaults
in networks; an example is the “man-in-the-middle (MITM)” assault, where the harmful
nodes interpret the communication line between the source and the destination in order to
disturb the MANET [9,10].

MITM assaults are regarded as significant threats in MANET because they give harm-
ful nodes the ability to delay or drop important network information. Attackers can
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perform MITM assaults in two ways, i.e., actively or passively. As a result, we propose a

study that addresses this research gap by taking into account two types of MITM attackers

and by examining the effects of these attackers on the MANET. The major contributions of

our work are as follows.

e Wediscovered two types of MITM attackers in the MANET, each of which had unique
skills such as message dropping and message delaying;

*  We determined various strategies of the MITM attacker according to the stationary
mobility of legal nodes and the distribution of the harmful nodes in the MANET;

*  Weimplemented a model based on simulation in order to estimate the influence of
the attackers’ patterns.
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Figure 1. Illustration of the mobile ad hoc network (MANET) structure.
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The remainder of this paper is organized as follows. Section 2 reviews some studies
on MITM assaults. Section 3 identifies the MITM assaults in MANET. Section 4 describes
the simulation environment of this paper. Section 5 provides the results and a discussion.
Finally, we conclude our work in Section 6.

2. Related Work

In this section, we review some studies on MITM assaults. Chen et al. [11] inves-
tigated a mathematical model for MITM assaults on SSL protocols in wired technology.
Stricot et al. [12] proposed the classification of HTTPs by categorizing the assailants into
four layers, i.e., vulnerability, behavior, target, and state. Conti et al. [13] provided a review
about MITM assaults on OSI layers based on two mobile communication technologies, i.e.,
UMTS and GSM. Glass et al. [14] investigated the influence of MITM assaults on the MAC
layer for wireless communications. Kaplanis et al. [15] investigated MITM assaults through
WiFi technology.

A large amount of research [16-24] has been performed to address MITM assaults in a
vehicular ad hoc network (VANET). Alazzawi et al. [16] proposed a security protocol based
on elliptic curve cryptography for signing messages and verifying signatures in order to
avoid the occurrence of MITM assaults. Ali et al. [24] proposed a hybrid approach that
secures communication between nodes in order to avoid MITM assaults.

Recently, Abass et al. [25] proposed a key exchange-based Diffie-Hellman protocol to
secure MITM attacks in MANET. Sowah et al. [26] used artificial neural network (ANN)-
based predictive techniques for detecting and preventing MITM assaults in MANET.

Evidently, MITM assaults are severe in MANET, and there is no research that directly
analyzes and evaluates a comparison of the two modes of MITM assaults. To close this gap,
we have constructed and assessed two kinds of MITM assaults in the MANET as part of
our simulation-based research.
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3. Man-in-the-Middle Attacks

The phrase “Man-in-the-Middle” was coined in a basketball game, where a player in
the middle attempts to intercept the ball as the two other players attempt to pass it [27,28].
A similar idea is used in MANET, where MITM attackers put legal nodes” communications
at risk by altering their messages. Such assaults have serious effects on the communication,
particularly if the message’s content includes information about safety. In MANET, the
attacker should meet the following two requirements in order to execute an MITM assault:
(1) The attacker node must receive a message containing significant information; (2) The
assailant should be capable of interpreting the message’s content. Figure 2 shows two ways
in which MITM assaults can be initiated in the MANET.

| Passive N Message
‘| Attacker Eavesdorpped
. Message
Man-In-The-Middle Attack | —
| Delayed
L Active .
>|  Attacker \
- Message
- Dropped

Figure 2. MITM attacks in MANET.

*  Passive Mode: The communication line between legal nodes can be passively eaves-
dropped on by an attacker.

*  Active Mode: Attackers have the active capability to delay or drop the content of data
that is received in a communication.

Figure 3 illustrates the explanation for both the active and passive modes of MITM
assaults in MANET. We can observe that passively, the MITM assailant can eavesdrop on
the channel involving valid nodes, and actively, the MITM assailant can drop or delay the
legal data that are broadcast over the system.

I Attacl l B g E
p w ~— / )

MITM Attacker

[
&
l 8
E Drof:d Message
MITM Attacker B
=
&

Figure 3. Illustration of both the active and passive modes of MITM assaults in MANET.

*  MITM as Message Delayed: The successful delivery of messages to each valid node is
essential to the operation of MANET. In this assault architecture, the harmful nodes
purposefully pass the messages on to the neighboring nodes with a “delay” factor.
Since MANET communications are extremely sensitive, delaying such signals might
have disastrous effects on the network.

e MITM as Message Dropped: This kind of assault also indicates a “black hole” assault
in MANET, which is when the attacker willfully drops the valid message they have
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just received, hence preventing further valid message propagation. As a result, the
assailant prevents the valid node from receiving any communication, which then
prevents the messages from reaching their intended recipients. Dropping the messages
can have a big effect on the network because they carry delicate data, such as in
collision avoidance. Imagine an instance where valid nodes are supposed to announce
the presence of black ice on the path.

4. Environment of Simulation
4.1. Setup of Simulation

The main goal of our experiment was to investigate the performance of the MANET
in the presence of harmful nodes launching MITM assaults. To simplify our simulation,
this paper made use of the INET framework [29] and NETwork Attacks (NETA) [30], as
depicted in Figure 4.

i
OMNeT++

«——— BINET

FRAMEWORK

NETwork-Attacks

Figure 4. Workflow of frameworks in OMNeT++.

The INET framework is an OMNeT++ model [31]-based open-source suite for MANET.
NETA is a framework devised to imitate assaults in MANET by utilizing OMNeT++ and
the INET framework. OMNET++ describes several modules (PHY layer and MAC layer,
application layer) to satisfy the actual system manner.

*  Scenario one: Assailants are dispersed randomly throughout the system;
*  Scenario two: Assailants are gathered in a fleet configuration.

4.2. Simulation Scenario Setup

To estimate the performance of MITM assaults in MANET, this paper made use of the
default simulation in OMNeT++, as depicted in Figure 5. We introduced 100 nodes into the
system; the message was shared by nodes. We then injected 1, 3, 5, and 7 harmful nodes into
the system to investigate the influence of attackers’ strategies, where the assailant either
dropped or delayed the exchanged data. Subsequently, we selected a single-source node
(e.g., Node[0]) to broadcast the UDP packets and a single-destination node (e.g., Node[20])
to receive them. Note that the source node broadcast the packets to all nodes within its
coverage area, while the destination address was unicast. Table 1 describes many of the
simulation-related parameters.
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Figure 5. Snapshot of OMNeT++.
Table 1. Simulation Details.
Parameters Values
Network Simulator OMNeT++ 4.3
MANET Simulator INET Framework 2.1.0
NETwork Attacks NETA v1-1.0
No. of Nodes 100
No. of Harmful Node 1,3,5,7
Simulation Area 3.0 km - 3.0 km
Simulation Time 1000 s
Node Mobility Stationary
Source Application UDPBasicApp
Destination Application UDPSink
Packet Size 512 B
Send Interval 0.5 s + uniform (—0.001 s, 0.001 s)
MAC Standard 802.11g
Number of Repetitions 4
Bit Rate 54 Mbps
Routing Protocol AODVUU
AODVUU Type Link Layer Feedback
Transmitter Power 2.0 mW
Sensitivity —85 dBm
Thermal Noise —110 dBm
Carrier Frequency 2.4 GHz
Path Loss Alpha 2

4.3. Performance Evaluation Metrics

This section explains the evaluation criteria used to estimate the performance of
MANET in the presence of assailants.

¢ End-to-End Delay (E2ED): The E2ED refers to the delay experienced by a packet that
has been issued by the legal node and which is to be shared with neighboring nodes.
The E2ED is a metric related to the quality of service (QoS) of the network, as shown

in the following equation:
E2ED = Tg — Tg 1)

where Tj is the packet reception time, and T is the packet generation time. Hence,
E2ED is the difference of T and Tg.
e Packet Loss Ratio (PLR): The PLR indicates the amount of data that is lost due to
MITM nodes, as expressed by the following equation:
My

PLR = — 2
s @
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where Mr is the overall number of messages received, and M is the total number of
messages lost. Therefore, PLR is the difference of Mt and M} . More specifically, the
total number of messages Mt includes messages received at both the legal node Mg
and the harmful node M|, as shown in the following equation:

Mr + Mg = Mt 3)

*  Amount of delayed messages: This indicator displays the number of data that the
rogue node has delayed.

*  Amount of dropped messages: The dropping of messages from legal nodes is the
statistic that is defined for MITM. The number of messages discarded by network
attackers is indicated by this measure.

5. Results and Discussion

Here, we firstly show the output of our work for message-delayed and message-
dropped MITM assaults in MANET. Then, we concentrate on the discussion of a few
potential solutions to help in resisting MITM assaults.

5.1. Simulation Results

In this section, we present the results of MITM assaults in MANET by simulating
MITM assailants and evaluating the system performance according to the metric of evalua-
tion explained above. Moreover, each experiment was carried out ten times with a random
seed amount and in four repetitions to satisfy an individual initial node assignment within
the system.

5.1.1. Message-Delayed Assaults

Figure 6 depicts E2ED in the presence of MITM, which caused message delays of
2 ms. It is clear that adding harmful nodes that delay valid communications within the
network causes the E2ED to rise. Nevertheless, an MITM assailant with message-delaying
capabilities prevent the legal nodes from receiving the messages on time. Ideally, the
legal nodes should receive such legal communications with the least amount of delay.
Additionally, Figure 6 shows that E2ED grows as assailants are dispersed around the
network.

E2ED

Delay {milliseconds)
w 5 L B kR & n
[=] [=] [=] [=] [=] [=] [=]

=1

1 3 5 7

Harmful Nodes

Figure 6. End-to-End delay caused by message-delayed assaults.

Next, Figure 7 shows the number of delayed messages produced by the harmful
nodes. It is evident that when harmful nodes proliferate in the network, the number of
delayed messages rises. The delayed messages increase to 55.02% when seven assailants
are introduced into the network.
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Figure 8 shows the Packet Loss Ratio (PLR) in the presence of harmful nodes. It
demonstrates that PLR rises as the number of harmful nodes in the network rises. For
example, when the network was flooded with seven harmful nodes, about 55.11% more
packets were lost in the presence of attackers. Based on our experiment, this is because the
destination that discarded the packets due to the excessive delay was in the presence of
harmful nodes.

Number of Delayed Messages
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80
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40

Delayed Messages (%)
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=~
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Figure 7. Delayed messages caused by message-delayed assaults.
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Figure 8. Packet Loss Ratio from message-delayed assaults.

5.1.2. Message-Dropped Assaults

Figure 9 depicts E2ED in the presence of MITM, which caused a message drop of 2 s.
It is clear that adding harmful nodes that drop valid communications within the network
causes the E2ED to rise. However, MITM attackers with message-dropping capabilities
prevent the legal nodes from receiving all messages. Ideally, the legal nodes should receive
all messages without dropping them. Additionally, Figure 9 shows that E2ED grows as
attackers are dispersed around the network.

Next, Figure 10 illustrates the number of messages dropped by harmful nodes and
suggests that a high number of messages are discarded when the proportion of harmful
nodes in the network increases. For instance, with five attackers in the network, the
simulation dropped 1721 messages.
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Figure 9. End-to-End Delay caused by message-dropped assaults.

Number of Dropped Messages
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Figure 10. Dropped messages caused by message-dropped assaults.

Figure 11 shows PLR in the presence of harmful nodes. It demonstrates that PLR rises
as the number of harmful nodes in the network rises. For example, when the network is
flooded with five harmful nodes, only about three packets are received by the destination
in the presence of attackers, as shown in Figure 12.

PLR

30

40
35
30

20
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Packet Loss Ratio {94)
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Figure 11. Packet Loss Ratio from message-dropped assaults.
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Received Messages
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Figure 12. Number of received messages after message-dropped assaults.

5.2. Discussion

It is evident from the subsections above that the messages delayed and messages
dropped due to MITM assaults have a high influence on the MANET. In this paper, the
network in this scenario presented high E2ED, the propagation of a high number of delayed
messages and dropped messages, and higher PLR. Thus, in order to achieve a secure
approach in MANET, these MITM metrics must be considered prior to deployment in a
real scenario. For example, singing and verifying messages can decrease the probability
of broadcasting forage data among nodes in the MANET. Moreover, approaches based
on trust can also be applied within the system to resist MITM assaults with delaying and
dropping abilities. An environment based on trust can enable the legal nodes to determine
and estimate the validity and authenticity of the received messages, therefore decreasing
the probability of assailants executing MITM assaults. Similar to this, another plausibility
verification inside the network may also prove to be useful in limiting the spread of harmful
messages. These verification steps may be established according to the message threshold
and detection ranges, the data approval area, and different mobility-controlled factors such
as the direction and speed of the nodes. Therefore, symmetry or asymmetry cryptographies
should be executed in order to encrypt the messages exchanged among the nodes. As a
result, our proposal will prevent MITM attacks from intercepting communications between
legal nodes.

6. Conclusions

MANET is a fast and deployable wireless network, and it is self-organizing as well as
infrastructure-less. Nevertheless, since MANET has the most open channels, it is vulnerable
to several assaults, such as MITM assaults. We performed a detailed evaluation of the
influence of MITM attackers in MANET. We simulated two types of MITM assaults (delayed
messages and dropped messages) in MANET to investigate the impact that these caused.
The simulation of MITM assaults was carried out in OMNeT++ with the use of NETA
and the INET frameworks. Our results show that these two types of assaults have a huge
influence on the network in terms of high E2ED, delayed messages, dropped messages,
and PLR.

We will expand on this paper’s findings in future work by assessing the impact of the
MITM assault models in accordance with the nodes’ mobility and routing protocols for
diverse MANET situations. Additionally, based on the literature analysis, we will expand
this research by choosing appropriate landscape areas as well as landscape areas within
MANET. Moving forward, our focus will also be on developing a trust-based strategy
aimed at defending against MITM attacks in MANET.
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