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I. Security of supply in open markets 
Energy market liberalisation and growing international economic interdependence have 
affected governments’ ability to react to security-of-supply challenges. The EU internal 
market has changed the policy instruments available to governments as well as altered the 
reference framework for policy and market participants alike. Whereas in the past security of 
supply was largely seen – with some exceptions – as a national responsibility, the frame of 
reference has increasingly become the EU and the European Economic Area (EEA). What 
constitutes the ‘European dimension’ of security of supply and what are the ‘new’ ingredients 
of such a policy are important questions 

In general, liberalisation increases security of supply by increasing the number of market 
participants and improving the flexibility of energy systems. Liberalisation may also pose 
new risks, such as those associated with reserve capacity or consistency with environmental 
or economic objectives. Moreover, governments may need to re-assess the level of security of 
supply they seek to achieve. Markets make the costs of security of supply more transparent, 
which in turn can lead to a situation where consumers are prepared to pay a premium for 
increased security of supply or to accept a reduced level of security in exchange for lower 
prices. The main effect of liberalisation, however, is that it has shifted the prime responsibility 
for achieving security of supply from governments towards the inclusion of market 
participants. Fully competitive markets significantly reduce the scope for intervention by 
governments. Over the long term, measures that rub against the grain of the market are not 
only unrealistic and ineffective, but may also impede European competitiveness. Markets can 
actually serve as very effective and efficient tools in achieving policy goals: governments 
establish the objectives and set the rules that enable firms to achieve those objectives. As a 
result, security of supply has become a common responsibility shared among firms, 
governments, and whenever applicable, individual consumers. 

II. Scope of project and research approach 
In this logic, security of supply becomes a risk-management strategy with a strong inclination 
towards cost-effectiveness, involving both the supply and the demand side. Security of supply 
has two major components that interrelate: risk and cost. This project has mainly concerned 
costs and attempted to develop a ‘market-compatible approach’, geared towards securing 
supply. To follow a market-compatible approach is to identify risks and costs, deal with them 
by focusing on cost-effectiveness and utilise a broad ‘arsenal’ of policy instruments. The 
latter forms the ‘insurance’ component of this project. 

In considering costs, it is crucial to analyse the costs of energy disruptions, which fall under 
two categories: private and social costs. There is a growing – although still small – body of 
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literature on private costs, both theoretical/methodological and empirical. This literature, still 
inconclusive, is reviewed at the end in section 5. 

This Working Paper is organised as follows: 
1. The approach is presented in section 1, in the Introduction; 
2. Section 2 provides guidance as to how to make security of supply operational by 

introducing an exemplary eight-step decision tree; 
3. An extensive section 3 presents the main conclusions and recommendations on natural gas 

import-dependency [3.1], natural gas infrastructure and investments [3.2], oil with special 
reference to transport [3.3] and electricity adequacy [3.4]; 

4. Section 4 provides a synthesis of geopolitics for oil and natural gas, which serves as 
background for the preceding analysis in section 3; and 

5. Section 5 adds a review of the literature on private and social costs. 
 

The INDES project has set out to ‘reduce’ complexity and aims at making security of supply 
operational. By following a rigorous, market-compatible approach it has attempted to 
introduce a variety of instruments wherever these could provide optimal solutions in the short 
and long term. Again, the guiding principles are market compatibility and cost-effectiveness.  

III. Conclusions and recommendations 
This section summarises the essential conclusions and recommendations of the INDES 
Working Papers. More detailed analysis and conclusions are presented in later sections of this 
paper, to which we refer in brackets. These are organised in line with the research objectives 
laid out in section 1: a descriptive map of security risks, security responses in the supply chain 
and a review of research on private and social costs.  

Security risks 
Oil 
1. A comparative analysis of energy scenarios points to the following main long-term risks: 

i) collusion among exporters owing to the growing dependence of industrialised countries 
and insufficient diversification; and ii) demand/supply imbalance, with consequent 
instability for exporting regions because of insufficient demand and lack of infrastructure. 

Gas 
2. The analysis of scenarios shows that a reduction of dependency on gas through an 

increase of domestic production or through energy saving is not credible [4.1]. 
3. Europe’s position in the world market depends on the growth of African/Middle Eastern 

exports but most importantly on growth of liquefied natural gas (LNG) volumes. LNG 
growth (especially in a spot market) is the key factor for improving Europe’s position in 
the gas market, as it increases market flexibility [3.1, 3.2 and 4.1]. 

4. The critical factor for LNG growth in Europe is infrastructure investment [3.1, 3.2 and 
4.1]. 

5. There is no problem of scarcity even in the long term and conventional reserves should be 
sufficient at least until 2035–40. This implies that the risk of an increase in prices, or at 
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least those owing to the need for unconventional reserves, is small [4.1]. There are other 
factors, however, that create uncertainty regarding price developments [3.2]. 

Electricity 
6. Sufficient investment in electricity capacity in unregulated markets does not take place 

continuously, but has a cyclical character. At present, there is no scientific consensus on 
whether markets are expected to continuously produce adequate capacity levels. Practical 
experience is too limited and the available cases involve complex and disputed data that 
can further blur the picture [3.4]. 

7. Most European electricity systems do not have any specific provisions to ensure adequacy 
of capacity. They rely on the electricity market to provide the incentive for investment. 
Price (expected) is the only driver of investment incentives [3.4]. 

8. While in theory spot pricing can deliver optimal results with regard to securing supply in 
the long and the short term, real markets do not seem able to verify theory and therefore 
raise questions over their ability to secure supply [3.4]. 

9. The provision of electricity is characterised by a strongly asymmetric loss-of-welfare 
curve. The loss of welfare relating to under-investment by a certain amount should be 
expected to be many times higher than the loss of welfare owing to over-investment by 
the same amount. But no reliable figures exist [3.4, 5]. 

Security responses 
A. Global level 
Oil 
10. Different reserve/production ratios provide different capabilities for expanding supply, 

reducing the risk of collusion among exporting countries [4.1].  
11. According to scenarios by the International Institute for Applied Systems Analysis 

(IIASA), there could be a reduction of dependence through energy efficiency, without 
negative consequences for exporting countries, i.e. maintaining sustained oil-export 
revenues for the Middle East [4.1].  

12. Diversification of suppliers and transport routes, through cooperation and international 
investment in infrastructures, could reduce the dependence and vulnerability of OECD 
Europe, even if Western countries face reduced market power [4.1].  

13. Investments in the Middle East – in terms of increasing production capacity and political 
stability – will play a key role for energy security [4.1].  

14. Given present consumption patterns, energy conservation in the US – which is possible 
even in high economic-growth scenarios – would be useful to help reduce the pressure on 
the Middle East [4.1].  

15. A critical factor that could affect security of supply is the extension of world trade 
liberalisation to energy. Positive consequences of this would be more competition among 
producers (and thus a reduction of cartel power), a wider technological (and know-how) 
exchange and higher direct investments. Yet there is a danger that an increase in conflicts 
among regional economic blocs to achieve market shares and technological supremacy 
could bring forward new geopolitical frameworks that are not favourable to Western 
countries. Another negative impact of trade liberalisation could be a rise in conflicts over 
‘environmental scarcity’ (negative effects in terms of over-depletion of water, forests, 
land, fisheries, etc.) [4.2]. 
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16. Increasing oil consumption by developing countries could improve cooperation among 
importing areas to ensure supply security, but at the same time there could be an increase 
in world oil consumption and prices, with possible conflicts or aggressive policies to 
obtain access to resources [4.2]. 

17. Cooperation with exporting countries to enhance investments in production capacity, and 
with developing countries in order to reinforce the negotiation position of oil-importing 
countries, seem to be the most effective policies at the international level [4.2].  

B. Responses at the EU or member-state level  
All sources 
18. Increasing energy saving and efficiency through modified consumption behaviour and 

technological innovation have been recognised as the best EU and national policies [4.2]. 

19. Market-compatible approaches must identify the specific security event for which 
responses need to be designed. Blanket security concerns such as import dependency are 
too general to allow for a transparent security framework of standards and obligations for 
market participants. Risk identification is a political responsibility, best done at the EU 
level [2, 3.1]. At present, the only significant security of supply threat in gas may arise 
from Europe’s single most important foreign supplier of gas – Russia. 

Oil 
20. The strategic stockpiles system run by the International Energy Agency (IEA) has been 

tested several times and it has so far been able to help avert crises. Nevertheless, 
incremental improvements can be made [4.2].  

21. The IEA emergency system should be extended to non-OECD countries (notably 
developing Asia), which neither hold strategic stocks nor participate in emergency-sharing 
mechanisms. This has the potential to be a great source of instability if disruptions occur 
[4.2]. 

22. At the EU level, Community measures are characterised by a lack of solidarity among 
member states. There is no Community decision-making power to dispose of oil stocks on 
the market: in the event of a crisis, the European Commission may set a target in terms of 
a reduction in consumption, but the Commission has no powers to order stock disposal 
[4.2]. 

23. Owing to the lack of even an ad hoc monitoring system and stockholding by national 
agencies, there is mix, at industry-level, of strategic and operational stocks – which 
prevents full transparency. This should be addressed urgently [4.2]. 

24. Irrespective of this, in the long term it may be wise to aim at reducing the price inelasticity 
of oil. For many industrial economies, the option of increasing the ability to divert oil 
used within the domestic economy towards transport has largely been exhausted. While 
energy-source diversity characterises the electricity and low-grade heating sectors of the 
economy, surface transport and aviation remain persistently committed to only one fuel 
technology. Reducing price inelasticity is not necessarily the same as reducing total 
demand [3.3]. 

25. A more proactive policy on transport price-elasticity could see three mutually compatible 
tracks. The first is the capability of bringing increased supplies of non-Middle Eastern oil 
on stream. The second is to free oil from other uses by fuel substitution. The third is to 
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open up a new transport-fuel supply grid, using sources such as biofuels, hydrogen and 
electricity. Among these three suggestions, the third has possibly the best political 
prospect – at least in the longer term – although such a strategy raises major cost issues. 
This is another way of looking at a possible security premium. The EU may be ready to 
pay a security premium for transport-fuel diversification, which has an additional 
environmental benefit [3.3]. There is a strong link to the cost section in this report [5]. 

Gas 
26. Import dependence per se does not necessarily entail greater insecurity. In any case, EU 

independence from energy imports including gas imports is not an option [3.1].  

27. Importers should be encouraged to diversify their sources and promote demand flexibility. 
Supply flexibility, which is a function of diversification, mode of transmission (pipeline 
versus LNG) and redundancy in import infrastructure, is very important for both security 
of supply and competition, but it is very expensive. This calls for a well-calibrated policy 
regarding the regulations applied to construction and access to infrastructure facilities 
(LNG terminals and pipelines) to avoid hampering their development. This suggests the 
establishment of systematic and formal market-surveillance mechanisms, which could be 
coordinated by the European Commission together with national regulators, possibly 
within the Council of European Energy Regulators (CEER) or by an agency as described 
in item 32 below [3.1, 3.2]. 

28. Policymakers should put forward measures that welcome the introduction of geographical 
diversification of gas imports (such as exemptions from competition rules and financial 
instruments), while increasing imports from an established source should be avoided. 
Although such policy measures are best formulated at the member-state level, they should 
be based on systematic and formal market-surveillance mechanisms (see item 27 above) 
[3.1]. 

29. Not all consumers have the same needs. A differentiation among priority (‘firm’ or non-
interruptible) and interruptible customers must be made. Suppliers should be required to 
protect their priority customers. As long as their exposure to the possible negative event 
(percentage shortfall in supplies) is lower than the share of priority over total customers, 
they may not need to worry about security of supplies [3.1]. 

30. As a result, an increase of natural gas in power generation will improve the ratio between 
non-interruptible and interruptible consumers and therefore increase security of supply for 
gas. Yet to some extent this increases the risks for power generators, who would 
eventually need to invest in dual-fired generation and incur an increase in costs [3.1].  

31. In an interconnected competitive market, well-diversified companies enjoying a small 
protected-customer base could be permitted to sell emergency supply rights to other 
companies that possess less diversified supply or customer bases (or both), or those 
companies that are more oriented towards priority customers [3.1].  

32. An agency should be in charge of the general oversight of the security of the system, 
including the surveillance of interconnection capacity and ensuring a supplier of last 
resort. The agency could be organised as either an EU or member-state body, such as an 
EU agency or a system of national agencies, possibly placed within the national 
regulators. It could be funded partly by taxpayers and partly by a levy on emergency 
supply rights for importers to meet their minimum security obligations [3.1].   
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33. Costs may be socialised to some extent because the diversification of sources, redundancy 
of import infrastructure and a provider of last resort are also tools to encourage 
competition. Who will be called upon to finance this activity is an open question that 
needs to be decided by policy. Cost implications for the power sector should be included 
in cost estimations [3.1].  

Electricity 
34. There are several suitable, cost-effective mechanisms that could address the issue of long-

term adequacy: mothball reserves, capacity payments, capacity requirements, reliability 
contracts and capacity subscriptions. They all have different merits and shortcomings. We 
could not identify ‘the’ instrument. The baseline should be that the demand for reserve 
capacity should be made explicit, i.e. the solutions should be market-based. Capacity 
markets, reliability contracts and capacity subscriptions satisfy this condition. Since 
reliability contracts and capacity markets are the most market-based, they also produce the 
fewest legal issues at the EU level in terms of state-aid rules, public service obligations 
and cross-border issues [3.4]. 

35. The analysis has shown that in order to be cost-efficient, the instrument finally chosen 
should apply to the entire market, which could be the EU as a whole or ‘regional markets’, 
should this concept be implemented as the European Commission has suggested. The 
existing reality in the EU is that it is the national governments or their regulators that are 
responsible for adequacy [3.4].  

Review of research on social and private costs 
36. Oil disruptions can have a direct and an indirect impact, which can be seen at both global 

and local levels. The effects of oil disruptions extend across a short- and a medium-term 
horizon. Electricity shortages also have direct and indirect effects but their impact 
becomes evident in a shorter period of time than oil. INDES research demonstrates a 
general correlation between higher oil prices and lower GDP growth rates with a one- to 
two-year time lag [5.1].  

37. A review of social cost methodology and data on supply disruptions confirms that the 
current approaches to methodologies of cost estimations are inadequate [5]. 

38. In the area of social costs, the main reason the data are unreliable is that existing 
methodologies operate with so many variables that projected results are easily distorted 
[5.1].  

39. With regard to private costs, the main challenge is the weighting of the real costs of a 
supply disruption among and within different customer categories, based on the time the 
disruption occurs. There are only a few studies, which use a variety of approaches and 
consequently reach very different conclusions [5.2]. 

40. Far more work on methodological and empirical issues for assessing private and social 
costs is needed before the findings become policy-relevant. 
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Introduction 
The point of departure of this project is that the rapidly changing economic environment in 
which the energy sector operates requires new concepts and policies to deal with security of 
supply. Liberalisation of energy markets, the completion of the EU’s internal market, growing 
global economic interdependency, competitive pressures stemming from globalisation and the 
emerging international climate, and environmental regimes increasingly call into question the 
utility of traditional approaches. Approaches relying on national responses, driven by 
governments and the focus on the physical availability of energy supplies are gradually being 
replaced by market-compatible, economic risk-management strategies, in which responsibility 
is shared among member states, the EU, energy companies and customers. 

1. A changing concept of security of supply and the new research agenda 
Ensuring a reliable supply of energy in the EU and elsewhere has traditionally been regarded 
as primarily the responsibility of governments. In the past, governments not only intervened 
to manage risks to supply interruption, they also did so with little regard to cost. These 
measures ranged from subsidies for national sources – coal and nuclear – and stocks of 
imported fuel, to backing national champions abroad, government-to-government contracts 
and even military intervention. Many of these approaches are no longer feasible, given that 
European energy companies operate in a free market. The EU is currently assessing how 
security of supply can be achieved under conditions of energy market liberalisation and 
privatisation. The ‘guiding philosophy’ appears to be that the key security-relevant results of 
liberalisation are thought to be 1) diversification, both in a geographical sense and with regard 
to fuels, including endogenous fuels; and 2) flexibility, through open networks and demand-
side measures that seek to improve energy efficiency and conservation.  

The success of this ‘guiding philosophy’ in a competitive market is based on two implicit 
assumptions. The first is that private operators in the supply chain will each pay an ‘insurance 
premium’, i.e. they will assume (at least part of) the economic costs in their contractual and 
investment decisions associated with avoiding supply disruptions. These may include fuel 
stocks, redundancies in supply networks (shipping, pipelines, and electricity links), mixing 
secure high-cost sources with cheap open-market supplies, investing in generators’ dual-use 
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capabilities, etc. A second assumption is that the sum of these micro-economic investments in 
security (the metaphorical ‘premium’) needs to be equal to a macro-economic (not to mention 
a political/strategic) optimal premium, or put differently, private costs need to be equal to 
social costs to achieve security. If there is a micro-macro gap – which we would expect – the 
question arises as to how to identify it, and by extension, how should governments react.  

The answer to both questions (in qualitative and if possible in quantitative terms) is relevant 
not only to define the need and the scope of government action in security of supply – 
addressing market failure – but also for the development of innovative energy solutions in the 
European Union. Such solutions, whether they involve energy saving or alternative sources of 
supply, usually have two qualities: initial costs are higher than current market costs; and they 
have an in-built ‘autarchy’ premium. They are also invariably oriented towards the longer 
term and include security considerations such as climate change, which is not concerned with 
interruptions to supply but dangers from (certain) supplies. Governments are therefore willing 
to intervene in narrowing the gap between short-term market prices and the initial high costs 
of alternative energy. The discovery of a security deficit could add a further socio-economic 
rationale for the support of research and the introduction of innovative energy solutions, 
including energy efficiency and conservation, as well as renewables or hydrogen.  

This project aimed at scrutinising these assumptions by reviewing recent research and by 
discussing the early results with relevant stakeholders, before synthesising the findings in this 
Working Paper.1 The project has set out to ‘reduce complexity’ rather than add another 
‘interdependent’ aspect to the overall picture of security of supply. The core questions 
addressed are: 

 Is there (and if yes, what constitutes) a micro-macro gap (private versus social costs)? 
 What are the appropriate policy responses?  

To answer these questions, a number of more specific questions required attention first: 

• A review of research (data and methodologies) on private versus social costs was 
undertaken to develop a methodological framework for systematically analysing the scope 
of the gap and thereby energy security needs (section 5). 

• The project developed an initial descriptive map of security risks and possible responses 
in the supply and consumption chain, at both global and EU levels (sections 3 and 4). 

• Given the institutional complexity of the EU, we attempted to provide an indication of 
possible policy responses, attributed to the layer of government to which the response is 
best suited (what the EU and what member states should do). This analysis was 
undertaken on a case-by-case basis. 

• Finally, the project identified research required to build the foundations for such 
responses, which is referred to in the text. 

2. Making security of supply operational 
A discussion of security of supply requires a common understanding of the definition of the 
concept. A number of different approaches and definitions of security of supply have been put 
forward to accommodate the new economic and commercial environment. (For an overview 
see Box 1.) Definitions share a number of common features. The first – and possibly most 
striking – is that they all avoid the term ‘policy’. This reflects the growing conviction that 
security of supply is a shared responsibility among governments, firms and customers that 
                                                           
1 For a further elaboration of the project’s methodology see ‘About INDES’ at the end of this paper. 
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goes beyond ‘command and control’ and towards the allocation of tasks among stakeholders. 
Because the allocation mechanism is typically the market, approaches need to be market-
compatible. A second feature is that security of supply is perceived as some sort of cost/risk 
judgement, defining security of supply in terms of a risk-management strategy. The final 
commonality is that security of supply has two equally important constituent parts: physical 
availability and price. Given that energy prices crucially affect economic growth, wealth and 
the competitiveness of industries, price and physical availability are inextricably linked.2  

This link also prevails for domestic customers, although in a different way and on a different 
scale. It is low-income groups in particular that are the hardest hit by high energy prices, 
whether these are a result of an overly expensive security-of-supply policy or a supply 
shortage that leads to price increases. As a result, the ‘cost’ of insurance, i.e. security of 
supply measures taken by firms or by governments is an important part of the definition of 
security of supply. 

Box 1. Definitions of security of supply 
 
European Commission: “Energy supply security must be geared to ensuring…the proper functioning 
of the economy, the uninterrupted physical availability…at a price which is affordable…while 
respecting environmental concerns…Security of supply does not seek to maximise energy self-
sufficiency or to minimise dependence, but aims to reduce the risks linked to such dependence” 
(European Commission, 2000, p. 2). 

International Energy Agency: “Technological developments will affect the choice and cost of future 
energy systems but the pace and direction of change is highly uncertain. Governments will…have an 
important role to play in reducing the risk of supply disruptions. Regulatory and market reforms…will 
also affect supply. Increased competition between different fuels and between different suppliers of 
the same fuel will tend to narrow the gap between production cost and market prices, reducing 
monopoly rents, encouraging greater efficiency and lowering the cost of supply” (International Energy 
Agency, 2001).  

European Parliament: “Being dependent on imports is neither necessarily a bad thing nor 
economically inefficient provided the sources are diverse, no one supplier is dominant and we can 
produce sufficient goods and services to pay for them…We cannot alter the fact of where the oil 
comes from, but we can do a number of things on the demand side, in particular in the transport 
sector” (European Parliament, 2001). 

CEPS, in the context of a task force has used the following definition: security of supply consists of a 
variety of approaches aimed at insuring against supply risks. Security of supply becomes a cost-
effective risk-management strategy of governments, firms and consumers (Egenhofer & Legge, 2001). 
Source: Egenhofer & Legge (2001 revised). 

This common ground has been translated into an operational definition by Stern (2002), 
related to the gas sector. The argument goes that as a consequence of market liberalisation, 
European governments need to make cost and risk judgements, and create a transparent 
security framework of standards and obligations, which clearly set out:  

• the specific security events for which responses need to be designed in order to prevent 
disruption of supply to firm, and specifically residential, customers; 

                                                           
2 Since all major OECD countries including the US, Japan and the EU are price-takers (of world market prices), 
the distortions to competition owing to different border prices should not be excessive, as long as world markets 
function. Energy price differentials are usually a result of different tax levels or a lack of competition in energy 
markets.  
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• the obligations that should be placed on different market participants to enable them to 
maintain the required minimum level of supply and capacity in the case of such events; 
and 

• the costs associated with obligations and how these should be allocated. 

The literature traditionally distinguishes between two different kinds of risks: short-term and 
long-term risks (see for example IEA, 1995 and Stern, 2002).3 Short-term risks are generally 
associated with supply shortages because of accidents, terrorist attacks, extreme weather 
conditions or technical failure of the grid. This is sometimes described as ‘operational 
security’ or ‘systems security’. Long-term security is associated with the long-term adequacy 
of supply, the infrastructure for delivering this supply to markets and a framework to create 
strategic security against major risks (such as non-delivery for political, economic, force 
majeure or other reasons). In this paper we concentrate on the long-term security or adequacy 
element, however, we include issues of ‘operational’ or ‘systems’ security as long as they are 
‘systemic’, meaning how systems can be designed to function properly and give the proper 
investment incentives. For example, this is the case with reserve capacity in the power sector 
or the security of the grid.  

Continuing to follow the approach of Stern (2002), we identified the eight steps that 
regulators and policymakers could take into account when addressing security of supply 
questions, i.e. a descriptive map of how the risks and costs of energy disruptions can be 
identified, measured and, if possible, insured against or mitigated.  

2.1 Eight steps towards the discovery and estimation of risks and costs  

Step 1: Identification of risks (What is the risk?)  
The first step identifies the concrete risks (i.e. definition) to security of supply. This 
necessitates that generic risks such as ‘import dependence’ or ‘dependence on unstable 
countries’ are broken down into the sub-topics that are associated with the risk. Generic 
categories of such risks are too broad to identify a targeted response. For example, in the case 
of natural gas, the risks stemming from import dependence can be associated with source 
dependence, transit dependence or facility dependence. In all three cases the response is 
different. This issue is dealt with in all the INDES Working Papers. A detailed study is 
provided by Luciani in Working Paper No. 2. 

Step 2: Insurability (Can the risks be insured?) 
Insurance only makes sense if there are tools (used with reasonable effort) to hedge risk. 
Some risks could deliberately go uninsured because they are ‘uninsurable’, at least in the 
short term (e.g. terrorist attacks or the failure of all major gas suppliers to deliver). This point 
is explored with regard to gas in Working Paper No. 2 by Luciani. 

                                                           
3 There is no agreement on terminology. Different terms are used for the same concepts.  

http://ceps01.link.be/files/No2 INDES pdf.pdf
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Figure 1. Eight-step decision tree 

 
 
 
 

 
 
 
 
 
 
 
 
 
    
 
 

T
ra

ns
pa

re
nc

y 

1. Is there any risk? 
“Identification of 
risk”

3. How likely is the risk? 
“Risk assessment” 

4. Can firms take the risk? 
“Market first assumption” 
Identification of risk 

5. Who should be insured? 
“Identification of affected group” 

6. Identification of appropriate 
insurance tool: a) Strategic (long-
term), b) Ad hoc (short-term), or both 

2. Can the risk be 
secured? 
“Identification of 
insurance tool” 

7. How much will the measure 
cost? “Assessment of cost”

8. Who pays? “Cost 
allocation” 
Identification of risk

No (no action) 

None (no action) 

Market failure

Yes (no 
action) 

Yes

Yes

High 

Low (no action) 



6  

 

Step 3: Assessment of risk (How likely is the risk of disruptions?)  
The next step concerns the likelihood of disruption. Some disruptions may be extremely 
unlikely (such as a meteorite falling on a major installation). Conclusions on the likelihood of 
disruption need to be closely related to potential consequences. This will guide policymakers 
to decide whether the risk is big enough to consider insurance against it. It may be reasonable 
not to insure against a highly unlikely, limited risk. This point is where the issue of cost 
assessment comes into play for the first time. Both Boots and Constantini & Gracceva 
critically assess risk-estimation methodologies (for Boots, see chapter 4 of the draft report 
presented at the Stakeholders Workshop,4 for Constantini & Gracceva, see Working Paper 
No. 6, which looks into energy disruptions and social costs). 

Step 4: Market functioning/failure (Can the market ensure the risk?) 
Companies, or more generally, the market may be prepared to accommodate risk if the market 
allows for price differentiation to make it commercially attractive. Examples include the price 
differential between long-term supply contracts and spot markets both in oil and power. 
Another example is ‘interruptible contracts’. The fundamental question is how to optimise 
pricing tools and market instruments (term markets, short-term markets, hedging tools, long-
term contracts, involvement of the financial sector, etc.) to achieve a maximum degree of 
security. Working Paper No. 5 by de Vries & Hakvoort considers reserve capacity in 
electricity. Cayrade undertakes a similar analysis in Working Paper No. 3 with a focus on gas 
infrastructure.  

Step 5: If the market fails, identification of the affected groups (Who should be 
insured?) 

A particular risk may not have the same consequences for all members of the society. While a 
major gas supply interruption for a company with dual-fuel capacity may not constitute a 
fundamental problem, it may be very serious for a domestic customer during winter in 
Finland. Therefore, there is a need for a clear distinction about how different sectors are 
affected. Luciani develops this analysis in Working Paper No. 2, by distinguishing between 
different customer groups, notably priority and interruptible customers.  

Step 6: Identification of an appropriate insurance tool (in conjunction with step 2) 
Mitigating policies can have a long-term ‘strategic’ character (e.g. investing in technological 
innovation and alternative fuels or in the democratisation and political stability of fuel-
exporting states) and a short-term component (e.g. holding emergency stockpiles of oil and 
possibly natural gas or taxing fuel to reduce private car use while providing incentives for 
using public transport). The two approaches are mutually reinforcing. It is thus necessary to 
decide, based on the issue at stake, what tool should be given preference, but only in 
combination with step 7 below. In Working Paper No. 4 Fisk discusses this issue with regard 
to the inelastic character of energy demand in transport. 

Step 7: Cost assessment of the measures (How much will the measure cost?) 
If policymakers and regulators have identified a risk that needs to be insured against, as well 
as a target group, there is a need to assess the cost of the measure. Estimation of costs 
                                                           
4 Chapter 4 can be downloaded from the project’s ad hoc Stakeholders Workshop website 
(http://www.ceps.be/Article.php?article_id=235&). 

http://ceps01.link.be/files/No6 INDES pdf.pdf
http://ceps01.link.be/files/No5 INDES pdf.pdf
http://ceps01.link.be/files/No3 INDES pdf small.pdf
http://ceps01.link.be/files/No4 INDES pdf.pdf
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pervades the entirety of the INDES project, with the focus mainly on the methodology of cost 
assessment. There is a review of social cost methodology and data related to supply 
disruptions in Working Paper No. 6 by Constantini & Gracceva. A somewhat different focus 
is provided in Working Paper No. 3 by Cayrade, who concentrates on costs for gas 
infrastructures, which should be seen as security-relevant expenditure.  

Step 8: Allocation of costs (Who should pay the costs?) 
Once the measure is implemented, there is still the question of who pays. It does not always 
have to be the customers. For example, the low-income groups are often those who are most 
affected by supply disruptions. At the same time, these groups may not be able to pay for 
expensive measures. Certain costs may as well be allocated at the member-state level (and 
thus burden citizens within one country only) or concern the entire EU (through taxation). 
They can also be shared among all customers in the Union through the imposition of a levy or 
by other means. Luciani, in Working Paper No. 2 explores the possibility of a European fund 
(based on contributions from market participants) that will underwrite investment in gas 
infrastructure. Fisk analyses the potential synergies between ‘eco-charges’ in Working Paper 
No. 4, using the example of the City of London where ‘green vehicles’ are exempt from the 
London Congestion Charge.  

Answers to questions in steps 1–8 will differ in relation to the various sectors (i.e. oil, gas, 
coal, power) as well as to individual countries, reflecting for example differences in fuel 
mixes or vulnerabilities. Nevertheless, there appear to be a number of sensible EU responses 
while respecting the principle of subsidiarity. The policy synthesis in the framework of 
INDES does not make the case for a ‘one-size-fits-all’ security of supply policy. Rather it 
provides policymakers and regulators with a framework to shape decisions on the risks to be 
insured. (See Figure 1 for an illustration of the above eight-step approach.) 

3. Main messages from the INDES Working Papers 
The following section summarises the key findings of the analysis undertaken. The findings 
are presented in the form of bullet points. Complete analyses and background research are 
provided in the related Working Papers. 

3.1 Security of supply and natural gas 
This section presents some of the key findings from the two workshops and Working Paper 
No. 2 by Luciani on Security of Supply for Natural Gas Markets. The findings focus on the 
design of a cost-effective, market-compatible strategy to deal with the possible risks of import 
dependency in natural gas.  

Diplomacy and diversification 
 The starting point is that security of supply is best obtained by diplomacy and stable 

international relations. Nevertheless, good diplomatic relations and stable external affairs 
can not reduce risks to zero. There is always a risk associated with import dependency.  

 Importers should be encouraged to diversify their sources and promote demand 
flexibility. Policymakers should put forward measures (e.g. exemptions from competition 
law, financial instruments) that welcome the introduction of geographical diversification 
of gas imports, while increasing imports from an established source should be avoided. 
Although such policy measures are best formulated at the member-state level, they should 
be based on a systematic and formal market-surveillance mechanism, coordinated by the 
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European Commission together with national regulators – possibly within the Council of 
European Energy Regulators or another agency. 

 The case for the EU to develop a set of policies to promote diversification and 
redundancy of import capacity is strengthened by the fact that it would not only improve 
security, but also and indeed primarily because it would support competition in gas 
markets. 

The proposal to deal with import-dependency risks 
 The first step is to identify a relevant risk. This is a political responsibility that should be 

addressed at the EU level, although in close consultation with member states and 
stakeholders. This effort is greatly helped by a Community solidarity mechanism, taking 
into account the technical, economic and infrastructural situation. At present, the only 
significant threat5 could arise from Europe’s single most important foreign supply 
country, Russia. The already dominant role that Russia plays as a supplier is exacerbated 
by the importance that it has in new member states.  

 Not all consumers have the same needs. A differentiation among priority (firm or non-
interruptible) and interruptible customers should be made. Suppliers should be required 
to protect their priority customers. As long as their exposure to the possible negative 
event (percentage shortfall in supplies) is lower than the share of priority over total 
customers, they may not need to worry about security of supplies. This idea suggests that 
the security of supply standard could be defined as the guarantee that all the gas volumes 
demanded by non-interruptible (firm or protected) customers, are available at a 
reasonable price. Such a standard is best established at the EU level. 

 As a result, an increase of natural gas in power generation will improve the non-
interruptible and interruptible consumer ratio and therefore increase security of supply for 
gas. Nevertheless, to some extent this increases the risks for power generators, who 
would eventually need to invest in dual-fired generation, which is likely to increase their 
costs. 

 Interruptible customers need to be offered lower prices since they do not require 
protection in the event of a crisis (they may opt to withdraw from the market or maintain 
their own alternative fuel capacity). 

 The distinction among various kinds of customers can be contractual, in which case the 
law or regulatory system should guarantee the meaning of contractual obligations. Thus 
suppliers’ claims of force majeure as an impeding factor to the delivery of gas are 
limited. Details would need to be agreed at the member-state level. 

 In an interconnected, competitive market, well-diversified companies enjoying a small 
protected-customer base could be permitted to sell emergency supply rights to other 
companies that possess less diversified supplies or customer bases (or both), or that are 
more oriented towards priority customers.  

 An agency should be in charge of general oversight of the security of the system, 
including the surveillance of interconnection capacity and ensuring a supplier of last 
resort. The agency could be organised as either an EU or member-state body, such as an 
EU agency or a system of national agencies, possibly placed within the national 

                                                           
5 Such a threat means that if gas of such a significant proportion is not delivered, it can cause physical 
interruptions over a period of time but not indefinitely. 
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regulators. The agency could be funded partly by taxpayers and partly by a levy on 
emergency supply rights for importers to meet their minimum security obligations.  

 A company’s gas procurement portfolio and the composition of its customer base should 
determine storage obligations.  

 Costs could be socialised to some extent, because diversification of sources and 
redundancy of import infrastructure or a provider of last resort are also tools to encourage 
competition. As such, they may be assumed to be a systemic priority. Who will be called 
upon to finance this activity is an open question that will need to be decided by policy. 
Cost implications for the power sector should be included in estimations.  

3.2 Infrastructure and investment 
Supply flexibility, which is a function of diversification, the mode of transmission – pipeline 
versus liquefied natural gas (LNG) – and redundancy in import infrastructure, is very 
important for both security of supply and competition. On the other hand it is very expensive. 
Working Paper No. 3 by Cayrade presents an analysis of cost implications and possible policy 
responses. The following conclusions and recommendations are derived from discussions in 
both workshops.  

 Overall, the enlarged EU faces the challenge of major investment in natural gas and LNG 
capacity to secure import capacities of up to 525 Bcm. In reality the figure may be higher, 
depending on the degree to which the current and future commitments from the Kyoto 
Protocol are fulfilled. Investment in expanding current gas pipeline links and LNG 
receiving facilities along with new infrastructure over the next 20 years translates into a 
total cost estimate of between $150 and 200 billion.  

 The development of LNG markets is expected to ease some concerns about security of 
supply, because of its advantages of flexibility and diversification.  

 Sustained uncertainty about future gas prices may have an adverse impact on raising 
appropriate financing. Gas prices will be influenced by new infrastructure investment, 
production in more difficult conditions and longer transportation routes. The EU 
emissions trading scheme – itself another gas ‘driver’ – creates additional uncertainty 
about prices, although it is generally expected that it will push prices up. For example, 
McKinsey (in Lekander, 2003) assumes that CO2 regulation increases demand growth 
from 2.7% to 3.8% p.a., translating into an increase of gas border price by 15% in 2014.  

 The good news is that technological progress is expected to reduce both capital 
investment and unit transport costs, thereby opening up new supply opportunities for 
pipelines and LNG.  

 This calls for a well-calibrated policy regarding the regulations applied to construction 
and access to infrastructure facilities (LNG terminals and pipelines), to avoid hampering 
their development. We point to the suggestion put forward in the previous section to 
establish a systematic and formalised market-surveillance mechanism, coordinated by the 
European Commission together with national regulators, possibly within the CEER or an 
EU agency. 

3.3 Oil and transport 
The system to ensure security of supply for oil and oil products revolving around the IEA has 
been tested many times. It has proven to be resilient. Nevertheless, there appears to be no 
need for immediate action in this field. There has been a long-term trend in the late 20th 
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century towards the increasing inelasticity of demand for oil-based products in the transport 
sector in the EU and other economies, reflecting the strategic dominance of transport within 
economies. Some of the associated challenges are highlighted in Working Paper No. 4 on 
Transport Energy Security – the Unseen Risk? by Fisk, which were discussed in the two 
workshops.  

 Although strategic stockpiles system run under the IEA has been tested several times and 
it has so far been able to help avert crises, it may be wise in the long term to aim at 
reducing the price inelasticity of oil. Reducing price inelasticity is not necessarily the 
same as reducing total demand.  

 For many industrial economies the option to increase the ability to divert oil used within 
the domestic economy towards transport has largely been exhausted. While the diversity 
of energy sources characterises the electricity and low-grade heating sectors of the 
economy, surface transport and aviation remain persistently committed to only one fuel 
technology. 

 A more proactive policy on transport price elasticity could be envisaged along three 
parallel tracks. The first is the capability of bringing increased supplies of non-Middle 
Eastern oil on stream. The second is to free oil from other uses by fuel substitution. The 
third is to open up a new transport-fuel supply grid, which may include biofuels, 
hydrogen or electricity. Among these three suggestions, the third has possibly the best 
political prospect – at least in the longer term – although such a strategy has major cost 
implications.  

 This point raises one of the central issues that the project addresses. How much is the EU 
prepared to pay as a security premium, which has an additional environmental benefit? 
Unfortunately, there are no reliable cost estimates at the moment to allow an informed 
choice based on data. (Some of the methodological issues are addressed in section 4 of 
this paper.) 

3.4 Electricity adequacy in liberalised electricity markets 
In general, liberalisation increases security of supply by increasing the number of market 
participants and improving the flexibility of the energy systems. Liberalisation may also pose 
new risks. Reserve capacity is one of them. In the monopolised market structure, capacity 
shortages were never a problem. The system inherently produced excess capacity in the 
knowledge that costs could easily be passed on to consumers. In competitive markets the 
situation has reversed. Investment decisions for generation capacity are based on calculations 
of profitability. Particularly if peak demand only rarely occurs, which by definition is the case 
for the marginal kWh, incentives to build reserve capacity are low. Theoretically, shortages of 
generation capacity could be offset by trade but interconnection capacity is not sufficient. 
Working Paper No. 5 by de Vries & Hakvoort analyses possible solutions based on market-
based compensation schemes.  

 Sufficient investment in electricity capacity in unregulated markets does not take place 
continuously, but rather has a cyclical character. At present, there is no scientific 
consensus on whether markets are expected to produce adequate capacity levels 
continuously. Practical experience is too limited and available cases involve complex and 
disputed data. 

 The specificities of electricity (non-storability) make wholesale prices highly volatile, 
making it vulnerable to supply interruptions.  
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 Most European electricity systems do not have any specific provisions to ensure 
adequacy of capacity. They rely on the electricity market to provide the incentive for 
investment. Price (expected) is the only driver of investment incentives.  

 While in theory spot pricing can deliver optimal results with regard to securing supply in 
the long and the short term, real markets seem not to be able to verify theory and 
therefore raise questions over their ability to secure supply. 

 There are a number of factors that instigate market failure in the setting of optimal 
investment signs (based on price) to invest in generation adequacy. These include price 
restrictions, imperfect information (about consumer willingness to pay or future supply 
and demand), regulatory uncertainty and/or restrictions relating to investment regulation 
and risk-averse behaviour by investors.  

 Regulatory intervention towards the maintenance of reserve capacity is desirable because 
of the public good character of it. The more reserve capacity exists, the higher the 
reliability of the supply system and the service. At the same time, consumers having the 
certainty of existence of reserve capacity will opt for understating their willingness to 
pay, and attempt to free-ride on the demonstrated willingness of others (as demonstrated 
by the premiums they would be willing to pay) and thus distort the market to their 
benefit.  

 Long-term contracts are not optimal investments where these concern peaking units, as 
they allow for free-riding by consumers (prices are received from competing retail 
companies that buy from generators at probably higher prices and then have to compete); 
further, such contracts do not have a long enough duration to dampen the business cycle. 

 The provision of electricity is characterised by a strongly asymmetric loss-of-welfare 
curve. The loss of welfare because of under-investment by a certain amount is many 
times higher than the loss of welfare as a result of over-investment by the same amount. 

 Two strategies are proposed to reduce the risk of under-investment. The first is to 
continuously over-invest in the electricity system. This strategy, however, is flawed by a 
welfare loss with regard to the social optimum, but at the same time it insures against the 
much greater risk of under-investment. The second strategy is to ‘flatten’ the investment 
optimum by changing the dynamics of the system. By making demand more responsive 
to price, random rationing and extreme prices could be avoided. The least valuable loads 
would reduce their demand and thereby the overall social cost of a disruption would be 
reduced from the average value of lost load to the value of lost load of the least valuable 
customers.  

 There are a number of suitable cost-effective mechanisms that could address the issue: 
mothball reserves, capacity payments, capacity requirements, reliability contracts and 
capacity subscriptions. These all have different merits and shortcomings. An evaluation is 
provided in Annex 1. This paper does not identify the instrument. Nevertheless, the 
baseline should be that the demand for reserve capacity should be made explicit, i.e. that 
the solutions should be market-based. Capacity markets, reliability contracts and capacity 
subscriptions satisfy this condition. Reliability contracts and capacity markets are the 
most market-based and they also pose the fewest legal issues at the EU level in terms of 
state-aid rules, public service obligations and cross-border problems. 

 The analysis has shown that in order to be effective in a cost-efficient way, the instrument 
finally chosen should be applied to the entirety of the market, which could be the EU as a 
whole or ‘regional markets’, should this concept be implemented as the European 
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Commission has suggested. The existing reality in the European Union is that it is the 
national governments or their regulators that are responsible for ensuring adequacy.  

4. Synthesis of background analysis  
Sections 4 and 5 provide a concise summary of the backdrop against which the sector-specific 
analysis has been undertaken.6 The analysis notably includes a review of different scenarios 
and projections of energy dependence and possible supply risks. Risk assessment is always at 
the centre of any security of supply approach. 

4.1 Geopolitics of oil and gas 
A comparison of the different results of a set of six scenarios produced by international 
energy experts (IEA, IIASA/World Energy Council, US Department of Energy/EIA, 
European Commission/WETO), forms the basis of our critical review of existing energy-
security policies, suggesting alternative or complementary future actions to reduce European 
dependence and vulnerability. The pessimistic outlook on the increase of the EU’s external 
energy dependence are not confirmed by all the energy scenarios, as there are substantial 
differences on both production and imports by different regions.  

Oil 
Considering the supply-side, projections for the growth of reserves and undiscovered deposits 
show an increasing role for Latin America and the former Soviet Union within oil producing 
countries. In absolute terms, though, there could be a bipolar situation, with the Middle East 
on one side and America on the other, mainly based on estimates of non-conventional oil 
reserves in Canada and Venezuela. In any case, within 12 long-term scenarios, the total 
resource-base can fulfil cumulative consumption until 2100 but conventional reserves can 
only last until 2030, with the need for unconventional reserves increasing. Looking at 
production projections, on average there will be a small increase in market share for 
Africa/Middle East and the FSU, reduced OECD production (from 29% to 18% by 2020), 
higher growth of Latin American oil production (8% to 15%) and a reduction of non-
conventional oil production compared to reserves potentiality, because of an insufficient 
transport infrastructure for moving supplies to the market. There is no agreement among the 
scenarios on the role of the Middle East or the FSU, with a high variation regarding an 
increase in oil production for Africa/Middle East. This is attributed to uncertainties and the 
possible lack of investment by the FSU, owing to investment for transport routes in the 
Caspian Region. 

Looking at the demand-side, oil generally remains the most important fuel source for 
transport, especially for developing countries. In the world oil market, on average the market 
power of OECD countries will be reduced (Europe -6%, North America -7%, and the Pacific 
by -5%), while market power in Developing Asia will increase to a 26% share of world oil 
consumption by 2020. Thus Developing Asia could play a decisive role in the market 
according to the European Commission WETO, but its role is less significant in IIASA 
scenarios. Finally, looking at intra-area trade flows, both Europe and Developing Asia will 
depend more and more on the Middle East, with possible conflicts in the world market. 

                                                           
6 The detailed analysis can be found in Working Paper No. 6 by Constantini & Gracceva, dealing with energy 
disruptions and social costs; see also chapter 4 of the initial report presented to the Stakeholders Workshop 
(retrievable from http://www.ceps.be/Article.php?article_id=235&) and Working Paper No. 7 by Constantini & 
Gracceva, entitled Oil Security, Short- and Long-Term Policies. 

http://ceps01.link.be/files/No7 INDES pdf.pdf
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Dependence on oil imports by OECD Europe in physical terms could be substantially 
different according to the analysed scenarios, with a range of between 290 and 662 Mtoe. 
Differences in economic terms are explained by divergent assumptions in oil price forecasts 
and different values of oil imports. Demand-side vulnerability measures present the same 
range of variation, with a more optimistic view according to IIASA projections and a more 
pessimistic one from the other scenarios. 

Gas 
The current situation concerning physical availability shows a great role for the FSU and the 
strategic role of Iran. The historical trend of reserves distribution shows that total discoveries 
in the last three decades have doubled gas reserves and projections are equally optimistic. 

Gas production is concentrated within three main areas: North America, North Africa and the 
Middle East (mostly Algeria, Saudi Arabia and Iran) and the FSU. Western Europe provides 
10.7% of world supply, concentrated in the Netherlands, Norway and the UK. From a 
historical perspective, during the period 1970-2002 OECD countries faced a consistent 
reduction in supply share, falling from 74.4% to 43.2% of world gas production by the end of 
2002, mainly as a result of reductions in the US market share. The Middle East and Africa 
increased their production share from 2% to 17%, while FSU production increased by around 
10%, reaching a market share of 27% at the end of 2002. Other areas such as Western Europe 
and Asia Pacific saw a slow but positive growth rate in gas production. 

Concerning gas availability, the global cumulative consumption in a set of long-term energy 
scenarios shows that the resource base is sufficient to meet demand until 2100 in almost all 
scenarios (without the need of additional quantities or large transformations of resources into 
reserves). Moreover, the need for unconventional reserves is more moderate than for oil, 
because conventional gas reserves should be sufficient at least until 2035–40, so that the 
upward pressures on gas price will probably occur later than for oil.  

With regard to supply/demand projections, gas consumption is projected to expand in all 
regions: even in the slowest growing scenario it increases by 50% and on average it is 
projected to almost double between 2000 and 2020 (from about 2 Gtep to 3.5 Gtep). In the 
longer term gas is gaining greater prominence as the fossil fuel with the best prospects, 
mainly because of the diffusion of highly efficient and economically attractive conversion 
technologies. The range of projections is much more limited than those regarding change in 
regional oil consumption, indicating that uncertainty about the evolution of the gas market is 
much more modest (uncertainty concerns mainly two regions, North America and Eastern 
Europe/FSU) and the possibility of affecting the trend is probably reduced as well. A 
consequence is that the distribution of gas demand will probably not change radically in next 
20 or 30 years: it is quite certain that the gas system will continue to be characterised by the 
presence of two main areas of consumption, North America and the FSU. Western Europe 
will remain the third area, while the use of gas in Developing Asia, notwithstanding sharper 
increases vis-à-vis other regions, will continue to account for a smaller share of the market. 

Gas production is expected to increase in all regions, except in the EU, where production 
could slightly decrease. Here too the difference among the scenarios’ projections is much 
smaller than that for oil, because of the rigidity and the regionalisation of the gas market: “the 
projected trends reflect to a large extent the proximity of reserves to the major markets” 
(Constantini & Gracceva). Nevertheless, in absolute values the major increases in production 
will probably occur in Eastern Europe/FSU and in Africa/Middle East (where production in 
2020 could be more than three times the 2000 level). The huge increase of production in 
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Eastern Europe/FSU allude to the fact that natural gas will become even more dominant in 
Russia’s energy mix, and the role of Russia will become even more central in the gas system, 
reflecting its prominent role in the world’s proven gas reserves. Regarding the Middle East, 
since nearly all natural gas exports are in the form of LNG, a key factor determining the 
actual increase of gas production will be the effective realisation of a number of pipeline 
options or a significant growth of LNG trade flows (or both), which are both necessary to 
increase export capacity. Western Europe is the only region for which declining gas 
production is considered likely, and the possibility of a (moderate) increase in production is 
directly linked to the development of other new sources. 

The growing demand for gas in all regions, combined with the regional disparities in gas 
reserves and production costs, will obviously lead to the development of an inter-regional gas 
trade, thus increasing the linkages among regional markets. At the global level, in 2020 inter-
regional gas trade (at present a marginal share of total world gas consumption) is indeed 
projected to reach levels two to four times larger than in 2000. This will inevitably imply new 
investments in long-distance pipelines from producing to consuming regions and significantly 
increase LNG trade and investments in LNG infrastructure. Two quite different outlooks 
seem possible, depending on how the main issue in the world gas market after 2020 is 
resolved, i.e. the transportation of gas from the two main regions that have the possibility of a 
large increase in production (the FSU and the Middle East), towards the two regions which 
will probably have greater needs for imports (Europe and Developing Asia).  

 Outlook 1: An international market is characterised by two main importing regions with 
about the same level of gas import, i.e. Western Europe and Developing Asia. Each one is 
served by a main production area and another less important area: FSU is the main 
exporter for Europe and Africa/Middle East is the main exporter for Asia. This market 
structure leads to the key question of how the available gas will be allocated among the 
consumption areas to meet world demand and to what extent the rapid growth in gas 
demand in developing regions will affect the long-term EU gas-supply pattern.  

 Outlook 2: An international market is characterised by a single main importing region, 
served by two main exporting areas, one of which (the Middle East) is by far the key 
player in the market, exporting significant amounts of gas towards almost every other 
region with about the same level of export. Western Europe is by far the main importing 
region and is served by the FSU and the Middle East, each with a share not far from 50%. 
In this case, the structure of the gas market seems more favourable for Europe in 
geopolitical terms, giving it the possibility to enjoy a position somewhat similar to a 
monopsony with respect to any of the potential sources. 

Focusing on Europe, the share of gas within the total primary energy supply (TPES) will 
increase up to 30%, principally at the expense of coal and fuel-oil use in electricity, so that 
dependence will grow substantially according to all the scenarios. This means that import 
capacity expansion is needed well beyond current plans and proposals: the minimum 
projected increase of gas import is 311 Bcm, while projected capacity is 280 Bcm. Increasing 
imported volumes should be accompanied by diversification of gas imports, as a strong 
increase of imports from the Middle East could help Europe to diversify its supply routes or 
terminals. Diversification of imports will help Europe to avoid becoming secondary in the 
world gas market or developing a monopsony situation, as projected by these scenarios.  
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Conclusions of section 4.1 
According to a comparative analysis of energy scenarios, the main risks and negative effects 
for oil in the long term could be:  

• an increasing risk of collusion among exporters, owing to a growing dependence of 
industrialised countries and insufficient diversification; and 

• a risk of demand/supply imbalance, with consequent instability for exporting regions 
because insufficient demand and lack of infrastructure resulting in insufficient supply. 

Policies implemented by industrialised countries and other factors could mitigate such risks. 
Different reserve/production ratios provide varying capabilities for expanding supply, 
reducing the risk of collusion among exporting countries. Further, according to IIASA 
scenarios there could be a reduction of dependence through energy efficiency, without 
negative consequences for exporting countries, i.e. maintaining sustained oil export revenues 
for the Middle East. Diversification of suppliers and transport routes, through cooperation and 
international investment in infrastructure, could reduce the dependence and vulnerability of 
OECD Europe, even if Western countries face reduced market power. Finally, as all scenarios 
show that the Middle East will provide the bulk of incremental oil supply, investments in this 
area – both in terms of increasing production capacity and political stability – will play a key 
role for energy security. Given present consumption patterns, energy conservation in US 
(which is possible even in high economic-growth scenarios), could be useful to help reduce 
the pressure on the Middle East. 

The analysis of scenarios shows that a reduction of dependency on gas through an increase of 
domestic production or through energy saving is not credible. The situation is different with 
regard to diversification of the sources of energy. Europe’s position in the world market could 
be more favourable depending on whether African/Middle Eastern exports grow substantially, 
backed by significant volumes of LNG. The latter’s growth (especially in a spot market) 
seems to be a key factor for improving Europe’s position in the gas market, as it increases 
market flexibility. 

Another critical factor is transportation capacity towards Europe, as it seems very likely that 
expected demand is higher than the projected infrastructure; this obviously implies the need to 
gain access to gas reserves, to open up producing areas to international investments and to 
give due attention to the stability of ‘transit countries’. 

Finally, regarding the risk of depleting gas reserves, there is no problem of scarcity even in 
the long term and conventional reserves should be sufficient at least until 2035–40, so that the 
risk of price increases (owing to the need for unconventional reserves) is also small. 

4.2 Oil security 
4.2.1 International policy measures in response to emergencies: short-term 

measures 
A primary mission of the IEA was the creation of a mechanism to mitigate the negative 
effects of oil disruptions. The mechanism of emergency response was adopted with the 
International Energy Programme (IEP). The emergency programme is supposed to become 
active when international disruptions occur that result in a 7% loss of world supply. For all 
IEA member countries, the emergency response system has been built on four main elements: 
stockdraw, demand restraint, spare production capacity and fuel-switching capacity. 
Stockdraw and demand-restraint policies are the most feasible and effective measures in the 
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International Energy Agency context, because of high oil stock capacity, great dependence on 
oil (high demand), the reduced spare capacity and the reduced fuel-switching capacity. 

There are three different categories of stocks, depending on the holder: primary stocks are 
held by production, transport and refining facilities and by large distribution terminals; 
secondary stocks are held by small distribution stations, wholesalers and retailers; tertiary 
stocks are held by consumers. An alternative classification refers to the nature of the oil stock: 
strategic stocks are oil reserves held for critical events that occur at the international level; 
operational or industrial stocks are the oil reserves necessary for the production process for 
the energy industry. Two factors affect oil stock policies: the actual availability of some 
stocks and the controversy in stocking crude oil or oil products. 

In mid-2000, global primary oil stocks were estimated to be around 5.9 billion barrels (about 
90 days of world consumption), of which 1.3 billion barrels were strategic stocks and 4.6 
billion barrels were commercial stocks. IEA stocks seem adequate for a medium-scale 
disruption of short- to medium-term duration, while for larger disruptions the instrument is 
sufficient only for short periods of time. 

Demand restraint as a policy approach refers to the short-term oil savings that can be 
achieved during a period of crisis. The measures to achieve demand restraint fall into three 
main categories: persuasion and public information, administrative and compulsory measures, 
and allocation and rationing schemes. Demand-restraint programmes reflect local demand 
patterns and economic structures, legislation and emergency-response policies.  

In general, IEA countries must have a ready programme of demand-restraint measures equal 
to 7% of oil consumption if supplies are cut by 7% (approximately equivalent to 3.2 mb/d), 
and 10% of oil consumption (approximately equivalent to 4.6 mb/d) if supplies are cut by 
more than 12%. Some measures that can be adapted to changing market conditions include: 
reduced speed limits, carpooling, odd and even car registration plates, car-free days, 
restrictions on residential and commercial energy consumption related to heating and lighting, 
and free urban public transport. Restraint measures are designed mainly for the road transport 
sector, which is the biggest oil-consuming sector in OECD countries (>50%), but price 
elasticity of the sector remains very low in the short term and is decreasing. The ability to 
switch from oil to other fuel has been significantly reduced since the 1970s. This decrease is 
mainly a result of the growth of natural gas use, which has reduced the scope for fuel-
switching in power generation. Oil-fired electricity generation in IEA countries now accounts 
for less than 7% of total electricity compared with one quarter in the mid-1970s.  

The aggregated capacity of IEA countries to increase oil production is small, but some oil-
producing countries have such spare capacity. For Europe, spare production capacity could 
not be maintained for a very long time, owing to current high production rate in the North Sea 
Basin and the projected reduction in domestic production after 2020. 

Conclusions and recommendations of section 4.2.1 
The IEA mechanism of emergency response is partially under review. Our attention is mainly 
focused on three issues: the relatively high costs of stock management for private industries, 
use of strategic reserves to smooth out prices when significant disruptions have not taken 
place (few IEA countries have adopted national mechanisms to use strategic reserves) and the 
extension of the IEA emergency system to non-OECD countries. It is notable that Developing 
Asia neither holds strategic stocks nor participates in emergency-sharing mechanisms. If 
disruptions were to take place, this factor could be a great source of instability. 
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At the EU level, Community measures are characterised by a lack of solidarity among 
member states, which is not compatible with the objectives of an internal energy market. 
Moreover, there is no Community decision-making power to dispose of oil stocks on the 
market. In the event of a crisis, the European Commission may set a target in terms of a 
reduction in consumption, but the Commission has no powers to order stock disposal. A 
second problem is the mix – at industry level – of strategic and operational stocks, owing to 
the lack of an ad hoc monitoring system and stockholding by national agencies. 

4.2.2 Long-term measures 
Long-term measures for enhancing oil supply security could be envisaged on the demand-side 
and the supply-side. The main demand-side policies involve: 

• stimulating energy saving and efficiency, reducing oil intensity, investing in research and 
technology, such as energy certification of buildings, energy audits, direct funding for 
research and development, setting industry standards, changing relative prices through 
subsidies and taxes, transferring risk over a larger pool of projects and reducing barriers to 
market entry for smaller firms. The main critiques of these policies come from a possible 
low-demand scenario and thus low prices for producers, with a higher proportion of 
supply coming from the low-cost supplies of the Middle East. Further, higher fuel-
efficiency standards for vehicles, buildings and industry could produce higher costs for 
energy supplies, consequently reducing domestic competitiveness compared with regions 
such as the developing Asian countries, where energy costs are lower. 

• reforming tax on energy products and state aid to steer demand towards better-controlled 
consumption, which is more respectful of the environment. In this case there is a risk of 
reduced competitiveness for domestic industries in the global market. 

• reducing oil price inelasticity, especially for the transport sector, encouraging the use of 
fuel substitutes (biofuels, hydrogen), rationalising the use of conventional private cars in 
the cities, implementing measures to make alternative transport modes (i.e. rail) more 
competitive compared with road transport (through infrastructure investments, market 
liberalisation and improving public services). 

The key supply-side policies could be summarised as cooperation and institutional promotion 
of diversification of suppliers and routes, as in, for example the Energy Charter Treaty and the 
Euro-Mediterranean Energy Partnership. To protect foreign direct investment and promote the 
flow of Western investment and technology into the energy sector of the Eastern transition 
economies, a long-term framework for investment and trade in energy among the 
participating countries should be provided. As a consequent risk, excessive diversification 
policies using high-cost oil (Russian versus the Middle Eastern oil) could reduce domestic 
competitiveness. 

Conclusions of section 4.2.2 
The main factors that could affect long-term policies are the liberalisation of international 
trade (even extended to the energy sector) and the increasing role of oil demand from 
developing countries. Increasing liberalisation could improve competition among producers 
with a consequent reduction of cartel power (and a reduced oil price), a wider technological 
and know-how exchange and greater direct investment.  

At the same time, increasing conflicts between regional economic blocs to achieve market 
share and technological supremacy could bring forward new geopolitical frameworks that are 
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not favourable to Western countries. Another negative impact of trade liberalisation could be 
a rise in conflicts relating to ‘environmental scarcity’ (negative effects in terms of over-
depletion of water, forests, land, fisheries, etc.). 

Increases in oil consumption by developing countries could improve cooperation among 
importing areas to ensure security of supply, but at the same time there could be an increase in 
world oil consumption and prices, with possible conflicts or aggressive policies to obtain 
access to resources. 

Cooperation with exporting countries to enhance investments in production capacity and with 
developing countries in order to reinforce the negotiation stance of oil-importing countries 
seem to be the most effective policies at the international level. Increasing energy savings and 
efficiency through modified consumption behaviour and technological innovation has been 
recognised as the best national policies. 

5. Private and social costs of energy supply disruptions 
Informed policy choices depend on an accurate assessment of not only risks but also costs. 
The costs that matter relate to both supply disruptions and proposed measures. While 
estimations of costs for proposed measures follow the standard impact-assessment procedures 
applied in the EU and elsewhere, assessing the costs of supply disruptions poses difficult 
methodological and empirical issues. Working Paper No. 6 by Costantini & Gracceva has 
reviewed the growing body of literature on social costs. The main findings and key 
conclusions are reproduced below. For details on methodological, empirical and quantitative 
aspects, we refer to Working Paper No. 6. 

5.1 Social costs 
There is general agreement within the literature that the nature of the costs of supply 
disruptions go well beyond the economic measure of national accounts. Energy use pervades 
daily life in such a constant and ubiquitous way that it is very difficult to distinguish all real 
negative effects in the short and long term. Social costs of supply disruptions can be classified 
under the category of economic externalities. Social costs of security are those that accrue to 
others in the economy, generating a need for governments to step in and take protective 
measures. 

According to different kinds of risks, such as a physical shortage of oil or a prolonged 
interruption in electric power (quantity risk), or a sudden rise in oil price (price risk), the 
social costs of energy disruptions can be analysed under various headings. Usually oil 
disruptions have both direct and indirect effects, with a short- and medium-term horizon. The 
economic effects of power-generating shortages are also both direct and indirect, but the 
temporal lag is shorter than for oil disruptions. In any case, a perfect distinction between 
internal and external costs (i.e. private and social costs) is a difficult task. 

The security problem therefore has a long-term and a short-term component: a long-term rise 
of prices for oil imports has a different implication for an economy than sudden price hikes or 
price volatility. Reviewing past experience, after the major oil crises OECD countries and the 
world were stricken by high inflation, trade and payments imbalances, high unemployment 
and weak business and consumer confidence. The magnitude of the economic costs of an oil 
price increase depends on many factors: the level and the duration of the price increase; the 
response of the oil markets; the weight of energy costs on GDP and the flexibility of the 
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energy sector. Nevertheless, it is important to recognise that the duration of the 
macroeconomic impact of oil shocks is generally limited to two years after the price change.  

Generally speaking, an increase in the world oil price leads to an increase in the OECD 
import prices, with three major kinds of effects: a direct effect through more spending 
allocated to energy costs, a financial effect through the rise of inflation and interest rates, and 
a trade effect through the increase in the oil import bill, which worsens the trade balance. 

Other indirect effects at the macroeconomic level could be a fall in tax revenues and, as a 
result of rigidities in government expenditure, an increase in the budget deficit, driving 
interest rates up. Furthermore, because of resistance to real declines in wages, an oil price 
increase typically leads to upward pressure on nominal wage levels. Wage pressures together 
with reduced demand tend to lead to higher unemployment. These effects are greater the more 
sudden the price increase is and the more the market labour is inflexible, and are magnified by 
the impact of higher oil prices on consumer and business confidence. 

Looking at the GDP growth rate, a general correlation between higher oil price and lower 
GDP growth rate with a one- or two-year time lag is quite clear. A general assessment of 
magnitude of GDP loss could be constructed analysing the GDP growth rate variation after 
the three main oil crises. After any crisis a negative impact on GDP growth seems evident. As 
a matter of fact, during last 40 years the European Union GDP growth rate was negative only 
twice: in 1975 and in 1993. In both cases, it happened with a one- or two-year time lag after 
an oil price shock.  

Other negative effects on the economic performance, with more a direct impact in terms of 
social costs could be based on trends in the inflation rate and unemployment. These two 
factors directly affect governments and citizens through higher public expenditures for 
welfare measures, such as increasing subsidies for unemployment and reduced market power 
for consumers. Looking at real data, different effects emerge in terms of inflation and 
unemployment. The inflation rate has a sudden response to an oil price increase, owing to the 
direct market-transmission mechanism. An increase in the unemployment rate is the result of 
an indirect mechanism, because of the rigidity of the EU’s nominal wages in labour markets, 
with possible lags (of one or two years) after the oil shock: wage pressure and a diminishing 
GDP growth rate tend to lead to higher unemployment only in successive periods. In any 
case, such negative effects in terms of increasing unemployment should take into account a 
typical, medium-term economic cycle and other structural factors. 

The social costs of energy disruptions relating to electricity shortages are easier to distinguish 
because of their immediate negative impact, and relatively small indirect and successive 
effects. The social costs of an electricity disruption depend on the existence and quality of 
various factors, such as the extension of the disruption, the duration, the availability of 
advance warning and information. Many sectors are affected by black-outs, including public 
health and education, public transport and administrative offices.  

5.2 Private-cost estimation: Value of Lost Load (VOLL)7 
The costs of supply interruptions for customers are usually calculated by multiplying the 
energy not served by a factor called the Value of Lost Load (VOLL). VOLL is estimated on 
the basis of different types of methods including econometric models and case studies of 
interruptions. Nevertheless, customer surveys are the most prominent. There are a number of 
                                                           
7 This section largely draws upon chapter 4 of the draft INDES report that was presented to the participants of 
the Brussels Stakeholders Workshop (retrievable from http://www.ceps.be/Article.php?article_id=235&). 
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case studies available on the economic impact of specific outages. For example, the 1977 
New York City black-out is well documented and studied. The advantages of such case 
studies are that actual customer experiences are taken into account instead of hypothetical 
scenarios and that the indirect cost to society can be quantified. Still, there are only a limited 
number of cases and usually only large incidents are studied in this way, while most outages 
are much smaller. But more importantly, it is difficult to generalise the results of specific 
cases. 

The official value of VOLL used by the Pool in England and Wales was until recently based 
on a Finnish survey from 1977, converted into UK pounds sterling and adjusted for inflation. 
The Finnish study derived a function relating VOLL to the duration of an outage, averaged 
across different kinds of customers. The overall load-weighted VOLL ranged from $3.8/kWh 
(in 1999 US$) for a one-hour outage to $1.8/kWh for an outage of longer than 24 hours.  

A more recent and extensive survey was conducted in 1994 in the UK as part of a study by 
the University of Manchester Institute of Science and Technology (UMIST) (Kariuki and 
Allan 1996, referenced in Rios, et al., 1999), which analysed the sensitivity of the cost of 
interruptions to variations in time of day, time of week and season. The costs of interruptions 
of varying length were weighted by peak demand.  

Alternative model for VOLL 
The definition of VOLL as a standard value suggests that the value attached to a supply 
interruption depends on the amount of energy not supplied. Nevertheless, ‘worth of supply’ 
and ‘energy not supplied’ are not directly related, rather the cost per disconnection instead of 
per kWh should be stressed. After all, the circumstances around a certain disconnection do 
matter, such as the activities affected by the outage, the time of day, the mix of customers, the 
number of interruptions, the duration of interruptions, the availability of advanced warnings, 
the time of year and weather conditions, and the availability of alternative energy sources. 

For example, the value of being unable to watch a live transmission of an international 
football match may be considerably higher than that of being unable to use a washing 
machine. Though the energy consumed by the latter is much higher, watching the live game is 
time-critical. Therefore, VOLL does not correctly reflect the value that consumers place on 
their supply of energy. 

In order to get around some of the drawbacks of a single VOLL value, an alternative method 
to estimate the cost of energy supply interruptions was developed. This approach recognises 
that the VOLL should reflect the factors that influence the cost of outages (such as duration of 
interruption and differences among sectors) as much as possible. It comprises three steps. In 
step one, the VOLL for a specific sector and a specified duration (and nature) of the 
interruption is defined. Step two derives a weighted sum of these values that gives an average 
VOLL for a specified duration of interruption. It should be noted that weighting based on 
energy makes more sense than weighting based on the number of consumers, since the latter 
creates a bias of the value towards the VOLL for residential consumers. In the final step, an 
overall VOLL is derived by weighting the values for a specific duration based on the 
probability of an outage for that duration. The approach described here leaves room for 
choice, depending on which VOLL is desired. Moreover, it requires a cost model, a load 
model and a probability-of-outage model, which are not always easily available. The 
conclusion of this short review is that given the range of options that can be used to estimate 
and calculate the costs of energy supply disruptions, many outcomes relating to the level of 
these costs can be found.  
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Annex 1 
Approaches to Guaranteeing Adequacy  

of Electricity Supply 

a. Capacity payments  
Generators, under this system, are given a payment based on their available generation 
capacity, independent of whether electricity is actually provided or not. Capacity payments 
provide more stable and, in some instances, higher revenues for generating units. This results 
in incentives for investment in generation assets since the risk premium and the costs of 
capital are reduced. Besides capacity payments, the generator receives the normal wholesale 
price for the electricity actually produced. The capacity payments are collected from 
customers through a mark-up generally implemented in the transmission charge. 

Although capacity payments provide a more stable signal to generators there are some 
important drawbacks. They do not explicitly identify reserve capacity as a 
marketable/commercial product, they may introduce distortions in the short-term wholesale 
market and they add complexity towards in determining the proper allocation and level of 
payments to generators.  

b. Purchases of peaking units by the system operator 
As previously explained, peaking plants could be pushed out of the market because of the 
existence of overcapacity, uncertainty about income and lack of revenue by (virtual) price 
caps in the wholesale markets. In order to prevent peaking plants from being decommissioned 
(or mothballed), the system operator purchases a determined number of these plants as 
strategic reserves. The Transmission System Operator (TSO) may also commit to purchase 
(or tender for) new peaking units. The extra costs incurred are collected through a mark-up 
on, for example, the transmission charge.  

The interventionist character of this system is a disadvantage. The fact that the system 
operator owns production capacity could increase the uncertainty in the market and 
discourage new investors, as the future price curve could largely depend on the decision of the 
TSO. Another issue is the removal of operating capacity from the market. As the system 
operator purchases peaking plants it reduces the available capacity, thus potentially increasing 
its power in the market.  

c. Competitive bidding prompted by regulations 
When concerns about under-investment in generation capacity arise, the regulator may initiate 
a tender (or any equivalent) procedure for the addition of the required extra generation. 
Article 7 of the new Electricity Directive (Directive 2003/54/EC) explicitly regulates this 
option as an exceptional measure for reasons of security of supply. Again this option 
intervenes in the market and purchasing decisions that are dictated by the regulator may 
influence market prices (and strategic behaviour). 

d. Capacity markets (capacity requirements) 
The basic principle of a capacity market is the obligation of consumers of electricity (or 
retailers for them) to purchase a pre-determined amount of capacity to cover their expected 
annual peak-load consumption levels plus a regulated margin. This margin is calculated by 
the system operator on behalf of the regulator, for example 15% more of capacity than the 



                                                                                                                             23 

 

average peak-load consumption, and would have to be delivered by the generators on 
demand. Generators are encouraged to deliver the stipulated capacity by the threat of heavy 
fines. The advantage of this system is that it is market-based and identifies the generation 
adequacy product. Nevertheless some disadvantages exist, notably the fact that customers 
remain fully exposed to the potential of high prices in the electricity market and the problems 
associated in determining the hydro capacities.  

e. Reliability contracts 
The basic principle of this system is the existence of a number of contracts, considered as 
‘call’ or ‘put’ options, which would introduce a price cap in the wholesale electricity market. 
The system operator would buy these contracts on behalf of the end-consumers.  

The reliability contracts have a strike price, which allows consumers to buy electricity at that 
price whenever they intend to do so. Therefore, when the wholesale price of electricity 
surpasses the strike price, consumers are able to hedge themselves by exercising the contracts. 
Generators receive a fixed payment as a compensation for the sale of these reliability 
contracts. This fixed payment compensates for the investment costs of the reserve plants. 
Further, the existence of hefty fines would discourage generators from failing to provide 
enough electricity when the contracts are exercised.  

The auctions for reliability contracts can be organised either annually or once every few years. 
The disadvantages of the first option are that it may increase the volatility of the premium 
paid to generators and it would not be long enough to attract many bidders. Other 
disadvantages of this system are the possible abuse of market power and that the system does 
not promote the demand-side response when prices surpass the strike price of the contracts. 

f. Capacity subscription 
This futuristic approach of capacity subscription allows customers to choose their level of 
generation adequacy. Each customer has to buy an electronic fuse, which limits the 
individual’s electricity use to his/her subscribed peak capacity. During periods of scarcity, the 
fuses can be activated by the TSO. The market for fuses thus indicates the demand for 
generation capacity, providing generators with fixed income to cover their investments. 
However elegant this approach may be, it may not yet be technically feasible on a large scale. 
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