Journal of Medical Systems (2018) 42: 74
https://doi.org/10.1007/510916-018-0921-x

MOBILE & WIRELESS HEALTH

@ CrossMark

Medical cyber-physical systems: A survey

Nilanjan Dey' - Amira S. Ashour?® - Fugian Shi> - Simon James Fong* - Jodo Manuel R. S. Tavares®

Received: 21 November 2017 / Accepted: 20 February 2018 /Published online: 10 March 2018
© Springer Science+Business Media, LLC, part of Springer Nature 2018

Abstract

Medical cyber-physical systems (MCPS) are healthcare critical integration of a network of medical devices. These systems are
progressively used in hospitals to achieve a continuous high-quality healthcare. The MCPS design faces numerous challenges,
including inoperability, security/privacy, and high assurance in the system software. In the current work, the infrastructure of the
cyber-physical systems (CPS) are reviewed and discussed. This article enriched the researches of the networked Medical Device
(MD) systems to increase the efficiency and safety of the healthcare. It also can assist the specialists of medical device to
overcome crucial issues related to medical devices, and the challenges facing the design of the medical device’s network. The
concept of the social networking and its security along with the concept of the wireless sensor networks (WSNs) are addressed.
Afterward, the CPS systems and platforms have been established, where more focus was directed toward CPS-based healthcare.
The big data framework of CPSs is also included.

Keywords Networked medical device systems - Wireless sensor networks - Medical internet of things - Body area networks -

Security assurance - Patient monitoring

Introduction

Cyber physical system (CPS) is an integration of computation,
including Cyber world (i.e. computers) and the physical pro-
cesses through computer networks. Embedded computers and
networks are also involved to monitor and control the physical
processes through feedback loops [1]. Numerous data types
are acquired from a real-world using sensors. These data are
then transmitted to the cyber world, processed and analyzed.
The idea behind the CPS is to integrate the intelligence in
everyday objects/services to execute critical tasks. The CPS
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concept has a significant role for several information technol-
ogy (IT) -based social service frameworks [2]. It can be ap-
plied to social services, especially in medical and healthcare
applications [3]. Generally, several countries suffer from dire
shortages of healthcare personnel leading to a drop in the
medical care quality and an extensive increase in healthcare
costs. The competences of adapting new devices for health
monitoring systems have risen. In healthcare monitoring, data
transmission using low cost sensors and several communica-
tion media has directed to a foremost concern for the prevail-
ing platforms leading to ineffectiveness in processing the
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massive data amount in real time. Consequently, in order to
improve this field, an infrastructure and computing framework
are required. This leads to Big data processing frameworks for
Medical cyber-physical systems (MCPS) which integrate the
cyber world aspects and the real world with dynamic, fully
flexible systems for decision making and other healthcare ap-
plications [4, 5].

The current decade witnesses an innovative revolution in
communication and computing. In widespread domains, the
Internet has spanned numerous networks with significant im-
pact on every life aspect especially in the medical domain. The
social and economic impacts of the CPS and MCPS systems
are immensely superior. Several investments are completed
worldwide to improve this technology. Since the medical data
may be transferred through wireless and/or social networks,
the physical components of the devoted systems impose ex-
tensive challenges, such as reliability, security and safety re-
quirements [6]. Such challenges are different from those in
common computing applications. Furthermore, the physical
components are qualitatively dissimilar to the common
object-oriented software components. The next network gen-
eration will exploit a variety of resources with substantial
sensing abilities to be extended beyond the physical connected
computers in order to comprise multimodal information from
cognitive, biological and social networks [7]. This standard
modification will include interdependent social networks (net-
works of individuals), mobile personal computing, smart de-
vices and communication devices, which will form cyber-
physical social systems (CPSS) or net-centric societies
(NCS). It becomes indispensable to determine the ability of
the networking and computing technologies to provide a suf-
ficient foundation for the MCPS [8, 9]. For alleviating the
healthcare problems, technology development is considered
a key role to improve the infrastructures using automated
prevalent health monitoring technologies. Such technologies
monitor person’s health and alert the proper healthcare la-
borers in the emergency cases to offer the optimal care with
nominal management.

Intelligent devices, including wearable devices and smart
meters, with considerable sensing and networking capabilities
become emerging. Henceforth, these devices, which are com-
monly known as the Internet-of-Things (IoT), will be persis-
tently sensing, monitoring and interpreting the environment
[10, 11]. The association between the IoT and the social net-
works has an important implication for the innovative com-
puting and for the communication infrastructure. Commonly,
the IoT is limited to monitor and control small devices without
any constraints to have the devices on a common network.
However, the CPSs are more interested with how the physical
systems are controlled and monitored using the cyber space.
CPSs are exclusively identifiable and can be connected
through the internet, which considered examples of the IoT.
For information transfer, the IoT is basically networking of
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Cyber-Physical things. Therefore, CPS can be considered
the first level and IoT and the second level of the vertical
systems integration. Connected CPSs can be known as IoT.
In order to provide real-time monitoring with feedback control
services, sensing, processing and communication platforms
can be deeply embedded in physical processes as a part of
larger processes/systems. Such systems in the healthcare do-
main are called MCPS that has computing ability and a phys-
ical element to improve the healthcare via the comprehension
pervasive health monitoring systems (PHMS). It supports the
distributed computing using wireless devices. For smart
healthcare, wireless body area networks (WBANSs) have
emerged as the foremost technology that offers ubiquitous
healthcare services and real-time health monitoring [12, 13].
The WBANSs are considered medical cyber-physical systems
that can operate in impenetrable environments, such as hospi-
tals, leading to high interactive communication interference in
several medical application scenarios. This requires provable
behaviors or high-confidence and security.

The main contribution of the current survey is to provide a
cutting-edge on MCPS systems and their role in the
healthcare. The structure and platform of the CPS systems
based on the WSNs are introduced as it is the milestone of
ant MCPS systems. This survey highlighted the physical in-
frastructure required for CPS, the CPS general requirements
and the related security issues. In addition, the CPS and MCPS
in the social spaces are introduced. Furthermore, the
networked medical device systems and IT-based social ser-
vices in medical systems are also addressed. Finally, the recent
research directions and challenges in MCPS for future medical
devices are discussed.

Cyber-physical systems and medical CPS
structure

Enormous economic impairment occurs in the case of CPS
malfunction which affects the corresponding systems opera-
tion. The CPS has physical infrastructure requirements along
with networking models. The CPS becomes more complex,
prevalent, personalized and reliable. The related systems can
be used in several real-life applications, such as smart grids,
robotics and healthcare. Improvements in the CPSs will em-
power the adaptability, capability, scalability, usability, resil-
iency, security and safety producing completely different sys-
tem than the simplest embedded systems. The common CPSs
characteristics include: i) have uncertainly regarding the sta-
tus, readings, and trust; ii) must achieve real-time performance
requirements; iii) have input and feedback from the physical
environment without considering the communication channel;
iv) include distributed management and control; v) have sys-
tems of systems control as well as multi-scale characteristics;
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vi) have geographical wide-distribution for components in
locations that suffer from lack physical security.

In tele-medicine, for example, end users, i.e. doctors and
patients, are connected through the internet. Thus, the high
security internet connection is required during the patients’
files/reports transfer. The control of un—/authorized flow of
information with the consideration of physical and cyber con-
sequences is required during the design of CPSs [14]. In ad-
dition, based on the application under concern, the communi-
cation architecture and the data must be designed to address all
requirements involved. Fig. 1 illustrates the common data
flow and interactions in CPS applications, which are also,
can be applied to the MCPS.

In addition, it is essential to understand the physical com-
munication channels, i.e. the physical inputs from sensors, and
the external-process channels like human operators’ reactions
with the system, wherein the MCPS, medical sensors and
devices are included. For security and privacy in CPS and
MCPS, high-confidence CPS and MCPS consider the emerg-
ing infrastructure challenge. However, the traditional analysis
techniques are incapable to cope with both their complexity
and predicting the system behavior. For instance, the MCPS
requirements for security, dependability, privacy and safety
grow immensely with the use of the enormous number of
connected medical devices and sensors in the Internet of
Things (IoT) systems during the interaction with the physical
world and humans. Thus, proper technology is required to
design and to hypothesize deep interdependencies for engi-
neering systems. New relationships between the physical
components and the cyber entail new architectural models,
where the traditional real-time performance is inadequate for
spatially and large CPSs. Since in the CPS and the MCPS as
well, the feedback and input are from the physical environ-
ment, the presence of communication channels, which require
security, is not usually considered. This is one of the CPS
significant specific characteristic [15].

Incorrect specification of the information flow/accessibility
requirements/control and/or implementation errors in the CPS
and MCPS systems will lead to security failures. Security

Virtual space Physical space

>

Virtual interaction
Physical interaction

Intelligence

Fig. 1 Interactions in the CPS system

specification requirements should be considered for superior
network development. Sensors security is an essential step in
the CPS and MCPS systems. Procedures for tamper detection
and input validation provided by the integrated sensors is sig-
nificant to prevent recruited by adversaries in the control in-
puts to the cyber-physical system. Hence, the security is con-
sidered a part of the application development and system ar-
chitecture. The assembly of data placement, monitoring and
system control must consider the security implications [16].
Finally, the developed MCPS architectures and the system
improvement tools are provided. Such isolation for security
includes performance isolation, control isolation and data iso-
lation within the virtualized distributed systems.

Embedded systems achieve higher predictability and reli-
ability standard compared to the general-purpose computing.
Thus, the integration of computing and the physical processes
has a significant role, especially with the advancement of the
embedded systems. Such incorporation leads to important ap-
plications, for example, in aircraft control systems, medical
systems, weapons systems, communication systems and auto-
motive electronics. Nevertheless, the embedded systems can
be considered closed boxes that do not interpret the computing
ability. The required fundamental transformation generated
from networking the embedded devices faces several practical
challenges. Several applications require networked and
feature-rich embedded systems. The real-time dominant view
has been well established before embedded computing. The
current design of all operating systems, programming lan-
guages and computers may not fit the CPS and MCPS sys-
tems. The most extensively used networking procedures pres-
ent the stochastic behavior and timing variability. Currently,
the embedded systems use networking technologies. Cyber-
physical systems are synchronized with nature and their inte-
gration with computing necessitates simultaneous composi-
tion of the computing methods with the physical ones.
Embedded systems must respond to multiple real-time sensor
stimuli streams and multiple actuator control simultaneously.
Unfortunately, the interaction mechanisms with actuator hard-
ware and sensors produces the interfere concept, which is not
well signified in programming languages. Typically, a CPS
requires improved predictability and reliability to be deployed
in healthcare, automotive safety and traffic control applica-
tions [17]. Since the physical systems are not exclusively pre-
dictable, CPSs will not operate in controlled environments and
must be flexible to subsystem failures and robust to
unpredicted conditions.

In CPS and MCPS, a standard architecture can be consid-
ered in the social spaces. Cyber-physical systems progressive-
ly operate in social spaces, such as in the smart grid, disaster
response systems and transportation systems where humans
are the users, survivors or drivers. The main features of the
CPSs include: functional integration, emergent intelligence,
increasing complexity and adaptive behavior/structure leading
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to humans’ huge impact on the environment. In a CPS, the
users can be both in—the-loop and out-of-the-loop, where these
systems have compatible characteristics [18, 19]. The IoT
adopts that things exchange information and interact to pro-
vide a foundation for future prevalent computing environ-
ments. Consequently, the CPS concept is delineated from the
Internet of Things (IoT) as illustrated in Fig. 2 [20].

The CPS paradigm is still under progress; accordingly, dif-
ferent interpretations and implementations forms attract the
focus of the researchers. Generally, CPSs and MCPS can be
considered to be physical, engineered systems whose process-
es are monitored, controlled, coordinated and securely inte-
grated by a communication and computing core at all levels
and scales. It can be considered as two sub-systems, namely: 1)
cyber sub-system which is event-oriented, logic-based and
discrete system that is responsible for communication, com-
putation and control and ii) physical sub-system, which
operates continuously and integrates the human-design and
natural components that follow the physics laws.
Subsequently, MCPSs have the dynamism, evolutionary and
decentralization nature, where these systems are functionally
and structurally open, intelligent, context-sensitive and self-
adaptive engineered systems at which the physical and the
cyber sub-systems evolve and interact cooperatively to in-
creasingly penetrate into the social space as well as into the
humans’ world to support healthcare.

Generally, CPSs are gradually becoming part of the social-
technical society fabric instead of being only just technical
systems. They integrate the interaction between the embedded
environments with the human domain forming two consistent
socialization dimensions. These systems can be considered
social-technical complex systems, wherein human and techni-
cal parts are immensely intertwined. Social-cyber-physical
systems (SCPS) operate based on the humans’ expectations,
and the society/communities. These systems should have par-
ticular elementary social capabilities, namely: synchronizing
their performance, accessing the data of users, sensing users
and the social networks/associations between them, under-
standing the social goals based on the user model and social
context, deducing the social context based on the networks

topology of the users and providing a context driven output.
The SCPS realization should encompass the social context
which comprises a social person believes, culture, attitudes
and the social interactions [21]. In this context, SCPS will
have extra characteristics over CPS systems: i) the awareness
ability of the users and their individuals and the social con-
texts, ii) can adapt themselves towards optimal collaboration,
iii) the ability to accomplish the highest possible dependability
level, security, accountability, maintainability, and accessibil-
ity and iv) the ability to attain a balance between the resources
and the outputs expenses. However, data sources may be un-
dependable in this context that is considered a challenge for
CPS systems.

Advanced CPS applications are progressively operating in
the social spaces at which the humans have a significant part
in the inclusive system. Henceforth, CPS and MCPS immi-
nent applications will be engineered with a consideration of
the humans in the loop. The medical sensors can contribute to
the patient’s records, survivors can collect data on damage in
the natural disaster cases and drivers can contribute data in the
traffic blocking at various locations. Generally, the CPS in the
social space can be employed in the various healthcare appli-
cations through the MCPS.

Medical cyber-physical system

Broadly, social media/space refers to Web-based facilities/
tools that allow quick, easy and wide communication between
individuals. It has great impact in the medical and healthcare
applications as well as it provides a venue for interactive com-
munication between the patients, physicians and health-orga-
nizations’ staff quickly. It allows the transfer of the patients’
files and records easily [22]. This leads to appraising role of
the social media in healthcare applications. Consequently,
SCPS becomes an undeniable force that has great influence
on the medical sector; especially with the evolution in the
medical device industry that employs the embedded software
and the networking connectivity. With the advancement in the
medical devices, it became interesting to replace the devices

Fig. 2 The cyber-physical Human
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that designed to treat the patients independently of each other
by integrating devices using distributed systems that concur-
rently control/investigate the patient’s different physiological
aspects. The combination of embedded medical devices, net-
working abilities and the complex physical dynamics trans-
formed the medical system to contemporary medical device
systems that considered a class of the cyber-physical systems,
which call medical CPS (MCPS) [23]. Generally, there are
several trends that emerged with the use of MCPS including
[24-26]:

I. Improvement networking abilities: Currently, the medical
devices’ networking abilities are mainly used to monitor
the patients via local connection of different medical de-
vices to incorporate the patient monitoring and/or for re-
mote monitoring as well as to interact with the electronic
health records for storing.

II. New software-empowered embedded systems: Due to the
new trends in the embedded systems, new functionality is
motivated by the new software possibilities that devel-
oped the medical device systems.

II. The need for automatic monitor for the patient’s status:
Using an automated controller can deliver continuous
observing of the patient’s state and can handle routine
situations.

IV. New inventions in the health care industry: The develop-
ment in the healthcare devices, such as bio-sensors, ac-
celerated the implementation of cloud computing and
thus the social CPS systems.

V. Development of computer technology and wireless com-
munication: Information technology, networking and
broad mobile broadband networks, motivate the use of

such portable devices to access the Internet services.
Thus, mobile healthcare becomes more popular through
the CPS systems.

Consequently, the MCPS systems combine the embedded
devices, controlling software and communication channel for
interaction [27]. In the current medical technologies, the rapid
progress led to a new healthcare generation as well as new
treatment strategies. The new implemented devices include
implantable/bio-compatible devices, electro-anatomical map-
ping, robotic prosthetics and invasive embedded devices.
MPCS transform the monitoring and computation processes
of the stand-alone system to remote monitoring system. There
are several scenarios for the MCPS applications including
analgesic infusion pumps, patient monitoring and implant sen-
sor devices. The computerization of different medication/
medical devices raises their reliability on a computer system
for further real-time computation. These devices can be asso-
ciated with computer network to eliminate the geographical
barrier during the monitoring process. These medical devices
comprise sensors that sense the different body parts to acquire

the patient information for further access to computing de-
vices for the manipulation and diagnostic decision-making.
The new improvements in the medical sensors, WSN, and
cloud computing provide the CPS a dominant candidate for
several healthcare applications, such as in-home/in-hospital
patient care [28]. These bio-sensors are capable of collecting
vital patient information covering health data. Afterward,
through the wireless communication medium, the collected
data are transferred to a gateway. These gathered data from
the sensors can be accessible to clinicians and stored in a
server. Consequently, security becomes a vital issue, where
the patient data are private. Therefore, for healthcare applica-
tions, special considerations are essential to guarantee data
security while designing the CPS architecture.

Furthermore, healthcare applications necessitate comput-
ing resources for intelligent decision-making based on the
patient data. The enduring research in the MCPS-based
healthcare is endeavoring to use the cloud computing technol-
ogies as a backbone of the CPS systems to develop the sys-
tem’s scalability and to allow real-time data analysis. In the
healthcare domain, the research on CPS is still in its early
phases. In CPS, gathering the patient’s input for effective de-
cision-making. Such gathered input data includes i) active
data, such as digital records and smart feedback system, and
il) passive input data, such as smart devices and/or biosensors
in healthcare environments that can support the data acquisi-
tion process. This arrangement of data gaining and decision-
making system yield to explores in the healthcare applica-
tions. Openings of exploiting CPS in healthcare comprise
the use of coordinated interoperation of adaptive devices as
well as new management concepts for the medical physical
systems using control/computation along with body area net-
works, diminished implantable smart devices, new fabrication
approaches and programmable materials.

The proposed CPS architectures for healthcare applications
[29] are very limited, although many CPS architectures have
been proposed. Wang et al. [30] offered a secured architecture
for the CPS systems in healthcare. A WSN-cloud integrated
framework was applied. Banerjee ef al. [31] introduced the
modeling and analysis of MCPS called CPS-MAS.
Nevertheless, addressing the privacy and security issues was
missed. The authors suggested CPS-MAS framework was in-
terested with safety verification. In included various solutions
for the addressed challenging problems of analyzing and
modeling the complex nature of medical device interaction
with the human body, transport delay, nonlinearity character-
istics and the non-trivial interaction aggregation during the
device networked operation. A drug delivery model example
for chemotherapy and pain relief was addressed. Wu ez al. [32]
suggested an MCPS concept based on service-oriented archi-
tecture (SOA) without including the complete architectural
context. Generally, the CPS applications in healthcare can be
categorized into assisted- and controlled- applications. The
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former (assisted applications) comprise health monitoring
without controlling the patient’s normal living. It is used to
offer medical advice by obtaining real-time physiological data
through biosensors. Such assisted applications can be
employed to support in-home elder people [33].

On the other hand, the controlled applications exist in in-
tensive care and hospitals for medical support. The observa-
tion and monitoring level in the controlled environment is
intense and high. Such applications exist in hospitals, where
information from several sources, including biosensors, bed-
side monitors and physicians’ observations are united to in-
form interventions. These networked closed-loop systems in-
cluding humans in the loop can develop the medical
workflows. In addition, emerging technologies enable the pa-
tients’ remote care showing the effect of different activities of
daily life for healthcare. Combining both the assisted and con-
trolled aspects of healthcare transforms the healthcare system
into a complex, large and safety-critical cyber-physical system
with numerous advantages along with challenges [34].

Generally, healthcare progressively depends on medical
systems and devices that are networked to match the patients’
needs with special circumstances. The CPS research provides
numerous openings and challenges in biomedical engineering,
healthcare and medicine, including image-guided therapy/sur-
gery, intelligent operating rooms/hospitals, biological assays
fluid flow control and the physical/neural prostheses improve-
ment. Devices such as oxygen and ventilator delivery systems
for breathing support, infusion pumps for sedation and mon-
itoring sensors for patient’s conditions are used in several
operating rooms. These devices when collected in a new sys-
tem configuration, it matches precise procedural or patient
needs. The challenge in such MCPS systems is to control
methodologies and to improve systems for operating and de-
signing these systems. Therefore, researchers are interested in
developing networked medical device systems based on infor-
mation technology (IT)-based social services in medical
systems.

Networked medical device systems
and IT-based social services in medical
systems

Electronic circuits’ diminishment, microprocessors advance-
ment, wired/wireless digital networking and new
manufactured materials lead to the replacement of the analog
electromechanical devices/systems by a diverse array of mod-
ern medical devices that based on information technologies
for patient monitoring, diagnosis and treatment. Such medical
devices are associated with other devices in complex config-
urations to structure systems of systems that extent scales from
tiny to ultra-large geographically distributed electronic records
systems using networking [9]. IT-enabled medical devices
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shift to control the passive devices by the human operator
using computing systems. Thus, the actuators and embedded
sensors are actively controlling the patient’s physiological
functions and processes. Modeling, communications, sensing,
embedded computing and incorporation with physical ele-
ments lead to new cyber-physical systems. A CPS system
achieves functionality levels, flexibility and efficiency.

Medical device systems are designed to improve the pa-
tients’ health using the new facilities that modern health care
systems provide including practical health services and med-
ical sensors. Physicians and the medical staff use the embed-
ded device control Smart Medical Devices (SMDs) to contin-
uously interact with the patient or the human body. The MCPS
systems are combinations of physical processes with compu-
tation which are monitored and controlled by the embedded
systems. Generally, CPSs have positively affected a number of
application fields including the healthcare, infrastructure,
communication, manufacturing, transportation and robotics.

For control and distributed sensing, the medical device net-
working can be employed at many levels. Highly distributed
medical-device systems guarantee high quality of service
(QoS), while the ad hoc evaluation of network applications
for medical devices has ensued. Ad hoc endeavors to incor-
porate provider processes and the exclusive medical devices
lead to very insecurely coupled networks that convey data
between devices though PDA, including via IR communica-
tion and Bluetooth, memory stick, barcoding and/or other so-
cial services technologies [35]. Obviously, there is an emerg-
ing necessity for realistically designed high-confidence med-
ical device CPS architectures. Furthermore, the developments
in the medical networked embedded-control systems are es-
sential to guarantee a high level of QoS. Hence, privacy, se-
curity, robustness, extensibility, interoperability, mobility and
patient safety should be evaluated.

Evolution of medical devices

The architecture of the medical devices includes wired and
wireless interfaces that enable networked communication
and medical reports transfer of patients’ data. However, unin-
tended results may occur during the data aggregation across
devices which are designed to operate separately through the
ad hoc network. In health systems, the distributed communi-
cation and advanced networking dominant role is to transfer
the medical information efficiently through the network in
different systems, including telemedicine, home healthcare
services and online clinical analysis. The networked medical
device systems require high-confidence design and
manufacturing of complex medical device systems and soft-
ware such as the implants, different modalities, nano/bio de-
vices and invasive surgical devices [36, 37]. Through the de-
sign of the medical devices, the MCPSs have a significant role
for realistically ensures the high-confidence medical device
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cyber-physical architectures. The development strategies are
essential for the medical device manufacturer to generate ad-
vanced principled, end-to-end, engineering-based progress
tools. Empower active cooperation is essential between indus-
try, government and academia to build the supporting
networking/standards and information technology frame-
works for evolving MCPS systems. In the medical devices
area, the embedded systems (ES) are significant as they have
control functions and can communicate with the engineered
systems as well as with patients. An ES can be considered a
computer system with special-purpose that designed to ac-
complish devoted functions as part of a mechanical device.
The device architecture in the MD systems’ structure is highly
exclusive and depends on professionals to offer input and
assess outputs. Networks can stream data into medical re-
cords, which routinely mine for knowledge extraction that
energies actions host of including computerized treatment.

IT-based social services in medical systems

Traditional social networks are Web-based; however, the
CPS-based social networking comprises physical inputs to
enhance the users’ interactions. For examples, users can share
their sensing information through mobile phones, including,
for example, audio, location, motion and acceleration.
Consequently, the user’s mobility patterns, activities and loca-
tions become transferable information in the cyber world.
Healthcare dramatic changes have driven social service incor-
poration to the lead of health policy and care delivery trans-
formation. The information technology (IT) future relies on
the developing terminologies, including the ambient intelli-
gence and pervasive computing. The ambient intelligence re-
fers to the communication technology prominence in smart
buildings and future homes for healthcare. The SMDS is used
to support health systems and medical methods to provide
healthcare solutions [38]. Embedded systems and CPSs pro-
vided immeasurable advancement in healthcare. Embedded
software is hidden in the hardware components or written in
a coordinated way. The embedded systems involve the micro-
processor inbuilt of tiny device to increase the automated de-
vices intelligence in diverse applications.

Emerging medical device systems

Emerging medical device architecture consists of wired/
wireless interfaces to enable networked device communica-
tion to record patients’ data. These devices require networked
device systems or closed-loop, where patients can be connect-
ed simultaneously to different medical devices. Such devices
can be too, for example, regulate the breathing, to deliver
drugs, or to report a physiological status. These acquired heath
information from the diverse medical devices and sensors
have to be analyzed and aggregated in a coordinated way

through IT-based social services. For example, individuals
may subject to miscommunication, information overload,
and fatigue. These aspects can be combined to contribute as
an adverse patient outcome. In the operating room, many de-
vices can provide life-support functions based on the provided
information by different monitoring devices [39]. Recently,
most of the medical devices include digital technology to col-
lect and to aggregate the device information for further trans-
fer if required to the healthcare providers for some action or to
trigger an independent action by a device. The necessity to
offer healthcare services in a home care situation, or telemed-
icine by remotely transport expert medical practice, or execute
an online clinical lab analysis, further emphasizes the distrib-
uted and networking communication dominant role of medi-
cal information by transferring electronic health records
through social services. Thus, involve control mechanisms
and computing to the serious medical information communi-
cated through networking forms an essential pre-requisite to
high-confidence cyber-physical medical systems to support
the implementation of medical systems. Multiple CPS devices
must interoperate together in order to optimize the patient care
smoothly at a high confidence level.

Wireless sensor networks towards cyber physical
systems

A body area network (BAN) is also called body sensor net-
work (BSN) or wireless body area network (WBAN), which is
a wireless network of computing wearable devices. For health
monitoring, wireless systems/wireless sensor networks com-
prise of several types of implantable, miniature or wearable
sensors. These biosensors are able to measure the important
physiological parameters, such as the blood pressure, respira-
tion rate, heart rate, body and skin temperature, and the elec-
trocardiogram. The acquired quantities are interconnected
either through a wired or a wireless link to a central node,
such as the microcontroller board or a Personal Digital
Assistant (PDA), which then in sequence exhibit the giving
information on the user’s interface or transmit the accumu-
lated vital signs to a medical center. Wireless sensor net-
works (WSN) and mobile ad hoc network (MANET) are
active research areas [32]. Fig. 3 illustrates the common
CPS architecture model [32].

However, the CPS systems are characterized by heteroge-
neous information flow, intelligent actuation/decision and
cross-domain sensor cooperation. Thus, a CPS system can
be employed effectively in several applications.

In addition, human-machine interaction is one of the inter-
esting domains in the MCPS systems. The interaction between
the humans and the medical devices/systems can be in two
ways, namely humans as subjects or humans as operators, i.e.,
users [40]. Patient-specific modeling and simulation is re-
quired to empower patient-specific and adaptive therapies.
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WSN Mobile sensing networks

Cellular/WIFI |
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| Users

|Actuators | Sensors
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Storage/application
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Computing/Intelligent
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Knowledge

| User 1 | | User 2 |

Fig. 3 The common CPS architecture model

Extensive approaches to design interfaces for enabling natural
interaction by allowing: a) shared cyber and human under-
standing of the different system states (both failure and nor-
mal), b) accepting the actions, and c¢) sharing authority be-
tween the medical devices and humans.

Machine-to-machine infrastructures
toward cyber-physical systems

Substantial progress in many domains has arisen recently
through wireless sensor networks (WSNs), wireless body area
networks (WBAN) and machine-to-machine (M2M) commu-
nications. M2M denotes the communications between embed-
ded processors, computers, mobile terminal devices, smart
actuators and smart sensors with/without limited human inter-
ference [18]. The M2M communications have several advan-
tages, including: i) multiple machines can efficiently intercon-
nect in intelligent applications, and ii) the networked machine
is more valued compared to the isolated one. Therefore, the
M2M communications developer produces a several new op-
portunities for healthcare, information industry, smart home
technologies, manufacturing systems and smart grids.
Interfacing of M2M with WSNss, allow the M2M systems to
assemble information via all sensors varieties. The M2M sys-
tems with decision-making capabilities and independent con-
trol can be promoted to an MCPS. In both the physical and
virtual worlds, the CPSs have arisen as a promising route to
enhance human-to object, object-to-object and human-to-
human interactions. Actually, MCPSs would nurture and
adopt WSNs and M2M, where further sensor inputs and richer
network connectivity are required. Foremost differences be-
tween WSNs, M2M and CPSs are from the architecture and
the design philosophy; even they are quite analogous in many
networking features. Generally, WSNs are particularly de-
signed to provide sensor-related data; M2M is used to support
communications with/without limited human intervention,
and MCPSs involve multiple sensing data dimensions, crosses
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the Internet/multiple sensor networks, highlights control func-
tions and constructs intelligence across multiple domains. The
MCPS systems are produced in M2M due to the development
of advanced network techniques, distributed/real-time control,
and cloud computing. They are characterized by having the
cyber ability in every physical component and resource con-
straints, networked at extreme and multiple scales, are closely
integrated, have complex multiple spatial and temporal scales,
have continually reorganized/reconfigured, are high degrees
of automation and closed-loop control, and have dependable
and certified operation.

Medical cyber physical systems, social
network and big data platforms

Big data are high-volume, —velocity, and/or -variety informa-
tion resources that entail new processing forms to empower
improved insight discovery, process optimization and deci-
sion-making. It is referred to a structured and/or un- structured
data collection that is produced by installed physical, mobile
sensing devices, wireless sensor networks, remote (aerial)
sensing, radiofrequency identification readers, chemical and
biological sensors, software logs, software sensors, or any
other data group facility of the CPS as well as the MCPS
systems. This is merged with data that are encompassed in
several socially assembled open sources that is freely accessi-
ble on the World Wide Web. Big data resources include im-
ages, video, text and sound. Big data can diver data from
different sources, overwhelming amounts of data, data to be
abstracted, and data can be used for semantic fusion.
Typically, the big data design to support CPS requires new
concepts to model the 4 V features, classical data structures,
spatial constraints and the time constraints along with the dy-
namic continuous physical world performance.

The major related big data challenges are managing and
exploitation. Information extraction requires qualitative and
quantitative transformation of raw data in diverse contexts.
Numerous CPS search engines apply computer learning
mechanisms for this task. The produced big data type by the
MCPS active components, the required target information as
well as the learning procedures should be known. The synthe-
sized or extracted information either remains interior in the
system or becomes exterior information for the users. The
extracted information needs to be communicated between
the MCPS modules. Future big data management demands
cost effective, advanced information processing forms for su-
perior insight and decision-making [41].

The adaptation capabilities require a new class of devices
for health monitoring system. However, the usage increase for
sensors of low cost and several communication media in
health monitoring have led to a chief concern for the prevail-
ing platforms. The Medical Cyber Physical Systems (MCPS)
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are the system type that incorporates both the physical world
aspects with the cyber space. The systems operate with a set of
embedded devices and control these devices from cyberspace
with a set of command and control statements. Any changes in
the physical world are openly influenced the cyber space. In
health care related applications, MCPS are commonly used.
Small embedded systems can be attached to the human body
in the remote healthcare monitoring system to capture various
body conditions. Afterward, those collected information is
processed locally in real times and only relevant information
are sent back to the cyber space through internet or via mobile.
The common wireless sensor architecture [42] for the Social
PCS healthcare monitoring system is depicted in Fig. 4.

The CPSs have an imperative role in the social networking,
big data analytics, and healthcare application analysis. The
healthcare communities can face rising costs and severe med-
ical personnel shortage. In order to alleviate this situation, the
Pervasive Health Monitoring Systems (PHMS) can monitor
the person’s health continuously in real-time. The monitoring
process is performed using a wireless network of ambient
devices/sensors and medical, called Body Area Networks
(BANSs). The patient’s privacy of collecting health information
by PHMS is protected from acquiring the medical data from
any unauthorized access. The CPS systems are computational
platforms, networked, and extremely embedded in precise
physical procedures to monitor and to actuate several
purposes.

Research directions and challenges in MCPS
for future medical devices

Medical device systems are a leading example of cyber-
physical systems, presenting complex and close sophisticated
treatment algorithms interaction with the system physical

aspects, and particularly the patient. The major challenge is
to ensure and to develop the security, safety, and reliability of
the CPS medical device, since such systems become increas-
ingly interconnected, and complex [34, 41, 42]. Recently, so-
cial networks/services and big data analysis and applications
magnetizes researchers [43—66]. Such interesting technology
is employed recently to support healthcare applications
through cyber-physical systems.

The CPSs can be considered a new pattern of IoT with the
expansion of WSNs, M2M, radio frequency identification
(RFID), inescapable computing technology, network commu-
nication equipment and emerging control model. The CPS
applications have the impact to profit from enormous smart
devices and wireless networks that tolerate the CPS applica-
tions to deliver intelligent facilities based on information from
the surrounding physical world. Thus, one of the challenges is
to provide high-performance CPS systems as a higher IoT
phase. In addition, for the next generation of CPS systems,
concurrent models of computation that are far more predict-
able, deterministic, and understandable will not be included.
Several problems that inspire the researchers are focused on
achieving advances in the formal verification, simulation and
emulation techniques, certification techniques, software engi-
neering processes, software component technologies, and the
design patterns. To fully comprehend the CPS impact, the core
computing abstractions need to be rethought with incremental
improvements. However, effective software orchestration and
the physical processes require semantic models to reflect the
properties of interest. Some research challenges can be ad-
dressed as follows:

* Implementation technologies and platforms to support
engineering- and science-based design and progress;

* New strategies for the progress of principled, end-to-end,
and development tools.

Fig. 4 Common architecture of ——— WBAN Data Aggregation ———>  «—— Communications ——
wireless sensors for Social PCS
healthcare monitoring systems
Medical Medical
Server Doctor
SpO, BP sensor EKG senscr
Human K—  Zimes 5K Internet WLAN (WiFi)
|_. ] Bluetooth or WWAN (3G)
EMG sensor Medical super
sensor
Motion sensor Emergency Nurse
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For MCPS medical systems and devices, supplementary
areas for consideration are:

*  Synthesizing medical information, where the medical sys-
tems advance into CPS. This offers important challenges
in capturing medical information as different physicians
may predict varying treatment regimens for a given
patient;

* In CPS-based healthcare systems, innovative services in-
cluding schedulers to accommodate the reactive and syn-
chronous system are required.

The emerging health cares supported by CPS have the im-
pact to become the cost-effective laboratory/medical technol-
ogy. Consequently, similarity in the devices’ structure will be
extremely dynamic based on the patient-specific medical con-
cerns. This future will be depending on the technology foun-
dation that can offer elastic configuration of embedded sys-
tems with control technologies and networking.
Simultaneously, the information technology must manage op-
timized treatment delivery, diverse device requirements and
stay highly approachable to the rapid changes in the users’
requirements. For extremely integrated control and sensing,
new opportunities are developing as the medical technology
moves to smaller scales due to molecular and cellular dynam-
ics prevail. In addition, more investigations should be directed
toward the Holistic cyber-physical systems in the healthcare
domain to build the next generations of medical CPS devices.
On the other hand, CPS is considered an evolution of M2M by
introducing more interactive operations and intelligent under
the IoT architecture. However, the correlations among M2M,
CPSs, WSNs, and the IoT is still an open research area.

The M2M is an active new field that has numerous signif-
icant challenges, namely: 1) The cloud computing develop-
ment will produce new perspectives to the M2M applications.
Nevertheless, integrating the cloud computing with the M2M
systems requires additional study; ii) Integrating M2M com-
ponents with each other or with larger systems requires supe-
rior system integration skills; and iii) Creating M2M systems
with compound mesh networks is expensive and complex
requiring extensive study. Recently, other challenging direc-
tions concerning the CPS designs have arisen, including net-
work security, energy management, data management/trans-
mission, distributed real-time control, system resource man-
agement, model-based design and, platforms/systems. For
forthcoming CPS systems, it is trial to maximize the QoS,
while minimizing the energy consumption. Furthermore, the
communication consistency is serious when manifold devices
co-exist. For instance, Bluetooth, Zigbee, and WiFi operate
usually on the same ISM frequency band to probably produce
interference.

From the perspective of sociality, the present healthcare has
several design concerns, including: (i) cyber and physical
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security, (ii) intelligent informing, (iii) access control, (iv)
key management, encryption and secure protocols, (v) balance
between availability and privacy, (vi) detection of physical
and cyber-attacks data mining, and (vii) social contexts veri-
fication. In the context of MCPSs, there are different complex-
ity types: (i) static complexity, where the components’ rela-
tionships and number are unchangeable by time, (ii) dynamic
complexity, where the components’ relationships and number
change with time, (iii) co-evolving complexity, (iv) evolving
complexity and (v) self-organizing complexity. These com-
plexities have to be resolved in future perspectives. The CPS
is also powerful into human cognitive processes. For example,
pattern recognition by humans and simplifying them into
models is unclear and not implemented on computers.
Finally, the recent promising domain of the healthcare appli-
cations includes: the medical Internet of Things (MIoT) to
enable healthcare transformation, protecting interoperable
clinical environment with authentication, and embedded, re-
al-time, networked MCPS. Finally, several studies have been
conducted on different Medical CPS applications that can be
considered for further readings [67-78].

Conclusion

The internet and computing revolutions opened up a huge set
of new potentials in control that can impact human life
through transportation means, new health treatments, new en-
ergy management and new services. These complex systems,
which are networked, hybrid and integrated by different sub-
systems, are cyber-physical systems that include human inter-
actions as a central aspect. This consideration is applicable
across the encompassing modeling, algorithm design, control
space, operation, implementation and maintenance. Thus, hu-
man element needs to be rigorously analyzed, understood, and
modeled. In this study, the framework of the cyber-physical
systems in medical and healthcare domain was introduced.
Cyber-physical systems excavate another thread, where the
physical systems can be attacked through cyberspace, which
in turn can be attacked through the physical devices. Thus,
privacy and security are essential for both life quality and
economic security. MCPS changes the dependable system de-
sign rules in the nature of faults. In the physical systems, it is
assumed that the physical failures are liberated and that mul-
tiple, instantaneous failures are improbable. Cyber-attacks can
be immense, presenting instantaneous or specifically coordi-
nated failures. Generally, a considerable way for theoretical
true MCPSs and SCPSs framework is essential. There is no
combined design methodology to resolve the design chal-
lenges and management of the effects of long-term leaning
and self-adaptation of MCPSs. There is a wide knowledge
gap for the engineering and design technologies of
comprehending high-end, non-linear CPSs that are
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interoperable, scalable and available. In order to advance the
state-of-the-art, multidisciplinary operative knowledge syn-
thesis is essential. The association between the M2M, WSN,
MCPS, and the IoT is introduced. Finally, several challenges
were addressed in almost all aspects related to the medical
CPS.
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