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I. INTRODUCTION

Cloud computing refers to the internet based next generation computing systems which are highly scalable distributed, and offers
services to the academic, industrial and scientific communities. The study performed by (1, 2) demonstrated that cloud computing is
one of the top ten technologies in the 21 Century with great prospect of being employed by various organizations and companies
across the globe. It is conveniently accessible and ubiquitous on-demand services which allow the users access to the shared pool of
computing resources such as data storage, services, applications, and servers with minimal management effort or interaction of
providers of cloud services [3]. NISH defined the cloud computing as “a model for shared pool of configurable computing resources
(e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management
effort and service provider interaction” [4]. The cloud computing service model depends on internet for provision of data storage
and applications which are stored on the servers; and the customers access these services using the web browsers [5, 6]. Hence, the
cloud computing efficiently and effectively makes use of many computing technologies including Web 2.0, service-oriented
architecture, virtualization, and many other technologies depending on the internet for their executions [7]. Cloud computing is the
representation of maturity of the foregoing technologies which provide services to the customers in the market [8, 9]. The cloud
computing as an internet-based service model has two key characteristics; elasticity and multi-tenancy. The elasticity enables the
services of the cloud computing as scalable, and provision of the services based on the demands and preferences of the customers,
whilst the multi-tenancy is related to the provisioning of the services to multiple customers while maintaining the same level of
quality and services [10, 11]. Both features intend to improve the agility, collaboration, rapid adaptation to the demand triggered
fluctuations utilization of resources and availability of services without spatio-temporal restrictions in the cost-effective manner
[12]. Due to ability of the cloud computing systems to provide with wide range of services ranging from computationally intensive
services to the light-weight applications, they have assumed tremendous attraction for the different levels of business operations
depending on IT resources [4, 12]. The adoption of cloud computing enables the organizations to reduce the upfront IT investment
for purchasing IT infrastructures, software development and licensing various applications. Besides, governments showed an
expression of interest in adopting the cloud computing applications in order for reducing the operational costs of the public projects,
and enhancing the reachability, availability, and capabilities of their services delivered to the public domain [13, 14]. Although there
is the plethora of benefits of the services and applications delivered to the customers through the cloud computing model, but there
are significant issues and challenges in the way of successful adoption; and the most important one is the security issue which is
reported to hamper the adoption of cloud computing in different organizations [5, 14]. As the cloud computing model is still in its
infancy, due to which it involves uncertainty at different levels such as applications, data storage, data access points, network,
hosting. The Service level agreements (SLA) does not include specific guarantees about the security and privacy of the customer’s
data hosted on the servers of the cloud providers [15, 16]. The data from the multiple tenants exist on the same server without solid
security controls over the data from each individual user. In addition, the instance of hosting valuable data from the customers on
the publicly accessible servers enhances the probabilities of attack from malicious agents [17].

Considering the stance of the cloud provider on the security issue, they are reluctant to the guarantee securities due to increased
expenditure required to purchase security licenses and solutions, burden on the resources and complicated nature of security issue in
terms of achieving permanent success in the context of delivery of cloud computing services (discussed in the later sections of the
paper). However, putting the security issue on the backburner is the not the solution, as it does cast negative impact on improvement
of productivity, performance and revenues of the cloud providers. Therefore, it is paramount to identify the key security issues
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periodically due to dynamic nature of the cloud computing services, analyse the root causes and put forth the potential solutions to
resolve such issues. This will be useful and resourceful to the cloud providers and security solution vendors in terms of having
improved insight into the security challenges and subsequently in tackling the security challenge in more effective and efficient
manner. Furthermore, out attempt in reviewing the security issues is also important for researchers to identify the gaps and emerging
dimensions of the security issue in order to plan the future research projects for combating with this issue effectively.

Il. PREVIOUS WORK ON THE SECURITY ISSUES

The issue of security has been dissected by previous researchers from different perspectives in the cloud computing services. The
security issues to cloud computing Cloud computing are discussed by [4], the authors analysed various case studies of developers,
cloud providers and customers in order to highlight the security issues. Another research showed some security related barriers in
adoption of cloud computing such as instances of compromise on customers’ data, vulnerabilities, risks and impact on the business.
Similar results were produced by many other studies [6, 7]. The security issue related to SLA were discussed by Balachnadra et al
[56] with the objective of highlight security risks to the data stored in the servers, data recovery and data segregation. Kreimer et al
[57] dissected the security issues such as risks to privacy of valuable or highly sensitive data, payment and integrity of data; and
they described various standards for management of security issues: open virtualization format, ISO/IEC 27001 and ITIL. Some
studies have described the security issues encountered by only the technical side of cloud computing such as attacks due to
flooding issue, XLM based attacks [Kreimer et al., 2010]. Some research works highlighted security issues related to the cloud
platform based services [18, 19]. Hashizume et al [21] discussed main vulnerabilities of the cloud computing services and grouped
the threats. Subashini et al [10] analysed vulnerabilities to the SaaS model, and focussed only on the service delivery related
security issues.

In our research paper, we focussed on cloud computing services presented as part of different layers in the cloud computing
architecture, and root causes of security issues associated with each layer and characteristics of the cloud computing as discussed
by the previous literature. The presentation of security issues in cloud computing in an organic whole will help the researchers to
better understand the security risks and provide solutions based on empirical research.

ILLSECURITY IN THE THREE-LAYERED CLOUD COMPUTING MODEL
The cloud computing offers the services to customers in three domains which constitute each layer, thereby giving rise to three
service models under umbrella of the cloud computing. The first layer provides the services in the domain of software and related
applications, and is called software as a service (SaaS) layer. In this layer, different software and applications are operated on the
cloud provider’s infrastructure, and the customers are allowed to access these software using thin interface called web-browsing.
The example of SaaS is a web-based email (14).
In the second layer, the services are provided using the platform, and are referred to “platform as a service (PaaS)” (35). The
customers are allowed to use the platform authorised by the cloud provider to develop their own applications and software without
reliance on installation of platforms on their machines. For example, the consumers develop the higher-level services from the
software development frameworks and operating system support offered by the cloud provider (36). The third layer is called
infrastructure as a service (laaS) which has the capability to provide for customers with different computing resources, data
processing, networks and storage, and allows the deployment of arbitrary software including applications and operating support
systems (37).
Considering the security implications to the SaaS, the provision of the security rests with the cloud provider due to increasing
degree of abstraction and minimal control of customer over the functionality and extensibility. In contrast to SaaS, PaaS offers
greater degree of control and extensibility to customer over the services, which is mainly because of the relatively less level of
abstraction involved in designing these services. laaS even provides with more control to customers over managing security in
comparison to PaaS and SaaS [Mather et al., 2009].
Understanding the interdependencies of 1aaS, PaaS and SaaS is vital for analysing the security problems encountered by the cloud
computing services [Cloud Security Alliance, 2011]. The relationship between these layers can be seen in the figure 1, and it can
be seen that laaS comes forms the foundation on which both PaaS and SaaS are supported, which indicates that any violation of
security to the SaaS will influence the security parameters of the PaaS and SaaS and vice versa. This also demonstrated that if
attacker launches malicious attack on the security of any layer, it most likely affects the security of other layers as well due to their
interdependent relationship. On one hand, each layer of the cloud computing carries some flaws which are prone to security
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attacks; on the other hand, there are some security challenges which may affect all of these cloud computing layers due their
relationships with each other [Chang and Ramachandran, 2016].

4

Cloud Computing Physical Infrastructure

Figure 1: The relationship between three layers in cloud computing infrastructure

Furthermore, the security risks come from controlling the individual layers by different providers, which may complicate the
security threats. For instance, SaaS provider relies on the PaaS provider for the provisions of development environment [20, 21,
22], similarly, the PaaS provider depends on the laaS provider for provision of infrastructure. Importantly, each provider is
responsible for the control of security threats to the services provided by his services. Against this backdrop, it become even more
difficult and confusing to locate the responsibility of a cloud provider in the event of an attack [23, 24, 25]. Taken together, the
security challenges encountered by the cloud computing layers/models are complex in nature, and demands the diagnosis of root
causes of each problem whenever and wherever it is faced.

IV.SECURITY ISSUES TO SOFTWARE-AS-A-SERVICE (SAAS)
Under SaaS model, the cloud provider provides various applications and services ranging from businesses applications (e.g., ERP,
CRM, SCM) down to conferencing software and email [26, 27, 28, 29, 30]. The customers adopting SaaS services may face
security issues at four levels: applications, multi-tenancy, data security and accessibility.
Applications are developed by the SaaS providers, and provided to the customers though internet medium using the web-browsing
option. The web-based applications carry risks and vulnerabilities to the security attack from the malicious agents targeting the
web-browsers in order for stealing the sensitive data and compromising the functionalities of the user’s computers [31, 32, 41].
The security challenges to the SaaS applications are the same as that of web-based applications. However, the security solutions
developed for normal web-based applications could not prove effective against security attacks targeted at SaaS ones; therefore,
new approaches and solutions are required to tailored in order to thwart attacks on SaaS sponsored applications. Open Web
Application Security Projects concluded the similar findings, and identified ten most critical security threats to the SaaS [33, 42].
Multi-tenancy exposes the SaaS to some security vulnerabilities such as data leakage. In multi-tenancy, the SaaS provider provides
the services to the multiple users in the single instance, and the data is more likely to be stored in the same database [33, 34, 43].
Saving data in the same database from multiple users enhances of the risk of data leakage between the users [44]; therefore, the
previous it is quite incumbent upon the governmental agencies and cloud providers to devise the policies concerning the storage of
data from each user separately [24, 25, 35].
Data security is the prime concern of users, which is reported to be a major obstacle in the ay of adoption of SaaS by the
organizations, and this concern is exacerbated by the fact that users of SaaS reply on the SaaS providers to manage the security
risks with less control at their disposal [12, 21, 36]. In SaaS model, the organizational data is processed and stored by the users,
which are stored on the provider’s datacentres. Hence, the providers are responsible for ensuring the security and privacy of the
attack or diver any security threats to their datacentres. In addition, the cloud providers also provide the data backup services in the
case of any disastrous situation, however it inherits security risks in its own right. There is also tradition that cloud providers
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subcontract with the third part to hire the data backup services, and often there is no compliance frameworks or regulations exist
between the providers and subcontractors [27, 30]. In the provision of SaaS applications, the providers bear the responsibility of
stipulating the policies regarding data segregation, privacy and security which must not only be followed by providers and they
also be implemented at the level of third parties subcontracted by them [32, 37].

V. SECURITY ISSUES TO PLATFORM-AS-A-SERVICE (PAAS) MODEL
Two forms of security issue are faced PaaS. The first one is related to the PaaS platform, and second one is associated with the
applications hosted on PaaS. As these applications are derived from either the PaaS providers or the web-based components
offered by third parties. The security of PaaS is the whole responsibility of the PaaS provider, however, the security of their part
web-based applications is not promised or guaranteed by the providers, which means that they are vulnerable to web-based
security attacks.
The service oriented architecture used by the PaaS model is also vulnerable to security threats such as Man-in-the-hole attack,
replay attack, DOS attacks, XLM attacks, input validation associated attacks, and dictionary attacks [9, 16]. The researchers have
pointed to the development of WS-security standards and authorization and annual authentication in order for controlling the
security threats posed to the PaaS [8, 11, 20]. In addition, there is acute need of policies which should distribute the responsibility
of managing PaaS security threats among the cloud providers, users and the third parties.
In addition, the APIs are delivered by PaaS providers to organizations in order to fulfil their business, security and management
functions, however these APIs may offer some security risks to the user’s data as they are provided with security standards and
controls. The APIs should be provided with strict controls and standards to ensure security such as OAuth [46].
Additionally, the applications hosted on PaaS are changed frequently because developers face the dilemma of securing the
applications. The changes in applications affects the security of PaaS and system development life cycle [21]. The developers must
realize the fact that each change in the applications can increase the security risks to them, therefore, changes should be planned in
such a way that they should not affect the integrity of application [47, 42]. The developers should be educated about the secure
application development techniques in order to minimize the vulnerabilities of PaaS application to security threats [29. 48].
Storage of data in different locations under different legal arrangements may also pose serious security and privacy risks, and this
demands the education of developers about legal regimes and their impact on the security of PaaS [8, 12].

VI. SECURITY ISSUES TO THE INFRASTRUCTURE-AS-A-SERVICE (IAAS)
laaS model of cloud computing offers a wide range of service in the form of virtualized systems such as networks, servers and
storage which are accessed via internet [17]. The users are allowed to run any arbitrary software of their interest while keeping the
full control on the allocated resources [49]. In contrast to other two models (PaaS and SaaS), the users have better control over the
security of applications as long as long there is no security holes in the “virtual machine monitoring’ [47]. Nonetheless, the
underlying processes, computing, storage infrastructure is not under the control of users, as they are under direct control of cloud
provider. The security issues in laaS may result from mobility, communication, modification and monitoring processes which
must be regulated to minimize the security threats [51].
Virtualization enables the users to create, copy, migrate and share the contents with other users, and this creates new opportunities
for malicious attackers to manipulate with shared or migrated information [31, 43, 44]. Thus security of virtual machine is as
important as that of physical machine, and flaw in either of them compromises the security of the laaS applications [19]. Virtual
machines are infected by malwares and viruses in the same fashion as does the physical machines. However, securing virtual
environments is far more complex and challenging due to interconnection complexity and uncontrollable entry points compared to
physical machines. In addition, the virtual machines have both physical and virtual boundaries which further render the existing
solutions futile to secure the virtualized environments [24].
Hypervisor i.e. virtual machine monitor is the low-level software which is introduced to monitor the functionalities of the virtual
machine. The migration module transferring the hypervisor to virtual machine can be comprised by the malicious agent which can
transfer the virtual machine to a malicious server [54, 55]. In addition, the virtual machine is migrated between physical servers in
order for performing different optimization functions such as maintenance, load balancing and fault-tolerance. Though this feature
is really useful, but it creates opportunities for attackers to steal the virtual environment during migration process, thereby raising
security issues to the virtual machines [52, 53, 47].
Furthermore, there is a common rule that when more than one virtual machines are located on the same server, they can share all
resources between each other including memory, CPU and I/O. This renders the virtual machine prone to the malicious attach. For
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instance, a malicious virtual machine may communicate with other authentic virtual machines by bypassing the rules defined by
security module of virtual machine monitor, thereby stealing the valuable information about the virtual machines [21].

In contrast to the physical machines, virtual machines have the ability to store templates with the information regarding their
original users, which can be seen by a new user working on the virtual machine, whereby compromising the data security of
individual users. Compared to the physical machines, the virtual machines can be exposed to injection of images carrying
malicious codes in the files or templates of the virtual machine or even the stored images can be stolen from the virtual
environment. Therefore, it is paramount on the cloud providers to guarantee the security of virtual images repository in order for
minimizing the security threats [46, 49].

The rolling back to the previous state is another important feature of the virtual environment in the event of errors, nevertheless,
this very feature exposes it to the vulnerabilities and security threats. Rolling backs require the user to take ‘snapshot’ of the
virtual machine, which may propagate the configuration errors and expose the virtual machine to security risks from the malicious
agents [12, 44].

The network infrastructure sharing among different users renders the virtual network vulnerable to attacks, as the sharing of
resources provider’s opportunities to attackers to perform the cross-tenants attack [20]. Many studies have pointed to the potential
of interconnectivity enhanced by the virtual networks to increase the probability of attacks on the virtual environment [51, 52].
Some studies suggested to configure virtual networks using routed and bridged approaches for minimizing the security threats,
however, it was found that these approaches more likely increase the chances of sniffing and spoofing related attacks on the virtual
networks [45, 52].

VII. CONCLUSION

Though cloud computing services and applications hold great promise to fulfil the customer’s requirements, and represents the
matured form of IT technologies, but the adoption of these services among the organizations and individual users is still slow
which is mainly because of the security issues encountered by the cloud computing services. Our paper discussed the
vulnerabilities of the cloud computing model (s) to the security attacks, and potential solutions presented in the literature. We
discovered in the literature that most of security threats results from the technology associated issues such as virtualization and
service oriented architecture. Interdependency of three layers/models (PaaS, laaS, SaaS) also make the cloud computing services
vulnerable to the security risks. Multi-tenancy is really important dimension of the cloud computing services, and is a source of
security threats, which require the vertical solution from the SaaS layer to the infrastructure layer. Such solutions may involve the
development of physical-like boundaries separating datasets of users from each other. The solutions already existing for the
physical environment are non-applicable to the virtual environment. The traditional security solutions for data protection, hosting,
and web-applications are discussed, but they are immature to be applied for minimization of security risks to the cloud computing
applications. As discussed in paper, the virtual networks, data storage and virtualization are exposed to security threats in cloud
computing. The level of security threats different between three layers of cloud computing: laaS, PaaS, SaaS.

Based on the security issues discussed in this paper, we proposed the following solutions to thwart the security risks.

A. The security solutions should focus on the abstraction issue, during which all security risks should be modelled at the
development stage and holistic approach should be adopted to reduce the impact all possible risks to security of cloud
computing.

B. Security solutions should be made inherent to the cloud computing architecture where flexibility and elasticity should be
hallmark to the cloud computing applications.

C. While maintaining the multitenancy arrangement for maximization of resources, vertical solution for separation of users’ data
from each other should be integrated into the cloud computing datacenters.

D. The developers should be educated about the impact of changes on security, flexibility and periodicity should be enhanced in
the process of development of applications.

E. The developers should consider the use of secure techniques and approaches which can improve the flexibility and efficiency
of applications.
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