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ABSTRACT The use of new technologies to empower the social co-governance of food safety is a consensus in
the theoretical and practical fields of food safety governance modernization. Based on the innovative features of
the block chain such as non-tampering, consensus mechanism, and a smart contract, this paper proposes a new
method to facilitate the achievement of the effect of social co-governance of food safety. Firstly, it provides a
profound analysis of the causes of food safety problems and the drawbacks of traditional centralized supervision,
and proposes a solution with decentralized features and the design process of smart contracts to realize the
chaining and integration of finite credible data in the process of food circulation; secondly, it constructs a
mathematical model through finite credible data on the chain and obtains the probabilistic consensus results of
food safety through rigorous derivation; Finally, the scheme, model and algorithm are effectively practiced
through the experimental environment of mature block chain platform and provincial food supervision platform.
The example shows that the market failure problem in food safety can be greatly alleviated by the
non-tampering feature of block chain; the consensus results formed by the credible data uploading, model
construction and data derivation through smart contracts can greatly alleviate the problem of involution of
government administrative supervision; and the social co-governance capacity of food safety can be improved

through information sharing with the active synergy of multiple subjects of co-governance.

INDEX TERMS Block chain, Food safety, Finite credible data, Probability consensus, Social co-governance

I. INTRODUCTION

"The country is based on the people, the people are based on
food, and food is the first priority", Food safety is closely
related to people's lives, and with the development of
economic globalization, food safety is one of the most
important health issues in the world today [1]. At the present
stage, the food safety situation in China is still serious, and
food safety has been ranked first in the "Top 10 issues of
concern in the process of China's overall wellbeing"
evaluation held by {Well-off) magazine for many years.
"Sudanese Red Duck Eggs", "Melamine Milk Powder",
"Gutter Oil" and "clenbuterol" are among the most publicized
incidents. They have touched the sensitive nerve of the whole
society, seriously affected the credibility of the government,
harmed the interests of the people, and brought great harm to
the physiology and heart of the masses. Due to China's
top-down supervision system, local governments have been
implementing "developmental localism policies" due to local
taxation, reputation, and leadership performance, and have
been concealing or under-reporting malignant food safety
incidents, and the actual situation of food safety is much
worse than the statistics of the relevant departments. As
General Secretary Xi Jinping emphasized [2], food safety is
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first and foremost a matter of "management" and "production”,
and the application of new technologies to empower food
safety management and promote the transformation of food
safety supervision mechanisms to ensure the health of the
nation, industrial safety and social stability is an important
issue that needs to be addressed. This is an important issue.
Block chain began with the seminal paper "Bitcoin: A
Peer-to-Peer Electronic Cash System" [3] published by a
scholar alias "Satoshi Nakamoto" in the Cryptography Mail
Group in 2008, and has been receiving high attention from
academia and industry because of its decentralization,
time-series data, collective maintenance, programmability,
and security and reliability. In terms of technical architecture,
both Bitcoin [3], Ethereum [4], and the most widely used
alliance chain Hyperledger Fabric [5], which can be divided
into five layers: network layer, consensus layer, data layer,
smart contract layer, and application layer [6]. In the network
layer, Bitcoin and Ethereum use TCP protocol, and
Hyperledger Fabric uses HTTP/2 protocol, and the
decentralized nodes are connected to each other in a flattened
way; in the consensus layer, block chains mostly use machine
algorithm consensus [7], which mainly includes Proof of
Work (PoW), Proof of Stake (PoS), and Practical Byzantine
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fault tolerance (PBFT), among which Bitcoin and Ethereum
mainly use PoW or PoS mechanism, and Hyperledger Fabric
mainly uses PBFT algorithm. In the data layer, each block
consists of two parts: block header and block body; block
header stores Merkle root, previous block hash value,
timestamp and other data; block body stores transaction data;
blocks are connected by hash pointers to form a block chain.
Bitcoin uses a transaction-based data model, while Ethereum
and Hyperledger Fabric use an account-based data model; in
the smart contract layer, transaction logic and business rules
for accessing state data are defined by code, and external
applications access the blocks through smart contracts and
realize decentralized computing according to the contracts,
Bitcoin’s smart contract is a simple set of instructions,
Ethereum provides Ethereum Virtual Machine, EVM as the
sandbox environment and supports scripting languages such
as Solidity and Serpent, while Hyperledger Fabric uses
Docker containers as the sandbox environment and supports
high-level languages such as Go and Java. In the application
layer, Bitcoin mainly implements digital currency transactions,
Ethereum supports decentralized applications in addition to
Ethereum transactions, and Hyperledger Fabric mainly
provides enterprise-oriented block chain applications. In
terms of developmental stages, the block has mainly gone
through three stages: cryptocurrency transactions represented
by Bitcoin, distributed ledgers based on the block chain
underlay, and enterprise applications based on programmable
extensions. The combination with the food safety field is
mainly to use the tamper-evident and traceability
characteristics of block chain to realize a decentralized
traceability system for the circulation information of the
whole food chain [8], and some literature [9] constructed a
framework for product traceability applications based on
Ethereum's smart contracts, and both theoretical studies and
experimental cases show that this innovative new technology
of block chain will have a positive effect on food safety.

This paper proposes a new approach to promote the effect

which introduces the background of the existing food safety
research object and the block chain; the second section is a
research foundation, which compares the historical process of
food safety regulation, clarifies that the social co-governance
of food safety is an inevitable trend of social governance
modernization, and analyzes the drawbacks of the centralized
technical structure and its resulting "involution" of the
governance effect; the third section is the solution and smart
contract design, which gives a problem-oriented solution and
smart contract design process based on the decentralized
features of block chain, realizes the chain and integration of
finite credible data in the food circulation process, and builds
a mathematical model based on finite credible data; the fourth
section is the probabilistic consensus model and solution,
which obtains the probabilistic consensus of food safety
through rigorous mathematical; the fifth section is the
experiment and analysis, which combines with the provincial
food Internet supervision application system to build a "block
chain+" food safety probabilistic consensus prototype system.
The application of the system and the analysis of the
examples show that this scheme is an effective example of
modernized food safety governance based on innovative
technologies such as block chain, which can eliminate the
market failure caused by information asymmetry between
supply and demand with the active synergy of multiple actors
in the common governance.

II. RESEARCH BASE

A. THE EVOLUTION PROCESS OF FOOD SAFETY
CO-GOVERNANCE
According to the development of China's food management
mechanism, food industry and food hygiene status, China's
food safety supervision has gone through several development
stages [10], and here the practical history is summarized into
five stages (as shown in Table I below) with the mainline of
China's food safety supervision system and economic

of social co-governance of food safety by using the development.
technological innovation characteristics of the block chain
from a new perspective. The first section is an introduction,

TABLE I

China's food safety supervision through the development stages

NO Stage Time period Main security risks Regulatory means
Government-enter "o
1 prise unification 1949 to 1978 Pre-market” risk due to - The "directive plus control" approach
stage underdeveloped productivity
. Food quality and safety due to . -
5 Mixed and 1979 t0 1993 market competition and A mixed approach of traditional

excessive stage

3 External 1994 to 2002
supervision stage .
interests

4 Segmented 2003 to 2012
regulation stage
events
5 Towards a phase 2013 to present

of co-governance

profit-driven
Artificial quality and safety
risks driven by economic

Systemic and global
characteristics of food safety

Food safety is influenced by
multiple factors risks

control and modern regulation

Legalized regulation of food hygiene
management

Segmented regulation as the main,
supplemented by variety regulation

Social co-governance of food safety

The main cause of food safety problems is the asymmetry
of information between supply and demand (also known as
"market failure"), which requires administrative intervention
by the government, However, as the complexity of food risks
progresses, the limitations of the government itself come to
the fore (also known as "government failure"), and in
response to this double failure and rising social concern, in
2013, Vice Premier Wang Yang, who is in charge of food

safety, for the first time explicitly proposed to build a social
co-governance model for food safety, with corporate
self-regulation, government supervision, social collaboration,
public participation, and legal protection [11]. The research
on social co-governance of food safety in western developed
countries is earlier than that in China. Fearne et al. [12]
introduced social co-governance into the field of food safety.
At present, the consensus has been basically reached at the
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conceptual level [13]. At the operational logic level, the
theory of public governance breaking through the simple
thinking of dividing the government and the market, the
various forces in society can exert their respective advantages,
has strong complementarity, and efficiency will increase
dramatically. It also makes the prevention and control of food
safety risks from the traditional punishment-oriented to the
modern preventive orientation [14], David [15] analyzed and
discussed the function, role and governance boundary of each
participant in the co-governance system.

The path of food safety development in China is different
from the free market to the regulatory state in the West. China
established a modern regulatory system under conditions
where both the market and society were not yet mature, and
the pluralistic system of co-governance is not a copy of the
Western governance model, but a summary of our experience
in practical exploration. Liu Peng et al. [16] analyzed China's
20-year exploration of the U.S. food and drug regulatory
model from both vertical and horizontal dimensions, while
Chen Lupin [17] et al. conducted a comparative analysis of
social governance systems from the perspective of the legal
system and the participating subjects, clarifying the main
responsibilities of the government as a governance subject in
a co-governance system. Hu Yinglian [18] et al. summarize
the theoretical content and action plans of food safety
strategies based on a "mission-structure-action" framework;
some literature [19] also focuses on the construction paths and
practices of social co-governance for food safety, reflecting
on the problems and difficulties faced in building the system
and its functional design. In conclusion, modernization of
food safety governance in China through collaborative social
co-governance is the trend of development and a consensus in
both theoretical and practical fields in this new situation.

Institutional innovation needs to be effectively supported

by technological innovation, and the two are intertwined to
1

drive social progress, and co-governance of food safety is no
exception. In keeping with other industrial development paths,
food safety information technology is at a single stage of
coverage, with a vertical chimney system in place. The
concept of "intelligent food safety" has been introduced in the
media and in government documents under the national "big
data, big platform" approach to data sharing [20], but most of
the current systems are built around monolithic government
supervision, in keeping with the "involution" of government
administrative agencies, and the high investment in
information technology regulation does not lead to high
performance in food safety governance. Block chain, as an
innovative new technology, can effectively support and
realize the change of thinking from traditional regulation to
comprehensive governance. Blockchain-based regulatory
technology, building an embedded and technology-assisted
organic regulatory path to solve the dual failure of
government and market and considering the characteristics of
the technology itself is one of the effective methods to build a
social co-governance system for food safety [8]. With the
gradual improvement of the basic layout of the block chain,
the combination of block chain and business is expanding to
multiple fields. At present, the combination of block chain
and food safety mostly stays in the traceability mechanism
formed by the non-tampering feature of block chain, which
solves the problem of the establishment of the trust
mechanism in the whole process of the food supply chain.
Figure 1 A four-step ASMI method (A-analysis &
identification, S-synthetization & categorization, M-match &
mapping) was used. I-Inference & Conclusion) analyzed the
applicability of the block chain in food safety co-governance,
and combined the technological innovation of the block chain
with social co-governance of food safety. It will surely
generate new kinetic energy and bring breakthroughs in
theoretical mechanism and practical application.

)iy
( Pain Points ) |:> ( Reasons for pain points j |:> (

Pain Point Cause g> Blockchain value and g> Does it apply?
Categories features PPy

‘AT Information asymmetry
between supply and demand
A2 High cost of effective

A information disclosure
M?IkEt |:> A3 Information cannot be v
iilvie effectively traced ‘
A4 Enterprise credit system is ‘

not perfect .’\
BT single dominant regulat “
|_E single dominant regulatory ‘.v‘;“

ower is weak

Problems B2 Long process and

costly and inefficient «
B4 Poor positioning of '

government functions ‘
C1 No effective participation ‘

C

hannels and mea
Low

C2 Fragmented and non-

ransparent information

participation
of social
forces

C3 Low motivation for
individual participation in
societ

FIGURE 1.

B. AN OVERVIEW OF BLOCK CHAIN SMART
CONTRACTS
Nick Szabo [21] first introduced the concept of smart
contracts in 1994 and defined them as "a set of digitally
specified promises, including protocols on which contract
participants can execute these promises”. In simple terms, a
smart contract is a process in which all the connected
agreements between people, protocols and networks are
programmed and run-on distributed nodes. Before the advent
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Schematic diagram of ASMI four-step analysis of food safety scenarios combined with block chain

of block chain, smart contracts were not used in practice
because it was difficult to ensure proper execution of
contracts in a decentralized situation. The basic operational
framework of a smart contract is shown in Figure 2. The
execution of the smart contract code mainly consists of the
following six steps: 1) the client outside the chain sends a
request to the API service interface of any node when needed;
2) the API service interface of the node receives the request
and sends a valid instruction to the local node to start the
smart contract through the virtual machine (VM); 3) the
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receiving node creates a sandbox execution environment to
start the contract code; 4) the contract is effectively executed
process, the relevant local state is updated; 5) after the
contract execution is completed, the receiving node confirms
the transaction to the local; 6) after the receiving node
confirms the completion of the transaction locally, it
broadcasts the transaction to other nodes and reaches a
consensus state through the consensus algorithm.

Bitcoin scripts are some simple stack-based instructions
that do not satisfy Turing completeness, and there is no smart
contract in the strict sense. Because the security of the
contract code cannot be guaranteed, generally smart contracts
do not run directly on the block chain nodes, but in an isolated
sandbox environment. Due to the effective isolation of the
sandbox, the contract and the host node cannot interfere with
each other, limiting the scope of malicious code. More mature

Clie"m
|

sandboxes currently include virtual machines and containers,
of which Ethereum uses virtual machines and Hyperledger
Fabric uses containers.

Overall, smart contracts have not yet been widely used in
the commercial sector, but their technical advantages in terms
of certainty, consistency, terminability, observability and
verifiability, decentralization, efficiency and real-time, and
low cost have been widely recognized [22]. After 2015 (the
first year of block chain), research institutions at home and
abroad have set off a wave of research on block chain and
smart contracts, and the current research phase of block chain
has separated digital currency and block chain technology,
and block chain 2.0 based on smart contracts can be suitable
for more complex application scenarios and generate more
advanced functional requirements.
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FIGURE 2. Basic operation mechanism of block chain smart contract

III. SOLUTION AND SMART CONTRACT DESIGN

The food traceability process can be mainly divided into three
segments: production, distribution and consumption (as
showed in Figure 3), and the flow of food transaction entities
proceeds from right to left in Figure 3 (indicated by yellow
arrows). Ideally, the flow of entities should be synchronized
with the corresponding transaction information. In reality,
however, the information corresponding to the entity flow and
the information transmitted by the information flow is not
consistent (marked by red prohibitions in Figure 3), and the
information flow from one link to the next is not consistent
(marked by blue prohibitions in Figure 3), which leads to
information asymmetry between upstream and downstream
participants in the food supply chain. This ultimately leads to
the fact that consumers can only obtain a subset of
food-related information or false information and are unable
to make effective purchasing decisions, which is referred to as
market failure. To solve the problem of market failure, strong
government regulation is needed. Compared with the
traditional manual sampling and testing methods, information
technology means to support the wuse of centralized

supervision, that is, through the identification (generally
including food natural fingerprints or additional RFID tags in
two ways), the whole process of information will be collected
in full volume, and then based on the full amount of
information regulation and analysis, to achieve the
effectiveness of administrative supervision. However, low
promotion and high cost of the full-volume information
collecting scheme make it difficult to present the effect of the
centralized supervision method, and it is difficult to solve the
problem of government supervision failure. Based on block
chain non-tampering and smart contract technology, this
paper proposes a method for reaching probabilistic consensus
on food safety (as shown in the design framework in Figure 3),
which obtains some information in the flow of food orders by
means of smart contract interface docking and stores the
information tamper-evidently on the block chain, derives
probabilistic consensus results on food safety through the
derivation of trusted information on the chain, and ultimately,
the reliability of the probabilistic food safety consensus
results is effectively enhanced through the active participation
of participants in multiple sessions.

VOLUME XX, 2021

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOTI 10.1109/ACCESS.2021.3108178, IEEE

IEEE Access

Access

Li Yan et al.: Method of reaching consensus on probability of Food Safety based on the Integration of finite credible data on Block chain

Limited credible information

Probability consensus

results

4 4@ Block }4—{ }Black‘; }47 4—{ Block} }4—{ Block }43

»@ ,,,,,,,,,,

i sampling
| contract

Block-Chain

Centralized
Scheme

Consumption

Entity flow

Circulation

Production

Information flow

A. PROBABILISTIC CONSENSUS SMART CONTRACT
FOR FOOD SAFETY

The food safety probability consensus smart contract requires
the participants in each link of food production, distribution
and consumption to submit the authenticity data that need to
be stored according to the requirements agreed in the contract.
Since the block chain infrastructure platform generally
provides public and private key authentication management
methods for identity authentication, the contract design in this
paper omits this part and focuses only on the algorithm
description of the business logic in the contract.

The ex-factory contract mainly refers to the need to
effectively transfer the manufacturer information and food
information to the smart contract through the smart contract
structure when the food is shipped from the manufacturer and
stored on the chain. The specific algorithm logic is shown in
Protocol 1, where m represents the food manufacturer and ¢
represents the interface of the smart contract.

Protocol 1: Food exit contract
1 Procedure FoodExitFactory(m,c)
2 mexecutes:

3 generate a json string
str={id,name ,number,...}

4 send str to ¢

5 ¢ executes:

6 if (m,str)#® then

7 add (m,str)

8 return indexed( ¢’ )//index is used to
search logs

9 end if

10 End procedure

The circulation contract mainly refers to the process of
food in different circulation links, which requires food
information to be passed and stored on the chain in
accordance with the requirements of the smart contract during
the order delivery process. The specific algorithm logic is
shown in Protocol 2, where u, represents the upstream
manufacturers of food distribution, d,, represents the
downstream manufacturers of food distribution, and ¢
represents the interface of the smart contract. It is important to
note that this contract takes the information transfer of the
consumption link as a way of circulation, which is unified in
the circulation contract, and d,, represents a final consumer at
this time.

Protocol 2: Food circulation contract

1 Procedure FoodCirculation(um,c,d,n)

2 uy,executes:

3 generate a
str={id,name ,number,...}

json string
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FIGURE 3. Block chain-based probabilistic consensus general design framework

4 send str to d,

5 d,, executes:

6 send (um,str,dy) to ¢

7 ¢ executes:

8 if (um,str,d,,) #P then

9 generate a nonce to d,

10 end if

11  d,, executes:

12 Sign{ (um,str,dy), nonce }to ¢

13 send (id,name,N) to c/lupload current
inventory information

14 ¢ executes:

15 add (um,str,d,)

16 add(id,name,N)

17 return indexed( ¢,” (str) )//index is used to

search logs

18 End procedure

According to the existing food safety inspection and

quarantine and sales regulations, a sampling and testing
process is required before selling to consumers, and the
results of the testing determine whether a batch of food meets
the basic requirements for sales. The sampling contract is the
process of sampling and testing and the effective information
to be chained. The specific algorithm logic is shown in
Protocol 3, where s represents the sampling organization, n
represents the index of the chain for a commodity circulation
in the previous circulation, ¢ represents the interface of the
smart contract, and r represents the result of the testing.

Protocol 3: Food sampling contract

1 Procedure FoodSampling (s,n,c,r)

2 sexecutes:

3 generate a json string str={n,
id,name,number,...}

4 send (s,str) to ¢

5 c executes:

6 if ((s,str)) #D)

8 add (s,str,r)

9 return indexed( ¢, (str) )//index is used to

search logs
10 end if
11 End procedure

B. COMPLETE ANALYSIS OF CONTRACT

In order to explain the mechanism of action of smart contracts
in this paper, as well as to analyze the completeness of smart
contracts. Suppose here that producer m produces and ships
two products A and B, the number of product A is 100 and the
number of product B is 200 (shown in state So in Figure 4).
The manufacturer gives products A and B to distributors D
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and D, for shipment; distributor D; in turn gives products A to
distributors D3, D4 and Ds for handling; distributor D, gives
products B to distributors Ds and D for handling. Distributors
D3 and D¢ do not effectively upload their downstream
distribution or sales information as required (shown by S3 and
Se as indicated by the dotted lines in Figure 4), and
distributors D4 and Ds give both products A and product B to
the collector market D;. Consumer Dg purchases three units of
product B from collector market D;, and consumer Do
purchases five units of product A from collector market D-.
So

Such a smart contract design converts the information transfer
problem between producers and consumers in food safety into
a finite state machine state transfer problem. The probability
of branch generation decreases gradually after six blocks are
connected to each block in the real state and are considered as
a stable state [23]-[24]. The state of the whole system is
infinitely cyclic, and the stability probability analysis of each
structure can be performed to obtain probabilistic consensus
results for food safety.

(m,{1,A,100})
(m,{2,8,200})

S3 _-—" S.

M S»
(m.{1,A,100},0))) ((m,{2,B,200},D,))

S T~ Se

(D»,{2,B,100}.,Ds)

3 - 4 5 -
(@.{1.430}.0)) ) ((0{1.A.30}.0) ) ("(p,.{ 1,A,4O},D5)j ((0.{2.B.100}.0))

$

(D4,{1,A,30},D7)
(Ds,{1,A,40},D7)

(Ds5,{2,B,100},D7)

Sy

(D1,{2,B,3},D5)

FIGURE 4. Formal analysis of food safety probabilistic consensus smart contracts

IV. PROBABILISTIC CONSENSUS MODEL AND SOLUTION
According to the aforementioned design and completeness
analysis of the probabilistic consensus smart contract for food
safety in Section 3, assuming a total of {Di,Ds,......,.Dy}
participants (here the producer is set as D, for simplicity, and
both the participants of circulation and consumption are
treated as unified traders D; as), it is possible to turn the food
safety information circulation problem into the following
information transfer matrix. That is, over a period of time, the
information passed from D; to D; can be retrieved from within
the ledger of the block chain as strij, which is a group of
attributes [a,az,...,ax]. Because of the Non-tampering feature
of block chain, the information of product-related attributes
can be ensured to be true (e.g., date of production, ingredients,
etc.) under the premise that it is produced by that
manufacturer. Thus, the question posed in this paper can be
transformed into how likely the product purchased by the
downstream or final consumer is produced by the
manufacturer D; under the premise that a limited amount of
information is publicly available.
stry, 0 e e SIN,

stry
str, str, .. .. O
In the circulation contract FoodCirculation(um,c,d), the
transaction recipient d,, simultaneously uploads the inventory
information N,, of the product. Then the transaction matrix R
can be further transformed into a transaction probability

_ str[number]

matrix 4, where /Iif = N str{number] denotes

the quantity attribute in the uploaded transaction information.

oy 0 o Ay,

Sy

(D7,{1,A,5},D,)

Let 4; denote the probability that the product purchased
by the ith trader is obtained from the producer D;, then
# =1 (the probability of obtaining directly from the
producer is 1), 4, =24, 4 , and

so on to obtain

=Y (A; ;) . Then the research problem of this paper can
=1

be further transformed into the problem of solving the system
of equations ;. The system of equations 4; is defined as
following.

1 i=1

H = N ;
Z}(z,, ), i=273,.|m|
-

The solution to the system of equations g, is given below.
With D={D,,Dx,......,Dy} as vertices and /1,:,. as an edge, a

directed weighted graph V can be formed. It is clear that the
graph V satisfies the following characteristics.

Feature 1: D; can reach any vertex other than D, denoted
asD > VD, (je23,.,N);

Feature 2: There does not exist any vertex to D; except Dy,
that is to say, the entry degree of D; is 0, denoted as
d (D)=0;

Feature 3: If /Il.j # 0, then an edge exists between vertices

D; and Dj, otherwise no edge exists between vertices D; and

N
Vi, jell.2,...NL,OS A, <1,0< Y 2, <1 s

i=1

D; and

satisfied.

Feature 4: There are no edges connecting a vertex to itself,
and there are no multiple edges with the same starting point
and the same ending point.

Theorem 1: Suppose & represents a pathway from D; to
D; and the product of the weight of all edges on the pathway
is denoted 6(&) ,when i=j, & represents a ring, then:

Viell,2,..,N],0<0(&) <1.
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Proof:

If the vertices of any cycle of the directed graph V are
{Do,D1,...,.Di,.Do}, the weights of the edges between the
vertices are { Ay,A4, ...,4, )}, and the product of the
weights of any cycle is 0(¢,) = (4, x4, X. . .x4,),i €[0,k],
we know 0< 4, <1 by feature 3, and there can be no edge
of /L.j =0 (because if one edge is 0, it contradicts the
assumption that ¢ is aring), so we can obtain 0<@(&)<1.

Suppose 6(&,) =1, according to the definition of 6(&,),

then the weight of all edges from vertex D; to D; are 1. At this
time, if there exists an edge between any vertex D; outside the
ring and any vertex Dy inside the ring, that is to say, 4, >0,

then there is /1,-,- +A it >1, which contradicts feature 3; also if
the entry degrees of all vertices in the ring are greater than 0,
thatis tosay , d (D;)>0,i€[0,1,...,k] then vertex D cannot
reach any vertex except D, which contradicts feature 1, and
therefore, there is no ring with (&) =1.

Summing up, we can obtain 0<8(&) <1.

The proof is complete.

The transaction probability —matrix A4 is an
(n,n-1)-dimensional matrix, and here the dimension of D; is
increased on to become the assigned adjacency matrix @ of

the directed weighted graph V , then 4, =0 is known from
feature 4, and A, =0 is known from feature 2.

0 4, 2,
JE L
o ..
0 A 0

n2
Theorem 2: Suppose &° is the set of k pathways from D;

to Dj, and the sum of the product of k pathways is written as
the product of the set of k pathways. That is to say,

&)= 0(&),i,jell,N], then: o' =0(&).
gedt i)
Proof:
When k = 1, Theorem 2 obviously holds.
When k=r7,7>2, assume that Theorem 2 holds, that is,

o =0(&) . When k=t7+1, according to the rules of

calculation, it is known that & " = Za)j -@;, . According to
=1

... .. r+1 = T
the definition of @, it is known that ;" = Zﬁ(fﬂ)-ﬂ,j .
1=1

Because O(&™' | D)) indicates that the vertex D; to Dj

experiences 7 +1 edges and the penultimate fixed point is Dy, it
follows the of  6(&)  that

0" D) =04y lelln] ,

H(cfi;”) = anﬁ(é.;” | D)), and hence 6’(51.;”) = anﬁ(éf)-/llj ,
=1 =1

from definition

meanwhile then

7+1

o =0(&™) . and hence

k =7+1, when Theorem 2 also holds.

from which it follows that

Summing up, we can obtain @" = 0(5;) o

The proof is complete.
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Theorem 3: lim@" is a zero matrix, denoted as
k—x0

limw* =0.

k—w

Proof:

By Theorem 2, we know that to prove that }gr; o' is a
zero matrix, we only need to prove that lljl;lo 9(5; ) is a zero
matrix, llirolo 19(5;) =0.

The meaning of 49(5; ) 1is that there are k pathways from

vertex D; to Dj, when k — oo >>n then the pathway must
contain more than 1 ring, assume that a ring needs to go
through k+ f edges (where the first K edges do not repeat

the vertex), then the product of the pathway repeated 7
gl =(EHuEnr then

lim &7 =1im(EY) lim[(£7)) , according to Theorem 1,

times is

0<&X, &7 <1, then 1lim(&*) =0, according to the description
of lim@(&*) = z lim(&%),i, j €[1,N] in Theorem 2, can
k— 555" ) 70
be known  lim o =0.
The proof is complete.

According to the three previous theorems and the related
descriptions, the solution of the system of equations g, can

be obtained, assuming that the matrix A is defined as

0O 0 0 0 O 1
Ay 0 A, 0

A= and the vectors f=|..|,
j“nl j“112 0 0
H
Hy

U= , then the system of equations g, can be expressed
H,

as: u=A-u+f . Obviously, the directed weighted graph

consisting of the vertex D and the weight A satisfies the four
characteristics described earlier in this section and the
adjacency matrix is A’ According to Theorem 3,
lim(A")* =lim(A*)" =0 can be obtained, so lim(A*)=0 ,
k—o k—o k—o

then there exists a unique solution for the system of equations
4, and it can be solved using the 1st order constant length
is the kth

approximate iterative solution of the system of equations gz, .

iteration method to solve, that is to say, ,u"

V. EXPERIMENTS AND ANALYSIS

A. EXPERIMENTAL ENVIRONMENT

The research related to this paper was supported by special
funds from the Shaanxi Provincial Education Department
Service Local Special Project (NO:19JC0O15) and Shaanxi
Provincial Social Science Foundation Project (2020F014). In
order to conduct effective experiments on this paper and the
results of the research process, the group built a development
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environment together with the software contractor of the
Shaanxi Provincial Market Supervision Platform, and the
development environment architecture of the constructed food
safety social co-governance platform is shown in Figure 5
below. The overall experimental environment consists of
three parts: the enterprise business management system, the
comprehensive provincial business supervision and service
platform, and the Ethereum block chain platform. The
enterprise business management system is built by the
the block chain platform and the model and calculation
analysis of relevant data, and the analysis results are fed back
to the co-governance platform for presentation.

participating enterprises in each aspect of food safety, and the
data is uploaded according to the requirements of the
provincial comprehensive business supervision and service
platform related to data filling; the provincial comprehensive
business supervision and service platform is built by Liane
Software Co., Ltd. through the microservice architecture, and
the interaction with the block chain platform smart contract is
realized through the microservice RESTful interface; The
research group is mainly responsible for the construction of

‘ Food Safety Social Co-governance Platform

Provincial food comprehensive business supervision and
service platform

Rsagtﬂzzg Information Reporting System

B Request for tickets and
certificates

m Supplier

m Product qualification

B |nspection and testing

B Sample records

m Corporate Information
® Administrative License
® Daily Inspection
H |nspection Case

Quick inspection

|

Production company

m Inspection Report

B Raw material

B Production Catalog
Additives

Enterprise Business Management System

Circulation companies

Public Services

® Corporate Ratings
® Corporate Rating
® WeChat Complaints
® \Website Complaint
m Information Upload

Sales companies

Hyperledger Fabric Blockchain Platform

Block Header Block Header

Pre Hash || Block Hash
Merkle Root Merkle Root

T m
R Rl P e

Appearances Circulation records Circulation records
Manufacturers| Huxian Upstream Huxian Sampling District Quality
Zhengming Zhengming agencie: Inspection Offic
product ID o123 Downstream | Dihao Manufacturer| Huxian
Transport Zhengming
ProductName | Soft crispy [ #| Product D 12123 [# Product ID 12123
Quantity 200 Product Name | Soft crispy Product Name| ~ Soft crispy
Place of Hu County, t
production panxi Quantity 150 Quantity 300

.
|
|

Pre Hash || Block Hash [+
|
|
|
|
|
|
|
|
|
|
I
I
|
|
|
|
|

FIGURE 5. Experimental environment architecture diagram

Based on Ethereum's mature framework, the group built the
basic environment required for the food safety co-governance
platform, implemented the algorithmic logic of the smart
contract through the Solidity language, and realized interface
management and data communication with the provincial
food comprehensive business monitoring and service platform
through microservice registration and management. The first

e 18520 27302
Block Transactions
From Mevember 1, 2019 5:34 P Ta | November 14. 2019 5:54 P

Block Number Channel name Number of transactions

Node number  Nede name Trigger time Status Duration
0l peerd.orgl.example.com 14: 23 [ Runmiin | 405
02 peerlorgloxamplecom 12: 10 [ RunminG | 568
o peerl.org2examplz.com 16: 10  scuninainic; | s
o4 peerorg2.examplz.com {0: a2 [ rutesic | 36s

T e

Channel Name: mychannel
Datahash: 34947 caaied02z4635t50081acs42a110037 2001Csecivea0394d232am3are7
Number of Tx: 1

©

Channel Name: mychannel

Data Hasn

version of the block chain platform was developed in
mid-July 2019 was completed, and the docking was
completed in late August. After 2 months of trial operation on
line, the smart contract was adjusted and redeployed once,
and Figure 6 below shows the monitoring display page of the
block chain platform.

® 137 o 42
Nodes Chain Code

Previous Block Hash

Block Hash Transactions

Blockfhour  Block/minute Transaction/hour Iransactions/minute

Traesaction distribution

151
-151

FIGURE 6. Blockchain monitoring and display platform main interface
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B. NUMERICAL SOLUTION OF THE MODEL

In order to experiment and validate the probabilistic
consensus model of food safety proposed in this paper,
statistical analysis was conducted here on the upstream data
of the outbound, circulation, and consumption links of a food
brand's products within September to November 2019. The
distribution network of this brand is mainly divided into two

parts: Guan Zhong, northern and southern Shaanxi (as shown
in Figure 7 below, D represents the manufacturer, and the
distribution network is mainly divided into two parts,
gradually extending to the sales nodes at the district and
county levels), and the number on the line is the number of
recorded transactions stored in the block chain.

FIGURE 7. Schematic diagram of a food product circulation network

Based on the storage and recording of the total inventory of
each circulation subject in the circulation contract in Section
3.1 of this paper, the vector result of the total inventory N*
can be retrieved as
N'=[28,32,33,19,26,38,49,23,17,32,31,30,55,39,29,25,15,34,4
5,34,22.20,23,18,33,28,19,19,27]7, According to the relevant
definition in Section 4 of this paper, the transaction
probability matrix A4, for example, A,,=12/26 , can be

obtained (to save space, the calculation results of A4 are not
shown here). According to the calculation of the solution of

1.00 0.59 0.62 0.71

0.89 0.57 0.57 053 0.71

the system of equations g;, the Ist order constant length
iteration method is used here to solve the model, and the

iteration is stopped when |g**'-£*|<0.01. The solution result

of the model can be obtained as ®” . It can be seen that the

results of the iterative method can meet the practical need.
Since the initial matrix in this model is a sparse matrix, the
iterative method is used to obtain the approximate solution,
which can greatly improve the computational efficiency.

0.75)"

u® =086 061 050 029 044 044 043 025 0.50 0.46
027 038 036 032 029 026 034 023 021 030

The above results are derived based on the current
information and data of the up-chain, but there are problems
of information omission and misrepresentation, resulting in
errors in the underlying information of the up-chain. When
more information is appropriated and more accurate, it will
make the consensus calculation result of this model closer to
the actual situation. For example, by adding the information
of up-chain records from D, to Dy and Ds to Do (as showed
by the dashed line in Figure 6), the calculation results can be

obtained by recalculating the transaction probability matrix
/A and the set of equations g, . From the calculation results,

it can be seen that the increase of more real information leads
to a certain degree of improvement in the probability of Do
and Dy, and similarly conversely if the total information in
the circulating contracts is corrected, it leads to a certain
degree of decrease in the probability of a certain participant.

1.00 0.60 0.59 0.68 0.69 032 0.0 0.3 079 0.86)
4 =066 049 028 025 044 044 033 0.14 0.68 0.66
025 034 036 032 0.16 0.15 034 022 049 0.52

Under the abstraction and overall derivation theory of this
model, the value of the results obtained is not significant at
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the beginning of the system operation, but because g, is a

decreasing function of /I,,j, as the amount and accuracy of
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information on the chain increases, it will make the
calculation results converge to u” =[1,1,...,1]", achieving the

purpose of promoting social consensus on food safety through
information disclosure and sharing.

C. FEASIBILITY ANALYSIS OF THE SOLUTION

This paper proposes a method for deriving probabilistic
consensus results of food safety based on block chain
technology with finite credible data, which aim to address the
problems of "market failure" and "government failure" in the
existing social consensus on food safety. The block chain's
non-tampering feature enables the effective sharing of
information among the participants in the whole process; the
smart contract interface enables the up-chain of limited
information to alleviate the high cost of the traditional
centralized regulatory scheme; and the data derivation of
limited information is used to obtain the probabilistic
consensus results. The theoretical model and practical cases
of the scheme have been explained in Sections III and IV of
this paper, and the feasibility of the scheme is briefly
discussed in this section.

1) PROGRAM SCALABILITY

Information technology tools to assist food safety regulation
have been tried in many ways around the world. The core
meaning is to enhance government regulation through
information technology in order to prevent market failure.
However, traditional centralized programs have had little
success because of the great cost required to achieve
information collection on the entire food process and chain,
hence the idea of social co-governance of food safety.
However, most of the research on co-governance has
remained at the institutional level, lacking the support of
technological tools. The approach proposed in this paper
achieves limited information sharing on the existing
government regulatory capacity or platform, which greatly
alleviates the high cost and poor scalability of centralized
schemes. The technical guarantee of block chain ensures the
problem of data credibility, and the consensus result based on
the theoretical model can make a probabilistic consistency
among different subjects about the current food state.
Through the cooperation and efforts of different actors, the
effect of co-governance on food safety will be achieved. Thus,
this solution is an effective compromise between "market
failure" and "government failure".

2) SYSTEM EFFICIENCY

The issue of efficiency of industrial application of the block
chain has always been a concern. The solution mainly
includes two aspects of the efficiency level, one is the
efficiency issue of uploading chain after interacting through
the interface of smart contract, and the other is the issue of
effective retrieval and analysis application of uploaded data.
Under the experimental platform built by this program, the
chain uploading is mainly done by the provincial food
supervision platform after receiving the supervision data,
triggering the interface of smart contract for action, and then
invoking the function of Ethereum base platform to realize the
chain uploading. The data statistics during the period found
that from the call of Invoke () function to start interaction
with the smart contract, the average response time to the
completion of the supreme chain is about 1.5s, and then
through the caching mechanism, the performance index of
data on the chain can meet the needs of the basic scenario of

10

food supervision. However, the retrieval efficiency of the data
on the chain is far from the level of industrial-grade
applications, because the solution stores a running book on
the chain. After removing multiple flow records from the text
file, a large number of operations are required for string logic
processing, which cannot achieve real-time display of block
chain stored data and analysis results, and the user experience
needs to be enhanced, which is one of the main direction
points for the subsequent improvement of this solution.

3) DATA SECURITY

In terms of security, there is no authentication link involved in
the design of this paper, and the platform's basic CA facility is
used by default to implement it. Therefore, security issues
such as leakage by public/private keys and forged digital
signatures are not analyzed here. The security problem mainly
comes from the participants in the food circulation link trying
to tamper with the data previously on the chain, modifying the
Hash value saved on the chain according to the result of data
tampering, expecting the false data to be considered as trusted
data by data visitors.

The means of attack against the block chain are mainly
Double-pay and Selfish Mining. The double-pay attack can be
implemented when the attacking node's arithmetic power
exceeds 50%, and a Selfish Mining attack can be
implemented when the attacking arithmetic power of the
whole network exceeds 25%. However, the attack
encountered by this system is different from the traditional
attack method. The main threat of this scheme is that the
participants in the food circulation try to tamper with the data
of the nth block before the latest block at the moment. The
attacker must modify the data value and then modify all the
hash values after the nth block before the latest block at the
same time in order for the attack to succeed. To simplify the
calculation, assume that no new node participates in the attack
process, the current arithmetic power of the honest node of
the whole network is i hash calculations per second, the
current computational difficulty of the block hash value
contains j prefix binary 0, the attacker arithmetic power is k
hash calculations per second, then the probability of the
honest node adding a new block is (i/2)/s the probability of
the attacker adding a new block is (k/2)/s, The initial height
difference between the attack node and the honest node is
ho=l. Let h,, be the height difference at the mth second, the
edge of height A, will have three possibilities: first, the
attacker does not generate blocks and the honest node
generates blocks; second, the attacker generates blocks and
the honest node does not generate blocks; third, both the
attacker and the honest node do not generate blocks. This
gives the probability distribution of the change in height /41
as:

i k
pl:F(l_F)’ hm+1
k i
b, = Pzzy(l—y)’ h, -1

p3=1_p1_p2’ hm

When £,,.1=-1, the data tampering is successful and ¢ height
changes are possible in ¢ seconds. Suppose ri is the number of
occurrences of the first condition, and the second condition
will occur at least (r1+n+1) times when the attacker tampers
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with it successfully. Let r, be the difference between the
minimum number of occurrences, then the actual number of
occurrences of the second condition is (rj+n+1+ r2) times and

t!

max, max,

actual number of occurrences of the second condition and the
the number of occurrences of the third condition is (¢-2rj-n-1-
r2). Then the probability of a successful attack in ¢ seconds is:

p,”=izz(

3=0 =0 7i

Where 1 €[0,(t-1-n)/2]

according to the formula of p;, the attacker's probability of

and 1, €[0,r-25,-n-1] ,

success in tampering with data will weaken with the increase
of block depth n. When the attacker's arithmetic power is less
than that of the honest node, the attacker's probability of
success will first increase and then decrease, and eventually
converge to 0. When the attacker's arithmetic power is greater
than or equal to that of the honest node, the attacker's
probability of success will gradually increase, but the increase
will be less and less; when the attacker's arithmetic power and
that of the honest node are equal, the probability of success of
the attack is maximum. However, this scheme is based on a
mature block chain platform, and it is difficult for the attacker
to reach the same arithmetic power as the honest node; even if
the arithmetic power is equal, the reward for block mining is
much higher than the gain from modifying the data. Therefore,
the food-safe probabilistic consensus smart contract proposed
in this paper is able to meet the security requirements.

In order to quantify the security of block chain data, the
numerical results of p were calculated during the

experiment (showed in Figure 8 below). When the attacking

(dyajer ssovang

02 46 810121416 182022 24 26 28 30 32 34 36 38 40 42 44 46 48 50
Time(t)

(a) Attacking node arithmetic Power Honest node arithmetic Power

(h+n+l+n)lt-2r-n-1-r)!

(d)area ssaoong

(p)" (p,) R (py)

node's arithmetic power is equal to or greater than the honest
node's arithmetic power, the attacker's success probability of
tampering with the data will reach more than 60% at h=4; it
will also reach about 30% at h=10. Since the Ethereum
platform is used, the attacker's arithmetic power will be much
smaller than that of the honest one, and the possibility of this
situation is almost 0, so we do not do too much analysis.
When the attacking node's arithmetic power is less than 50%
of the honest node's arithmetic power, the attacker's
probability of successfully tampering with the first 4 blocks is
less than 0.2%, and the probability of successful block chain
attack when h=10 will always be less than 0.3%. The idea of
this model is to derive the consensus result based on the
analysis of finite credible data, so only the reliability of the
initial on-chain data is needed to ensure the overall data
security and accuracy. In actual operation, the credible data of
government regulation can be chained in the pre-data stage,
which can ensure the security of data and also greatly
alleviate the problem of involution of government regulation
effectiveness.

=10

h=8

045

0 /£ . = = > ~ — .
0 2 46 8101214161820 222426283032 34 36 3840 42 44 46 48 50

Time(t)

(b) Attacking node arithmetic < 0.5x Honest node arithmetic

FIGURE 8. Probability of successful block data tampering by malicious attackers

VI. CONCLUSION AND OUTLOOK

Based on a detailed review of the causes of food safety and
the drawbacks of traditional centralized supervision, this
paper realizes the chaining of finite credible data for the entire
food safety chain through three smart contracts: the factory
contract, the circulation contract, and the sampling contract.
Based on the probabilistic consensus model construction and
graph theory derivation process, it can enable all participants
to achieve a certain probability level on the results of food
safety social co-governance; meanwhile, based on the
experimental environment of mature block chain platform and
provincial food supervision platform, the scheme, model and
algorithm proposed in this paper are effectively practiced. The
examples show that the market failure problem in food safety
can be greatly alleviated by the non-tampering feature of
block chain; the consensus results formed by the trustworthy
data uploading, model construction and data derivation
through smart contracts can greatly alleviate the problem of
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involution of government administrative supervision.
Compared to previous studies, this solution overcomes the
difficulty of obtaining all available information on food safety
due to high costs and large quantities, by assigning a
probability value to the limited information and obtaining the
results by mathematical derivation, allowing for a quantitative
perception of food safety. However, the willingness of
distribution and consumption participants to share food safety
information such as their inventory information and purchase
information with others needs to be further studied. This
solution is an effective example of modernized food safety
governance supported by innovative technologies such as
block chain, and is of great demonstrative significance for the
technical practice path of building social co-governance for
food safety; future work will mainly include the rapid
retrieval and analysis of up-chain Data, the effective winding
up of consumer terminal data, and the improvement of data
analysis efficiency and real-time targeted pushing of analysis
results.

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOTI 10.1109/ACCESS.2021.3108178, IEEE

IEEE Access

Li Yan et al.: Method of reaching consensus on probability of Food Safety based on the Integration of finite credible data on Block chain

REFERENCES

(1]

(2]

(3]

[4]

(5]

(6]

(7]

(8]

[9]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]

[23]

[24]

MPMMD Krom. “Understanding Consumer Rationalities: Consumer
Involvement in European Food Safety Governance of Avian
Influenza,” Sociologia Ruralis, vol.49, no.1, pp.:1-19, 2010.

Bi Jingquan. “Local implementation of food and drug safety “four
have two responsibilities” overview: consolidate the foundation of
supervision,” Jan 2016. [Online]. available:
http://health.people.com.cn/n1/2017/0222/c410996-29099948 .html ,
2016.

Nakamoto, S. “Bitcoin: A Peer-to-Peer Electronic Cash System,” 2009.
Buterin V. “A next-generation smart contract and decentralized
application platform,” White Paper, 2014.

Cachin C. “Architecture of the Hyperledger block chain
fabric//Proceedings of the Workshop on Distributed Cryptocurrencies
and Consensus Ledgers (DCCL),” Chicago, USA, 2016.

Shao Qifeng, Jin Cheqing, Zhang Zao, Qian Weining and Zhou Aoying.
“Blockchain technology: architecture and progress,” Journal of
Computer Science, vol. 041, no..005, pp. 969-988, 2018.

Yuan Y, Ni XC, Zeng SH, and Wang FY. “Current status and outlook of
blockchain consensus algorithm development,” Journal of Automation,
vol.044, no.011, pp.2011-2022,2018.

Cai WD.,, Yu L., Wang R, Liu N,, and Deng E.Y. “Research on
blockchain-based application system development method,” Journal of
Software, vol.28, n0.06, pp.1474-1487, 2017.

Kim, H. M. and M. Laskowski. “Towards an Ontology-Driven
Blockchain Design for Supply Chain Provenance,” Social Science
Electronic Publishing, 2016.

Bian Hongbiao. “Process wisdom and experience of food safety
regulation in China,” Journal of Food Safety and Quality Inspection,
vol.12, no.04, pp.1600-1606, 2021.

Wang Yang. “Food and drug safety focuses on supervision,” Seeking
truth, vol. 000, no.016, pp.3-6,2013.

Fearne, A. and Martinez, M. G. “Opportunities for the Coregulation of
Food Safety: Insights from the United Kingdom.” Choices: The
Magazine of Food, Farm and Resource Issues, vol.20, no.2, pp.
109-116,2005.

Tosun, J., S. Koos, and J. Shore. “Co-governing common goods:
Interaction patterns of private and public actors.” Policy & Society, vol.
35, no.1, pp.1-12,2016.

E Rouviere, and J. A.  Ca Swell. “From punishment to prevention: A
French case study of the introduction of co-regulation in enforcing
food safety.” Food Policy, vol.37, no.3, pp.246-254,2012.

Cary, C. and David, L. “Management-Based Regulation: Prescribing
Private Management to Achieve Public Goals.” Law & Society Review,
vol.37, pp.691-730, 2013.

Liu, P, Liu, J. and Li, H. “Comprehensive absorption of professional:
the logic of food and drug safety regulatory system reform in the
context of decentralization.” Journal of South China Normal
University (Social Science Edition), vol.06, pp.100-108+190-191,
2018.

Pupin Chen. “Comparison and reference of foreign food safety social
governance system.” World Agriculture, vol.09, no.461, pp.176-181,
2017.

Hu Yinglian. “Basic framework of national food safety strategy.”
China Soft Science, vol.9, pp.18-27, 2016.

Wang Keshan, Liu Jiaxuan, and Cui Yanmei. “Frontier hotspots and
dynamic trends of food safety governance research in China.” Journal
of Beijing Administrative College, vol.4, pp.35-44, 2019.

Wang Y. “Application of big data in China's food and drug wisdom
supervision.” China Food and Drug Administration, vol.05, pp.44-47,
2018.

M Kaolvart, M. Poola, and A. Rull. “Smart Contracts.” DE: Springer
International Publishing, 2016.

He, H. W,, Yan, A. and Chen, Z. H. “A review of blockchain-based
smart contract technologies and applications.” Computer Research and
Development, vol.55, no.11, pp.112-126, 2018.

Sheng Nianzu, et al: “A block chain smart contract-based approach to
IoT data assetization.” Journal of Zhejiang University: engineering
edition, vol.52, no.11, pp. 2150-2158, 2018.

Ye CC, Li GQ, Cai HM and Gu YG. “Security detection model of
block chain.” Ruan Jian Xue Bao/Journal of Software, vo0l.29, no.5,
pp.1348-1359, 2018.

Li Yan was born in Chengde City, Hebei Province in 1984. He received
the B.S., M.S. and the Ph.D. degree from Xi’an University of Architecture &
Technology, Xi’an, China, all in information management and information
system. He is currently working in the School of Management of Xi’an
Polytechnic University. His main research directions include: System
Engineering, Big Data Application Analysis, Network Security. He worked in
software companies from 2009 to 2017. He has been engaged in software
development for 4 years in active network, and later served as general
manager in medium-sized software enterprises. He has rich theoretical and
practical experience. At present, he focuses on theoretical research and
system development in the field of block chain security and certification.

Sun Yin-he was born in Pingdingshan City, Henan Province in 1997,
studied at Zhengzhou Institute of Aeronautical Industry Management from
2016 to 2020, majoring in industrial engineering, and successfully obtained a
bachelor's degree in engineering. He won several scholarships during the
school period; now studying at Xi’an Polytechnic University, management
Science and engineering major; the research direction is mainly block chain.
During the school period, he has participated in many horizontal projects
such as the integration of the two industrialization and standardization
consulting services.

Yang Qian was born in Lantian, Xi'an, Shaanxi, China in 1998. From
September 2020 to present, studying at Xi’an Polytechnic University,
majoring in Management Science and Engineering, as a graduate student, and
her research direction is: Data Governance. Undergraduate degree in June
2020, graduated from Xi’an Polytechnic University, majoring in information
management and information, with a bachelor’s degree in management.

Sun Zhi-yu, 38 years old this year, member of the Communist Party of
China, senior engineer, from Jingbian, Shaanxi, graduated from Shaanxi
University of Science and Technology in 2004, majoring in mechanical
design and manufacturing and automation. He is currently the deputy director
and chairman of the labor union of the Electromechanical Equipment
Management Center of the North Shaanxi Mining Shennan Industrial
Company, Responsible for the material management of Shaanbei Mining and
Shennan Industrial Company.

Wang Chun-zi currently lives in Xi’an, Shaanxi, 2001-2005 Xi’an
University of Architecture and Technology, Bachelor of Management Science
and Engineering; 2005-2008 Xi’an University of Architecture and
Technology, Master’s in Management Science and Engineering; 2007-2011
Xi’an University of Architecture and Technology, Ph.D. in Management
Science and Engineering; 2011 So far: Working at the School of Management,
Xi'an Polytechnic University. The main research directions are: e-commerce
and network security, complex system modeling and simulation, decision
optimization and management.

Liu Zi-yun has been studying at Xi'an Polytechnic University since 2017.
During the school year, he received a comprehensive quality assessment
scholarship, and was awarded the honorary title of “Excellent Student” in the
2017-2018 academic year. Served as an assistant to the Student Affairs Office
of the school and a member of the Student Party Branch of Information
Management and Information System of the School of Management of Xi’an
Polytechnic University of the Communist Party of China. Participated in the
completion of the Qinghai Province Enterprise Diagnosis Project Report and
Shaanxi Changfeng Power Co., Ltd. and other four companies in the
preparation of the integration of the two standards.

VOLUME XX, 2021

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/


http://health.people.com.cn/n1/2017/0222/c410996-29099948.html，2016
http://health.people.com.cn/n1/2017/0222/c410996-29099948.html，2016
http://health.people.com.cn/n1/2017/0222/c410996-29099948.html，2016

