
Missouri University of Science and Technology Missouri University of Science and Technology 

Scholars' Mine Scholars' Mine 

Electrical and Computer Engineering Faculty 
Research & Creative Works Electrical and Computer Engineering 

01 Oct 2002 

Metrics-Based Framework for Decision Making in COTS-Based Metrics-Based Framework for Decision Making in COTS-Based 

Software Systems Software Systems 

Sahra Sedigh 
Missouri University of Science and Technology, sedighs@mst.edu 

Arif Ghafoor 

Raymond A. Paul 

Follow this and additional works at: https://scholarsmine.mst.edu/ele_comeng_facwork 

 Part of the Electrical and Computer Engineering Commons 

Recommended Citation Recommended Citation 
S. Sedigh et al., "Metrics-Based Framework for Decision Making in COTS-Based Software Systems," 
Proceedings of the 7th IEEE International Symposium on High Assurance Systems Engineering (2002, 
Tokyo, Japan), pp. 243-244, Institute of Electrical and Electronics Engineers (IEEE), Oct 2002. 
The definitive version is available at https://doi.org/10.1109/HASE.2002.1173130 

This Article - Conference proceedings is brought to you for free and open access by Scholars' Mine. It has been 
accepted for inclusion in Electrical and Computer Engineering Faculty Research & Creative Works by an authorized 
administrator of Scholars' Mine. This work is protected by U. S. Copyright Law. Unauthorized use including 
reproduction for redistribution requires the permission of the copyright holder. For more information, please 
contact scholarsmine@mst.edu. 

http://www.mst.edu/
http://www.mst.edu/
https://scholarsmine.mst.edu/
https://scholarsmine.mst.edu/ele_comeng_facwork
https://scholarsmine.mst.edu/ele_comeng_facwork
https://scholarsmine.mst.edu/ele_comeng
https://scholarsmine.mst.edu/ele_comeng_facwork?utm_source=scholarsmine.mst.edu%2Fele_comeng_facwork%2F1121&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/266?utm_source=scholarsmine.mst.edu%2Fele_comeng_facwork%2F1121&utm_medium=PDF&utm_campaign=PDFCoverPages
https://doi.org/10.1109/HASE.2002.1173130
mailto:scholarsmine@mst.edu


Metrics-Based Framework for Decision Making in COTS-Based Software

Systems

Sabra Sedigh-Ali and Arif Ghafoor
School of Electrical and Computer Engineering

Purdue University
West Lafayette, IN 47907 -1285

{sedigh,ghafoor}@ecn.purdue.edu

Raymond A. Paul
Department of Defense, OASD/C31

Pentagon
Washington, DC 20453

ray.paul @osd.pentagon.mil

Abstract

The growing reliance on Commercial-Off-The-Shelf
(COTS) componentsfor developing large-scale projects in-
troduces a new paradigm in software engineering, which re-
quires the design of new software development and business
processes. Large scale component reuse leads to savings in
development resources, enabling these resources to be ap-
plied to areas such as quality improvement. These savings
come at the price of integration difficulties, performance
constraints, and incompatibility of components from mul-
tiple vendors. Relying on COTS components also increases
the system's vulnerability to risks arising from third-party
development, which can negatively affect the quality of the
system, as well as causing expenses not incurred in tradi-
tional software development. We aim to alleviate such con-
cems by using a framework based on software metrics to
accurately quantify factors contributing to the overall qual-
ity of a COTS-Based System (CBS) and guide decisions re-
gar ding quality and risk management.

1 Research Description

The paradigm shift to Commercial Off-the-shelf
(COTS) components appears inevitable, necessitating dras-
tic changes to current software development and business
practices. Quality and risk concerns currently limit the ap-
plication ofCOTS-Based Systems(CBSs) to non-critical ap-
plications. New approaches to quality and risk management
will be needed to handle the growth ofCBSs [10, 1,2,4,3].
With software development proceeding at Internet speed,
in-house development of all system components may prove
too costly in terms of both time and money, as witnessed
by the outsourcing trend currently present in commercial
software development. Large-scale component reuse and
COTS component acquisition can generate savings in de-

velopment resources, which can then be applied to quality
improvement, including enhancements to reliability, avail-
ability, and ease of maintenance.

Prudent component deployment can also localize the ef-
fects of changes made to a particular portion of the appli-
cation, reducing the ripple effect of system modifications.
This localization can increase system adaptability by facil-
itating modifications to system components or integration
code, which are necessary for conforming to changes in
requirements or system design. COTS component acqui-
sition can reduce time to market by shifting developer re-
sources from component- level development to integration.
Increased modularity also facilitates rapid incremental de-
livery, allowing developers to release modules as they in-
tegrate them and offer product upgrades as various compo-
nents evolve.

These advantages bring related disadvantages, including
integration difficulties, performance constraints, and incom-
patibility among products from different vendors. Further,
relying on COTS components increases the system's vulner-
ability to risks arising from third-party development, such
as vendor longevity and intellectual-property procurement.
Component performance and reliability also vary because
component-level testing may be limited to black-box tests,
and inherently biased vendor claims may be the only source
of information [5, 1, 4]. Such issues limit COTS compo-
nent use to non-critical systems that require low to mod-
erate quality. Systems that require high quality cannot af-
ford the risks associated with employing these components

[7,11,6].
We believe that a rigorous framework for decision mak-

ing in software management is vital to the development of
reliable and safe software systems. We propose to alleviate
quality and performance concerns by using software metrics
to guide decisions regarding quality and risk management in
a CBS, accurately quantifying various factors contributing
to the overall quality of a CBS, and identifying and elim-
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Referencesinating sources of risk. We illustrate the use of metrics in
guiding decisions throughout the software life cycle and de-
terrnining whether software quality improvement initiatives
are financially worthwhile [8. 9]. Our research addresses
the issues of cost and quality management in CESs.

Figure 1. Software Quality Management Re-
search Areas.

[I] B. Boehm and C. Abts. COTS integration: Plug and pray?
IEEE Computer, 32(1): 135-138, Ian. 1999.

[2] P. Brereton and D. Budgen. Component-based systems: A
classification of issues. IEEE Computer, 33(11):54-62, Nov.

2000.
[3] L. Brownsword, T. Oberndorf, and C. A. Sledge. Develop-

ing new processes for COTS-based systems. IEEE Software,
17(4):48-55, Iul. 2000.

[4] I. Hopkins. Component primer. Comm. of the ACM,
43(10):27-30, Oct. 2000.

[5] I. McDermid. The cost of COTS. IEEE Computer,
31(6):46-52, Iun. 1998.

[6] P. Rodriguez-Dapena. Software safety certification: A mul-
tidomain problem. IEEE Software, 16:31-38, Iul./Aug.
1999.

[7] N. F. Schneidwind. Methods for assessing COTS reliability,
maintainability, and availability. In Proc. of the Int'l Con.f
on Software Maintenance (ICSM '98), 1998.

[8] S. Sedigh-Ali, A. Ghafoor, and R. A. Paul. Metrics-guided
quality management for component -based software systems.
In Proc. of the 2001 Int'l Coni on Computer Software and
Applications (COMPSAC 2001), pages 303-308, Oct. 2001.

[9] S. Sedigh-Ali, A. Ghafoor, and R. A. Paul. Software engi-
neering metrics tor COTS-based systems. IEEE Computer,
34(5):44-50, May 2001.

[10] C. Sledge and D. Carney. Case study: Evaluating COTS
products for DoD information systems. SEI Monographs
on the Use of Commercial Software in Govt. Systems, Iune

1998.
[II] I. M. Voas. The challenges of using COTS software in

component-based development. IEEE Computer, 31(6):44-
45, Iun. 1998.

As in any development or manufacturing process, soft-
ware quality is achieved at a cost. Our research uses metrics
to quantify the concept of quality, investigates the tradeoff
between cost and quality, and uses the information gained
to guide quality management. We focus on four main areas
in software quality management: metrics definition, mod-
eling of cost-quality tradeoffs, optimization of the software
development process, and economic assessment of quality
improvement initiatives. These areas are interrelated, as de-
picted I.

Our framework begins with the collection of software
metrics and development of cost-quality models for CBSs.
We have preceded development of the framework with the
definition of a set of metrics representing various aspects
of quality in CBSs [8, 9]. We also develop techniques for
measuring and estimating software metrics data, as well as
investigating the relationships among the metrics and their
effect on the cost-quality models.

Our research also includes the development of analyti-
cal techniques and formal models for quality improvement
decisions. In this portion of the research, we formulate
software development decisions as multiple objective op-
timization problems and utilize statistical decision theory
concepts such as Markov Decision Processes to model un-
certainty regarding the components, competing products,
and other environmental factors. We then apply the analytic
techniques developed to guide various management deci-
sions in the software engineering process.

Our research objectives include: evaluation of the rela-
tionship between software metrics, determination of opti-
mal software release time based on cost-quality tradeoffs,
identification of cost and quality bottlenecks in system de-
sign, risk analysis based on software metrics, and sensitivity
analysis of cost and quality models with respect to a partic-
ular quality metric.
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