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Abstract

Everyday, popular Web sites attract millions of visitors. These visitors|eave behind vast amount of Web site traversal
information in the form of Web server and query logs. By analyzing theselogs, it is possible to discover various kinds of
knowledge, which can be applied to improve the performance of Web services. A particularly useful kind of knowledge
is knowledge that can be immediately applied to the operation of the Web site; we call this type of knowledge the
actionable knowledge. In this paper, we present three examples of actionable Web log mining. Thefirst method isto
mine aWeb log for Markov models that can be used for improving caching and prefetching of Web objects. A second
method is to use the mined knowledge for building better, adaptive user interfaces. The new user interface can adjust as
the user behavior changes with time. Finally, we present an example of applying Web query log knowledge to improving
Web search for a search engine application.

1. Introduction

Today’ s popular Web servers are accessed by millions of Web users each day. These visitors leave
behind their visiting behavior in the form of Web logs. By analyzing the Web logs recorded at these
servers aswell as proxy servers, it is possible to learn the behavior of the Web users themselves. Itis
further possible to use the learned knowledge to serve the users better.

A particularly useful kind of knowledge is knowledge that can be immediately applied to the
operation of the Web site; we call thistype of knowledge the actionable knowledge. Many previous
approaches are only aimed to mine Web-log knowledge for human consumption, where the
knowledge is presented for humans to decide how to make use of it. In contrast, we advocate an
approach to mine actionable knowledge from Web logs. The purpose of the knowledge isfor
computers to consume. In this manner, the quality of the mined knowledge can be immediately put



to test and the Web services can be said to be truly self adaptive. The advantage of mining actionable
knowledge is similar to that of the Semantic Web [BHL 2001].

In this chapter, we first provide an overview of the current research on Web log mining. We provide
adetailed description of our own work inthisarea. We first describe algorithms that acquire user
preferences and behavior from the Web log data and show how to design Web-page prefetching
systems for retrieving new Web pages. We empirically demonstrate that the Web prefetching system
can be made self-adaptive over time and can outperform some state-of-the-art Web caching systems.
We then describe our work on dynamically reconfigure the user interface for individual usersto cater
to the users’ personal interests. These reconfigured Web pages are presented to the user in the form
of index pages. The computer generates these pages by consulting a data-mining algorithm for
potential clusters of Web objects and determines the best balancing point according to a cost function.
Finally, we present an approach to mining web query logs from aweb search engine to relate the
semantics of queriesto their targets. The knowledge about these query logs can then be used for
improving the performance of the search engine.

2. Web Log Mining for Prefetching

2.1 Data Clearning on Web Log Data

To learn from the Web logs, the first task is to perform data cleaning by breaking apart along
sequence of visits by the usersinto user sessions. Each user session consists of only the pages visited
by auser in arow. Sincewe are only dealing with Web server logs, the best we could do is to take an
intelligent guess as to which pages in along sequence belong to asingle user session. Aswe will see,
astrong indicator isthe time interval between two successive visits. When the time exceeds the
average time it takes a person to read a Web page, there is a strong indication that the user has left the
browser to do other things.

In the web logs, a user can be identified by an individual |P address, although using the IP address to
identify the usersis not reliable. Several users may share the same I P address, and the same user may
be assigned different |P address at different times. In addition, the same user may make different
sequences of visits at different times. Thus, data cleaning means to separate the visiting sequence of
pages into visiting sessions. Most work in Web log mining employ a predefined timeinterval to find
the visiting sessions. For example, one can use atwo-hour time limit as the separating time interval
between two consecutive visiting sessions, because people usually do not spend two hours on asingle
Web page.

Sometimes it is possible to obtain more information about user sessions than using afixed time
interval. By learning the grouping of web pages and web sites, one can find more meaningful session
separator. Thework by [LLLY 2002] provides a method to use clustering analysis to find the group
of related Web servers visited by users from a Web proxy server. If auser jumps from one group of
related server to another, then it is highly likely that the user ends one session and starts another.
Using this information to cut and pick the web pages, more accurate user session knowledge can be
obtained.



2.2  Mining Web Logs for Path Profiles

Once a Web log is organized into separate visiting sessions, it is possible to learn user profiles from
the data. For example, [SKS 1997] developed a system to learn users' path profiles from the Web log
data. A user visiting a sequence of Web pages often leaves atrail of the pages URL’sin a Web log.
A page's successor is the page requested immediately after that page in a URL sequence. A point
profile contains, for any given page, the set of that page's successorsin all URL sequences and the
frequency with which that successor occurred. A path profile considers frequent subsequences from
the frequently occurring paths.

Both the point and the path profiles help usto predict the next pages that are most likely to occur by
consulting the set of path profiles whose prefixes match the observed sequence. For example, [PP
1999] described in their work how to find the longest-repeating subsequences from a Web log and
then use these sequences to make prediction on users' next likely requests.

Similar to the path-profile-based prediction, [AZN 1999] designed a system to learn an N™-order
Markov model based on not only the immediately preceding Web page, but also pages that precede
the last pages as well as the time between successive Web-page retrieva activities. Together these
factors should give more information than the path profiles. The objectiveis till the same: to predict
which isthe next page to be most likely requested by auser. Markov models are natural candidates
for Web traversal patterns, where the mgjority of the work now has used the Web pages as states and
hyperlinks as potential transitions between the states.

One particular fact about the Web is that the user sessions follow a Zipf distribution. By this
distribution, most visitors view only few pages in each session, while few visitors visit many pagesin
asequence. However, experiments show that the longer paths also provide more accurate predictions.
To exploit these facts, [SYZ 2000] developed an a gorithm to combine path profiles with different
lengths. For any given observed sequence of visits, their ‘ cascading’ model first selects the best
prediction by looking for path profiles with long lengths. When such paths do not exist in the model,
the system retreats to shorter-length paths and makes predictions based on these paths. Experiments
show that this algorithm can provide a good balance between prediction accuracy and coverage. In
this chapter, we devel op this n-gram based prediction system into a prefetching system for
prefetching new Web pages, which are then stored in the Cache. When the prediction system is
accurate, the prefetching system is expected to save on network latency.

2.3  Web Object Prediction

Given aweb-server browsing log L, it is possible to train a path-based model for predicting future
URL's based on a sequence of current URL accesses. This can be done on a per-user basis, or on a
per-server basis. The former requires that the user-session be recognized and broken down nicely

through afiltering system, and the latter takes the simplistic view that the accesseson aserver isa



single long thread. We now describe how to build this model using a single sequence L using the
latter view. An example of thelog fileis shown in Figure 1.
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Figure1: NASA logfile example

We can build an n-gram prediction model based on the object-occurrence frequency. Each sub-string
of length n isan n-gram. These sub-strings serve as the indices of ahash table T that contains the
model. During its operation, the algorithm scans through al sub-strings exactly once, recording
occurrence frequencies of documents' requests of the next m clicks after the sub-string in all sessions.
The maximum occurred request (conditional probability greater than theta, where theta is a threshold
set at 0.6 in our experiments) is used as the prediction of next m steps for the sub-string. In this case
we say that the n-gram prediction hasawindow-sizem. Figure 2 illustrates the prediction process.

Previously visited pages: s s
...A B C ' '
time
I I >
I I
Current page Future pages

Figure 2. lllustrating Web-access prediction

We observe that many of the objects are accessed only once or twice, and afew objects are accessed
agreat many times. Using this well-known fact (also known as the Zipf distribution), we can filter out
alarge portion of the raw log file and obtain a compressed prediction model. In our filtering step, we
removed all URL'sthat are accessed 10 times or less among all user requests.

As an example, consider a sequence of URL's in the server log: {A,B,C,A,B,C,A,F} Then atwo-
gram model will learn on the two-grams shown in Table 1, along with the predicted URL's and their
conditional probabilities.

2-Gram Prediction

A, B { <C, 100% >}
B,C { <A, 100% >}

C A { <B, 50% >, < F, 50% >}




Table 1: A learned example of n-gram model

Applying n-gram prediction models has along tradition in network systems research. [SY Z 2000]
compared n-gram prediction models under different sized n, and presented a cascading algorithm for
making the prediction. [SK'S 1998] provided a detailed statistical analysis of web log data, pointing
out the distribution of access patterns on web pages.

We now describe the prediction system in [SY Z 2000] based on the n-grams. Normally, there
simultaneously exist a number of sessions on aweb server. Based on their access sequences, our
prediction model can predict future requests for each particular session. Different sessionswill give
different predictions to future objects. Since our prediction of an object comes with a probability of
its arrival, we can combine these predictions to calcul ate the future occurrence frequency of an object.
Let O; denote aweb object on the server, S be a session on aweb server, P, j be the probability
predicted by asession S for object O;. If P,;=0, it indicates that object O; is not predicted by session
S. Let W, be the future frequency of requests to object O,. A weight can be computed according to
the following equation:

W = Z F)IJ

J

Predictions
01: 0.70 ™ .
0y 0.90 Predicted frequency
. .| 0s: 0.30
Session 1 7| 0z 0.11 W, = 0.70+40.60 = 1.30
W, = 0.90+40.70 = 1.60
Wy = 0.30+40.20 = 0.50
> W, = 0.11
0:: 0.60 Ws = 0.42
0,: 0.70
; p 0;: 0.20
Session 2 Os: 0.42
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Figure 3. Prediction to frequency weight calculation

To illustrate this equation, consider the three sessions in Figure 3. Each session yields a set of
predictions to web objects. Since sessions are assumed independent to each other, we use the
equation to compute their weights Wi. For example, object O; is predicted by two sessionswith a
probability of 0.70 and 0.60, respectively. From the weight equation, W; = 1.3. This meansthat,
probabilistically, object O; will be accessed 1.3 timesin the near future.

2.4  Learning to Prefetch Web Documents

When a user requests a sequence of pages that match the left hand side of arule, the right-hand-side
can be predicted to occur with the associated confidence value as the probability of occurrence of Oi.



The Web prefetching system can then add all such predicted probabilities together from all rulesin
the prediction model as a measure of the potential future frequency estimation for Oi. These scores
are compared and the top ranked objects are selected to be fetched into the cache if they are not
already there. This prefetching method runs side by side with an existing caching system.

We proposed an integrated caching and prefetching model to further reduce the network latency
perceived by users [YZ 2001]. The motivation lies in two aspects. Firstly, from Figure 6, we can see
both the hit rate and byte-hit rate are growing in alog-like fashion as afunction of the cache size. Our
results consist with those of other researchers[Cl 1997; A1999). This suggests that hit rate or byte-
hit rate does not increase as much as the cache size does, especially when cache sizeislarge. This
fact naturally leads to our thought to separate part of the cache memory (e.g. 10% of its size) for
prefetching. By this means, we can trade the minor hit rate loss in caching with the greater reduction
of network latency in prefetching. Secondly, aimost all prefetching methods require a prediction
model. Since we have already embodied an n-gram model into predictive caching, this model can
also serve prefetching. Therefore, a uniform prediction model is the heart of our integrated approach.

In our approach, the original cache memory is partitioned into two parts: cache-buffer and
prefetching-buffer. A prefetching agent keeps pre-loading the prefetching-buffer with documents
predicted to have the highest weight W. The prefetching stops when the prefetching-buffer isfull. The
origina caching system behaves as before on the reduced cache-buffer except it also checksahit in
the prefetching-buffer. If ahit occursin the prefetching-buffer, the requested object will be moved
into the cache-buffer according to origina replacement a gorithm. Of course, one potential drawback
of prefetching isthat the network load may be increased. Therefore, there is a need to balance the
decrease in network latency and the increase in network traffic. We next describe two experiments
that show that our integrated predictive-caching and prefetching model does not suffer much from the
drawback.

In our prefetching experiments, we again used the EPA and NASA web logs to study the prefetching
impact on caching. For fair comparison, the cache memory in cache-alone system equals the total size
of cache-buffer and prefetching-buffer in the integrated system. We assume that the pre-buffer has a
size of 20% of the cache memory. Two metrics are used to gauge the network latency and increased
network traffic:

Fractional Latency: Theratio between the observed latency with a caching system and the observed
latency without a caching system.

Fractional Network Traffic: The ratio between the number of bytes that are transmitted from web
serversto the proxy and the total number of bytes requested.

As can be seen from Figure 4, prefetching does reduce network latency in al cache sizes. On EPA
data, when cache size is 1% (approximately 3.1MB), fractional latency has been reduced from 25.6%
to 19.7%. On NASA data, when cache size is 0.001%(~ 240K B), fractiona latency has been reduced
from 56.4% to 50.9. However, we pay a price for the network traffic, whereby the prefetching
algorithm incurs an increase in network load. For example, in NASA dataset, the fractional network
traffic increases 6% when cache sizeis 0.01%. It istherefore important to strike for a balance the



improvement in hit rates and the network traffic. From our result, prefetching strategy better performs
inalarger cache size whilereatively less additional network traffic is incurred.
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Figure 4. Fractional Latency Comparison

3. Web Page Clustering for Intelligent User Interfaces

Web logs can not only be used for prefetching, they can aso be used to build server-side
customi zation and transformation -- operations that converts aweb site, on the server side, into one
that is more convenient for usersto visit and find their objectives.

Several researchers have studied the problem of creating web interfaces that can adapt to user
behaviors based on web logs. Examplesinclude path prediction agorithms that guess where the user
wants to go next in a browsing session so that the server can either pre-send documents or short-cut
browsing paths. For instance, WebWatcher (Armstrong et al.1995) learns to predict what links users
will follow on a particular page as afunction of their specified interests. A link that WebWatcher
believes a particular user islikely to follow will be highlighted graphically and duplicated at the top
of the page when it is presented.

One particularly useful application isto compose index pages for individual group of users
automatically. This application corresponds to akind of personalization on the Web. One of the first
systemsto do thisis the PageGather system [PE1999], which provides users with shortcuts, which
takes asinput a web-server access log, where the log records the pages visited by a user at the site.
Based on the visiting statistics, the system provides links on each page to visitors eventual goals,



skipping the in-between pages. An index pageis a page consisting of links to a set of pagesthat cover
aparticular topic (e.g., electric guitars).

Given this terminology, [PE 1999] define the index-page synthesis problem: given aweb site and a
visitor access log, create new index pages containing collections of linksto related but currently
unlinked pages. An access log is adocument containing one entry for each page requested of the web
server. Each request lists at | east the origin (1P address) of the request, the URL requested, and the
time of the request. Related but unlinked pages are pages that share a common topic but are not
currently linked at the site; two pages are considered linked if there exists alink from one to the other
or if there exists a page that links to both of them. In their PageGather algorithm, [PE 1999]
presented a clustering-based method for generating the contents of the new web page from server
access logs.

Given an access log, a useful task isto find collections of pages that tend to co-occur in visits.
Clustering is anatura technique to consider for thistask. In clustering, documents are represented in
an N-dimensional space formed by term vectors. A cluster isa collection of documents close to each
other and relatively distant from other clusters. Standard clustering algorithms partition the
documentsinto a set of mutually exclusive clusters.

The PageGather algorithm uses cluster mining to find collections of related pages at aweb site. In
essence, PageGather takes aweb server accesslog asinput and maps it into aform ready for
clustering; it then applies cluster mining to the data and produces candidate index-page contents as
output. The algorithm has five basic steps:

PageGather Algorithm (Server Access Logs)

[Perkowitz and Etzioni 1999]
1. Processthe accessloginto visits.
2. Compute the co-occurrence frequencies between pages and create a similarity matrix.
3. Create the graph corresponding to the matrix, and find maximal cliques (or connected

components) in the graph.

4. Rank the clusters found, and choose which to output.
5. For each cluster, create a web page consisting of links to the documentsin the cluster,
6. Present clusters to the Webmaster for evaluation.

Let N be the number of web pages at the site. This algorithm is thus O(N?) time, quadratic in the
original number of web pages. We note that due to this high complexity, the algorithm is not suitable
for processing large data sets that are typical of today’ s web access patterns. For example, everyday,
MSN collects about millions of visits. Data sets of this scale must be processed with very efficient
disk-based algorithms. Thus, one of our intensionsis to explore more efficient clustering agorithms
for synthesizing index pages.

Another drawback of the PageGather algorithm is that it relies on the human web masters to
determine the appropriateness of the generated index pagesin afinal check. Thiswill likely create a
bottleneck for the workflow, especially for sites that have many web pages to be indexed. A



particularly important problem is the question of how many index pages to create, and how many
links to include in each index page. We answer this question in our paper.

Having obtained the clusters, we now turn our attention to the second contribution of the paper, in
building web interfaces that provide useful short cuts for people. We do this by providing index
pages, which are table-of -content pages that we can put at the root of aweb site. Theidea of index
pagesisfirst proposed by [PE 1999], but many open issues still remained. For example, to make the
knowledge actionable, it would be nice to remove the need for human users to subjectively select the
links to compose the index pages. Here we would like to address the important issue of how to
extend their manually evaluated index pages by a novel technique to find an optimal construction of
index pages automatically.

In our own work, we improve the PageGather system by automating the index-page creation process
completely [SYXZH 2002]. We do this by introducing a cost function, which we then use to judge
the quality of the index pages created.

We first define the cost models of web browsing. The cost arising from web browsing can be
summarized as areduction of the transition costs between web pages. Various cost models can be
used to describe the relation between costs and the number of URL’ s traversed; in this paper we
adopt a cost model such that the cost of a browsing session is directly proportional to the number of
URL’s on the browsing path. Shortcutting by offering index pages should not be considered to be
cost free, however. Index pagesthemselvestax on the users attention by requiring that usersflip
through extra pages in the process of finding their destinations. Therefore, when the number of index
pages increases, the transition costs should decrease while, at the same time, the page cost associated
with the need to flip through the index pages increases.

Let OverallCost be the overall cost of the browsing web pages and index pages. Let PageCost be the
cost of flipping index pages and TransitionCost be the cost of switching from one web page to
another. Then our cost models are as follows:

OverallCost = PageCost + TransitionCost

Let n be the number of index pagesand N, be the user defined maximum number of index pages.
Then we define PageCost to be alinear function of the number of index pages:

O,n<1

n
—2A1<n

max

PageCost =

For each index pageP, j=1, ... n, for each session S intheweblog, i=1, ...Sessions, where
Sessionsisthe total number of sessionsinalog. Let k ; bethe number of URL’sin P, that aso
appearsin S ; k; ; —1isthe cost saved by including the index page P, insession S .



i=1

Sessions( number _of _index_ pages
TransitionCost = (Total Access — Sessions) — Y ( > (ki —1)}
j=1
We can then normalize the cost as the following:

TransitionCost
Total Access — Sessions

OverallCost =

where Total Access is the total number of transitions and Sessions is the total number of sessionsin
thelog. Thisnormalization function defines a cost function within the range of zero and one.

We now describe how to compose index pagesin our framework. In their agorithm, Perkowitz and
Etzioni first computes clusters from the web logs and then put all clustersin index pages, so that each
cluster will correspond to one index page. In our experience, we have found that often each cluster
will contain alarge number of index pages. When hundreds of hyperlinks are included in an index
page, it isvery difficult for a user to find the information he/she islooking for. In addition, we feel
that there should be alimited number of index pages; if the user is required to read a huge number of
index pages then it might defeat the purpose of including the index pagesin thefirst place.

Therefore, in index page construction, we will include two parameters. Let the L be the number
of hyper links we would like to include in each index page, and let M be the number of index pages
wewish to build. Algorithm ConstructlndexPages takes the parameters M and L and the clusters
constructed by our RDBC agorithm, and produces M index pages as output:

Table 2. Algorithm Constructl ndexPages(Clusters, M, L)

1) Forj=1toM

2) {

3) Sort Clusters by the frequency count of the top L web pages,

4) Extract thetop L web pages from the first cluster and insert their hyperlinks
into an index page;

5) If (No cluster isleft or size of each cluster < L), Stop;

6) }

More importantly, based on these cost functions, we can find aminimal value M for the Overall Cost
and its corresponding number of index pagesto build. This optimal index-page construction process
represents another major contribution of our work. What we do isto anadyze the overall cost asa
function of the number of index pages M to construct, based on afixed value of L. We can then find
empirically the best value for M so asto minimize the overall cost of user browsing effort.

Figure 5 shows the overall cost function cal culated from the combination of the web page switching
cost and the index page cost with the NASA data. Asseen in the figure, the overall cost hasa
minimum value at around 3.5 index pages. Thisisan indication that when considering all factors, it
is the best to include around 3 to 4 index pages, where each page contains L hyperlinks. The optimal
number in this example is computed automatically from different statistics, rather then decided



subjectively by ahuman user. When in real application, the web site can be said to truly reconfigure
itself based on the Web log files accumulated in a certain period of time.

1.4
1.2 1 /
1
0 Overall Cost
= Page Cost
§ 0.6 T
O
0.4
Transition Cost
0O +—F+—F+—F—F+—"F+—F—"F+—F—F+—"F—"F+—+—
1 2 3 45 6 7 8 9 1011 12 13 14
Num of index pages

Figure5: Cost of page construction using the clustering results on NASA’slog.

4. Web Query Log Mining*

4.1 Web Query Logs

We now describe an application whereby we apply data mining to an Internet search enginein this
paper. In particular, we apply data mining to discover useful and implicit knowledge from user logs
of the Microsoft Encarta search engine (http://encarta.msn.com) to improve its performance. The user
logs keep traces of users behaviors when they use the Encarta search engine. The purpose of the web-
log mining isto improve Encarta search engine' s performance (which is defined precisely later in the
paper) by utilizing the mined knowledge as cache. Indeed, data mining is a promising approach since
popular search engines like Encarta get hundreds of thousands of hits each single day, and therefore,
it would be infeasible for traditional methods or human to analyze such logs.

Encarta accepts users submission as keyword queries, and returns alist of articles for users to choose
from. There are over 40,000 articlesin Encarta. Users can also browse articles organized under a
hierarchical structure of several levels. Thelog keeps track of users' queries and their clicks on the
returned articles, as well astheir browsing activities. The log file is quite large: aone-day log is over
several hundreds megabytesin size.

! This section is adapted from [Ling et. Al 2003]



Our log-mining system is an integration of previous techniques (mostly on smaller problems though),
but when they are carefully integrated and tuned, they are effective to solve thislarge-scale real-
world problem. The goal isto find useful “patterns” - rules associating keywords of the queries with
the target articles. If many users keying in similar queries clicked on the same article, then

generalized query patterns summarizing the queries will provide a direct answer (the article) to the
similar queriesin the future. When a set of such patternsis used as cache of the Encarta search engine,
itsoverall performance can be dramatically improved.

Let us assume that cache is k times faster than a regular search by the search engine. To obtain
overall improvement with the cache, we must consider how likely afuture user query is hit by the
cache, and how accurately the cache predicts the article (so user does not have to revoke the regular
search engine for the correct answer). The first part is measured by therecall (R) (or the hit ratio) of
the cache; it measures the percent of the testing queries that are matched with the queries patternsin
the cache. The second part is the precision (P), which measures, among queries hit by the cache, the
percent of the testing queries that are correctly predicted (that is, user’s click on the article returned
from the query is the same as what query patterns predict). Thus, assuming a unit timeis needed by a
regular search engine, the overal time when the search engine is equipped with the cacheis:

PR/k + R(1-P)(1+1/K) + (1 - R(1+1/K)

Thefirst term isfor the user query correctly matched with a pattern (with the probability PR the
cache returns the correct result within time 1/k), the second term for an incorrectly matched query (so
the user requests another search from the regular search engine), and the third term for no match (so
the regular search engineisinvoked). The overall timeisequa to:

1+ 1k-PR

Clearly, the larger the k, and the larger the product of P and R, the less the overall time of the search
engine equipped with cache. Thus, our first goa of mining user logs of Encartaisto improve the
product of the precision and recall of the cache.

A major advantage of our caching technique over the previous onesis that our cache consists of
generalized query patterns so that each pattern covers many different user queries. They can even
match with new queries that were not asked previously. Most previous caching approaches keep the
frequent user queries, or invert lists directly (See [Saraiva et al, 2001] and the references), limiting
the recall of cache with afix size dramatically. Some previous work on semantic caching (such as
[Chidlovskii et a, 1999]) can compose answers of new queries by applying Boolean operations to the
previous answers. However, they do not allow generalization of the previous queries as we do.

The second god of the research isto discover comprehensible descriptions on the topicsin which
users are mostly interested. The web editors can study those topics, and add more articles on popular
topics. Our generalized query patterns are production-rule based, and are easy to comprehend.
Therefore, we need to build a user-friendly interface, providing different and clear views of the query
patterns discovered.



Past work on web-log mining has been done. However, most has focused on mining to change the
web structure for easier browsing [Craven, et al, 2000; Sundaresan and Y'i, 2000], predicting
browsing behaviors for pre-fetching [Zaine, et al, 1998; Boyan, 1996], or predicting user preference
for active advertising [Pel, et al, 2000; Perkowitz, 1997]. Some work has been done on mining to
improve search engine’ s performance. The most notable example is the Google search engine
[Googl€e], in which statistical information is mined from the linkage structure among web pages for
weighting and ranking of the web pages. However, when users click on web pages returned, they
access to the web pages directly. Therefore, Google does not collect users' feedback on the search
results (unless when users click on the cached pages on the Google server). Thus, Google's
improvement on the search engine islargely syntactic and static based on linkage relations among
web pages. Our method is semantic and dynamic, since it mines from the users actual clicks
(feedback) on the search results, and it dynamically reflects the actual usage of the search engine. See
Section 4 for more reviews of other work and its relation to ours.

4.2. Mining Generalized Query Patterns

In this section, we describe in details how data mining is used to improve the Encarta search engine's
performance. The Encarta website (http://encarta.msn.com) consists of a search engine, with 41,942
well-versed articles (written by experts of various domains) as answers to the user queries, and a
well-organized hierarchy of articles for browsing (but one cannot use the search engine and the
hierarchy interchangeably). The users' activities are recorded in the raw I1S (Internet Information
Services) log files, which keep alot of information about each user’s access to the web server. The
log files are large: one-day log files are about 700 megabytesin size.

A log pre-processing program is written to extract user queries and their corresponding articles
clicked. The search engine is a keyword-based search engine, and therefore, amost all queries are
simply lists of keyword(s). The result of the log pre-processing program is as follows:

keyword;, keyword, ...; article;, article,, ...

Each line indicates that a user query contains keyword;, keyword, and so on, and the corresponding
articles that the user clicks are articley, article,, etc.

We find that most queries have a very small number of keywords: 52.5% of queries contain only one
keyword, 32.5% two, 10% three, and 5% four and above. Also most users clicked on only one article
for their queries: only 0.0619% of user session clicked on two or more articles for a query. We
simply convert each of those queries into severa queries, each of which contains the same
keyword(s), and one article that the user clicked. This would introduce an inherit error rate, since the
same query is linked to different articles as answers.

One inherent difficulty in our work isthat user queries are mostly short, consisting one or two
keywords. On the other hand, user clicks of the articles can vary due to various user intentions. Our
data-mining algorithm should be able to deal with noisein the data, and to find rules associating
queries with the most relevant articles.



From two-month Encarta’s user 1og, we obtained 4.8 million queries, each of which isalist of
keyword(s) and one article clicked. Our data mining starts from this query list, and produces
generalized query patterns, which summarize similar queries answered to the same article. Again,
those queries patterns will act as the cache of the Encarta search engine.

4.3 A Bottom-up Generalization Algorithm

A query pattern represents a set of user queries with the same or similar intention, and thusis
associated with an article as the answer. It is difficult to capture the “similar intention” in natural
language, and therefore, we use both syntactic constraints (such as stemming of keywords; see | ater)
aswell as semantic constraints (such as generalized concepts and synonyms; see later) in our
definition of queries with “similar intentions’.

The simplest form of patterns consists of some keyword(s), and possibly, a“don’t care” keyword, in
the format of:

article ID < keyword, ..., keyword, [any]; accuracy; coverage

where “any” represents any keyword(s), and isplaced in[...] to distinguish it from user-inputted
keywords. If apattern contains a generalized term placed in[ ], it iscalled a generalized pattern;
otherwise (if it contains user-inputted keywords only) it is called a simple pattern.

Accuracy and coverage are two numbers for evaluating query patterns. (Note that the precision and
recall mentioned earlier are measures for testing queries on the whole set of patterns, while accuracy
and coverage here are for each individual query pattern.) Coverage isthe number of original user
queries that are correctly covered (or predicted) by this pattern, and accuracy is the percentage of
queriesthat correctly covered. If error isthe number of queriesincorrectly covered by a pattern
(when users clicked a different article), then accuracy = coverage/(coverage + error). If the accuracy
and coverage of al query patterns are known, and the distributions of testing set on those patterns are
known, then the overall precision and recall of the pattern set (cache) on the test set can be easily
derived.

A bottom-up generalization algorithm is designed to find generalized patterns with [any], and the
overall processis described below. First, it groups the queries clicked by the same article together,
and sorts them by the article frequency, so that queries of the most clicked articles are mined first.
From the queries of the same article, two are chosen according to a greedy heuristic (see later) if they
have some keyword(s) in common. Then atentative pattern is created with those common keyword(s),
and the [any] keyword inserted. Its accuracy and coverage can then be calculated. If the accuracy or
the coverage of this pattern is below some thresholds, it is discarded; else the pattern replaces all
queries correctly covered by it, and the process repeats, until no new patterns can be formed. Then
the generalized patterns (with the generalized concept [any]) and the simple patterns (the remaining
user queries) are returned, and they are all associated with that article. This processis applied to all
articles. In the end, all patterns of all articles are sorted according to their coverage, and thetop t



patterns with highest coverage from all articles are outputted as the cache. The cache sizet was
chosen as 5,000 in this paper, since a query distribution analysis shows that when t is overly larger
than 5,000, the overall benefit of larger caching is reduced.

Note that the relation between query patterns and articles is a many-to-many one. On one hand, the
same query pattern can associate with more than one article (since general keywords such as
“animal” can be the keyword of severa articles). Therefore, severa articles can be returned if the
user query matches with several query patterns with different articles. On the other hand, the same
article can be associated with many query patterns (different keywords can associate with the same
article).

To choose which two queries for generalization, a greedy heuristic is used. Every pair of queriesis
tried, and the pair with the maximum coverage while the accuracy is above some pre-set threshold is
chosen at each step for generalization.

Experiments (not shown here) indicate that this algorithm does not produce satisfactory results: only
afew useful patterns are produced. Thefirst reason is that the generalization step of introducing [any]
into patternsis often too bold: such patterns cover too many queriesincorrectly, and thus have alow
accuracy. Second, many keywords have dightly different spellings (sometimes with a minor spelling
error) and thus are not regarded as the same, preventing possible generalization. Third, many
keywords are synonyms; but since they are spelled differently, they cannot be treated as the same for
possible generalization. Fourth, one-keyword queries are not paired for generalization, since it would
inevitably produce an overly generalized pattern “article ID « [any]”. However, most (52.5%) of the
queriesin the user logs are one-word queries. We want generalization to happen more gradually. This
would also alleviate the first problem mentioned above.

In the following four subsections we provide solutions to the four problems mentioned above. Most
improvements have been published previously (see Section on Relation to Previous Work), but when
they are carefully integrated and tuned, they are shown to be effective to solve this large-scale real -
world problem.

4.4  Improvement 1: A Hierarchy over Keywords

Thefirst problem mentioned earlier is over generalization. That is, any two different keywords from
two queries will be replaced by [any]. To provide more graded generdization, a hierarchica structure
with the “is-a’ relation would be useful. With this hierarchy, the generalization of two keywords
would be the lowest concept that is an ancestor of both keywords in the hierarchy.

It isatediousjob to construct such a hierarchy over tens of thousands of keywords in the user queries.
We used WordNet [Miller, 1990] to generate such a hierarchy automatically. A problem occurred is
that most keywords have different senses or meanings, which in turn, have different parentsin the
hierarchy. We adopt the first, or the most frequently used meaning of each keyword in the WordNet.
Previous research [Ng et al, 1996; Lin, 1997] found that the most frequently used meanings are
accurate enough compared with more sophi sticated methods.



For example, if we use “<” to represent the is-arelation, then WordNet would generalize “a phabet”
as:

alphabet < character set < list < database < information < message < communication < social relation < relation
< abstraction

Similarly, “symbol” would be generalized as.
symbol < signal < communication < social relation < relation < abstraction

Then “communication” would be the least general concept of “alphabet” and “symbol” in the
hierarchy.

A problem that allows for gradual generalization using WordNet is that it introduces too many
possibilities of generalization from two user queries. A keyword in one query may generaize with
any other keyword in the other query using WordNet, introducing an explosive number of
combinations. A heuristic is further introduced: two queries can be generalized only when they have
the same number of keywords, and only one keyword in the two queriesis different. That is, the two
gueries must be in the format of:

keyword;, ..., keyword;, keyword,
keyword;, ..., keyword;, keywordy

where keyword; = keywordy. A potential pattern is then produced:
keyword,, ..., keyword;, [concept;]

where concept; is the lowest concept which is an ancestor of keyword; and keywordyin the hierarchy.
With the introduction of the concept hierarchy, more interesting patterns can be discovered. For
example, from

Greek, aphabet
Greek, symbol
A generdized query pattern:
article ID « Greek, [communication]

is produced. “[communication]” would a so cover other keywords such as “document”, “letter”, and
“myth”, which might be contained in future user queries.

Obviously, when the generalized query patterns are cached for the search engine Encarta, WordNet
API calls must be available for testing whether or not a keyword in anew user query is covered by
generalized concepts. This can be optimized to have little impact on the speed of the cache.



4.5 Improvement 2: Flexible Generalizations

Dueto the introduction of the hierarchy, pairs of one-keyword queries may now be generalized. Asto
which two queries are paired for generalization, the same greedy heuristic is used: the pair that
produces a pattern with the maximum coverage while the accuracy is above a threshold is chosen.

All queries covered by the new pattern are removed, and the process repeats until no new patterns can
be generated.

As discussed in the Introduction, the goal of producing generalized query patternsis to have the
product of the recall and precision of patterns aslarge as possible. Therefore, afurther generalization
is applied here. After aleast general keyword in the WordNet is obtained from a pair of two
keywords, it is further generalized by “climbing” up in the hierarchy of the WordNet until just before
the accuracy of the pattern falls under the fixed threshold. Thiswould produce patterns with a
maximum recall while maintaining the adequate accuracy.

Thisimprovement produces many useful generalized queries, such as:
“Demoacracy, of, [American_state]” from

e Democracy, of, Cadlifornia

e Democracy, of, Texes

e Democracy, of, Pennsylvania;

“[weapon_system]” from
e Gun

e Pistol

e Bullet

e firearm
“[European], unification” from

e German, unification

e [talian, unification
“[rank], amendment” from

e first, amendment
e fourteenth, amendment

e fifth, amendment

4.6 Improvement 3: Morphology Conversion

The second reason preventing useful generalization of the two queriesisthat minor differencesin the
spelling of the same keyword are regarded as different keywords. For example, “book” and “books”



are regarded as completely different keywords. Misspelled words are also treated as completely
different words. Thiswould prevent many possible generalizations since all other keywords except
one in two queries must be exactly the same.

A simple morphology analysis using WordNet is designed to convert words into their “original”
forms (i.e., stemming). For example, “books’ to “book”, “studied” to “study”. We apply the
conversion in our program before generalization is taken place. Currently we are working on spelling
correction on the keywords in user queries.

With this improvement, we see user queries such as:

e populations, Glasgow
e population, Edinburgh

which cannot be generalized (because both keywords in the two queries are different) can now be
generalized, and produce a generalized query pattern “population, [UK _region]”

4.7 Improvement 4: Synonym Conversion

A similar problem is that many keywords are synonyms: they have very similar meanings but with
different spellings. For example, “Internet” and “WWW”, “pendty” and “punishment”, and
“computer” and “data-processor” are all synonyms. Since any generalization of two queries requires
all keywords except one must be the same, such synonyms should be recognized to allow more
possible generalizations.

WordNet is again used for the synonym conversion. A dictionary of keywords appearing in user
queriesis dynamically created when the user logs are scanned. Before a new keyword isinserted into
the dictionary, its synonyms are checked to seeif any of them isaready in the dictionary. If it is, the
synonym in the dictionary replaces this keyword. This would reduce the size of the dictionary by
about 27%. Even though the reduction is not huge, we found that the reduction happens on keywords
that are very frequently used in the queries.

With this improvement, more useful generalized queries can be produced, which would not be
possible previously. For example:

“DNA, [investigation]” from

e DNA, testing

e gene, anaysis

e genetic, inquiry



4.8 Implementations
The pseudo-code of our log mining agorithm for Encartawith al improvementsis presented in Table
3. The program iswritten in Visual C++.

Several further possible generalization methods are currently under investigation. For example,
queries with different number of keywords, queries with two different keywords in the pair, and so on.

QuerySet = 11Slog files /* Origina user log of Encarta*/
QuerySet = Filtering(QuerySet) /* Producing list of user keywords and
click */
QuerySet = Stemming(QuerySet) /* Improvement 3 (morphology
conversion) */
QuerySet = Synonym(QuerySet) /* Improvement 4 (Synonym conversion)
*/
QuerySet = sort(QuerySet) [* Cluster queries by article ID */
For each article ID do
Repeat
Max_pattern ="
For each pair of queries with the same length and only one keyword different
Temp_pattern = generalize(pair) /* use WordNet to generalize the
keyword */
While accuracy(climb_up(Temp_pattern)) > threshold do [*

Improvement 2 */

Table 3. Implementation of the a gorithm

4.8 Simulation Experiments

We have constructed an off-line mining system as described in the previous section. From the two-
month user log files of atota size about 22 GB, it takes afew hoursto mine all the patterns. Most of
the time was spent on error calculation of each generalized query pattern, since it requires scanning
all of therest of the queriesto seeif it covers any “negative examples’. The efficiency of the code
would be improved since no attempt is made yet to optimizeit. In the end, 5,000 query patterns are
chosen whose accuracy is above 0.75 (a threshold we chose for the experiments).



We run several realistic simulations to see how our generalized query patterns help to improve the
Encarta search engine, compared to a baseline cache which consists of the same number of the most
frequent (ungeneralized) user queries. We partition the two-month log files into two batches: a
training batch which is about 80% of all logs from the beginning, and a testing batch which is the last
20% of the logs. We then run our mining algorithm on the training batch, and test the patterns
produced on the testing batch (last 20% of the queries unused in the training), simulating the actual
deployment of the cache in the search engine after data mining has been conducted.

Again, recall and precision of the cache are calculated to measure the overall speed of the search
engine with cache of the generalized query patterns. The overall saving would be larger if the product
of recall and precisionislarger, and if the k (the speed difference between regular search and cache)
islarger.

4.9  Analyses of the Results

Table 4 presents our experiment results. As we can see, therecal (or hit ratio) of the cache does
improve dramatically when more improvementsin the mining algorithms are incorporated, and is
much higher than the baseline cache, which consists of the same number of most frequent original
user queries. On the other hand, the precision is virtually the same for different versions. Thisis
actually within our expectation since patterns are chosen according to their coverage when their
accuracy is above a fixed threshold (0.75). Overall, the best version produces the highest product of
precision and recall. As we can see, the mgjor improvement in recall comes from the generalization
with hierarchy from the WordNet (improvements 1 and 2), and from synonym conversion
(improvement 4).

If kisequd to 100, which is quite common as the speed up of using the cache vs the regular search
engine, then the search engine with cache of the generalized query patterns would have an overall
user search time of only 30% of the search engine without the patterns according to the formula 1 +
1/k— P R (see Introduction). That is, the search engine with the cache of the best generalized patterns
is 3.3 times faster overall then the one without using the cache, and 3.1 times faster than the baseline
cache of the most frequent user queries.

Recall Precision Overal search time with
cache, if no cache is 100%.
Basdline cache 7.31% 82.3% 95%
I with hierarchy 41.7% 81.7% 67%
[1: | + morphology analysis | 52.8% 90.6% 53%
[11: 11 + synonyms 80.4% 88.3% 30%

Table 4: Results of our log-mining algorithm for the Encarta search engine.



4.10 Relation to Previous Work

Many techniques used in this paper have been used (mostly on smaller problems though).
We demonstrate that when those techniques are carefully integrated and tuned, they can
solve thislarge-scale rea -world problem.

Pattern learning discussed in this paper is similar to rule learning from labeled examples,
awell studied areain machine learning. Many methods have been devel oped, such as
C4.5 rule, the AQ family, and RIPPER. C4.5 rule [Quinlan 1993] is a state-of-art method
for learning production rule. It first builds a decision tree, and then extracts rules from the
decision tree. Rules are then pruned by deleting conditions that do not affect the
predictive accuracy. However, C4.5 ruleis limited to produce rules using only the
original features (that is, only “dropping variables” is used in generalization), while our
method also introduces generalized concepts in the hierarchy.

The AQ family [Michalski, 1983] generates production rules directly from data. It uses
the “generate and remove” strategy, which is adopted in our algorithm. However, AQ isa
top-down induction algorithm, starting from a most general rule and making it more
specific by adding more conditions. AQ does not utilize concept hierarchy aswe use in
our generalization process. It seems difficult to incorporate concept hierarchy in the top-
down learning strategy, as alarge number of conceptsin the hierarchy must be tried for
making a rule more specific. The difference between our mining algorithm and RIPPER
[Cohen, 1995] are dso similar.

Concept hierarchy has been used in various machine learning and data mining systems.
One usage is as background knowledge, asin [Han, Cai and Cercone, 1993]. Concept
hierarchies have aso been used in various a gorithms for characteristic rule mining [Han,
1995, 1996; Srikant, 1995], multiple-level association mining [Han 1995], and
classification [Kamber 1997]. What makes our work different is that our concept
hierarchy is much larger and more generadl; it is generated automatically from WordNet
over tens of thousands of keywords.

The improvements over the simple generalization algorithm are similar to approaches to
the term mismatch problem in information retrieval. These approaches, called
dimensionality reduction in [Fabio, 2000], aim to increase the chance that a query and a
document refer to the same concept using different terms. This can be achieved by
reducing the number of possible ways in which a concept is expressed; in other word,
reducing the “vocabulary” used to represent the concepts. A number of techniques have
been proposed. The most important ones are manual thesauri [Aitchison and Gilchrist,
1987], stemming and conflation [Frakes, 1992], clustering or automatic thesauri
[Rasmussen 1992, Srinivasan 1992], and Latent Semantic Indexing [Deerwester et al.,
1990]. These techniques propose different strategies of term replacement. The strategies
can be characterized by (1) semantic considerations (manual thesauri), (2) morphological
rules (stemming and conflation), and (3) term similarity or co-occurrence (clustering or



Latent Semantic Indexing). In our work, we used strategies similar to (1) and (2). The
manual thesauri we used are WordNet. We also dealt with synonymous, but unlike
strategy (3) which clusters similar terms based on co-occurrence, we used clusters of
synonymous provided by WordNet directly. Our training data are user logs, which do not
contain full text information of processed documents, which are necessary for co-
occurrence estimation.

5. Conclusions

The purpose of this chapter isto advocate the discovery of actionable knowledge from
Web logs. Actionable knowledge is particularly attractive for Web applications because
they can be consumed by machines rather than human developers. Furthermore, the
effectiveness of the knowledge can be immediately put to test, making the merits of the
type of knowledge and methods for discovering the knowledge under more objective
scrutiny than before. In this chapter, we presented two examples of actionable Web log
mining. Thefirst method isto mine a Web log for Markov models that can be used for
improving caching and prefetching of Web objects. A second method is to use the mined
knowledge for building better, adaptive user interfaces. A third application isto use the
mined knowledge from a query web log to improve the search performance of an Internet
Search Engine. In our future work, we will further explore other types of actionable
knowledge in Web applications, including the extraction of content knowledge and
knowledge integration from multiple Web sites.
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