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Abstract. We present two variants of OMD which are robust against
nonce misuse. Security of OMD—a CAESAR candidate—relies on the as-
sumption that implementations always ensure correct use of nonce (a.k.a.
message number); namely that, the nonce never gets repeated. However,
in some application environments, this non-repetitiveness requirement on
nonce might be compromised or ignored, yielding to full collapse of the
security guaranty. We aim to reach maximal possible level of robustness
against repeated nonces, as defined by Rogaway and Shrimpton (FSE
2006) under the name misuse-resistant AE (MRAE). Our first scheme,
called misuse-resistant OMD (MR-OMD), is designed to be substantially
similar to OMD while achieving stronger security goals; hence, being able
to reuse any existing common code/hardware. Our second scheme, called
parallelizable misuse-resistant OMD (PMR-OMD), further deviates from
the original OMD design in its encryption process, providing a paralleliz-
able algorithm, in contrast with OMD and MR-OMD which have serial
encryption/decryption processes. Both MR-OMD and PMR-OMD are
single-key mode of operation. It is known that maximally robust MRAE
schemes are necessarily two-pass, a price paid compared to a one-pass
scheme such as OMD. Nevertheless, in MR-OMD and PMR-OMD, we
combine the two passes in a way that minimizes the incurred additional
cost: the overhead incurred by the second pass in our two-pass variants
is about 50% of the encryption time for OMD.

Keywords: authenticated encryption, misuse-resistance, OMD, CAE-
SAR competition.

1 Introduction

An authenticated encryption scheme (AE) is a symmetric-key scheme that guar-
antees confidentiality (privacy) and authenticity (integrity) of data at the same
time. Classical authenticated encryption schemes were based on the generic com-
position paradigm: combining a traditional encryption scheme for privacy with
a message authentication code (MAC) for integrity. Generic composition based
schemes were formally analysed for the first time in [2], and more recently, fur-
ther investigated in [19].

The syntax and security notions for authenticated encryption, as a primitive
of its own right, were originally formalized in [2}3}/16], and further developed to
include different variations in [12/21},23}24].
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Once the topic started to be investigated more, it became clear that there
is a need for dedicated authenticated encryption schemes—designs that would
provide higher security levels, efficiency or other desired features, in particular,
being easier to use and less prone to implementation errors/attacks, compared
to the generic composition-based schemes. This is backed by the fact that the
generic composition paradigm is neither the most efficient (it requires processing
the input stream at least twice) nor the most robust to implementation errors
[7L19127].

In this line, one of the most commonly known schemes is the GCM algorithm,
which was originally introduced in [18] and standardized by NIST [11] as a
blockcipher mode of operation for AE. GCM is a representative example of a
nonce-based, one-pass AE scheme which supports “associated data”’—data that
are logically bound to the plaintext, need to be authenticated, but not to be
encrypted. Other prominent standard algorithms in this category include CCM
[10], OCB [17,22,23], and EAX [4], which are specified in ISO/TEC 19772:2009.

Lately, authenticated encryption has received a lot of attention through the
recent CAESAR competition [5]. There were 57 submissions to the first round
of CAESAR, from which (at the time of writing this paper) 7 were withdrawn
due to major attacks. The proposed CAESAR candidates cover a wide range of
designs, advertising different features, such as, being super efficient, single-pass
(online), fully or partially nonce-misuse-resistant; online misuse-resistant, and
SO on.

One of the CAESAR candidates is the Offset Merkle-Damgard (OMD)—a
nonce-based, single-pass mode of operation for authenticated encryption with
associated data that uses a compression function as its lower-level primitive. To
the best of our knowledge, OMD is the only candidate that uses a compres-
sion function (in particular, those of SHA-256 and SHA-512). The majority of
other candidates are (AES) blockcipher-based or permutation-based, and some
use round functions of AES. OMD has some promising features, among them,
are provable security in the standard model based on the well-known PRF as-
sumption on the compression function and high bit-security level (127 bits and
255 bits for OMD-sha256 and OMD-sha512, respectively). Being able to take
advantage of the Intel SHA instructions on next-generation processors [28] also
seems to be quite interesting.

However, we notice that the security of OMD relies on the assumption that
implementations always ensure correct use of nonce (a.k.a. message number);
namely that, the nonce never gets repeated, otherwise security will fully collapse.
While the nonce-based security is sufficient and desirable in many situations,
it is not rare that in practice nonces are misused due to poor or erroneous
implementations; e.g., a random IV with bad randomness generator might be
used instead of the nonce, a counter with a short cycle of repetition can be used
as a nonce, or the nonce can even be set to a constant.

Providing robustness against such nonce-misuse scenarios has motivated de-
velopment of nonce-misuse-resistant AE schemes—an AE scheme, that retains
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most of its security even if the nonces are not used properly. There are two
different categories of such schemes with different levels of robustness.

The first is the category of two-pass schemes that can provide maximal se-
curity in the presence of nonce reuse. These schemes make a first pass over all
data (message and authenticated data) to compute a tag (or IV) and then uses
the result (IV) to parametrize a second pass for encryption. The first such (two-
pass) scheme is the synthetic-IV (SIV) construction described in [24}25]; other
examples are HBS [15] and BTM [14]. When the nonce is reused, these two-pass
schemes only leak minimal additional information compared to semantically se-
cure encryption schemes—the leaked information being the fact that a plaintext
together with its associated data are exactly repeated.

The second category are the one-pass (online) AE schemes that promise some
limited level of misuse resistance; the first such scheme is McOE [13], followed
by several other designs, such as those in [1,|9]. Being online is considered as
an advantage in many applications, but it must be noted that such online AE
schemes will reveal much more information compared to the two-pass scheme;
namely, the ciphertext reveals to the adversary whether two messages share a
common prefix when the nonce is reused. This is intrinsic to deterministic online
encryption. To the best of our knowledge, there is yet no clear consensus in the
cryptographic community (and no systematic study) on whether such an extra
information leakage (namely, the longest common prefix) can be tolerated and
considered safe in different applications of an AE scheme.

Aiming to keep the good features of OMD as far as possible and making it
robust to nonce reuse, we introduce two variants of OMD, called misuse-resistant
OMD (MR-OMD) and parallelizable misuse-resistant OMD (PMR-OMD). We
aim to reach maximal possible level of robustness against repeated nonces, as
defined by Rogaway and Shrimpton (FSE 2006) under the name misuse-resistant
AE (MRAE), so similar to the previously known schemes in this category (e.g.,
SIV, HBS and BTM) our constructions are also two-pass. The main motives that
influenced design of MR-OMD are the struggle to have a construction that is
very similar to OMD (so that common code and hardware can be reused) and to
have an efficient, provably secure MRAE scheme at the same time. The design of
PMR-OMD further deviates from OMD, providing a fully parallelizable variant,
in contrast with OMD and MR-OMD which have serial encryption process.

In MR-OMD and PMR-OMD, the two passes are combined in a way that
minimizes the incurred additional cost: using a keyed compression function with
(n 4+ m)-bit input and n-bit output, for processing a message M with associ-
ated data A, MR-OMD and PMR-OMD only need |M|/(n + m) more calls to
the compression function compared to OMD, where |M]| is the bit length of M.
Noticing that the encryption pass in OMD requires 14 |M|/m compression func-
tion calls, and considering m = n (as suggested in OMD), the overhead incurred
by the second pass in our two-pass variants is about 50% of the encryption time
for OMD. We note that the overhead is independent of A as it is processed in
the same way in all these algorithms.
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Compared with STV which requires two keys, MR-OMD and PMR-OMD only
uses a single key (as is also the case for HBS and BTM). Compared to HBS and
BTM which use polynomial-based hashing and need general finite field multipli-
cations in their IV generation part, MR-OMD and PMR-~-OMD use compression
function-based hashing process and only need doubling (multiplication by 2) op-
eration in GF(2") which can be easily and efficiently implemented as shown in
Section [2] Avoiding polynomial based hashing seems to be an advisable prac-
tice due to the recent attacks and issues of such schemes as recently described
in [20,/26]. We note that all these two-pass schemes have the same high-level
generic structure (called “Scheme A4” in [19]); what differs is the design of the
IV generation and encryption processes.

There is also another subtle difference between the design of our variants
of OMD with those of SIV, HBS and BTM; namely, while the latter schemes
are designed to be deterministic AE (DAE) and incorporate nonce (if used)
and associated data as the header information, our schemes treat the nonce
and associated data differently from the beginning. As stated by Rogaway and
Shrimpton [24] “the MRAE goal is conceptually different from the DAE goal,
the former employing an IV and gaining for this a stronger notion of security.
The header and the IV are conceptually different, the one being user-supplied
data that the user wants authenticated, the other being a mechanism-supplied
value needed to obtain a strong notion of security.”

ORGANIZATION OF THE PAPER. Notations and prelimiary concepts are presented
in Section [2] Security notions are defined in Section [3] Section [] provides the
specification of the MR-OMD mode of operation. In Section [B] we provide the
security analysis of MR-OMD. In Section [6] we describe PMR-OMD and provide
its security analysis. The bulk parts of the proofs are provided in the appendices.

2 Preliminaries

NOTATIONS. For a finite set S, by = & S we denote that = is chosen from
S uniformly at random. Any string is a binary string. Let {0,1}" denote set
of all binary strings of length n and let {0,1}* denote the set of all finite-
length strings. For two strings X and Y, X||Y and XY denote the result of
concatenating the two strings. For an n-bit binary string X = X[n —1]--- X[0],
let X[i---j] = X[i]--- X[j] denote a substring of X, for 0 < j <i < m — 1; let
msb(X) = X[n—1] and 1sb(X) = X[0]. Let 1"0™ denote concatenation of n ones
by m zeros. For a non-negative integer ¢ let (i), denote binary representation
of 7 by an m-bit string.

The special symbol 1 means that a variable is undefined and it also signifies
an error. Let |Z] denote the cardinality of Z if Z is a set, and the length of Z in
bits if Z is a binary string. The empty string is denoted by & and we let || = 0.

For X € {0,1}" let X1||X2--- || X0 & X denote partitioning X into blocks X;
such that |X;| =bfor 1 <i<m—1and |X,,| <b. Let | X|, = [|X|/b] denote
length of X in b-bit blocks and let || X ||, = max{1, |X|p}.
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For two binary strings X = X[m —1]--- X[0] and Y =Y [n — 1] --- Y[0], the
notation X @ Y denotes bitwise xor of X[m — 1]---X[m — 1 —¢] and Y[n —
1]---Y[n—1—/] where { = min {m — 1,n — 1}. That is, X &Y is the result of
xoring first £ msb bits of X and Y and dropping the rest (if any) for the longer
string. When m = n, this simply denotes the conventional bitwise xor of two
strings. For any string X, define X @ e = ¢ ® X = . The notation X ®,,e Y
stands for bitwise xor X||0¢~™ @ Y||0¢~", where L = max {m,n}. In other
words, we xor the the shorter string to the longer one, aligning the strings by
their leftmost bits.

For a binary string X = X[m — 1]--- X[0], let X <« n denote the left-shift
operation, where the n left-most bits are discarded and the n vacated right bits
are set to 0. We let X >, n denote the signed right-shift operation, where the
n right-most bits are discarded and the n vacated left bits are filled with the
left-most bit (which is considered as the sign bit); for example, 1001100 >, 3 =
1111001.

THE FINITE FIELD WITH 2" POINTS. Let (GF(2"), @, .) denote the Galois Field
with 2" points. When considering a point « in GF(2") it can be represented in
any of the following equivalent ways: (1) as an integer between 0 and 2™ — 1, (2)
as a binary string a,—1 -+ € {0,1}", or (3) as a formal polynomial a(X) =
ap1 X"+ + 0y X + o with binary coefficients. The addition “®” and
multiplication “.” of two field elements in GF(2") are defined as usual (e.g.
see [23]). For GF(22°%), we use Pas6(X) = X256 + X104 X5 + X2 4+ 1, and
for GF(25'2) we use Ps12(X) = X°12 + X® + X5 + X? 4+ 1 as the irreducible
polynomials used in the field multiplications. It is easy to multiply an arbitrary
field element « by the element 2 (i.e. X ). For example, in GF(2%55) using Pas(X)
the doubling operation can be described as follows:

9g_da< 1 if msb(a) =0 (1)
(@ < 1) ®0%*%10000100101  if msb(a) =1
= (@ < 1)@ ((a >, 255) A 02*510000100101) 2)

We note that the results computed in and are the same but an implemen-
tation using will not be susceptible to the timing attacks unlike one which

uses .

3 Security definitions

As usual in the concrete-security definitions, we measure the insecurity of a
scheme IT using the resource parametrized function Adv’;*(r), denoting the
maximal value of the adversary’s advantage — Advyy*(r) = maza {Adv(A)}
— over all adversaries A, against the xxx property of a primitive or scheme IT,
that use resources bounded by r. Let A be an adversary that returns a binary
value; by A7)(X) = 1 we refer to the event that A on input X and access to

an oracle function f(.) returns 1.
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SYNTAX AND SECURITY OF KEYED COMPRESSION FUNCTIONS. We denote a
keyed compression function by F : K x ({0,1}" x {0,1}"™) — {0,1}", where m
and n are two positive integers, and the keyspace K is a non-empty set of strings.
The notations Fx(H,M) = F(K;H,M) are equivalent. We can alternatively
think of Fi as a single argument function whose domain is {0, 1}”+m and write
Fr(H||M) = Fg(H,M). Given a keyless compression function F’ : {0,1}" x
{0,1}* = {0,1}" (c.g. sha-256 : {0,1}** x {0,1}°"* — {0,1}**®) we convert it
to a keyed compression function F' by dedicating k bits of its b-bit input block
to the secret key; i.e. we define F(H, M) = F'(H, K||M). For example in the
case of sha-256 we have n = 256 and we will set £k = 256 which will give us
m = 512 — k = 256. We assess the security of compression functions in the sense
of pseudorandom function security described below.

PsEuDORANDOM FUNCTIONS (PRF'S) AND TWEAKABLE PRFS. We denote by
Func(m,n) = {f : {0,1}"" — {0,1}"} the set of all functions from m-bit strings
to n-bit strings and by Func(M,n) = {f : M — {0,1}"} the set of all functions
from a set M to n-bit strings. A random function R & Func(m,n) is a function
selected uniformly at random from Func(m,n). We define a random function R’
with input from set M and n-bit output in a similar manner.

Let Func” (m,n) be the set of all functions {f T x {0,1}"™ — {0, 1}”},
where T is a set of tweaks. A tweakable random function (RF) with the tweak
space T, m-bit input and n-bit output is a map R : 7 x {0,1}"™ — {0,1}"
selected uniformly at random from Func” (m,n); i.e. R & Func” (m,n). We use
E<T>(.) and fi(T, .) interchangeably, for every T' € T. Notice that each tweak T
names a random function RT) : {0,1}™ — {0,1}" and distinct tweaks name
distinct (independent) random functions.

Let F : K x {0,1}™ — {0,1}" be a keyed function and let F : K x T x
{0,1}™ — {0,1}" be a keyed and tweakable function, where the key space K is
some nonempty set. Let Fi(.) = F(K,.) and ﬁép(.) = F(K,T,.). Let A be an
adversary. Then:

Advyf(A) =Pr [K S ATKO 5 1} —Pr [R & Func(m,n) : A®O = 1}

- 7 ~ .
Adv%rf(A) =Pr {K K ATKO o 1] —Pr {R & Func” (m,n) : ARYO o 1}

The resource parametrized advantage functions are defined accordingly, con-
sidering that the adversarial resources of interest here are the time complexity
(t) of the adversary and the total number of queries (q) asked by the adversary
(note that we just consider fixed-input-length functions, so the lengths of queries
are fixed and known). We say that F is (¢, q; €)-PRF if Adv%rf(t, q) < e. We say

that F is (t, ¢; €)-tweakable PRF if Adv%rf(t,q) <e.
Extending these definitions for variable-input-length functions is straightfor-
ward; namely, for a VIL function G : K x D — {0,1}", with a non-empty key
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space K and message space D = {0, 1}", the ideal primitive to which a randomly

selected function G is compared will be R & Func(D, n). The resource of in-
terest in this case is the total length of all processed queries in n-bit blocks o
for some positive n.

IV-BASED ENCRYPTION SCHEMES. An IV-based encryption scheme is a privacy-
only scheme, with a rather weak security notion described below, as for example
the CBC mode. We say that an encryption scheme IT = (K, &, D) is an IV-based
encryption scheme if the encryption function £ takes a tuple (K, IV, M) as input,
such that K € K, IV € {0,1}7 for some fixed positive 7 and M € {0,1}*. We call
IV the initialization vector. The notations £(K, IV, M), Ex(IV, M) and EY (M)
are used interchangeably. We also assume that if C = )/ (M), then we have
|C| = |M| + 7 and C = IV||C} i.e. the ciphertext reveals IV. We define the
advantage of an adversary A in breaking the $-privacy of II as

AdvP(A) =Pr [K & K ASKO = 1] —Pr [A$(‘) = 1}

with $(-) being a random string oracle that on input M returns a random string

of length | M|+7 and £ returning £ with IV & {0,1}7. It is assumed, that the
adversary never asks a query outside the proper message space of IT. Note that
in the priv$ security game, the IV is chosen by the challenger. We remark that
we make use of an IV-based scheme as a building block for our misuse-resistant
scheme.

SYNTAX OF AN AEAD SCHEME. A nonce-based authenticated encryption with
associated data, AEAD for short, is a symmetric key scheme IT = (K, &, D).
The key space K is some non-empty finite set. The encryption algorithm & :
KxNxAx M— CU{L} takes four arguments, a secret key K € K, a nonce
N € N, an associated data (a.k.a. header data) A € A and a message M € M,
and returns either a ciphertext C € C or a special symbol L indicating an error.
The decryption algorithm D : K x V' x A x C — MU {L} takes four arguments
(K, N, A,C) and either outputs a message M € M or an error indicator L.

For correctness of the scheme, it is required that D(K, N, A,C) = M for any
C such that C = E(K, N, A, M). It is also assumed that if algorithms & and D
receive parameter not belonging to their specified domain of arguments they will
output L. We write Ex (N, A, M) = E(K, N, A, M) and similarly Dk (N, A,C) =
D(K,N, A,C).

We assume that the message and associated data can be any binary string
of arbitrary but finite length; i.e. M = {0,1}" and A = {0,1}", but the key and
nonce are some fixed-length binary strings, i.e. A' = {0, 1}|N‘ and K = {0, 1}k,
where the positive integers |N| and k are respectively the nonce length and the
key length of the scheme in bits. We assume that |Ex (N, A, M)| = |M| + 7 for
some positive fixed constant 7; that is, we will have IV||C' = C where |C| = | M|
and [IV] = 7. We call C the core ciphertext and IV the initialization vector
(or IV for short). The IV is not to be confused with the nonce. The nonce
is an input to the encryption algorithm of the AEAD scheme and it is used
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to randomize the encryption, while the role of what we call IV in this paper
is to authenticate a message with associated data and randomize one part of
the encryption algorithm in such a way, that will ensure the misuse-resistant
property. The IV here is generated by the encryption algorithm itself. It can be
viewed as a variant of an authentication tag, with the difference that the IV is
prepended rather than appended to the core ciphertext.

NONCE RESPECTING AND NONCE MISUSING ADVERSARIES. We say that an
adversary A is nonce-respecting if it never repeats a nonce in its encryption
queries. That is, if A queries the encryption oracle £k (-, -, ) with the queries
(N1 ALY MYY... (N9, A9 MY) then N1, --- N7 must be distinct. If there are at
least two queries (N%, A*, M%) and (N7, A7, M7) that share the same nonce, i.e.
N? = N7, then we say that A is a nonce-misusing (or a nonce-reusing) adver-
sary. Note that adversaries of both types may repeat nonces in their decryption
queries.

AE securITY. To establish the security of MR-OMD scheme, we use the all-in-
one MRAE security notion introduced in [25]. As shown in [25], the all-in-one
security notion is equivalent to the conventional two-requirement security notion
(that combines IND-CPA for privacy and INT-CTXT for integrity), as put forth
in [213[16].

Definition 1. Let IT = (K,&,D) be a nonce based AEAD scheme. The MRAE-
advantage of an adversary A in attacking the scheme II is defined as:

AdVE(A) = Pr K & K AT LD 1]y [ 4500400 S 1),

To prevent trivial wins, we forbid A to ask a query (N, A,C) of the decryp-
tion oracle, after obtaining result C upon query (N, A, M) from the encryption
oracle; we also assume that A never repeats an encryption query (N, A, M). On
query (N, A, M), the random-bit oracle $(-,-,) returns a random string of length
|M| + 7 if the inputs N, A and M belong to the respective input domains and L
otherwise. The L(-,-,-) oracle returns L on every query.

The resource-based advantage function Advy;#°(r) is parametrized by adver-

sarial resource vector r = (t,04, 0, Ge, ga) Where t denotes the time complexity,
oa= (20, |Ai|—|—zgil | A7]) is the total length of associated data in all queries,
o =Xk |MH+ ] |C7 — 7]) is the total length of plaintexts in all queries,
¢e denotes the maximal number of encryption queries and ¢4 the maximal num-
ber of decryption queries made by the adversary.

Clearly, the MRAE security notion implies the nonce-respecting security; the
latter being a special case of the former, where adversary cannot repeat the nonce
and hence no query to the encryption oracle is repeated. We denote the conven-
tional nonce-respecting notion by “nr-ae” and let the corresponding resource-
parametrized advantage function be Advy; *°(r), measuring the maximal inse-
curity over all “nonce-respecting” adversaries A having resources bounded by
r.
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If an adversary repeats a whole query to the encryption oracle (i.e. queries
(N, A, M) twice) then it is impossible to have any IND-CPA privacy, as the ci-
phertext will reveal this repetition. This is the minimal amount of additional in-
formation leakage by a MRAE scheme compared to a semantically secure scheme
and a scheme fulfilling Definition [1] is considered as maximally robust to nonce-
reuse. Note that such trivial winning strategy is disallowed in Definition

We sometimes use simplified notation for adversary’s oracles and the choice of

the key in a security game. For a scheme IT = (K, £, D), the notations K k.
-1

A ) DrC) and ARG )T (o) are equivalent.

4 Specification of MR-OMD

MR-OMD is a compression function mode of operation for nonce-misuse resistant
AEAD. It has the following parameters.

— keyed compression function F': K x ({0,1}" x {0,1}"™) — {0,1}"
— IV length 7 < n

where the key space K = {0,1}" and m < n.

Let MR-OMD-F' denote the MR-OMD mode of operation using a keyed
compression function Fr : {0,1}" x {0,1}" — {0,1}" with m < n and an
unspecified tag length. We let MR-OMDIF, 7]denote the MR-OMD mode of
operation using the keyed compression function F and the IV of length 7. The
encryption algorithm of MR-OMDI[F, 7] takes four input arguments (secret key
K € {0,1}", nonce N € {0, l}lNl, associated data A € {0,1}", message M €
{0,1}") and outputs C = IV||C € {0, 1}|M‘+T. The decryption algorithm of MR-
OMDIF, ] inputs four arguments (secret key K € {0,1}*, nonce N € {0, 1}‘N|,
associated data A € {0,1}", ciphertext IV||C' € {0,1}") and either outputs the
whole M € {0, 1}|C| at once or an error message L.

A schematic representation of the encryption algorithm of MR-OMDIF, 7] is
shown in figure[I] The construction of the decryption algorithm is similar to the
encryption except that the ciphertext is first decrypted using IV from the input
and then the IV from input is compared to IV computed over the associated
data and decrypted message. Figure [2 shows the algorithmic description of the
encryption and decryption algorithms of MR-OMD|F, 7]

COMPUTING THE MASKING VALUES. As seen from the description of MR-OMD
in Figure [I] before each call to the underlying keyed compression function, we
xor a masking value A. Seven different sets of masking values are used:

— masks Ay ;; for j € {0,...,5} are used in the IV generation process,
— masks Ay ; are used in the encrypt/decryption process.

In the following, all multiplications are in GF'(2"), ntz(4) denotes the number
of trailing zeros (i.e. the number of rightmost bits that are zero) in the binary
representation of a positive integer i.
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Initialization. Let L. = Fx(0™,0™); L(0) =8 L,, and L(i) = 2- L(i — 1) for
i > 1. The rule to compute L(%) is described as a part of the initialization,
because these values can be precomputed and stored in a table. Further on
let Anoo= Fx(N|[10" 1IN 0™); Ay o1 = Fr(N|[10"~ 1IN o™y @ L,.

Masking sequence for IV generation. For ¢ > 1 let Ay, 0 = Ani—1,0 P
L(ntz(i));and An ;1 = An,i—11®L(ntz(:)). For i > 1and 4,5 € {0,...,5}:
An,ij = ANy @ () & ()n) - Ls-

Masking sequence for encryption. Let Ao = Fr(IV|[10"~1=70™)®6- L.
We have Ay ,; = Aw,i—1 & L(ntz(i)) for ¢ > 1.

5 Security Analysis

We analyse the security of MR-OMD in two cases: (1) as a MRAE, considering
adversaries that are nonce-reusing; (2) in the case that adversaries are nonce-
respecting. As MR-OMD is designed as a nonce-misuse resistant scheme, we first
focus on analysing the security bounds in the nonce-misuse scenario. Clearly,
an upper-bound for the MRAE insecurity (i.e. MRAE advantage) also upper-
bounds the insecurity in the nonce-respecting case. Intuitively, the latter can be
lower than the former. This is made explicit by Theorem [T and Theorem [2}

5.1 Security in the Case of Nonce Misuse

Theorem|[I]gives the MRAE security of MR-OMD. The high-level structure of the
proof is similar to those of previous MRAE schemes following the synthetic-IV
(SIV) design paradigm [24], such as HBS [15] and BTM [14], but the details differ.
We first prove the security in the information-theoretic setting using tweakable
random functions. To obtain the information-theoretic security, we prove security
of MR-OMD.HASH as a PRF and that of MR-OMD.£ as a secure IV-based
encryption scheme. Consequently, we prove security of MR-OMD in the MR-AE
sense using the previous two results. A complexity-theoretic security bound is
then determined by instantiating the tweakable random functions using the XE
construction from [22].

Theorem 1. Fizrn>1and7 € {0,1,--- ,n}. Let F : Kx ({0,1}" x{0,1}"") —
{0,1}" be a PRF, where the key space K = {0,1}* for k > 1 and 1 < m < n.
Then

3.50%  0.5¢>

dd
2m + 27 +QT

Advg/ﬁ%?OMD[F,T] (t7 0, (e, qd) S Adv%rf<t/7 20) +

where q. and qq are, respectively, the mumber of encryption and decryption
queries, ' = t + cno for some constant ¢ and o is the total number of calls
made to the underlying compression function F.
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M;

Mt 1 ;
n +m
ANJ() ANt 1,0
nblts L
U

msb ~~ n + m bits

JaA

Ay

n+m

AN11 ANu, 1,1

If | M| < n+mset My = Mt\|10"+m717|Mt| and ju = 4. Otherwise My = My, ju = 2.
If |Aa| < n+mset AL = Ag||10"T ™ 114l and ju = 5. Otherwise A% = Aq, ja = 3.

(T)m M, My_o My_q

I I
o" } (P Fgk ~ees Fx an
? | \F \rjj

L M L M L My_ —@
Arvi 1469 Arv,2 2469 Arvye-1 ’ 146 C,

Cl , Cz b C —1
(L)n 0™ (2)n O™ (¢—1), o™ (6), 0™
Arv, AIV,z{} Arvie—1 Arvye
FK LN ]
Ml{@ M, My_q M,
Cl CQ Cﬁ—l Cg

Fig. 1: The encryption process of MR-OMD|[F, 7] and PMR-OMDIF, 7] using a
keyed compression function F : ({0,1}" x {0,1}") — {0,1}" with m < n.
(Top) The process of generating the IV. Both associated data and message are
parsed into n + m bit blocks and padded if needed as shown. (Bottom) The
encryption process (upper part for MR-OMD and lower for PMR-OMD). The
output ciphertext is IV||C. For operations @ and ®,,s see our convention in
Section
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1: Algorithm INmmiALIZE(K) 34: else
2: L, %FK(On,Om) 35: AM%AM@LEJL)
3 LP 2L 36: My My|j100~1Mel =
4: L@ 2. [® 37: Left < M;[b—1---m] ® Ta
5. L @ ® gg ﬁ;ght ; IE/ILt f[merAl - -R(_)]h :
. * * * : <+ Fr(Left M, Right
6: L)« 2 LY . o
7 foric 1.2, - do 40 return IV[n —1---n — 7]
8: L(i) =2.L(i — 1)
9: et
returm 1: Algorithm Ex (N, A, M)
2: if [N| > n — 1 then
1: Algorithm HASHg (N, A, M) 3: return |
2: b+ n+m , 4: My ||Ma -+ My_q||My & M
3: Aq||Ag - Ag_1||Aq < A 5: IV(—HASHK(N,A{M)
. n—I1—r m
4 Ma||Ma - My_y||M, & M 6: A+ Fg(IV]|10 o ,0™)
5: YA+ 0" Yy < 0" g f]e OAHGB L(0) & L.
6:  An — Fr(N|[10"~1=INT gm) : <
7 Ap < Ay @ L 19()" Ig < Fi (112 ®£A’ <17<>iM)
8: for i+ 1toa—1do 11- oréﬁ_ HOGBJ\} °
9: Ap < Aa & L(ntz(i : i i
10: L:ft - A?[b - ;n _Z.(:r)b]) 12: A+ A@ L(ntz(i + 1))
11: Right + A;[m —1---0] 13 H « Frx(H® A, M;)
12: T4 T4 ® Fr(left® Aa,Right)y 140 Co— Ho M,
13:  if |A4| = b then %2 fe;lzlgll\cz\\~~~\\0z
14: AA(—AA@LEf) ’
15: Left < Ag[b—1---m)]
16: Right +— Ag[m —1---0] 1: Algorithm Dx(N. A.C
17: X4 < Xa ® Fi(Left & A, Right) ¥ gorithm Dx (N, 4, C)
18:  else if |A| > 0 then 3 FIN>n-lor|C] <7 then
. return
19: Ap— Axp LY 4: WV[|C1]|Ca - Cra]|Cy & C
20: Al Ag|100 I Aal=t 5. H+ 0" o
%%: kefthA:[bZ 1[~-~m] | 6: A« Fg(IV|[10"177,0™)
: ight <~ A%[m —1---0 7. A<—A@L(O)@L<6)
23: Z“A (—EA@FK(Left@AA,RIght) ]: H(—FK(H@A,(T),"L)
24: fori<+< 1tot—1do 9: for i« 1to ¢ — 1 do
25: Anr <= Ay @ L(ntz(4)) 10: M; +— H® C;
%(755 ;«_efth<— Mz\}[b -1 5 m}o 11: A« A® L(ntz(i + 1))
: ight <~ M;[m —1...0] ) 12: H + Fr(H® A, M;)
28: X — EIVI@FK(Left@ANhRIght) 13: M, — H& Cy
29:  if [M;| = b then 14: IV < HASHg (N, A, M)
30: Ap — Ay @ LP 15:  if IV/ = IV then
31: Left «~ My[b—1---m]® T4 16: return M <+ Mi||Ma]|---||M,
32: Right <~ My[m —1---0] 17: else
33: IV <~ Fi (Left & Az, Right) 18: return L

Fig. 2: Definition of MR-OMD/F, 7]. The function F' : K x ({0,1}" x {0,1}"") —
{0,1}" is a keyed compression function with K = {0,1}* and m < n. The IV
length is 7 € {0,1,--- ,n}. Algorithms £ and D can be called with arguments
K ek, Ne{0,1}"" and A, M,C € {0,1}".
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Remark 1. We can verify that o = [ga/(m+n)|+ [opm/(m+n)]+[om/(m)] +
e Y=o + 2202 Lici|=r + ge + ga-

Proof. The proof is obtained by combing Lemma [3] Lemma [I] and Lemma [2] in
subsection [£.1.1] with Lemma [ and Lemma [l in subsection [5.1.2]
O

5.1.1 Generalization of MR-OMD based on Tweakable Random Func-
tions We define the scheme MR - OMD|R, 7], a generalization of MR-OMD|[F, 7]
that uses a tweakable random function R : 7 x ({0,1}" x {0,1}"™) — {0,1}",
as depicted in figure [3] The tweak space T consists of seven mutually exclusive
sets of tweaks; namely, T = N x Nx {0} U N xNx {1} U N xNx {2} U
NxNx{3} UNxNx{4} UN xNx {5} U TV xN, where N = {0, 1}"V!
is the set of nonces, ZV = {0,1}" is the set of [V-s and N is the set of positive
integers.

Lemma 1. Let MR-OMD [R, 7] be the MR-OMD scheme that uses tweakable

RF R. Then
prf 0.50'2

= (0) <
MR - OMD([R,7].HASH on

where 0 = Y1 (|A Y ptn + ||M*|mtn) is the total number of calls to the under-

lying tweakable RF R in all q queries asked by a monce-misusing adversary.

The proof of the lemma is provided in Appendix [A]

Before we proceed, we have to introduce a new notation. The purpose of
this notation is to make the security analysis better structured. Consider the
encryption algorithm MR - OMD[R, 7).k (N, A, M). The algorithm can be split
into two parts. First, it computes IV = MR - @MD[E, T|.HASHk (N, A, M). The
second part comprises all the steps after computing the IV. We can formalize the
second step as MR - OMD[R, 7].€x (IV, M), so that, if we simplify the notation,
we have

Ex(N, A, M) = Eg(HASHk (N, A, M), M).

We define MR - OMD(R, 7].Dg (IV, M) in a similar manner.

Lemma 2. Let MR-OMDI[R, 7] be the MR-OMD scheme that uses tweakable

RF R. Then
0.5¢>

27‘

where qe is the number of all encryption queries asked by the adversary.

priv$ <
dVMR— @MD[E,T].E(%) =

The proof is provided in Appendix [B]

Lemma 3. Let MR- OMDIR, 7] be the MR-OMD scheme that uses tweakable
RF R. Let A be an MR-AE adversary attacking MR- OMD[R, 7. Let q. be the
number of encryption queries and qq the number of decryption queries made by
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My M4 My
n+m n +m n+m
n m n m
R(N,1,0) |R(N,t—1,0)
e o o
’ Jany mbits
U \ \Jmsb ~~n + m bits

n+m n+m n +m

n m n m n m

R(NL,1) [R(N,a—1,1 [R(Na=1,ja)
e o o

’ A AN bits
N\ U \

If |M;| < n+m set My = My||10"t™1=1Mel and ja = 4. Otherwise M} = My, ju = 2.
If |Aq] < n+mset AL = Ag|[10"+t™ 1= 14al and js = 5. Otherwise A% = A, ja = 3.

(T)m M, M2 M,

L\ I I
0" — §<IV,1> @7 eee

M—D My—P M D

C C, Co

Fig.3: The scheme MR—@MD[E,T] using a tweakable random function R :
T x ({0,1}" x {0,1}"™) — {0,1}". (Top) The process of generating the IV.
Both associated data and message are parsed into n + m bit blocks. If the last
block of the message M; does not have length n + m bits, it is padded as shown.
Similar applies for associated data. (Bottom) The encryption process. The out-
put ciphertext is IV||C. For operations @ and @, see our convention in Section

2
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A and let o be the total number of calls to the underlying tweakable RF R in all
A’s queries. Then there exist adversaries E and R, such that

prf priv$ mrae qd
Adv MR - OMDI[R, 7]. HASH(R)+AdVMR-@MD[§,T].5( )2 AdVMR OMDI[R, T](A) 27

where E asks at most q. queries and R asks at most ¢ = q. 4+ qq queries in total.
Both E and R are limited to a total number o of calls to underlying tweakable
RF R in all their queries.

Proof. For the sake of readability, we shall refer to MIR - @MD[E, 7] by II through-
out this proof. The proof proceeds in two steps, similarly as in [25].

In the first step, we start with the scheme II, which is the same as IT, ex-
cept that we replace the algorithm II.HASH by Func({0, 1N % o, 1} x
{0,1}*,7). To instantiate IT, a tweakable RF R is picked for II. and a RF
p & Func({0, 1}V x {0,1}* x {0,1}*,7) is picked to instantiate the "HASH",

so the key is now formed by R, p. Let p = Adv'7 "*°(A) with unchanged limits
on resources ¢e, 44, 0. We have

I~ (’))va (77)
p=Pr [A R 1} ~Pr [A$<'v'7'>’“‘v'v'> = 1}
=p1 + P2
with
r{AH’RV”J(.’Ay.)’HE”’(.’.’A)él} {A 7 k) }

. |:A1:[E,p('m')’l-("'v') N 1] Py {A$(""')’L(""') N 1}

We proceed by bounding the terms p; and ps. To bound p3, we construct an ad-
versary E for attacking the priv$ security of I1.€ from A. E is equipped with its
own oracle e(-), which implements either I7.€ or the random bits oracle. We let
E run A. On A’s query (N, A, M) to the encryption oracle, E queries it’s own
oracle e(-) with M and returns the result to A. On any query from A to decryp-
tion oracle, E returns L. When A halts and outputs bit b, E stops and outputs
b as well. If e(-) = ]_Y.é_'%(-), then E simulates ﬁﬁ,p(" )y L(+,+,-) correctly (the
assumption, that A does not repeat queries, is needed here). If e(-) = $(-), then
FE correctly simulates $(-,-,-), L(+,-,). We deduce pa < Adv%r‘i,‘g£$ (E).

To give a bound on p;, we shall reveal the tweakable RF R to A. Clearly, an
upper bound of the advantage in this case will also be valid if A does not have
R, since having R only makes the attack easier:

H~(77)H~(77) T~ (-.-.-
[A mo :1} —Pr |:AHR,p(")7J_(”):>1:|

o II~ (), I (oye e AL o
<Pr [A(R) S P 1} —Pr {A(R)”R,p“)’““) N 1}
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In this setting, A can only tell the difference between the two games, if the

decryption query returns something other than L (then A stops and outputs 1).

This happens, if A builds a query (4, C) to Hél , that successfully verifies and
P

decrypts, and that happens if IV = p(N, A, M) and M = ﬁ.ﬁﬁ(IV,C). Recall,
that the adversary is assumed not to query its decryption oracle with (N, A, C)
if it had previously obtained C from an encryption query (N, A, M). Having
E, A can compute M = ﬁ.@ﬁ(IV,C) for any pair IV,C, but it never knows
a pair IV, (N, A, M), s.t. IV = p(N, A, M) and (N, A, M) has not been queried
to the encryption oracle before. A is thus left to guess the correct IV and the
probability of producing a decryption query, that does not result in L is at most
1/27. If we consider all queries made by A, we have p; < g4/2". We then have

p < Adv2S(E) 4 qq/27.

At the beginning of the second step of the proof, we point out that
mrae — H’V(‘v'v')’H:«l("'v‘) I~ (~,-,-),I_7:,1 ('1'7‘)
Advi®(A)=p+Pr|A & R = 1| —Pr|A Br Rop =1

We construct an adversary R for attacking IT.HASH as PRF, that uses A as a
subroutine. R is equipped with its own oracle r(-,-,-), which implements either

II.HASH or a corresponding RF p. The adversary R picks RE FuncT(m +
n,n) and runs A. On A’s query (N, A, M) to encryption query, R sets IV <
r(N, A, M), computes C' < II.E5(IV, M) and returns IV|[C to A. When A asks

a decryption query (N, A,IV||C), R first computes M + H.@E(IV, (), then
it returns M to A only if IV = r(N, A, M), otherwise it returns 1. When A
stops and outputs bit b, let E stop and output b. It is easy to see, that if r =
p, then R correctly simulates ﬁﬁ,p(" ° ~),]_Y§1p(~, -,+). It remains to show, that

if r = II.LHASH, the adversary R simulates H§(~,~,~),H§(-, -,+) correctly

for some R* € FuncT(m + n,n). To do so, we give following argument. If we
indeed have that r = II.LHASH 7 then the challenger for R has picked the

tweakable RF R <& Func” (m + n,n), while R has picked the tweakable RF

R & FuncT(m—i—n, n) independently. The construction of I7 is such, that the set
of tweaks T, = TV x N used in I1.€ is disjoint with the set of tweaks T, = T\ 7o
used in [I.HASH. For every R,R € FuncT(m + n,n) there is some R* €
Func” (m 4 n,n) such that:

R () = R () forall t. € T/, R*™ () =R () forall t, € Ty,

so the oracles simulated by R are equivalent with oracles IT-(-,-, "), Hf;\*}(" )

We will denote, that three tweakable functions R, R’, R* have the property just
described by R, R’ <+ R*. It remains to show, that the distribution of R* is
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uniform. We have

Pr {ﬁ - R*} - RZ};HR* Pr [R —R R = R’}

1 2
= Z <2n‘|7’~2m+">

R,R': R,R'<>R*

* 1 2
WRRIRE & B (o)

1 2
:2n.‘7—’L“27n+7L ) 2n‘|7—e|.27n+n )
on-|Tl2m+n

_ 1
_2n_‘7'|,27n+n

so the distribution of R* is indeed uniform, and simulation of A’s oracles is
correct. We deduce Advy;  *(A) < p+ Adv%r_fH sy (R). This concludes the
proof.

O

5.1.2 Instantiating Tweakable RFs with PRFs The proof of Theorem 1]
is completed in the same way as in [8]. First, the tweakable RF R is replaced by

a tweakable PRF F : ICx T x ({0,1}" x {0,1}™) — {0,1}", where K = {0,1}".
This will increase the security bound as shown in Lemma [4]

Lemma 4. Let R:T x ({0,1}" x {0,1}™) — {0,1}" be a tweakable RF and
F:KxTx({0,1}" x {0,1}™) — {0,1}" be a tweakable PRF. Then

mrae mrae prf
AdVM]R-@MD[E,T] (t7 Ge;qd, 0) S AdVMR-@MD[ﬁ,T](qF” qd, O) + Advﬁ (t 70)
where q. and qq are, respectively, the number of encryption and decryption
queries, t' = t + cno for some constant ¢ and o is the total number of calls
to the underlying tweakable PRF F in all queries asked by the MR-AE adver-
sary.

Consequently, we instantiate the tweakable PRF from an ordinary PRF by
the means of xoring a mask to (a part of) the input of the PRF, exactly as
in [§]. The tweaks in MR-OMD are either of the form T' = (o, 4, j) where @ € N,
1 <i<2"®andj € {0,...,5} or of the form 7" = (IV,i) with a € IV,
1 <i < 2"5 We can have a unified notation for all the tweaks as T = (a, i, 5)
where « € NUZV, 1 < i < 2" % and j € {0,...,5} if a € N and j = 6
if @« € ZV. The masking function Ax(T) = Ag(«,1,J) outputs an n-bit mask
such that the following two properties hold for any fixed string H € {0,1}":

1. Pr[Ak(a,i,j) = H] < 27" for any («, 1, j)
2. Pr[Ax(ayi,j) ® A (7', j') = H] < 27" for (o, 4,7) # (/,7,5)
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where the probabilities are taken over random selection of the secret key K.
It is easy to verify that these two properties are satisfied by the specific
masking scheme of MR-OMD as described in Section [

Y
T:n m
n n n n n

AK (T)

Fig. 4: Building a tweakable PRF F{/’ : {0,1}" x {0,1}™ — {0,1}" using a
PRF Fg : {0,1}" x {0,1}"" — {0,1}" by applying the method of [17].

The transition from tweakable PRFs to PRFs with xor-masks being exactly
the same, we use the result on security bound from |[8].

Lemma 5. Let F : K x ({0,1}" x {0,1}") — {0,1}" be a function family
with key space K. Let F : KK x T x ({0,1}" x {0,1}™) = {0,1}" be defined by
F(X||Y) = F((X @ A(T))||Y) for every T € T,K € K, X € {0,1}",Y €
{0,1}™ and Ak (T) is the masking function of MR-OMD as defined in Section.

If F is PRF then F is tweakable PRF; more precisely

— 3 2
AdV2(t,q) < AdVE(¢',29) + 2L

For the proofs for both Lemma |4 and Lemma [5 the reader can refer to (3]
and [17].

5.2 Security in the Nonce-Respecting Case

Intuitively, one would expect that the security bound in the nonce-respecting
setting should be somewhat better than the one in the nonce-reuse case. Theorem
gives a bound on the AE security of MR-OMD in the nonce-respecting scenario,
confirming this intuition.

Theorem 2. Fizn>1and7 € {0,1,--- ,n}. Let F : Kx ({0,1}" x{0,1}"") —
{0,1}" be a PRF, where the key space K = {O,l}k fork>1and1 <m < n.
Then
. 302 0.5¢2
Adv{\l/ﬁgfeOMD[F,T] (tv 0, (e, Qd) S Adv%f(tlv 20) + 2771 2-:16 + (2]7?—

where q. and qq are, respectively, the number of encryption and decryption
queries, ' = t + cno for some constant ¢ and o is the total number of calls
made to the underlying compression function F.
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Remark 2. We can verify that 0 = [ga/(m+n)|+ [opm/(m+n)]+[on/(m)] +
e Y=o + 2202 Lici|=r + ge + ga-

Proof. The steps to prove this theorem are in fact almost the same as for Theo-
rem [I] The only difference is in the proof for the security of the HASH algorithm
as a PRF. This is easy to see, as HASH is the component of MR-OMD where
the nonce is used. Lemma [f] gives the PRF security bound for HASH in the
nonce-respecting setting. The bound stated in Theorem [2]is obtained combining
Lemma [6] with Lemma B] and Lemma @] in subsection F.1.1] and Lemma H] and
Lemma [f] in subsection

O

Lemma 6. Assume that adversaries are nonce-respecting. Let MR—@MID)[}N‘Z, 7]
be the MR-OMD scheme that uses tweakable RF R. Then
dvP! ~ (g,0)=0
MR - OMD(R,7]. HAS H
where 0 = >0 (A ppn +max{| M|, 11, 1}) is the total number of calls to the
underlying tweakable RF R in all q queries asked by a nonce-respecting adversary.

Proof. Recall the proof of Lemma |1} the MR- OMD[R, 7].HASH behaves as
a RF unless there is a collision in the input to the final RF. This is because
the final random function, determined by the final tweak, may be the same for
several messages.

Now, considering that adversaries are nonce-respecting, we have that for ev-
ery query (N*% A', M?%),1 < i < ¢q made by the adversary the nonce is distinct,
i.e. N* £ NJ if § # j. Each query is processed using a subset 7, that is dis-
joint with tweak sets used to process all the other queries. Therefore, when
a query is processed, the final tweak is always fresh (never used before) and
the random function is independent from all others so far. The distribution of
MR - OMD|[R, 7].HASH is then identical with that of Func” (m + n,n).

O

6 Parallelizable MR-OMD

The MR-OMD scheme described in section [ is designed to be substantially
similar to OMD; hence, being able to share a lot of common code/hardware, while
achieving different (stronger) security goals than OMD itself. This similarity also
implies that the encryption/decryption process in MR-OMD is kept serial as it
is in OMD. However, we notice that the two-pass construction (in contrast to
OMD which is one-pass) also opens up the possibility of having a parallelizable
encryption/decryption process.

The IV in MR-OMD is computed from both associated data and message
using a PRF. Thus, the encryption is always dependent on the whole query (via
IV) and we no longer need to apply the serial, chaining encryption of OMD.
So, in specific applications where there are possibilities for parallel computation,
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we might want to modify MR-OMD to exploit this fact. For this purpose, we
propose PMR-OMD. PMR-OMD uses the same algorithms Initialize and HASH
as MR-OMD, while the encryption/decryption algorithm uses counter mode.
Schematic visualisation can be found in Figure[I] This replacement will of course
get us further from the original OMD, which may be inconvenient in hardware
implementations; however, in software implementations, the parallel execution
might be exactly what we want, especially in general purpose CPUs with multiple
cores. The PMR-OMD is almost fully parallelizable, with a single bottleneck in
processing the final message block in its HASH algorithm.

6.1 Security of PMR-OMD

The security bound of PMR-OMD is exactly the same as those of MR-OMD,
both in the nonce-misusing and nonce-respecting settings. This is because the
proof of $-privacy of the counter mode is essentially the same as the one of
$-privacy of the original OMD encryption. The remaining components of MR-
OMD (and thus also the proofs) remain unchanged. We therefore omit the proofs
of the following theorems.

Theorem 3. Fizn>1and7 € {0,1,--- ,n}. Let F : Kx ({0,1}" x{0,1}"") —
{0,1}™ be a PRF, where the key space K = {0,1}" for k > 1 and 1 < m < n.
Then

3.502 O.5q§ q4
2n 27 27

Advgllfjll%-OMD[F,T] (ta 0, (e, Qd) S Adv%rf(t/a 20) +

where q. and qq are, respectively, the number of encryption and decryption
queries, ' = t + cno for some constant ¢ and o is the total number of calls
made to the underlying compression function F.

Remark 3. We can verify that 0 = [o4/(m+n)|+ [om/(m+n)]+ [oa/(m)] +
1 Larij=o + 22920 Lici|=r + Ge + 4a-

Theorem 4. Fizn>1and7 € {0,1,--- ,n}. Let F : Kx ({0,1}" x{0,1}"") —
{0,1}" be a PRF, where the key space K = {0,1}* for k > 1 and 1 < m < n.
Then

302 0.5¢2

Aderl’rli/?lC{—OMD[F,T] (ta 0, e, qd) < Adv%rf(t/a 20) + QT + or + ;]%

where q. and qq are, respectively, the number of encryption and decryption
queries, ' = t + cno for some constant ¢ and o is the total number of calls
made to the underlying compression function F.

Remark 4. We can verify that o = [o4/(m+n)]+ [op/(m+n)]+ [oa/(m)] +
> Liamrij=0 + Zjil Lici|=r + ge + qa-
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A Proof of Lemma 1l

We assume w.l.o.g. that the adversary does not repeat a query. Let ¢ denote the
number of queries asked by the adversary and let r denote the number of distinct
nonces among all the nonces in the ¢ queries. We partition the queries into sets
Q',...,Q", so that for any two queries N, A, M € Q' and N', A’, M' € Q7 we
have N = N’ if i = j and N # N’ otherwise. Let ¢; = |Q| for i = 1,...,r,
then we have q = 22:1 q;- For any 1 < ¢ < r, we will denote the queries from
Q' as Q' = {(N, AL M»Yy, ... (Nt A% M%)} Let b = n + m. We will use
notation H}% instead of MR — OMDIR, 7|.HASH throughout the proof. First,
we claim that

AdvPE (o) < max Pr [(N", A% M™% (N", A" M"Y collide
. > ¥ w |

h=1 1<i<j<qp

where the maximum is taken over the choice of 7, ¢qq, o, ..., q. and the queries
(lel', ABL M) (N A M) so that we have o7 3L [ABT ]+
[|M*7]|, < o and where for two queries (N, A, M) and (N, A", M), with a = | A,
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t = ||M|p, @' = |A|p, t' = ||M'||p, the event (N, A, M), (N, A", M’) collide’
means that (N, A, M) and (N, A’, M) are distinct (as tuples) and we have X =
X', where

X = (R(N,l,l) (Al) D... D E(N,afl,l) (Aa—l) ® R(N,afl,j,q) (A:) @
R(N.L0) M) & ..o R(Nt-1,0) (Mt71)> Basy M
X' = (RN (4) @0 BN700 (4, ) @ RN"10) (an) &

E(N,l,(]) (M{) D...D R<N’t/71’0> ( t,/—l)) Bmsb t,/*

That is, we claim that the advantage Adv‘;fjfv is bounded by the probability

R
of collision on the input to the final tweakable RF among queries with the same
nonce. To prove this claim, note that the HASH algorithm can be viewed as

T — ~<T na, > ~
HT(N, A, M) = R0 (h (N, A, M)
where the function hg € Func({0, 1N % 0,1} x {0,1}*,n) is defined as

hz(N, A, M) — (1§<Na171> (A) @ ... ® RNe=1D (4, 1)@ RNe-biad (4@

RNIO (M) @ ... ¢ RO (Mt_1)> Dmsp My -

The final tweakable RF R{final) jg independent from hﬁ, because its tweak Thna
is not used anywhere in hﬁ. Moreover, the final tweakable RFs of queries with
different nonces are completely independent as well. Therefore, unless there is
a collision on the output of hﬁ among queries that share the same value of the

nonce, the construction R{Tnai} (hz(N, A, M)) behaves as a truly RF and cannot
be distinguished from such. This completes the proof of the claim. We note that
this claimed bound can be also proven using a straightforward extension of the
game-playing argument from [6].

Now, we proceed to prove the bound in Lemma [I] by bounding the colli-
sion probabilities. We note that the set of final tweaks used to process queries
(N, A, M) with |M| a multiple of b and the set of final tweaks used to process
queries (NA’, M") with M’ whose final block is incomplete are mutually exclu-
sive, so we only need to consider collisions among inputs of the same type. To
bound the probability of collision Pr [(N, A, M), (N, A’, M") collide], an exhaus-
tive case-analysis needs to be done. Here the queries (N, A, M) and (NA’, M’)
are fixed and the probability is over the choice of R. We let a = |Aly, t = ||M]|s,
a' = |A'|y, t' = ||M’||s throughout all cases.

Case 1: |M| and |M’'| are multiples of b and (w.l.o.g) |A| is a multiple of b
and |A'] is not. The collision on hi occurs, if hz(N, A, M) = hz(N, A", M").
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Let SW(N, A, M) = hz(N, A, M) ® R{N:a=Lia)(A,) be a partial result of
evaluating hE(N, A, M) Given any two queries (N, A, M), (N, A", M’), a
collision on hﬁ is then equivalent to

S(l)(N A M) @ E(N,a—l,:%)( a) 25(1)(]\[, A/,M/) ® E<N7a/_1,5>(A;,)
§<N’a/*1 5) (A/ )@ R (N,a—1,3) (Aa) :S(l)(N,A/,M,) ® S(l)(N,A,M)

As can be seen in the first equation, the two tweaks used to process the last
blocks of A and A’ come from mutually exclusive sets, so the two RFs used
to process these blocks will always be chosen independently at random. The
collision occurs, if the xor of the outputs of these independent RFs is equal
to a distinct value. Probability of collision is then 1/2".

Case 2: |M]|,|M’| are both multiples of b and |A|,|A’| are either both mul-
tiples of b, or they both are not. In case that both A and A’ have an
incomplete final block, we can assume, that A < A|[10°~1~ Al medd anq
A" A'||100- 114 mod b This does not affect the probability of collision,
because this mapping is injective for associated data with incomplete last
block, and because the set of tweaks used to process final blocks of AD with
full-length final block (j4 = 3) is mutually exclusive with the set of tweaks
used to process final block of messages with incomplete final block (j4 = 5).
Thus in the following sub-cases, we can w.l.o.g. assume that |A|,|A’| are
multiples of b.

Case 2a: a # o’. W.l.o.g assume that a > a’. Similarly as in Case 1, we
can express partial evaluation of hz(A, M) - S (A, M) - as follows:

SEO((N, 4, M) = (BYID (4) @0 RNV (44)0
RN (M) @ ... @ RNA-10 (MH)> Omsh M.

The collision occurs, if RINVHTLD (A, ) & ... @ RNVea-Lia)(4,) =
hﬁ(]\f7 A’ M") @ SP(N, A, M). Again, this happens if a xor of outputs
of multiple independent RFs equals to a distinct value. The probability
of finding a tuple of RFs’ inputs producing this equality is 1/2™.

Case 2b: a = a’ and A # A’. Because A # A’, there must be an i, s.t.
1 <4 < aand A; # Al Again, we construct a partial evaluation
SN, A, M) = hz(N,A,M) & R{N:.i) (A;). The collision occurs if
RN (A )@ RN (A) = S@D)(N, A, M)&S@) (N, A’, M"). In other
words, we have a collision if the result of RN-41) (A;)@ R(N-41) (A" equals
to a distinct value. Because A; # A}, the probability of this event is 1/2".

Case 2c: A = A’ and t # t'. W.lo.g. assume that ¢ > t’. Similarly as in
Case 2a, we let S¢(N, A, M) be the partial result of h&(N, A, M):

SCI(N, A, M) <I§<N71’1>(A1) @ ... RWNaLia (4 )

RNIO (M @ ... @ E<N’t/’0>(Mt’)) Dy My -
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The collision occurs if RNAFLO) (M, 1) @ ... @ RNE-L0) (M) =
SE(N, A, M) & hz(N,A’, M’). The probability of this event is 1/2".

Case 2d: A= A',t=1t"and M, M’ differ in blocks with index i, i <t. We
let SGD(N, A, M) = h=(N,A, M) & RN-29(M;). The collision occurs
if R0 (M) @ RINE0 (M) = SEO(N, A, M) @ S@D (N, A', M'). By
similar argument as in Case 2b, the probability of collision is thus 1/2™.

Case 2e: A= A',t =1t and M, M’ differ only in the last block. Then we
have hE(N, A M) # hIg;(N7 A’, M’) so the probability of collision is 0.

Case 3: |M| and |M’| are not multiples of b and (w.l.o.g) |A| is a multiple of
b and |A’| is not. This case is analogous to Case 1, the ounly difference is
that both M; and M/ will be padded before processing (which is of no con-
sequence). By similar argument as in Case 1, we conclude that probability
of collision is 1/2".

Case 4: |M]|,|M’'| are both multiples of b and |A|,|A’| are either both mul-
tiples of b, or they both are not. In case that both A and A’ have an
incomplete final block, we can assume, that A « A||100-1~[AImodd anq
A" A'|[100— 14T med b This does not affect the probability of collision
(by the argument in the Case 2). Thus in the following sub-cases, we can
assume that |A],|A’| are multiples of b. As in previous case, we can also let
M < MJ100~1=1MImed b and N7« M'||100~1-IM Tmod b without chang-
ing the probabilities of collisions - again, we make use of the fact, that this
mapping is injective for M, M’ with incomplete final blocks and that the
tweak set used to process queries where M and has incomplete final block is
disjoint with the tweak set used to process queries where M has full-length
final block. This effectively transforms this case into Case 2. We therefore
list all the sub-cases only briefly.

Case 4a: a # a'. The probability of collision is 1/2", similarly as in the
Case 2a .

Case 4b: a = a’ and A # A’. The probability of collision is 1/2", similarly
as in the Case 2b .

Case 4c: A = A’ and t # t'. The probability of collision is 1/2", similarly
as in the Case 2c .

Case 4d: A= A’,t =t and M, M’ differ in blocks with index 4, i < t. The
probability of collision is 1/2", similarly as in the Case 2d .

Case 4e: A= A’ t =1t and M, M’ differ only in last block. The probability
of collision is 0, similarly as in the Case 2e.

We deduce that for any two queries (N, A, M) and (N, A’, M’) we have that
1
Pr[(N,A, M),(N,A’, M’) collide] < on- Using this result, we can bound the
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advantage Adv?fi(qe, 0y lmaz):
R

AdVII);i(O') < max {Z Z Pr [(]\]h’ai’Ah,i7 Mh’i), (]\7FL,J"AiL,j7 Mh,j) collide} }
R

h=11<i<j<qp

§max{§: Z ;}gmax{hi;qi;n}go,;:?

h=11<i<j<qp

This completes the proof. a

B Proof of Lemma [2]

For the sake of readability, we will use II to refer to MR — OMDI[R, 7].€ through-
out this proof. We observe the advantage of the adversary A in two mutually
exclusive cases:

AdvPS(A) = AdvhT STVl (4) Pr [IVeoll] + Adv2r ™ SI7Velll A) Pr [~IVeoll]
where IVcoll denotes the event, that there is a collision among IVs and:
AdvhsIveell 4y — (Pr [K S ATRO o 1‘1\@11} —Pr [A$<'> = 1’1\@11})

AdvhysImIVeell gy — (Pr [K S ATRO o 1‘4\/(;011} —Pr [A$(‘) = 1‘ﬁ1vc011D

First, consider the case that there is no collision on IVs. This implies, that all
tweaks (IV;,),1 < j < ¢e used to encrypt the queried messages MUY, ..., M% are
distinct and all the RFs R(IVi ) used in the encryption queries, are independent.
Thus, all the ciphertexts C!,. .., C9 the adversary sees appear to be independent

random strings. We deduce Adv’ MU$HVCOH(A) =0.
Ik

We bound AdvAr ™5™V (4) by the probability Pr [IVcoll]. We have

; - 1 0.5¢2
i j L e
PrilVeol] < ) PrIVi=1Vl]< 3 -~ <=~
1<i<j<qe 1<i<j<qe
priv$|IVcoll 0.5 g .
We deduce Advy; (A) < . This concludes the proof. O
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