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ABSTRACT Wireless technology and the latest developments in a mobile object, has led to a Mobile Ad

Hoc network (MANET), which is a collection of mobile nodes that are communicating with each other

without requiring any fixed infrastructure. Due to the dynamic nature with a decentralized system, these

networks are susceptible to different attacks such as Black Hole Attack (BHA), Gray Hole Attack (GHA),

Sink Hole Attack (SHA) andmanymore. Several researchers have worked for the detection andmitigation of

individual attacks, either GHA or BHA nodes. But the protection of MANET against a dual-threat is scarce.

In this paper, the protection against dual attacks has been presented for BHA and GHA by using the concept

of Artificial Neural Network (ANN) as a deep learning algorithm along with the swarm-based Artificial Bee

Colony (ABC) optimization technique. The performance of the system has been increased by the selection

of appropriate and best nodes for data packets transmission which is explained in the result section of this

paper. For the network designing and simulation purposes, MATLAB software is used with communication

and neural network toolboxes. The examined results show that the presented protocol performs better in

contrast to the existing work under black hole as well as gray hole attack condition. A mobile ad hoc

network (MANET) is a collection of mobile nodes that dynamically form a temporary network without

using any existing network infrastructure.

INDEX TERMS ABC, ANN, AODV, black hole attack, gray hole attack, MANET.

I. INTRODUCTION

Mobile ad hoc network (MANET) is a self-tuning net-

work that does not have a dedicated router; since there is

no centralized node, and each node behaves as a router

(Singh et al. [1]). Each node has a limited range for data

transmission in the network, and the data transmission occurs

from one node to another node. The routing in MANET

assumes the entire nodes in the network as normal unless

there is no modification in the data and router direction

is found. MANET finds applications in various fields like

disaster management (Martín-Campillo et al. [2], Military

(Plesse et al. [3]), vehicle computing (Toor et al. [4]), and

more (Poongodi and Karthikeyan [5]). For data transmission,

routing mechanisms such as proactive (Chavan et al. [6]),

The associate editor coordinating the review of this manuscript and

approving it for publication was Chien-Fu Cheng .

reactive (Ochola et al. [7] and El-Semary and Diab [8]),

and hybrid routing protocol is employed. In a dynamic rout-

ing protocol, the routing information of nodes is store into

the table and is modified whenever the route is changed.

In a reactive routing protocol, as the node suggests, the

path is created whenever the source node wants to send

data to the destination node that is, it works on-demand

(Han and Lee [9]). The last protocol is formed by com-

bining the advantages of the above-defined routing proto-

col that is named as a hybrid routing protocol in MANET

(Wang et al. [10]).

Due to the free or the mobile nature of nodes, the network

is vulnerable to different attacks such as the gray hole, black

hole attack, and selective packet drop attack (Mohanapriya

and Krishnamurthi [11]).

Blackhole (Arunmozhi and Venkataramani [12]) and the

gray hole attack (Schweitzer et al. [13]) are also termed
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FIGURE 1. Sending FRREP by black hole node.

as packet drop attacks and result in packet drop during the

communication process.

A. BLACK HOLE ATTACK

It is a kind of Denial of Service (DoS) attack

(Gupta et al. [14]) and sometimes known as a full packet

drop attack (Djahel et al. [15]). BHA node tries to attract

data traffic towards itself by sending FRREQ with minimum

count and maximum destination sequence number.

The presence of an attacker node can be sensed during the

route discovery phase (Jain et al. [16]). There is no static

route in the network. Therefore, whenever the nodes want

to communicate a dynamic route is created using any of the

routing mechanisms (Ochola [7]). In this research, the route

formation has been performed using AODV is an on-demand

routing protocol along with DSR. Using this protocol, the

source node sends the RREQ packet to the nearby node,

which contains the address of the destination node. If the adja-

cent node is not the destination node (not found its address)

in the RREQ packet, then forward the packet to the next

node, which comes in its communication range (Shashwat

et al. [17]). After receiving the RREQ packet by the black

hole node, the affected node instantly sends an RREP packet

towards the source node with a higher hop count to win the

request known as fake routing response (FRREP) (Moham-

madani et al. [20]). The route is established from the source to

the destination node through the black hole node, and hence

the entire data packets are dropped by the black hole as an

intermediate node, which in return decrease the throughput

of the network (Li et al. [19] and (Kumari et al. [20]). The

process of dropping the packet through the black hole node is

shown in Fig. 2.

The MANET topology composed of seven modes besides

the source and the destination node represented by the yellow

and the orange laptop, the red color laptop as black hole node,

and left is the intermediate nodes. RREQ message is being

broadcasted by the source node (Gurung and Chauhan [21]).

After reaching the RREQ packet to the destination node, the

FIGURE 2. Packet drop by black hole node.

FIGURE 3. Participation of gray hole attack as a normal node during route
discovery process.

destination regenerates the RREP packet. The regenerated

RREP packet along with the FRREP with the highest hop

count is sent by the black hole node towards the source node

(Taranum and Khan [22]). As the source node received the

packet with the highest hope count then it starts sending

data towards the black hole node by believing that it is a

destination node (Majumder and Bhattacharyya [23]). The

black hole node drops the data instead of forwarding it to the

destination node (see Fig.2).

B. GRAY HOLE ATTACK

It is a continuation of a black hole attack (Sandhya Venu and

Avula [24]), which drops selective data packet during the data

transmission process and is also termed as a partial packet

drop attack (Gurung and Chauhan [25]).

In the initial stage, the gray hole node does not show its

appearance as a malignant node because they behave like a

normal node during the route discovery process. After some

time, when the method of communication/ data transmission

starts, these nodes turn into malignant nodes. The partici-

pation of the gray hole attack as a genuine node during the

process of route discovery and the partial drop of data during

the data communication process is shown in Fig. 3 and Fig. 4,

respectively (Gurung and Chauhan [26]).
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FIGURE 4. Partial packet drop by GHA.

Therefore, it becomes very challenging for the researchers

to identify the gray hole attack (Schweitzer et al. [13]) in

MANET. Most of the scholars have offered different solu-

tions to overcome the problem of a black hole along with

gray hole attacks in MANETs (Djahel et al. [15]). Most

of the solutions are provided only for a single attack that

might be a black hole, warm hole, gray hole attack another

one. It is very difficult to identify the presence of gray hole

attacks, as GHA node participated normally during the route

discovery process, attracts traffic, and drops selective data.

Sometimes, it is known as a smart gray hole.

C. ORGANIZATION OF THE PAPE

The remaining article is organized as follows. The work

related to the detection and prevention of black hole and gray

hole attack inMANET using different techniques is discussed

along with the limitations. In section III, the entire flow of

work with the algorithm used is presented along with the

pictorial representation. Section IV explained the simulation

parameters examined using MATLAB tool in the presence

and absence of BHA and GHA. Finally, the conclusion has

been provided in section V followed by the references used.

II. RELATED WORD

From the last couple of years, several researchers have

worked to secure MANET against different types of internal

as well as external attacks. Several Intrusion Detection Sys-

tem (IDS) has been developed by (Shams and Rizaner [27],

Nadeem and Howarth [28], Marchang et al. [29], and

Bu et al. [30]) that worked as a safeguard against threats. IDS

aims to detect malicious nodes and improve network per-

formance. (Shi et al. [31]) has presented a clustering-based

approach to protect the network against the BHA. Clustering

is a supervised approach, through which the entire system

is divided into subareas, and each sub-area is monitored by

a Cluster Head (CH) that helps to detect the presence of

BHA node in the network. Themain drawback throughwhich

this research lacks is that with the various CH formation,

the overhead increases and also requires high maintenance.

(Chang et al. [32]) have utilized cooperative bait detection

methods for the identification of malicious nodes. Based on

this mechanism, the next hope node has been selected by the

transmitting node so that the source node could be assisted

to provide the data to the receiving node along with sending

an acknowledgment to the malicious node. The drawback of

this work is that only the nearby node has been selected as a

bait address, which might be an affected node and hence pass

data to that node and thus degrade the network performance.

A few researchers such as (Singh et al. [11] and Nurcahyani

and Hartadi [34])have worked on DSR protocol to protect

the data transmitted using it. Using this protocol, the node’s

behavior has been analyzed based on the packet received and

sent. The nodes have been defined as a malicious node if

the value of nodes has been exceeded the specified threshold

(Mohanapriya and Krishnamurthi [11]). Also, a model has

been presented to protect the network against a black hole

attack based on the trust mechanism. The trust of the node

has been evaluated based on the node’s stability, mobility,

power remaining, and the pause time (Biswas et al. [35]).

Also, an attempt has been made by (Dhaka et al. [36]) to

protect MANET against GHA in combination with the BHA

node by using the controlled packet. The control packet has

been sent by the source node to its nearby node and based

on its response the activity of the node such as normal and

malicious has been determined. A smart gray hole attack

has been identified by using a novel protection mechanism

named asMitigating Gray hole AttackMechanism (MGAM).

This mechanism worked by analyzing the gray hole node

based on the concept of the threshold value. That is the

case when the packet drop by the nearby node increases

more than the threshold value an Alert has been broadcasted,

which declared that the gray hole node has appeared in the

network. A dual-threat detection approach precisely for GHA

and BHA has been presented by (Ali Zardari et al. [37])

for MANET. The attacker has been identified based on two

features of nodes such as energy and its presence in the

blacklist. If it is present in the blacklist then the data is not

passed to that node. Existing work only applicable for small

network because they only use the concept of energy con-

sumption by nodes as a feature sets to differentiate between

normal or malicious node, that means if network size is large,

then identification of malicious nodes becomes complicated

due to the involvement of similar types nodes and need an

optimization approach to segregate the nodes based on the

energy consumption, transmission delay, and packet transfer

rate according to the fitness function.

To overcome this, a novel fitness function has been

designed for the ABC algorithm based on which the nodes

are segregated. Based on the segregated node list, the ANN

structure is trained, which helps to delivered data with a small

delay and high PDR.

III. MATERIAL AND METHODS

This research aims to protect the network against two types

of attacks named a BHA and GHA. The detection process
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TABLE 1. Ordinary measure.

FIGURE 5. Route discovery using AODV.

of these malicious nodes has been performed using ABC

(Tareq et al. [38]) as an optimization algorithm along with

the ANN (Canêdo and Romariz [39]) approach. The step by

step description is provided below.

Initially, a network of certain length and width is designed

by deploying the N number of nodes within the system

(N = 50 and 100). The requirement for the network is listed

in Table 1.

The network is designed for a simulated area of

1000 × 1000 mm2, and each node can communicate within

its 25% of the total area, means that if a node is located with a

position of (x,y)= (500,500), then the node can communicate

with neighboring nodes up to having maximum position lies

in between (525, 525) in both x and y-direction.

Also, a heterogeneous model means that the nodes’

communication capacity range is decided based on differ-

ent parameters like packet delay, co-ordinates, and energy

consumption.

After deploying nodes, the source and the destination

nodes are defined. Then, using the AODV routing algorithm,

the process of data transmission has been performed. The

routing concept is shown in Fig. 5.

In AODV, the route is formed only when the data needs

to be transmitted. The process is carried out in two steps

that are Route request (RREQ) and Route Reply (RREP).

Whenever the source node wants to communicate with the

destination node, a data packet that consists of the RREQ

message is broadcasted within the source’s coverage range of

(25 %). After receiving the data packet by the nearby node,

it stores data into its routing table and also matches it with the

previous data store, if the data is not matched then forward to

FIGURE 6. Network with black hole and gray hole attack.

its nearby node (Taha et al. [40] and Abusalah et al. [41]).

In this way, the data packet is reached at the destination node

by followingmultiple paths. In theAODVprotocol, one of the

best suitable routes is considered for data transmission among

numerous possible routes based on distance measurement

(Nakayama et al. [42]). After the data packet is received, the

destination node sends back a route response packet towards

the transmitting node through the shortest path. The route

discovery mechanism is depicted in Fig. 5. The blue dotted

line represents the Route Request sent by the nearby node.

The dotted black color line represents the possible route,

whereas the solid black color line represents the appropriate

route formed between the source and the destination node

(Gharavi [43]). The cross clicks represent that the nods that

receive the RREQ packet are not the destination node. The

right-click represents that the desired destination is obtained,

and it responds with the RREP packet (Fapojuwo et al. [44]).

The designed algorithm for AODV as a routing mechanism is

written below.

After route discovery, the next step is to deploy attacker

nodes (a Blackhole and Gray hole) as indicated by the black

and the gray color, respectively, in Fig. 6. The attacker nodes

are marked based on their properties, such as if a malicious

node behaves as a source node in route, and it is not a vali-

dated source, then it is defined as a BHA node. In other cases,

if the node acts as an intermediate node in route and drops

data partially, then it is considered as gray hole node. Based

on the properties of the node, the nodes are differentiated into

two categories typical and abnormal communicating nodes.

Further, abnormal communicating nodes as separated into

two subcategories named as a Blackhole and GHA nodes

using ABC as an optimization technique with a novel fitness

function. Those nodes that satisfy the ABC fitness function

is considered as normal node otherwise considered as a mali-

cious node.

A. ARTIFICIAL BEE COLONY (ABC)

ABC algorithm is motivated by the forging performance of

honey bees that is a robust and swarm intelligence algorithm.

It was firstly designed by Karaboga and has been improved

by different researchers by combining with other approaches.
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Algorithm 1 AODV Routing Protocol

Required Input: NSN ← Number of Mobile Sensor

Nodes

NS← Source Sensor Node

ND← Destination Sensor Node

Obtained Output: FR← Final Route from NS to ND

1. Start Routing

2. Nodes (NSN) start broadcasting of RREQ messages

to neighbor nodes

3. Defined a message for RREQ = [NS, Hop Count,

ND], At initially Hop Count = 0

4. Route = [] // Initially Route is empty

5. Route(1st Node) = NS

6. While ND not founded

7. 1st Node Broadcast RREQ to Neighbors Sensor

Nodes and Record Hop Count

8. Neighbor Nodes Receive RREQ and check require-

ments

9. If [NS, Hop Count, ND] == Neighbour Sensor

Nodes [NS, Hop Count, VD]

10. Route = Neighbour NSN is an ND

11. Each node Send RREP to NS

12. Hop Count = 1

13. Else

14. Route = Neighbour NSN

15. Send RREP to NS

16. Hop Count = +1

17. End – If

18. Update and repeat step 3 to 13 until ND not founded

19. Possible Route, R = R1, R2, R3,.....RN

20. For r in range of R

21. Current Route, R = R(r)

22. Calculate to distance (D) from NS to ND

23. If D is minimum then

24. Final route, FR = R(r)

25. Else

26. Check next route condition

27. End – If

28. End – For

29. End – While

30. Returns: FR as a final route from NS to ND

31. End – Function

It mainly works by using three types of Bees such as (i) scout

bee (ii) onlooker bee (iii) employed bee. The working steps

are illustrated in (Kalucha and Goyal [45]).

The initial and foremost step of the ABC algorithm is to

generate a population on a random basis and hence search

for the solution in the search space. The search space that is

found in its boundary range is determined by equation (1);

y
j
i = y

j
iNs
+ S j × Rand(0, 1) (1)

where, Ns is the source of nectar with i= 1. . . . . . . . . . . . ..N and

j = 1. . . . . . . . . . . . . . . ..M, where N, M represents the number

of nectar sources and optimization parameters respectively.

The minimum and maximum values in dimension j in search

space is represented by y
j
min and y

j
max . Now the position of

employed as well as onlooker bees are being updated using

the equation (2);

y
j
i = y

j
i + (y

j
i − y

j
neighbour )× rand (2)

Here, a neighbor belongs to (1, N), which is being selected

randomly and rand comprises of a real number range [-1,1]

and is distributed uniformly. When some parameter values

generated by this operation exceed the predefined limits in

equation (3), the parameter is set to the appropriate limit

(Karaboga et al. [46], and Keerthika and Malarvizhi [47]).

yi =

{

yi1 if yi < yi1
yi2 if yi < yi2

}

(3)

The designed fitness function is given by equation (4);

F (f ) =

{

1; if NPROP < ThresholdPROP

0; Otherwise
(4)

In the fitness function, NPROP: is properties of current sensor

nodes which are in FR and ThresholdPROP are the thresh-

old properties of all communicating sensor nodes which

are defined based on energy, transmission delay, and packet

transfer rate. Based upon the fitness function segregated list of

nodes (normal, attacker) is created. Those nodes who satisfy

the fitness function are considered in the normal list and those

who not are considered in the abnormal list.

The algorithm for ABC is written below:

Based on the above properties, the network is trained using

Artificial Neural Network (ANN). During the simulation pro-

cess, based on the trained architecture of ANN, the system

can classify normal, BHA, and GHA nodes and create an

optimized and secure route from the transmitting node to

the receiving node. The developed trained structure along

with the designed algorithm for the ANN approach is written

below;

The trained structure for 50 numbers of nodes and

100 nodes is represented in Fig. 7 (a) and Fig. 7 (b)

respectively.

From Fig. 7 (a) it is seen that the input layer

comprises 50 numbers of nodes as input data, the information

of which such as delay, energy consumption is being carried

by10 number of neurons as depicted under the hidden layer

of Fig. 7. At the output layer, there are 47 numbers of

nodes has been attained, which demonstrates the class of

communicating nodes. The network has been trained on

energy consumption and the delay produced by the nodes.

Later on, these parameters are used to decide that to which

node the data is forwarded.

After clicking on the performance button shown under

ANN trained structure as depicted in Fig. 7, the Mean

Squared Error (MSE) graph has been analyzed. From the

graph shown in Fig. 8, MSE value measured at which the

ANN structure is trained for 50 numbers of nodes and 100
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Algorithm 2 ABC

Required Input: NPROP ← Mobile Sensor Nodes Prop-

erties in terms of Energy Consump-

tion, Transmission Delay, Packet Trans-

fer Rate, etc.

F(f )← Fitness function

FR ← Final Route using AODV

between Source to Destination

Obtained Output: ONPROP ← Optimized Mobile Sensor

Nodes Properties

1. Start

2. To optimized the FR, ABC Algorithm is used

3. Set up basic parameters of ABC: Population of Bee

(B) – Number of Sensor Nodes

Final Route (FR) – Route from NS to ND

Fitness Function using equation 4

4. Calculate Length of Route in terms of R Length

5. Set a variable to store optimized nodes properties,

ONPROP = []

6. For i in rang of R Length

7. EBEE = FR (i) = NPROP // Current Bee from B

8. OBEE = ThresholdPROP // // Mean of all B

9. F(f ) = Fit Fun(EBEE ,OBEE )

10. ONPROP = ABC (F(f), FR (i))

11. End – For

12. Returns: ONPROP as an optimized mobile sensor

node property

13. End – Function

TABLE 2. Parameters used for ANN.

number of nodes is 0.4834 and 0.63463 respectively, which

is obtained at the 3rd epoch. For better training, it is desired

that the MSE value should by low and near to zero.

Using ANN, the network learns the behavior of participat-

ing nodes, which further helps to detect node as a normal and

malicious node.

IV. RESULT AND DISCUSSION

After the simulation, the performance has been evalu-

ated using AODV (Under Threat), ABC with ANN (After

Prevention), and the comparison with the existing approach

presented by Ali Zardari et al. 2019 has been shown to show

the better performance of the proposed work. The entire work

has been conducted in MATLAB simulator Fig. 9 represents

the values examined for the PDR parameter for four differ-

ent conditions, such as under threat (GHA and BHA) node,

AODV, AODVwith ABC, and after network prevention using

Algorithm 3 ANN

Required Input: NSN ← Number of Mobile Sensor

Nodes

ONPROP ← Optimized Mobile Sensor

Nodes Properties in terms of Energy

Consumption, Transmission Delay,

Packet Transfer Rate, etc. concerning

the node behavior

Cat← Target/Category in terms of Nor-

mal and Abnormal Sensor Nodes

N← Carrier Neurons Number

Obtained Output: OR and BHA/GHA ← Optimized and

Validated Route from NS to ND with

Black Hole and Gray Hole Nodes// if

node behave like GH and BH node in

route, then ANN identify them and dis-

card that nodes from route

1. Start Routing

2. Call and set the ANN using ONPROP properties as

training data (T), number of NSN as a group (G) and

Neurons (N)

3. Initialize the ANN: 10 numbers of neurons Epoch

Parameters: MSE, Gradient, Mutation, and Valida-

tion

Training Algorithm: Levenberg-Marquardt

4. Set, MANET_Structure = NEWFF (T, Group, N)

5. MANET_Structure = TRAIN (MANET_Structure,

T, G) // To train the network based on nodes properties

6. Current Sensor Nodes, NC = Properties of the cur-

rent node in MANET // Current sensor node means

which are considered in route during routing and their

properties are denoted as NC

7. Sensor Nodes Characteristics = SIM

(MANET_Structure, NC) // To match nodes

nature with training structure of ANN

8. If Sensor Nodes Characteristics is valid then

9. OR = Validated

10. Else

11. OR= Need Correction or mark as BHA and GHA

Nodes

12. If the drop rate is maximum

13. Marked as BHA

14. Else if drop some and transmit some data packets

15. Marked as GHA

16. End – If

17. End – If

18. Returns: OR as an Optimized and Validated Route

from NS to ND with Black Hole and Gray Hole

Nodes

19. End – Function

AODVwith ABC&ANN. From the Figure, the highest PDR

of about 98.66 % has been examined for 2000 nodes. This

is because, after preventing the MANET against BHA and

121760 VOLUME 8, 2020
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FIGURE 7. (a) Training structure for 50 nodes. (b) Training structure
for 100 nodes.

GHA node, packets are delivered efficiently and with a higher

speed to the destination node. After the implementation of the

proposed algorithm in hybridization that is AODV with ABC

and ANN approach, the PDR rate has been increased slightly

compared to the remaining three conditions, as indicated by

the blue, the red, and the green color respectively. Also, the

observed values of PDR are indexed in table 3.

The throughput values analyzed under threat, after pre-

vention from (GHA and BHA), AODV, AODV with ABC

as well as the values observed by proposed work (after pre-

vention) has been depicted in Fig. 10. The case when the

nodes are usually communicating, and their communication

is disturbed by the attacker node by sending the false request

or by claiming that the route through the attacker node is the

exact route or the shortest path, the throughput gets degraded.

The performance has been increased after the detection of

the malicious node. The data is then passed to a normal

FIGURE 8. (a) MSE for 50 nodes. (b) MSE for 100 nodes.

FIGURE 9. PDR.

TABLE 3. PDR (%).

intermediate node that is being selected using ABC with the

ANN approach. The values examined using the proposed

VOLUME 8, 2020 121761
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TABLE 4. Throughput (Kbps).

FIGURE 10. Throughput.

TABLE 5. Average delay (S).

technique after prevention, under threat, and AODV, AODV

with ABC are listed in table 4.

Delay represents the time interval taken by the communi-

cating nodes to send the data packet from the source node

to the destination node successfully within the time frame.

From the Figure, it has been observed that the delay analyzed

under the malicious node (BHA and GHA) nodes is high as

indicated by the blue bar because of the drop-down of a data

packet during the communication process. From the graph

shown in Fig. 11, there is a constant increase in the delay that

has been observed with the amplification of deployed nodes.

Also, it is observed that the delay followed by ABC with the

ANN approach performs better in contrast to existing work.

FIGURE 11. Delay.

TABLE 6. Comparative analysis for examined parameters.

A. COMPARISON OF PROPOSED WORK WITH EXISTING

WORK

To show the efficiency of the designed secure MANET sys-

tem, a comparison has been made with the existing work

presented byAli Zardari et al. 2019. The comparison has been

made based on average values examined for PDR, Through-

put, and delay as depicted in Table 6.

The PDR of the proposed work has an enhancement of

about 0.63 % while using ANN with the ABC algorithm.

This is because in [37], the authors have used a tradi-

tional approach named CDS (connected Discriminant Set)

approach, in which a set of nodes has been created based

on their energy. The authorization of the node has been

checked based on the energy. During this process, the chances

of packet drop increase because each node contains a data

packet for a long time. To overcome this problem, we create

a model using the concept of AI for detection of intrusion in

the network automatically and the achieved average PDR is

97.55%.

Using AI technique, intermediate nodes transmit a data

packet to other nodes without any delay then the rate of data

delivery as well as the speed of data delivery rate increases,

which is represented in terms of the throughput parameter.

The comparison of average throughput examines by

deploying nodes (N = 100, 200, 400, 600, 800, 1000,

2000) in the proposed work against the existing work [37].

The throughput examined by the proposed work is bet-

ter compared to [37]. Also, there is an enhancement of

{( 89.38−79.08
79.08

)×100} = 13.02% has been observed compared

to the [37] work. The comparison of throughput (Kbps) is

shown in Table 6.

The comparison of delay produced during the commu-

nication process in [37] and the proposed work is shown

is presented in Table 6. Using a swarm-based approach in

combination with the AI approach the speed of data trans-

mission has been increased and the percentage reduction in
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the data transmission observed compared to the [37] work is

calculated as; [( 0.087−0.071
0.071

×100)]= 18.39%. This is because

the list of affected nodes and the normal node is created by an

ABC algorithm based on which accurate route is selected by

the ANN algorithm. This process helps to enhance the speed

and hence reduce the delay.

V. CONCLUSION

The performance of MANET has been affected by many

attacker nodes, which becomes a great concern for the

research. The identification of multiple threats in the network

is a necessary job to enhance the lifetime of the network.

Therefore, to improve the performance of the network in

the presence of malicious nodes, specifically BHA & GHA

nodes, a security mechanism using ABC as a swarm-based

approach and ANN as a machine learning technique has been

used. ABC utilized the intelligent behavior of honeybees,

which has been used to segregates the nodes based on their

properties, such as into two lists named healthy and affected

nodes lists.

Furthermore, the attacker nodes list is subdivided into

BHA nodes and the GHA nodes list. Using these properties,

ANN trains the network. The performance has been analyzed

based on PDR, throughput, and delay. The improvement

against PDR, throughput, and delay compared to existing

work such as 0.63 % 13.02 %, and 18.39 % has been attained

compared to existing work.
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