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Internet users have grown substantially over the last decade, especially following the emergence of mobile technology. Most
Internet connections nowadays are accessed using mobile devices in order to stay connected all the time and everywhere. Owing to
the limited coverage of such access points as well as base stations, mobile devices are required to handover connectivity if there is a
move to other locations. Horizontal handover is conducted when the movement is within the same network. Otherwise, there
must be vertical handover when external network infrastructure is encountered. However, as the Internet is an open network that
naturally lacks trust between users, the mobile nodes that move to an external network are susceptible to various attacking
activities. Compromising mobile nodes may cause users to lose their data as well as destroy their mobile devices in terms of both
software and hardware. Securing mobile devices is crucial in order to avoid losses in terms of not only money but also facilities.
Although mobile nodes have been developed with certain security features, some researchers have found vulnerabilities. This
paper surveys in detail the security vulnerabilities of mobile IPv6 vertical handover and the current relevant mitigation methods.
Furthermore, we describe the mechanism of mobile IPv6 vertical handover and its security vulnerability as well as security
mechanisms proposed by researchers. Based on the survey, there are apparently weaknesses in current security features that are in
need of solutions to minimize the effect of malicious activities. An open direction of future research on mobile IPv6 vertical
handover security is elaborated at the end of this paper.

1. Introduction

Over the last decade, the Internet has connected billions of
people around the world. Based on the Internet world
statistics of [1], Internet user growth reached 1,104% from
2000 to 2019. The number of Internet users in March 2019
was roughly 4,346,561,853 or 56.1% of the world population.
Users connect to the Internet using various techniques,
either personal computers or mobile devices. In terms of
mobile devices, in recent years (2017), the number of mobile
broadband subscriptions reached approximately 4.3 billion
subscriptions globally [2]. This means that almost 60% of

Internet users in the world are now connecting through
mobile broadband. The reason for this extreme growth in the
usage of the mobile Internet is because mobile broadband is
more affordable than fixed broadband. Based on the doc-
ument [2], from the period of 2013 to 2016, mobile
broadband prices as a percentage of GNI per capita were
halved. Hence, Internet users can connect to the Internet
anywhere and at anytime with low charges.

According to Marquez-Barja [3], technically, the in-
crease in wireless communications is based on factors such
as the miniaturization of mobile devices, the multiple net-
working interfaces available, the availability of wireless
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technology, and the emergence of mobile applications.
Besides all this, currently, Internet service providers have
provided various wireless infrastructure and technology,
including UMTS (Universal Mobile Telecommunications
System) [4], Wireless Fidelity (Wi-Fi) [5], and 4G LTE
(Long-Term Evolution) [6]. Hence, the available infra-
structure allows for connectivity through various wireless
and wired technology. Furthermore, a user can continue
using their mobile devices at anytime and anywhere without
any obstacle in terms of device connectivity, which is known
as the always-connected concept [7]. The higher layer
protocol should support IP mobility to make mobile devices
reachable anywhere and transparent.

With mobile technology, when a mobile device moves
from its current place to a new location, it should be able to
handover its connection channel from the existing con-
nected network to another network infrastructure. Based on
RFC 3753 [8], if the handover occurs between access points
of the same network type, such as UMTS to UMTS or
WLAN to WLAN so-called horizontal handover (HHO),
this involves the same signal coverage, data rate, as well as
mobility. On the contrary, when the mobile node (MN)
moves between different types of access points, such as
UMTS to WLAN, it is known as a vertical handover (VHO)
[9, 10]. Unfortunately, during the handover, a mobile device
can temporarily lose its connection and thus is unable to
send or receive packets. This condition could degrade the
performance of mobile data communication.

Owing to the rapid growth of wireless communication
users and Internet users in general, there is a problem with
the availability of IP addresses [11]. To overcome the
problem, IETF (Internet Engineering Task Force) has
standardized a new Internet Protocol, dubbed IPv6 [12], as
the successor of the current Internet Protocol, IPv4 [13]. In
terms of mobile communication, IETF has also proposed a
standard of IPv6 mobility in RFC 3775 [14] that is obsolete
by RFC 6275 [10]. The design of mobile IPv6 combined the
experience of the mobile IPv4 [15] and some new features of
IPv6. One of the new features is removing the need for
deploying a different router as a foreign agent. Besides, the
IPv6 address belongs to the MN at home, called the Home
Address (HoA), which is still the same, although it moves to
a foreign network. Furthermore, mobile IPv6 is more flexible
than mobile IPv4.

The nature of wireless communication, including mobile
IPv6 that broadcasts messages to receivers, is explicitly prone
to malicious attacks [16]. The attacks could be eavesdropping
[17], DoS (denial of services) [18], spoofing [19], MiTM
(Man in the Middle) [20], and falsification [21]. The 2016
Norton cybercrime [22] report stated 87% of consumers
have in-home Wi-Fi, and they engage in dangerous be-
haviours. However, 66% of their home connections are not
protected. Hence, the condition leaves them vulnerable to
hackers eavesdropping on their networks and intercepting
their information. Within the last year, 689 million people in
21 countries were impacted by cybercrime. Furthermore,
$126 billion has been spent globally dealing with cybercrime.
It has conclusively been shown that an increasing number of
wireless devices could increase illicit cybercriminal activities,
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possibly including computer hacking, malicious attacks, data
forging, and financial information theft.

A mobile device should update its status when changing
its position within a heterogeneous network. The update of
the information can be performed using a binding update
(BU) message [14, 23]. The message is used to bind its HoA
and a new care-of address (CoA) generated from the new
location’s access router. Information in the message is es-
sential to inform the node’s home agent, a new location,
along with its new CoA. However, if no IPsec is imple-
mented, these messages are not authenticated and therefore
create serious vulnerabilities [23-25]. A malicious node
might send such spoofed information containing a claim
that there is a difference between the MN’s new location and
the real one. Attackers might also capture and learn the
information transferred to an MN and redirecting the
message to the sender. As a result, threats on mobile IPv6,
especially in the process of VHO, are posed against confi-
dentiality, integrity, and also availability [14].

Some papers have reviewed VHO decision mechanism
as well as its security, such as [9, 26-29]. In [9, 27], the
authors surveyed a comprehensive VHO decision to find out
a mechanism designed that provides the required QoS of a
wide-range application. It described each of the mechanisms
and compared them. However, it did not talk about the
implementation of the mechanism in IPv6 as well as Mobile
IPv6. The authors of papers [26, 28] reviewed the VHO
management process, especially pertaining to the decision-
making mechanism. It focused on the lower layer that
provides the fundamental features of all VHO mechanisms.
The authors in [29, 30] assessed the security protocols put
forward for securing Mobile IPv6. However, it focused only
on the BU protocol instead of the overall VHO on Mobile
IPv6.

In order to facilitate a comprehensive discussion on
Mobile IPv6 VHO security, this paper surveys the security
vulnerabilities of VHO on Mobile IPv6, including move-
ment detection, address configuration, and location updates
that have not been reviewed by previous studies. Besides this,
it also reviews some mitigation methods proposed by various
researchers. The rest of this paper consists of an overview of
VHO in Mobile IPv6 in Section 2. Section 3 elaborates upon
security vulnerability of the VHO mechanism especially on
the BU protocol. Section 4 provides a discussion of the
current security proposals for mitigating security incidents,
and then, Section 5 summarizes this paper.

2. Overview of VHO in Mobile IPv6

The nature of mobility is movement from one place to
another. In a new location, it may discover access router
using Neighbour Discovery Protocol processes [31]. By
using the router discovery [32], the MN may be connected to
one or more external links. In order to continue its con-
nection, it may generate a new IPv6 address, CoA, once it
can discover an access router [33]. Hence, the MN now has
two addresses: the HoA that remains the same and CoA that
changes every time it connects to a new network. It generates
a CoA using a subnet prefix obtained from the router
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attached to the external link. The MN then creates a binding
between HoA and a new CoA. When the MN goes to several
foreign networks, it will generate more than one CoA [34].
Furthermore, it has to determine one of them as a primary
CoA [10]. The primary selected CoA is then used to com-
municate with the CN. All packets addressed to its CoA will
be forwarded to the MN. However, the MN should register
the primary CoA to ensure binding with its HoA to the HA.
The communication in this condition could be classified into
two communication modes.

2.1. Bidirectional Tunnelling. This mode is also called in-
direct communication of Mobile IP [10, 24], as illustrated in
Figure 1. With this mode, a tunnel between MN and HA is
created to transmit packets from HA to MN [35, 36].
However, the communication between CN and MN is still
assisted by the HA. There is no direct connection between
MN and CN. So, the registration of the MN’s current
binding is not required. The CN could be any node, in-
cluding nodes without mobility support. Moreover, it need
not update its binding cache.

When the CN transmits an IPv6 packet to MN, the
packet will reach the HA first before the MN. The HA
encapsulates and forwards the packet to the MN. Similarly,
when the MN sends a packet to the CN, it will be tunnelled to
HA and then forwarded generally through the network to
the CN. In order to make the communication successful, the
HA uses proxy neighbour discovery. This mode is sufficient
to be used when the MN needs to inspect network traffic. The
MN could use an IDS (Intrusion Detection System) on the
home network to carry out virus scanning or firewall in-
spection [37].

2.2. Route Optimization. This mode is meant to optimize
communication between MN and CN without continual
assistance from the HA, as shown in Figure 2 [38-40]. To
operate in this mode, all the CN should be supported by the
Mobile IPv6 protocol. For the first packet, it travels from CN
to HA to reach the MN. The MN then replies by informing
the MN’s new CoA to the CN (1) in the form of a BU
message. Hence, the CN’s binding cache can be updated by
putting the new CoA in the binding list. The CN ac-
knowledges the received BU by sending a BA message (2).
Furthermore, the direct route between MN and CN has been
formed, and hence, the next packets can be transmitted from
CN to MN directly without traveling via HA, or vice versa
(3).

Once the MN gets a new IPv6 address obtained from
the external network, it has to make sure the address
uniqueness by using Duplicate Address Detection
mechanism [41, 42]. Moreover, the MN should handover
its current communication with CN using the new
binding of CoA-HoA. Handover is conducted in the same
network known as horizontal handover [43, 44]. As is
known, VHO is used when the MN performs handover
among heterogeneous access network technology
(3, 45, 46].

Packet from
CN to MN

Correspondent node

Foreign network

FIGURE 1: Bidirectional tunnelling.

Correspondent node

Home
agent

Home network

Foreign network

FiGure 2: Route optimization.

In general, VHO involves four steps that include un-
derlying procedures, movement detection, address config-
uration, and location update [10, 47]. Masud [48] classifies
the procedures into the link-layer (L2) phase and network
layer (L3) phase. In the first phase, it involves the link-layer
communication that includes scanning, authentication, and
association phase. During the scanning phase, the MN
broadcasts a request packet to all access points in the new
location to inform their existence. This is also done to detect
the main characteristics of the available networks, such as
signal strength, the level of interference, and the bit error
rate [49]. Otherwise, the MN may just listen passively for the
beacon bearing all information about an access point. Right
after the scanning phase has finished, the MN should au-
thenticate the new access point immediately. This phase is
essential to make sure the new access point is authentic. The
last step of the L2 phase is an association to transfer the
associated signal from the old access point to the new one.
The next phase is the handover procedure in L3 that involves
the last three procedures (movement detection, address
configuration, and location update), as depicted in Figure 3.

As shown in Figure 3, there needs to be an amount of
time to perform L3 handover in a Mobile IPv6 environment.
The overall handover begins when the movement occurs
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FiGure 3: Handover procedure in layer 3.

until the MN obtains a BA message from its HA. Fur-
thermore, it only could communicate with a CN when it
receives a BA message from the corresponding CN. The
following are the handover steps.

2.3. Movement Detection. Movement detection is defined
as a process of deciding a new link-layer connection that
the MN should rapidly determine whether a subnet
change has occurred [50]. This process is conducted to
detect the L3 handover by employing the neighbour
discovery mechanism. It can be done by running
Neighbour Unreachability Detection (NUD) as in REC
7048 [51] to analyse whether the existing access router is
still reachable. In the case unreachability is determined,
the MN should discover a new access router by sending a
router solicitation message to a group of access routers in
the new location. It then analyses the router advertisement
message [47] received from access routers as solicited
messages. In case there is more than one access router in
the new location, there is the requirement of running a
vertical handover decision (VHD) algorithm [9, 46]. This
will help the MN obtain the best point of attachment
among candidates. Many proposals for VHD were sub-
mitted by researchers, such as in [9, 52, 53]. The move-
ment detection process contributes to the total latency on
Mobile IPv6 VHO. Some literature has studied reducing
movement detection latency contributions, such as
[50, 54, 55] by modelling and experimentation.

2.4. Address Configuration. Once a new access router is
detected, an MN should discover routers in the new location
to obtain a router advertisement (RS) message. The router
advertisement contains various pieces of information, in-
cluding prefix information, router, and network informa-
tion, as well as the type of address configuration allowed
[31]. In the case where the content of the prefix information
matches its old prefix, the MN is still in the old network. The
result of this analysis is the decision to configure a new CoA.
The address configuration is conducted using the standard
IPv6 address configuration, such as stateless address con-
figuration as specified in RFC 4862 [56] and stateful address
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configuration using DHCPv6 standardized in RFC 3315
[57]. However, the new CoA is not permanent until the MN
runs duplicate address detection (DAD) [58]. If there is no
duplicate address detected, the MN updates its location. The
process of address configuration also introduces latency to
the Mobile IPv6 handover. Gregory Ian Daley [59] studied
strategies for detecting network attachment in Mobile IPv6.
He discussed a fast router advertisement scheme as an ex-
tension of IPv6 neighbour discovery.

2.5. Location Update. The address configured in the new
location is known as CoA that should be bound with the
HoA. However, the MN must inform the new address of
binding to both its HA and existing CN. To perform the
location update, it transmits a BU message to its HA and a
corresponding CN in order to update its binding cache.
The primary information included in the message is a new
CoA generated for the IP address configuration phase.
Once the HA or CN receives the BU message, they reply to
a BA message immediately.

The VHO mechanism could be shown as in Figure 4. In
the figure, for the first time, an MN (handphone) connects to
a Wi-Fi network. In that location, it is communicating with a
CN within the IPv6 network. The next time, the MN moves
to a foreign network, but the MN wants to maintain
communication with the CN. It detects a new network,
which is the LTE/4G network (1). Furthermore, it seeks to
build a new connection with the CN. As discussed earlier,
when attached to a new network, the MN generates a new
CoA using either the stateless or stateful address generation
mechanism. It then engages in DAD using NDP. If no
duplication is detected, the MN should update status by
sending a BU message to the HA (message 2). The HA then
validates the received message, updates its binding cache
entry, and replies with a BA message (message 3). Finally, the
MN sends a disconnection message (message 4) to the CN
via the Wi-Fi network, informing the CN to terminate the
original connection [60].

During VHO, the MN requires a specific amount of time
to engage in movement detection, generation of new CoA,
and registration of new status. This leads to a network la-
tency problem. Overall, the latency consists of L2 handover
latency and L3 handover latency [61]. The network layer
latency consists of three elements [62]:

(a) Detection period (T';) is the time for new network
detection, including the receiving of a router ad-
vertisement from a new access router

(b) Address configuration interval (T'.) that is calculated
from the receiving RA until the CoA configuration
finishes

(c) Network registration time (T,) is taken from the
sending binding update to HA as well as CN until
receiving the first packets from the CN

The total latency of the Mobile IPv6 VHO is formulated
as the addition of the three periods formulated as follows:

latency =T, +T.+T,. (1)
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FiGure 4: VHO from Wi-Fi to LTE.

A higher latency could degrade handover performance. In
case route optimization is used, the latency is added by route
optimization time (T',) [63]. To reduce the network latency
problem, IETF introduced a faster handover mechanism
dubbed for the Mobile IPv6 mechanism (FMIPv6) in RFC 4068
[64] that was then obsoleted by RFC 5268 [65] and RFC 5568
[66]. The RFCs specified a mechanism to permit an MN to
transmit IPv6 packets as soon as it attaches to a new subnet
link. A number of papers had also been published to improve
fast handover, such as [67-69]. The papers proposed the Flow-
Based Fast Handover Method for Mobile IPv6 Network
(FFHMIPv6). The protocol uses the flow label field in the IPv6
main header. Apart from this, the IETF also published RFC
4140, entitled “Hierarchical Mobile IPv6 Mobility Management
(HMIPv6),” [70] that was obsoleted by RFC 5380 [71]. Th
RFC:s specified a decrease in the number of signalling processes
among MN, CN, and HA.

The authors in [26] listed several proposals for reducing
the delay, such as the usage of an extra BU to reduce the
tunnelling time between HA and the new access router
proposed in [31]. This mechanism is performed by sending
pre-BU and pre-BA before transmitting the fast BU. An
Early Binding Fast Handover (EBFH) was posited in [62]. It
completes the BU containing a new CoA before the link-
going-down trigger. Prior to triggering signals, MN per-
forms an early fast BU with its old access router. The authors
in [72] put forth using the Router Solicitation for Proxy
Advertisement (RtSolPr) message to request information to
the current access router about the candidate for the new
access router. Using the mechanism, the MN could obtain a
Proxy Router Advertisement (PRtAdv) message containing
prefix information to formulate a new CoA for the new
access router, while it is still connected to the HA. Seamless
MIPv6 was proposed in [9] that preconfigures bidirectional
secure tunnels between HA and a new access router before
performing the actual handover. It utilizes such tunnels to
accelerate mobility management procedure of FMIPv6.

In order to obtain a new connection, the MN must make
a network selection. The network selection had been

discussed in certain references, such as [27, 28]. One of the
network selection considerations is the cost-utility needed.
The authors in [27] presented a formula to calculate the cost
as follows:

Re3(I1) Sl e

where N (uk ;) is the normalized utlllty of application k in
network i in terms of attribute i k) 1s the weighting
function of attribute j for application I/< and ek is the network
elimination factor, either 1 or infinite, to Teflect whether
current network conditions are suitable for requested
applications.

For example, if a network cannot guarantee the delay
requirement of real-time applications, its corresponding
elimination factor will be set to infinite. In this case, the
corresponding cost becomes infinite, which eliminates this
network.

Some researchers, such as [73-77], conducted a per-
formance analysis on the fast handover mechanism. In
summary, the fast handover was carried out by updating the
messages related to NDP [31], such as router solicitation
(RS) and RA. However, the modifications are conducted by
adding information in the options field that potentially adds
network overhead.

In order to reduce the overhead, Wu and Wang [77]
proposed an improvement of the fast handover scheme by
integrating the mechanism with the hierarchical Mobile
IPv6. This scheme enhanced RS for a proxy. It starts by
performing the link-layer handover process, and at the
same time, the MN sends the improved RS for the proxy
message to the access point. The content of the RS message
is the information of the link-layer address or identifier of
the targeted access point. Once the access point is iden-
tified, it will process the new CoA received representing
the MN. Finally, a handover initiation message is trans-
mitted by the access point to the access router for
establishing a tunnel.

Seamless mobility in MIPv6-based wireless networks was
proposed in the form of an Advanced Mobility Handover
scheme (AMH) by Safa Sadiq [76]. A unique IPv6 HA is
utilized by the MN to maintain communication with other
CNs without the generation of a new CoA during the
roaming process. This is because of the development of the
MN-ID field as a permanent global address uniquely
identified by the HA. Furthermore, the access point gen-
erates a temporary MN-ID when the MN is associated with a
particular AP. This will temporarily save the address in an
AP’s table. In summary, the AMH scheme specifies the
network layer-level handover process that is conducted
before its default time. Thus, the communication between
the MN and AP could be maintained during the network
layer handover process.

3. Mobile IPv6 VHO Vulnerabilities

The Internet is an open network that naturally lacks trust
between users. Furthermore, the security requirement



must be considered in order to save our data as well as
digital resources. Nowadays, mobile devices are the most
common connected devices to the Internet (60%) [2].
Mobile IPv6 is a successor to the current mobile tech-
nology (Mobile IPv4) [15] that was developed to improve it
in terms of performance as well as its security features.
However, as Mobile IPv6 operates according to the
mechanism discussed in previous section, it will lead to
new vulnerabilities as investigated in [78]. This section
elaborates the vulnerabilities of the security holes found in
the Mobile IPv6 VHO. Since the Mobile IPv6 follows the
operation of IPv6 in general, including the address con-
figuration phase that uses NDP, it is also vulnerable to the
IPv6 ND trust models and threats listed in RFC 3756 [79].
More comprehensive details on the NDP vulnerabilities
were discussed in [80, 81]. This section focus on the
vulnerabilities of the location update phase. The vulner-
abilities could be on the protocol features weaknesses,
configuration weaknesses, and security policy.

RFC 6275 identified the threats related to the Mobile
IPv6 VHO into four categories that include threats involving
BU message, those associated with the payload packets, the
threat associated with prefix discovery, and the threat against
the Mobile IPv6 security mechanism [10]. Since the sig-
nalling mechanism on VHO involves BU message, the
threats on the BU have attracted many researchers. Most
researchers such as [25, 29, 78] investigated vulnerabilities
related to BUs as follows.

3.1. False BU. A BU contains information that is used to
know the current position of the MN. Employing this in-
formation, the HA and CN can obtain the updated CoA of
the MN. Once the attacker has the chance to falsify the CoA
or other information inside the BU message, the victim node
may experience one or more of the following conditions.

3.1.1. Tampering Binding Cache Entry at the CN. The CN
will update its binding cache once it receives the BU message
containing CoA from the MN. It will check the cache entry
to make sure the CoA information matches with the entries.
If no entry is matched, the MN creates a new entry based on
the information. Attackers can send a false binding update
message. This will lead to tampering of the BU cache of the
CN [82].

3.1.2. Tampering Binding Entry at the Home Agent. Like the
CN, an HA also receives BU messages from an MN when it is
attached to a foreign network. Attackers can falsify the
content of BU messages to tamper with the HA’s binding
entry. Furthermore, when the HA wants to forward a packet
to an MN, it will go to the wrong destination.

3.1.3. Connection Hijacking Attacks. It is assumed the MN is
in communication with a CN, as in Figure 5. A malicious
node can launch connection hijacking attacks [83] by
sending a false BU message to the CN (message 1). The
attacker claims that as the MN moves to a foreign network, it
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thus generates a new CoA. Once the CN receives the forged
BU messages, it will start to communicate with the attacker
instead of the MN. This condition indicates that commu-
nication between the CN and MN ceases. In such cases, the
attacker could monitor the communication first before
hijacking the connection. Furthermore, it obtains such in-
formation to run replay attacks as well as MiTM attacks.

3.1.4. MiTM Attacks. The attacker can insert itself into the
communication path among the nodes in the Mobile IPv6. It
may send a spoofed BU message to one of the targeted
victims. The attacker acting as the man in the middle can
then modify the BU messages, as depicted in Figure 6. This
potentially hijacks the ongoing communication, tampers
with the BU message, as well as creates a reflection attack
[84].

3.1.5. DoS Attacks. 'This type of attack uses a BU message to
stop the targeted victim’s services. It can send a large amount
of BU messages to a targeted victim to overwhelm its re-
sources. Therefore, any positive node will not get any service
because the victim’s memory is already full. The attackers
can also request the victim (CN or HA) to forward a message
to a fake address belonging to them. A broad request can
make the victim node busy and thus are not able to provide
other services requested by a real node.

3.1.6. Replay Attacks. A replay attack is a continuous action
after the MiTM attacks. In this case, the attacker eavesdrops
on the communication between nodes in the Mobile IPv6.
After receiving some information, the attacker may resend it
to the recipient in order to make the victim confused [85].
For example, the attacker obtains the MN’s CoA from its
eavesdropping activity so that it could send a false BU
message using the old MN’s CoA after the MN moves away.

3.2. BU Flooding. Attackers can send fake BU messages at a
very rapid rate to a victim that creates unnecessary tasks
[86, 87]. They make the victim very busy processing the
received BU in order to update its binding cache and, thus,
denying it from handling other necessary services. The
victim can be the HA, CN, or MN itself. This vulnerability
can cause the binding cache memory of the victim to freeze
and become full of no really meaningful entries. Hence, this
valid node’s entry will be prevented from being created in
the binding cache.

3.3. Sending Spoofed BU. Nowadays, attackers can be any-
where in the network, including in the same link as the MN
attached. This condition creates the opportunity for the
attackers to monitor the communication between the MN
with a CN passively. Once they know the content of the
communication, they may send spoofed BU or BA messages
to either the MN or CN. It may send the spoofed BU to the
HA or CN, resulting in false updating binding entries. On
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FiGure 5: Connection hijacking attacks.
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FiGURE 6: MiTM attacks.

the other side, the attacker may send a BA message to reply
to a BU message.

3.4. Rogue Home Agent. Attackers can set up a rogue home
agent that will receive messages from an MN. It may reject
the HoTI or CoTI messages as the rogue HA is in the middle
between the MN and CN. This can fail the return routability
initiation process [24]. The rogue HA can also stop return
routability by rejecting Home Tests and or Care-of-Tests sent
from the CN to MN. Besides, it can also discard the BU
messages resulting in no BA received by the MN.

3.5. Redirect Attacks. Redirect attacks happen when the
attackers transmit redirect traffic back from a CN to a
targeted destination. Based on [86, 88], redirect attacks on
Mobile IPv6 can be classified into two forms: session
hijacking attacks and malicious mobile node flooding. The
first occurs when an intruder sends a forged BU message to a
CN on behalf of the MN that moves to a new location as in
the connection hijacking attacks. The attacker tries to re-
direct the communication between the CN and another
malicious node. This attack could cause information leakage
by conducting impersonation of the MN. It may also cause
flooding to the other node. The second attack happens when
a malicious MN informs that it has a new CoA by sending a

valid BU message to its CN. The message contains a request
to load a heavy file. Furthermore, the CN will reply by
sending redirecting traffic that could potentially flood the
targeted victim.

4. Traditional VHO Mitigation Methods

The development of Mobile IPv6 was intended to be as
secure as Mobile IPv4. As IPv6 mobility support mainly
involves the network layer in the OSI reference model,
mitigation methods for securing Mobile IPv6 will be focused
on layer 3. This section discusses the traditional security
features for the mobile IPv6, especially on layer 3. As dis-
cussed in Section 1, the operation of Mobile IPv6 has been
concerned with the issue of security, especially in the absence
of authentication. Furthermore, the standard of Mobile IPv6
has specified the number of security features. This section
discusses the provided security features in Mobile IPv6.

4.1. IP Security. As per what is standard with Mobile IPv6,
there is the mandate of the usage of IPsec on securing the
mobility support for IPv6, such as RFC 3775 and RFC 6275.
The RFC 6275, as the latest standard of mobility support in
IPv6, has been mandated to use IPSec for establishing se-
curity associations to assure the integrity and authenticity of
mobility messages as important information [10]. The
standard specifies the usage of IPSec by mandating the use of
an ESP [89] header in transport mode. The ESP could au-
thenticate the data origin, provide connectionless integrity,
and replay attack protection.

However, as the IPSec involves certain protocols for its
operation [90-92], it was not initially considered suitable for
constrained devices in Mobile IPv6 such as a mobile phone
[93-97]. This is because IPsec introduces high overhead and
complex processing requirements [98]. Besides, as a generic
authentication protocol, the integration of IPsec and IKE
was purported to be exclusively for general computers [99].
It can be too high for low-end mobile devices that usually
implement Mobile IPv6 [78].

Apart from computational complexity, the imple-
mentation of IPsec requires a global public key infrastruc-
ture (PKI). This is needed to support secure communication
between any arbitrary pair of nodes, including mobile nodes
with a different network. However, such a global PKI is not
available today. Currently, the infrastructure of secure
tunnels is established between an MN and its HA only as
standardized in RFC 6275. Meanwhile, the IPSec covers the
communication between an MN and any CN on the In-
ternet. In addition, there is no infrastructure-based security
currently available to authenticate all IPv6 nodes connected
[25, 78].

According to Nikander et al. [79], the IPSec can be
efficient in securing a communication path between MN
and HA in forming a long-term connection. However,
they indicated the IPSec might be inefficient in protecting
short-term communication between an MN and its CN. In
addition, the IPSec can be a burden in the case of a com-
munication node having low power and limited



computational quantities, such as Mobile IPv6. This is be-
cause of significant calculation costs executed by the IKE
protocol as an integral part of IPSec. Therefore, the usage of
the IPSec mechanism cannot provide a low-cost require-
ment that safely executes the BU.

This is supported by Faigl et al. [100], which reveals
that the usage of IPSec on Mobile IPv6 signalling between
MN and HA could cause overhead for mobility perfor-
mance and large space requirements. They considered the
queuing theory that involves the load-independent arrival
rates and service times. It focuses on the signalling pro-
cesses that utilize the overall resources of the HA by the
Mobile IPv6.

4.2. RRP. As the IPsec introduces overhead and complex
computation, as discussed previously, RRP [101] is pro-
posed to be an alternative infrastructure-less security
platform. It is used to authenticate the validity of the MN’s
address. Before receiving a BU message from the MN, the
CN tests whether the HoA and CoA belonging to an MN
are valid. In summary, there are four phases on the RRP as
follows:

(1) The first phase, the MN sends a pairing message:
HoTI and CoTI message, including two different
nonces (NO and N1) to the CN with a source address
being its HoA and CoA, respectively.

(2) The second phase, after the CN receives the pair of
messages, HoTI and CoTI, the CN replies with
another pair of messages, HoT and CoT messages,
respectively. The two messages also include nonces
(HI and C1) for use in generating the home keygen
token KO and care-of-keygen token K1, respectively.
The calculation of KO and K1 is as follows [101, 102]:

KO = Hash (KCN | HoA | HI | 0), (3)
K1 = Hash (KCN | CoA | CI| 1), (4)

where Hash() designates a keyed hashing MAC
scheme that uses the SHA1 hash function, KCN is a
secret value that is only kept in CN, and the | denotes
string concatenation.

(3) The third phase, once the MN has received the HoT
and CoT with the keygen token, it creates a binding
key (Kbm). The binding key is generated by com-
puting the received concatenation of token
SHA1(KO|K1). The MN then sends a BU message
containing HI, CI, and MAC generated from
MAC =Hash (Kbm, (CoA | CN’s address| BU)).

(4) The CN engages in the last phase after receiving the BU
message. It should verify the validity of the message by
rebuilding the Kbm dynamically with the assistance of
home and care-of nonce index HI and CL

If the checking results are the same between the two
Kbm, the CN then replies by sending back an
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acknowledgment message with MAC as in formula (5).
Otherwise, the message will be discarded:

MAC = Hash (Kbm, (CoA | CN’s address | BA)). (5)

This RRP feature of Mobile IPv6 could limit potential
attackers to those having specific access on the Internet, such
as amplification and state exhaustion DoS attacks. It also
avoids forged BU messages from anywhere on the Internet
[10]. However, the RRP is not adequate for protecting the
messages against attackers who are on the communication
path between MN and CN. Furthermore, attackers in such
locations connected by the Internet are potentially per-
forming malicious activities. In addition, during the RRP,
the two keygen tokens (KO and K1) will be published to
anyone that can receive the pair of test messages (CoT and
HoT), including malicious nodes. Hence, an intruder can
monitor the RRP to obtain the messages. Once they find the
messages, they can forge CoTI to CN that will reply with
CoT back to the MN. As a result, the RRP considerably
suffers from the lack of strong security [102].

The authors in [78] elaborated shortcomings on RRP
implementation when the attacker is on the critical path. It
can launch impersonation attacks by eavesdropping on the
returning HoT message. Furthermore, it can create its CoA
keygen token as required in the RRP and then send a false
CoA to the CN. The CN will assume the CoA comes from a
legitimate MN and thus updates its binding cache based on
the false CoA. The attacker on the path between MN and CN
is also able to conduct flooding attacks. For instance, if the
CN is an FTP server that provides some services, the attacker
can request a large file to the CN using the victim’s IP
address. The CN then sends the large file to the victim
resulting in DoS. These are considered limitations with the
usage of RRP on securing Mobile IPv6, especially when it
moves to a new location.

4.3. Improvements in Security Features on VHO. IPv6 is an
ultimate solution to the problem of Internet address scarcity.
In addition, Mobile IPv6 has become the only solution to
provide mobile devices connectivity. This affects the growth
of mobile technology. As a result, research on Mobile IPv6
security has garnered attention from researchers across the
world. This section discusses several proposals for improving
the security of mobile IPv6. The security improvements
could be classified into two groups, which are infrastructure-
based security and infrastructure-less improvements
[25, 29]. Special security infrastructure is needed for the first
group in order to protect the process of correspondent
registration. In contrast, there is no security infrastructure
needed for the latter and relies on the fundamental parts of
the network infrastructure instead.

4.3.1. Infrastructure-Based Improvements. This group as-
sumes that the handover mechanism on Mobile IPv6, es-
pecially with respect to the process of BUs, requires a
particular security infrastructure. The first infrastructure-
based improvement was put forth in [86] using a certificate
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to authenticate an MN and its CoA. The protocol was then
called a certificate-based binding update (CBU). Message
exchange in the CBU is shown in Figure 7.

As the CBU is an improvement of the RRP, the oper-
ations of CBU are also like the RRP operation. The HA is in
the middle between the MN and CN, which makes it
transparent to both nodes. The MN sends a request message,
REQ containing the MN’s CoA, the CN’s IP address, and a
nonce. The request message is sent to the CN to obtain a
reply message (REP) from the CN. The HA in the middle
creates a cookie and sends it to the CN. Upon receiving the
cookie, the CN replies with another cookie containing its
identity, HoA, the cookies identity, and a nonce. The HA
sends message EXCHO containing a public key certificate
that is usually based on Diffie-Hellman algorithm. The MN
then verifies the certificate and replies using its pairing
message, EXCHI1. Finally, the HA sends a CONFIRM
message to the CN and, at the same time, sends a REP
message to the MN.

However, the CBU has some disadvantages, as discussed
in [29, 103]. As the CBU authenticates the MN and its CoA
only, it does not address HoA certificate management. The
scheme mandates its authenticating each of the home link
subnet prefixes, and thus, the CN is not responsible for them.
In the case where more subnet prefixes are on the home link,
the authentication is not very practical. Another weakness is
that the MN’s claim the CN could not verify the CoA ad-
dress. Furthermore, the attacker could transmit a fake ad-
dress to it.

To address the CBU weaknesses, Ren [103] puts forward
a Hierarchical Certificate-Based Binding Update protocol
(HCBU). It improves the CBU by proposing a trust dele-
gation. In terms of trust management, the HA in a roaming
link signs the binding between HoA and CoA to prove the
MN’s CoA ownership. Both the signature and a valid subnet
prefix certificate convince the MN’s HA to make sure that
the CoA belongs to the MN. Furthermore, the HA proves the
binding by signing it through its private key. The HCBU
message exchange is depicted in Figure 8.

There are six messages in the communication process
proposed in HCBU that are divided into two groups sep-
arated by a dotted line: a prehandover and a posthandover
process:

(1) Binding Update Request (BUReq) consists of a BU
message, nonce, HoA, and CN address.

(2) Preinformation Exchange0 (EXCHO) contains a
nonce, HoA, CN address, and g*. The g* is a Dif-
fie-Hellman public value from the HA.

(3) Preinformation Exchangel (EXCHI) contains the
same contents with EXCHO plus g’, another Dif-
fie-Hellman public value from the CN, and a gen-
erated cookie from CN.

(4) Care-of-address registration message to register a
newly generated CoA after moving to another lo-
cation (handover process).

(5) BU completion message is sent by the HA to the MN
as well as to CN. It sends BUReq with a certified
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Ficure 8: HCBU message exchange.

(HoA, CoA) to the CN and also sends a Binding
Update Reply (BURep) to the MN containing a key
(Kgu).

(6) Binding update message certified by the Ky sent by
the CN informing that it is still alive with the gen-
erated CoA.

As the HCBU is an improvement of CBU, it has the same
advantages in enhancing security against malicious flooding
attacks from third parties targeting the MN. However, owing
to the division between prehandover and posthandover, it
may be repeated several times, and this could increase
signalling overhead. Adding more messages that should be
forwarded by the HA as well as covering roaming MNs from
other links make the HA busy with respect to conducting its
original task [29].

The authors in [104] evaluated the HCBU scheme as an
improvement of the CBU scheme. It was reported that the
HCBU requires the use of trusted third parties to verify
CoAs. The MNs and their infrastructure need them to
support the authentication service. In addition, the MN
might require replicating the prehandover phase continu-
ously; hence, it will increase the signalling overhead of the
registration message sequence.
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In terms of computational complexity, the HCBU
protocol requires computing a large amount of computation
for MN, CN, and the HA. The MN must conduct four
hashing functions, symmetric encryption, one exponentia-
tion, and one signature generation. The CN should perform
two hashing functions, one exponentiation, and one sym-
metric decryption. Finally, the HA should perform one
signature generation, three hashing functions, and two ex-
ponentiations [105].

Koo et al. [106] proposed a Ticket Binding Update (TBU)
as an enhancement of RRP. In this scheme, the HA generates
a secret key and ticket with the CN instead of the MN. It is
assumed that the connection can establish a secure tunnel
using IPsec. The ticket is used to assist the BU generation
whenever the MN requires a BU message for the future
efficiently. Furthermore, equal BU need not be repeated
when the MN moves to a foreign network. The commu-
nication between MN and the future CN is shown in
Figure 9.

There are two messages in Figure 9: the first message is
directly transmitted by the MN to the CN containing a
security parameter (Cookie;) to the message to filter attacks.
This message is a BU sent to register a new CoA. The message
also carries a ticket Tckypn.cn to establish mutual authen-
tication. The second message is a BA message as an ac-
knowledgment of the first message. After receiving the BU
message, the CN checks it to validate Cookie; and the ticket.
If the checking result is positive, the CN updates its binding
cache by adding the valid information and sends the BA
message that includes another security parameter Cookie,.
The TBU uses a timestamp (T and Tcy) for recognizing
the replying message that requests a fully synchronized clock
between the two communication nodes (MN and CN).

However, this protocol is still open to flooding attacks
targeting the CN by sending more BU messages to force it to
check each received message. This may cause the CN to deny
its services. An improvement of TBU was proposed in [107]
named ETBU (Extended Ticket Binding Update). As an
enhancement of the TBU, this protocol extended the address
configuration using Cryptographically Generated Address
(CGA). The CGA is used to provide mutual authentication
between the CN and MN when entering a new network.

The difference between the proposed ETBU protocol and
previous CGA-based BU protocol in [102] is ETBU does not
need to create a signature each time by a CN when obtaining
anew CoA. As the CGA is a heavy computational algorithm,
the MN and its CN issue a ticket to minimize computing
costs. In addition, the ETBU protocol implements a smooth
handoff or handover that can minimize the loss of network
traffic. The author asserted that the performance analysis of
the protocol shows that it is more efficient than the original
TBU but provides the same security function.

Secure Route Optimization Protocol (SROP) was pro-
posed in [87] to provide authentication during the con-
nection establishment in Mobile IPv6 handover. The
authentication is conducted using ESP by developing an
SROP initial exchange. A security association is also
established for the secure connection. To do this, the SROP
protocol uses several SROP messages. An SROP UPDATE
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message containing a LOCATOR parameter is sent by the
MN to notify the CN that it has generated a new CoA. The
MN needs to ensure the reliability of the CoA by sending an
UPDATE message. The message will be authenticated by the
CN based on the signature and keyed hash of the message.
When the message is valid, the CN could then send an IPv6
packet to the new CoA.

Kavitha et al. [87] commented that the SROP protocol is
considered an initial step in the migration from mobile IP-
based networks to public key-based future networks. This
means the SROP protocol does not adequately protect
Mobile IPv6 communication from various attacks. As the
SROP protocol uses ESP as part of IPSec for its authenti-
cation, the weakness of IPSec is also a limitation of SROP.

The enhancement of security and authentication in RRP
was also proposed in [108]. The approach is referred to as
Return Routability Identity-Based Encryption (RR-IBE)
protocol. The IBE that is used in this method requires a third
party to distribute keys (i.e., Private Key Generator (PKG)).
The keys are distributed to all senders simultaneously. The
sender requires the identity of the receiver in order to engage
in the communication. The results of the simulation and
verification of the proposed method using a Murphi model
checker has strong security. The attacks on return routability
have been addressed by this method.

However, as RR-IBE requires a third party to generate
and distribute the private keys, this method introduces a
high latency owing to the usage of an infrastructure-based
PKG. In addition, it causes the repetition of message ex-
changes between the communicants [109] because of the
distribution of keys to all senders. This causes major
bandwidth consumption. According to this mechanism, the
HA will possibly not authenticate the CoA sent by the MN.
This is because the MN might recline from its current po-
sition. Furthermore, it will entice the HA to transmit traffic
to a third party that could cause a DoS attack [104].

The latest proposal on securing RRP enhancement is
Certificate Less-Public Key Encryption (CLPKE) [110]. With
this mechanism, both the latest location and new location
informs the HA or CN. A message used by the MN includes
its current CoA and the old CoA. All the messages trans-
mitted in this mechanism contain a nonce that is encrypted
using Certificate Less-Public Key Encryption. The authors
claimed the mechanism provides confidentiality, integrity,
authentication, and possible attack preventions. In addition,
it uses a few messages that can reduce computation time
significantly. Furthermore, it provides less costly BU mes-
sage communication when compared to RR-IBE. Even
though this protocol uses a trusted third party known as a
Key Generation Centre (KGC), the third party does not have
access to the private key as in RR-IBE. Instead, it supplies the
entity with a partial private key. The messages needed in this
protocol are shown in Figure 10.

M1 is a HOTI message from the MN to the HA that is
then forwarded as HOTT’ (M1') to the CN. The M1 includes
a message with the old CoA address of the MN (MNgjqcoa)
to inform the HA or CN of the MN’s preceding location.
Both M1 and M1’ contain a nonce (NO). The MN will then
compare the nonce value of M1 and M1. If the value of NO is
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FIGURE 10: Message exchange on CLPKE.

the same in both, then CN sends a partial private key request
to the KGC (M3). Otherwise, it will discard them.

At the same time of sending M1, the MN sends M2
(COTI) to the CN to inform its CoA. The KGC responds to
the request by sending M4. Using the partial private key, the
MN could authenticate the MN (M5). Finally, the MN sends
a BU message (M6) to the CN and gets a reply (M7) from the
CN. Table 1 summarizes the infrastructure-based security.

4.3.2. Infrastructure-Less Improvements. Infrastructure-
based improvement requires some resources and configu-
ration work to run the security improvement. In addition,
the infrastructure-based security approach requires an ad-
ditional message exchange that potentially increases the
complexity of the mobile device as well as other related
mobility agents [104]. In order to avoid the need for ad-
ditional security infrastructures, several researchers have
posited an infrastructure-less security approach for Mobile
IPv6. This section summarizes the proposal and its
performance.

An experimental implementation of CAM (Child-Proof
Authentication for MIPv6) was conducted at Lancaster
University [111]. The CAM protocol uses a hash function to
facilitate correspondence with the generated key pair at the
initialization phase of the MIPv6 node. The usage of the hash
function that satisfies the hash function requirements (one-
way and collision resistance) could defend against falsifi-
cation attacks. However, the protocol cannot ensure MN
node reliability, and it also cannot protect against DoS at-
tacks or flooding attacks without any other security
mechanisms [29].

The MN is usually a low energy node as it is not con-
nected to a power source every time. Therefore, there is a
need for a lightweight RR procedure as well as its security
mechanism. The authors in [102] proposed an efficient RR
scheme based on a lesser number of hash functions and
simple geometric computations. In this scheme, no verifi-
cation table is required in the MN and thus eliminates the
maintenance of the nonce table. This scheme claimed it can
assure the protection from replay attacks, eavesdropping
attacks, exhausting resource attacks, location authentication,
and modification attacks.

A context-aware ticket-based binding update authenti-
cation (caTBUA) protocol was proposed in [112]. It con-
siders a balance between efliciency and security by using
context information to validate an appropriate CoA dy-
namically. The primary context information includes the
following:

(1) Trust degree of MN: it is estimated by the HA to
obtain information about the MN’s trust level. This
information is included in the MN’s ticket that is
transferred to the CN.

(2) Trust degree of HA: this signifies the HA’s trust level.
This information is obtained from the previous trust
relationship established between the HA and CN.

(3) Foreign network’s trust level: this information rep-
resents the trust level of the foreign network where
the MN is currently located. It is determined based
on the previous trust relationship established be-
tween the CN and access router (AR) in the MN’s
current visiting network.

(4) Requested time: this information contains request
time inside the MN’s BU message.

There are two phases of the caTBUA protocol, which are
ticket issue and context-aware BU. The ticket issue phase is
performed at the first CN registration only. The context-
aware phase is initiated by the MN by sending an Early
Binding Update (EBU) message [113] to the CN. In this case,
the MN attached at a foreign network that the AR has an
existing trust relationship within terms of CN, and it sends a
key (Kac) to the CN together with the EBU message.

In order to validate the proposal, the authors utilized
numerical analysis to evaluate the performance of caTBUA.
The evaluation was conducted by comparing the proposed
method with the existing authentication protocols in terms
of authentication cost and authentication message trans-
mission latency. The results of the evaluation have confirmed
that the caTBUA protocol outperforms the existing BU
authentication protocols.
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An enhancement of RRP was also proposed in [88] that
suggested using an identity-based framework (identity-
based scheme). This protocol was proposed to enhance the
security of the RRP in MIPv6 without compromising the
performance of mobile nodes. It includes two security
primitives: encryption and signature. The encryption
mechanism is used to encrypt the HoT and CoT as the
response of HoTI and CoTI. These two messages include
significant parameters used to extract the binding man-
agement key (Kbm), whereas the signature scheme is utilized
to sign the initial messages from the MN (HoTI and CoTI).
Both encryption and signature mechanisms could ensure
two-way origin authentication. However, the level of se-
curity comparison is required to analyse security
performance.

An authentication scheme based on the Diffie-Hell-
man (DH) key was also put forth in [114]. It employs the
signalling on a low-layer level to exchange DH variables.
This mechanism allows mobility service-provisioning
entities to exchange an MN’s profile securely. The authors
claimed by utilizing the low-layer signalling and context
transfer between relevant nodes, and the DH authenti-
cation scheme could minimize the authentication latency
when the MN moves across different networks as well as
does a handover. The advantage of the usage of the DH key
is avoiding preestablished SAs between mobility service-
provisioning entities. However, it was determined this
scheme is vulnerable to DoS, MITM, and false BU attacks
[115].

The authors in [104] proposed a registration scheme with
a symmetric key approach referred to as the Secure and
Decentralized Registration (SDR) scheme. It is involved in
security with the MIPv6 environment consisting of MN, HA,
and CN. It contributed to securing communication and
mutual authentication using a shared key mechanism. The
registration is conducted using two phases: home registra-
tion and correspondent registration. The SDR registration
scheme is portrayed in Figure 11.

The steps of HR1 to HR4 are used in the home regis-
tration, and CR1 to CR4 are employed in correspondent
registrations. The authors highlighted that the three security
parameters (confidentiality, integrity, and authentication)
are satisfied by the SDR scheme. This was verified using a
Murphi model checker and finite state machine. The veri-
fication confirmed that the method was able to defend
against the rerun attack, false BU message, and MiTM attack.

A PKBU (private key-based binding update) protocol
was proposed by Modares [115]. In this scheme, the au-
thenticity of the MN’s HoA and CoA ownership is required
by the CN. Furthermore, it should enable the verification
mechanism. The HA will be sent a confirmation message to
the CN informing that the MN is the correct owner of the
HoA. At this moment, the MN is connected via the CoA. It
uses the interface ID part of IPv6 address (last 64 bits) to
provide a cryptographic binding between the CN and the
MN. The binding could be used to verify the ownership of
the HoA. Once the HoA has been verified, the MN signs the
encrypted CoA using the CN’s public key and the HoA using
its private key Algorithm 1.
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FIGURE 11: SDR registration scheme.

The PKBU protocol starts with phase 1 consisting of
three steps to verify the ownership of the MN’s address.
Address ownership is assured by creating a private key,
public key, and the MN’s interface ID. The MN generates
the private key based on the user ID hash value. It is
considered secured as it cannot be guessed by the attacker.
The public key is generated by the MN using the elliptic
curve cryptography (ECC) method. As discussed in
[116, 117], the ECC method was selected owing to its
efficiency, consumption of less power, and faster com-
putation. The last step of phase 1 is IPv6 address gener-
ation, including the 64 bit interface ID. The interface ID
part is configured from the MN’s private key hash value
that creates a solid cryptographic binding between the ID
and its private key.

In phase 2, the MN checks the reachability of the CN by
sending a message containing its HoA, its public key, and a
request for the CN’s public key. Upon receiving the message,
the CN replies by sending its public key. The process is
carried out in three steps: combining the MN’s CoA and
HoA, encrypting the message using the CN’s public key, and
signing the message using a digital signature. Phase 3
consists of four steps pertaining to the validation process at
the CN. It verifies the correctness of the HoA and CoA
received from the MN. It uses the MN’s public key to au-
thenticate the MN’s signature. If the checking process
resulted in a positive value, the CN then sends the BA to the
CN. Otherwise, the message will be discarded.

The latest method was proposed in [109] that is an
enhancement of location update. It is completed by incor-
porating the optimal asymmetric encryption (OAE) based
on the random oracle model to provide both security and
efficiency. This method assumes that a preshared SA will be
established by the pairs of MN-HA and MN-CN. The
proposal consists of three parts: generating CoA, BU scheme
between the MN and HA, and BU scheme between the MN
and CN that can be summarized as follows.

(1) Generation of CoA. After moving to a new location, an
MN will generate a new CoA. In this scheme, the MN
generates the 64bit interface ID by computing the hash-
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Phase 1:

Phase 2:

Phase 3:

Step 1: create a private key
Step 2: create a public key
Step 3: create an interface ID

Step 1: combine MNHoA and MNCoA
Step 2: encrypt the message using CN public key
Step 3: use a digital signature to sign the message

Step 1: authenticate the signature
Step 2: confidentiality of data

Step 3: integrity of data

Step 4: ownership and reachability

ALGORITHM 1: There are three phases in the protocol as follows [115].

Infrastructure-less security
CAM [102] [111]
caTBUA [112], [113]
IBS (8]
UDHBU [114]

SDR [104]

PKBU [115]

OEAP [109]

Infrastructure-based
security
CBU [86]
HCBU [103], [104], [105]
TBU [106]

ETBU [107]
SROP [87]
RR-IBE [108], [109]
CLPKE [110]

trust mechanism for the
signaling process

Determining a method to
determine CoA
ownership

The simple registration
process that provides
address ownership and
authentication

Integrate firewall, IDS,
and authentication

Simplifying registration
process

Employing a lightweight

Trust mechanism and
authentication using a
lightweight algorithm

Authenticate signaling
message using lightweight
and fast authentication
mechanism

FIGURE 12: Future research direction on improving MIPv6 vertical handover security.

based message authentication code algorithm. In this case,
HMAC-SHAL1 serves as the communication between the
node in the mobility environment and the so-called K-CGA
procedure. This procedure uses the principle of CGA address
generation as standardized in [118].

(2) BU between MN and HA. In this part, the MN sends the
BU message to register its current location with HA. The
message is encrypted using the MN’s public key with an
OAEDP field containing two cryptographic hash functions.
The HA decrypts the message using its private key and
extracts the OAEP field. It then verifies the field by com-
puting the hash value and compares it with that obtained in
the OAEP field. If the result does not match, the HA
discards the message; otherwise, the HA replies by sending
an encrypted message with an OAEP field.

(3) BU between MN and CN. The third part is a BU between
the MN with the CN. As in the second part, the MN sends a
BU message to the CN using a similar message with that sent
to the HA, which is a BU message with the OAEP field.
As this proposal is an infrastructure-less scheme, it
involves fewer security computations than the other BU

schemes. The author claimed this method provides confi-
dentiality as well as data integrity services by implementing
asymmetric encryption and a hash function. It also provides
authentication by using the HMAC mechanism. In addition,
it provides security defending from several attacks, including
replay attacks, MiTM attacks, and false BU attacks. How-
ever, as this method uses CGA in the generation of CoA as
well as an encryption mechanism, this introduces de-
manding computational work.

Furthermore, the attacker could send many messages to
create a DoS attack. In addition, the design of a BU scheme
for distributed IP mobility (compatible architecture) with all
correspondent nodes, including those that do not support
route optimization, is a point of further research. Table 2 lists
the summary of infrastructure-less security for MIPv6 VHO.

From the previous discussion on both infrastructure-less
security and infrastructure-based security, each has weak-
nesses. This could drive the next research direction, as
depicted in Figure 12. The block diagram shows there are
two future research avenues for improving security on
MIPv6 VHO. Future research could be carried out to find a
simple registration process that provides address ownership
and a lightweight authentication algorithm.
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TaBLE 1: Summary of infrastructure-based security.

Infrastructure-

. Basic operations
based security P

Main strength

Main weakness

Authenticate an MN and its CoA

CBU [86] using a certificate

HCBU [103-105] Trust delegation

TBU [106] The ticket is used to assist BU

generation
ETBU [107] The address generated using CGA
Authentication based on the
SROP [87] signature and keyed hash of the

message
The keys are distributed to all
senders simultaneously
Both the latest location and new
location is informed to the HA or
CN

RR-IBE [108, 109]

CLPKE [110]

Public key certificate uses
Diffie-Hellman algorithm
Enhancing security against
malicious flooding attacks
Fully synchronized clocks between Open to flooding attacks targeting the
the two communication nodes
It minimizes the loss of network

A security association is also
established for the secure

The attacks in return routability
have been addressed by this method usage of an infrastructure-based PKG

Providing less cost of BU messages

It does not address the HoA certificate
management

Signalling overhead

CN

traffic Heavy calculation
Does not fully protect Mobile IPv6

R communication from various attacks
connection

Introduces a high latency based on the

This protocol requires trusted third
party

TaBLE 2: Summary of infrastructure-less security.

Infrastructure-less

. Main operation
security

Main strength Main weakness

CAM [102, 111] the initialization phase

Using context information to validate an
appropriate CoA dynamically
It includes two security primitives: encryption

caTBUA [112, 113]

IBS (88] and signature

It utilizes the signalling on a low-layer level to
UDHBU {114] exchange DH variables
SDR [104] Home registration anq correspondent

registration

Provide a cryptographic binding between the
PKBU [115] CN and MN

Incorporating the OAE based on the random
OEAP [109] oracle model to provide both security and

efficiency

Correspondence with the generated key pair at

The protocol cannot ensure
MN node reliability
Requires more information
to build the context
Requires comparing levels
of security

Vulnerable to DoS, MITM,
and false BU attacks

Defence against falsification attack

It outperforms the existing BU
authentication protocols
Ensures two-way origin

authentication
It does not require having
preestablished SAs between relevant
MAGs

Defence against rerun attack, false ~ The registration requires

BU message, and MiTM attacks time
. I h A
The address ownership is assured t does not cover the Co
ownership

Involves fewer security
computations than the other BU
schemes

Introduces high
computational work

5. Conclusion

Mobile IPv6 is an ultimate solution to the IP address
problem assigned to mobile technology as it has many
advantages, especially its large address structure. However, it
is vulnerable to various malicious activities owing to the
natural character of the Internet as an open network.
Furthermore, security of an Internet protocol should be
given more attention from researchers. As discussed before,
even though there were many security mechanisms pro-
posed on securing the Mobile IPv6 handover mechanism,
malicious attacks still cannot be neglected. This section
elaborates on certain future challenges as well as additional
work on the discourse of security on Mobile IPv6 vertical
handover that could be integrated with the research di-
rection depicted in Figure 12.

5.1. Integrating Security and Performance. Security is a
necessary need for Mobile IPv6 VHO. However, all security

mechanisms usually impact network performance. Gener-
ally, a security mechanism adds some security features to the
original network transmission that could increase network
overhead. It could be adding an algorithm cryptographically
for both on IPv6 packets as well as the machine involved in
the protection. The extension security features may reduce
network performance and, at the same time, consume more
energy to process it. Hence, optimal security and network
performance is a challenge to researchers. For Mobile IPv6
that uses limited energy, the integration of security re-
quirements and performance should be considered to save
machine energy and other resources.

5.2. Mixed Attacks in VHO. As known, the Internet is an
open network that can be accessed by anyone in the world.
This allows malicious users to engage in harmful activities,
such as launching malicious messages as well as worms. As
discussed, there are many types of attacking activities that
could be used by the attacker to steal user resources. The
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proposed security mechanism may address one or two at-
tacks, as in Tables 1 and 2. However, if many attackers
perform various attacking activities at one time, it may make
it challenging to address. Furthermore, a mixed attack on
Mobile IPv6 VHO requires attention from researchers.

5.3. Lower Layer Security. Mobile IPv6 works on the network
layer of the OSI reference model. However, layer 3 does not
work alone, and it is only a part of the networking model. All
network traffic should flow through the lower layer. From a
security point of view, the attackers may exploit attacking
activities via the lower layer. Furthermore, attention to lower
layer security should be paid.

Data Availability

The data supporting this systematic survey are from pre-
viously reported studies and datasets, which have been cited.
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