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Abstract

The increasingpopularity of information servicesthat
rely on contentdelivery in mobileenvironmentsmotivates
theneedfor a mobilepushservice—anefficientandflexible
contentdisseminationservicethat targetsmobileusers. We
analyzethefeaturesof a mobilepushserviceby investigat-
ing representativeusagescenariosandproposeanarchitec-
turefor mobilecontentdeliverysystems.Thearchitectureis
basedon thepublish/subscribe(P/S)paradigmwhich sup-
portsmany-to-manyinteractionof loosely-coupledentities.
We definethe setof servicesthat needto collaboratewith
theP/Sinfrastructureto addressthedynamicsof mobileen-
vironments.

1. Introduction

Recenttechnologyadvancementshave transformedthe
Internetinto a dynamicenvironmentthat supportsthe de-
velopmentof novel information servicestargeting mobile
users.Contentdisseminationto mobile usershasrecently
attractedparticularattention [4, 10]. Examplesof applica-
tions that rely on contentdelivery arenotificationservices
for weatheror traffic reports,messagingsystemsfor group
discussions,or systemssupportingthecollaborationof mo-
bile employees. Location-basedcontentdelivery will be a
premierfeaturein thesesystems[7]. Additionally, wideac-
ceptancewill dependon thedeliveryof highly personalized
andcustomizedcontent.

In thispaperweinvestigatethefeaturesof amobilepush
system.We build uponpreviouswork in theMinstrel push
system [8]. Minstrel enablesP/Sstyleinteractionbetween
publisherswhoannouncecontentandsubscriberswhohave
declaredtheir interestin particularcontenttypes.Thecur-
rentMinstrel implementationonly supportsstationaryusers
anda naturalfurtherstepis to enhanceit for mobileusers.
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A numberof authorsargue that P/S is advantageous
in mobile environmentswheredevicesmay be frequently
unavailable or disconnected[5, 10]. Publishersand sub-
scribersare decoupled;they interactasynchronouslyand
neednot be active simultaneouslyto exchangemessages.
TheP/Sinfrastructureis in chargeof queuinganddeliver-
ing the content. Mobility, however, introducesadditional
requirements:The routing problemis more complex [5];
the systemneedsto beresilientto frequentdisconnections
andhandleduplicatemessages[9].

Theproblemof routingandmessagelossis pertinentto
the P/S infrastructurein general. Improved routing algo-
rithms andbetterquality of servicewill only partly solve
theseproblems.We arguethat the P/Sinfrastructuremust
addressmobility issuesexplicitly andthatit needsto collab-
oratewith supportingservicesto copewith mobility prob-
lems.

Our goal is to clarify the designrequirementsfor con-
tentdisseminationthatareintroducedby mobility. We an-
alyzeandcomparerepresentative usagescenariosthatsup-
port personalmobility andproposeanarchitecturefor mo-
bile pushsystemsbasedon this analysis. In Section2 we
definethe basicprinciplesof contentdissemination.Sec-
tion 3 investigatesusagescenariosthathave guidedthede-
signof thearchitecturewhichwedescribein Section4. Sec-
tion 5 discussestherelatedwork andwepresentourconclu-
sionsin Section6.

2. Content dissemination

A contentdisseminationserviceenablesdelivery of in-
formation from information sourcesto numeroususers
acrossawideareanetwork. Someauthorsusethetermpush
serviceto denotethatthecontentis actively pushedto sub-
scribers,asopposedto the user-initiated pull model. The
main servicetask is the timely delivery of possibly large
amountsof informationto many subscribers.

The serviceinvolves two typesof entities: publishers,
andsubscribers. Publishersarecontentsourcesthatgroup



and senddatathroughchannels. Subscribersare content
destinationsthatsubscribeto achannelandreceivethecor-
respondingdata.A channelis alogicalconnectorbetweena
publisherandasubscriber. A singlechannelprovidestopic-
basedconnectionsbetweenanumberof publishersandsub-
scribers,andoffersa coarselevel of contentclassification.

A setof contentdispatchers (CD) composestheservice
infrastructureandis responsiblefor managingchannelsand
sendingthe contentalong channels. We assumethat the
network of CDs is stationarywhereaspublishersandsub-
scribersaremobile entities: they changetheir attachment
pointsin thenetwork andcanconnectto differentCDs.

Dueto the largevolumeof dataandthedynamicnature
of publishersand subscribers,efficient contentrouting in
the network of CDs is of major importance.Whena pub-
lisher submitsthe datato a CD to be publishedon a de-
fined channel,the network of CDs needsto routethe data
to all channelsubscribers.Oneapproachis to employ IP
multicast[12], but only a limited numberof usershave ac-
cessto a multicastnetwork. Another approachis to use
point-to-pointcommunicationat the network layer andan
application-layernetwork of serversfor contentrouting as
is donein Minstrel [8].

Minstrel usesa two-phasedisseminationapproachto
addressscalability: In phase1 (“advertising”) the system
distributesannouncementsto advertisecontent. If the an-
nouncementis interesting,a subscribermayrequestthede-
liveryof theactualcontentin phase2 (“delivery”). Thead-
vertisingphaseresemblesthe functionality of notification
systemssuchasSIENA [3], or ELVIN [13], which offer an
expressivesubscriptionlanguagefor content-basedfiltering
of publishedevents.Minstrelcanemploy thisapproachand
usecontentfilters to achieve furthergranularityof channel
content.

In the deliveryphasea userrequeststhe “actual” con-
tent. This phasecanpotentiallyconsumehigh bandwidth
sincetheusermayrequesta largedataitem. Thus,Minstrel
usesa specialprotocol for datareplicationandcachingto
minimizethenetwork traffic.

3. Mobile push scenarios

This sectionpresentsrepresentativeusagescenariosthat
illustratetheissuesto beaddressedby a mobilepusharchi-
tecture.In thefirst scenarioauserhasastationaryhostwith
a fixed IP address.The secondscenarioenablesnomadic
usersto accessthe servicefrom different networks using
desktopor portablecomputersvia dial-up modemlines or
(wireless)LANs. In the third scenariothe user can ap-
ply variousdevices and accesspoints to use the service.
The differencebetweennomadicand mobile usersis that
nomadicusers connectto the network from arbitraryand
changinglocations,butdonotusetheservicewhilemoving,

whereasmobileuserscanusetheserviceduringmovement.
We usethefollowing underlyingscenario:Alice livesin

thesuburbsof Viennaandcommuteseachdayto herdown-
town office. Sheusesthe traffic notificationservicewhich
informsheraboutthecurrenttraffic situation.

3.1. Stationary users

Alice accessestheservicefrom heroffice desktopcom-
puteron a LAN. Beforeleaving the office, shechecksthe
list of received traffic reportsfor the currenttraffic situa-
tion. If sheneedsadditionalinformation,shecanrequesta
detailedmapof the particularareawith approximatewait-
ing timesfor thetraffic jamareas.

In this scenarioAlice is a stationarysubscriberto the
channel“Viennatraffic.” Whenever traffic problemsin the
areaof Viennaarereported,theserviceinitiatesthedelivery
of thetraffic reportto all traffic channelsubscribers.

The CD hostingthe “Viennatraffic” publisherinitiates
connectionsto theserver runningon Alice’s host. For this
purposethe CD mustknow whetherAlice is online. The
assumptionis thatsheusesa hostwith a permanentIP ad-
dress.In caseshecannotbe contacted,we needa content
queuingstrategy for undeliveredreports.Furthermore,the
pushservicestoresandmanagessubscriptionsandenables
publishersto definetheir channelsandstorecontentusing
subscriptionandcontentmanagementservices.

We have identifiedpersonalizationasoneof the major
requirementsof a disseminationservice.For example,Al-
ice might defineseveral routesbetweenher homeandof-
fice. In this casethepushservicewould filter themessages
for the“Viennatraffic channel”anddeliver only thosethat
matchherpersonalroutes.Clearly, content-basedfiltering
is neededto provide sucha personalizedserviceandAlice
must also be able to expressher preferencesvia the user
profile serviceasa setof rules/filters.

3.2. Nomadic users

In thepreviousscenarioAlice wasboundto onelocation.
Naturally, shewantsto usethisserviceathomebeforedriv-
ing to theoffice. At homesheconnectsherlaptopto theIn-
ternetvia dialupandthusbecomesa nomadicpushservice
user. Theservicemustaddressthechangeof theIP address
of herhost. The publisher’s CD mustknow the currentIP
addressof all subscriberhostsbecauseif thecontentis sent
to aninvalid IP addressit might reachthewrongsubscriber
or theCD might assumethata subscriberis offline.

A nomadicusercanfrequentlychangeits locationin the
network, andtherefore,the hostIP addresswill changeas
well. Thesameproblemarisesif a network (LAN, PPP)is
configuredusingtheDynamicHostConfigurationProtocol
(DHCP).



Figure1 showsa scenariowith a CD anda publisherre-
siding on a homenetwork that is dynamicallyconfigured.
SubscriberscanusetheLAN in thehomenetwork or move
to a foreign network andconnectto the Internetvia wire-
lessLAN. A subscribercanalsousetheservicefrom home
via dial-up. By changingits attachmentpoint, the host IP
addresswill changeaccordingly. To trackthis changea lo-
cation managementservicemustmapa uniquesubscriber
identifierto thecurrentIP addressof thesubscriber’shost.
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Figure1: Thenomadicuserscenario

3.3. Mobile users

In this scenarioAlice would like to usethe traffic noti-
ficationservicewhile in motion. Figure2 depictsanenvi-
ronmentwhereshecanusebothaPDA andamobilephone
to receive traffic reports.Shecanusea PDA with wireless
LAN connectivity while within thereachof awirelessLAN
basestationor hermobilephoneduringoutdooractivities.
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Figure2: Themobileuserscenario

In thissetupweneeda locationmanagementservicethat
will mapauserto theidentifierof thecurrentlyuseddevice.
This is a one-to-many mapping: A usermight register a
numberof devices,e.g.,a mobilephone,a PDA, a desktop,
anda laptopcomputer.

Servicepersonalizationis vital in thisscenariobecausea
usermustbeableto definehis/herpreferencesaccordingto
thecurrentlyusedenddevice.

Dueto thevariationsin network andend-device,content
adaptationand presentationareessentialin this scenario.
Thecontentis deliveredthroughvariousnetworksthatdif-
fer in theavailablebandwidth,andit is displayedondevices
with differentcomputationalcapabilitiesandscreensizes.
For example,Alice canreceivehighqualitymapsonly ona
computerwith a highbandwidthconnection.Whendriving
homefrom theofficeshecanre-checkthetext reportsabout
thechangingtraffic conditionson hermobilephone.

Table1 summarizestherequiredservicesfor eachof the
describedusagescenarios.It is desirableto designandim-
plementgenericservicesthatcanaccommodatetherequire-
mentsof differentscenariosandthereforebeappliedin all
scenarios.

Stationary Nomadic Mobile

subscription management + + +
content management + + +

user profiles + + +
queuing strategy + + +

location management - + +
content adaptation - - +

content presentation - - +

Table1: Servicesfor stationary, nomadicandmobileusers

4. Architecture

Figure 3 depictsthe proposedarchitecturefor mobile
pushsystems.It consistsof a setof componentsthat pro-
vide thefeatureslistedin Table1.
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Figure3: Mobile pusharchitecture

Thecomponentsarelogically dividedinto thefollowing
layers:

4 The communicationlayer enablesthe interactionbe-
tweenpublishersandsubscribers.It employs the P/S
middleware.

4 The servicelayer containsthe utility servicesneeded
by mobilepushsuchaslocation,adaptation,userpro-
file, andsubscriptionmanagement.



4 The application layer is the push-specificlayer that
coordinatesother services,managesand stores the
device-dependentcontent,andmanagesthetransferof
informationbetweenCDs.

Thesequencediagramin Figure4 shows theinteraction
betweenthesecomponentsfor two representativeusecases:
publish(a publisherreleasescontentto a channel)andsub-
scribe(a subscribersubscribesto the channel). The sub-
scribersendstherequestfrom his/herenddevice to theP/S
managementcomponentwhich resideson a CD. The P/S
managementcomponentsubmitsthe subscriberequestto-
getherwith the userprofile to the P/Smiddlewareso that
it is routedto the responsiblepublisher. The userprofile
containsthe uniqueuseridentifier andthe setof filters for
content-basedsubscription.

To publishcontent,the publisherdefinesit via the con-
tent andpresentationcomponent. In Figure4 we assume
that the contentis alreadydefinedand that it matchesthe
subscriber’s enddevice. Thepublishersendsa publishre-
questto the P/Smanagementwhich submitsit to the P/S
middleware. The P/S middleware publishesthe content
to the P/S managementcomponentwhich tries to submit
the content to the user’s device. In our scenarioa user
haschangedhis/herlocationandthustheP/Smanagement
queriesthelocationmanagementcomponentfor thecurrent
location. Then it performsits internalhandoff procedure:
the subscriber’s queuedcontentis transferedfrom the old
CD to the new one that is now responsiblefor the sub-
scriber. The new CD will sendthe queuedcontentto the
subscriberandupdatethesubscriptiondatain theP/Smid-
dlewarecomponent.After receiving a notification,a user
decidesto requestmoreinformationusingthereceivedURL
andentersthedeliveryphase.

4.1. Communication layer

P/S is the baseinteractionstyle betweencontentpub-
lishersandsubscribers.It canalsoserve asa distribution
channelfor locationmanagementeventsandenvironment-
relatedeventsthatguideserviceadaptation.

The P/S middleware componentenablesthe subject-
basedsubscriptionpolicy to supportchannelsandpossibly
offers content-basedfiltering for further contentgranular-
ity. It hasa distributedarchitecture to addressscalability
andimplementsa routingalgorithm thatsupportsusermo-
bility. The designof an efficient routing algorithmin the
mobilesettingis still anopenresearchproblem[5].

4.2. Service layer

TheP/Smanagementcomponentis a mediatorbetween
the applicationlayer servicesand the P/S middleware. It
managessubscriptionsand advertisements.Subscriptions

consistof a uniquesubscriberidentifier anda list of sub-
scribedchannels.Advertisementscontaina publisheriden-
tifier anda list of channelson which it deliverscontent.

The P/Smanagementis alsodistributed. It implements
a flexible queuingpolicy, andcanbe thoughtof asa sub-
scriber’s proxy thatwill deliver notificationsto his/herde-
vice, or queuethem until the subscriberreconnects.The
simplestqueuingstrategy is to dropall contentfor unreach-
ablesubscribers.A morecomplex onewould storeunde-
liveredcontentfor laterattemptsandenablea subscriberto
definepropertiessuchasprioritiesandexpiry datesfor each
channel.

The locationmanagementcomponentis responsiblefor
locatingthecurrentlyactiveuserterminal.It supportsaone-
to-many mappingof auniqueuseridentifierto a numberof
enddevices.It couldalsobeextendedto trackandstorethe
user’s geographicalposition. It shouldhave a distributed
architectureto scalewell andsupportmultiplenamespaces
(e.g., telephonenumbersandIP addresses).A usercould
updatethehostinformationeachtimehe/shestartsto useit
andto providehis/hercredentialswith a time-to-liveperiod
for thecurrentconnection.

It is possibleto implementthemobilepushservicewith-
out a locationmanagementcomponent.The P/Smanage-
mentwould thenberesponsiblefor (un)subscribingto/from
the P/S componenteachtime a user changesthe access
point. This solutionwould increasethenetwork traffic and
wouldnotscalefor themobileuserscenarioin whichauser
frequentlychangesthe location,but is seemsconsiderably
simplerbecausewedonothaveto designaspeciallocation
service. However, if we assumethat an adequatelocation
serviceis available,it would freetheP/Smanagementfrom
theburdenof trackingtheuserlocation.

DomainNameSystem(DNS), mobile IP, andmobility
managementin telecommunicationnetworksareat themo-
mentstandardnamingandlocationservices.DNS is a dis-
tributeddatabasethatmapshostnamesto IP addresses,but
it cannothandlemultiple namespacesandit doesnot scale
well if name-to-addressmappingschangefrequently. Mo-
bile IP is a network layerprotocolthatallows a singlehost
to move acrossthe Internet. Mobility managementin mo-
bile telecommunicationnetworks enablesa network to lo-
cateadevicefor call deliveryandmaintainaconnectionde-
spitethechangesof theaccesspoint. Thissolutionsupports
only one-to-oneuser-device mappinganddoesnot support
the multiple devices scenario. Therefore,further work is
neededto designanappropriatelocationservicefor mobile
push.

User profile managementstoresandmanagesuserpro-
files andenablesa subscriberto definerules/filtersto cus-
tomizetheservice.A subscribercandecidewhatsubscrip-
tions would apply to a particularend-device, currentloca-
tion, or time of day. Contentcanthusbe queuedfor later
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Figure4: Sequencediagramfor publishandsubscribeusecases

delivery to a suitabledevice accordingto userpreferences.
Theopenproblemsarerelatedto securityandprivacy: will
the profile be storedon userdevices,or will a CD storea
copy, andwho canaccessandchangea userprofile.

Contentadaptationdealswith theproblemof client and
network variability in mobileenvironments.Datacompres-
sionanddataconversionarestandardtechniquesfor client
andnetwork variability adaptation.For example,animage
mustbetransformedinto anew formatto bedisplayedona
mobilephone,or a smallerandlower quality imageis sent
overa low-bandwidthconnection.Dynamicadaptationcan
beusedfor mobilepush: thesystemmonitorstheenviron-
ment, and actsupon changes,suchas low bandwidth,or
batteryconsumption.TheP/Smiddlewarecanbeusedfor
distributingeventsaboutenvironmentchanges.

4.3. Application layer

The contentmanagementand presentationcomponent
enablesa publisherto createandmanagedevice-dependent
contentwhich will bepublishedon differentchannels.The
publisherneedsto adjustthecontentformatto enddevices
to suit differentdisplaysizesandto dealwith input limita-
tions. Currently, XML and relatedtechnologiesare used
to createand manageflexible user interfaces[11]. The
presentation-relatedproblems,suchas contentstructuring
andpartitioning,andsimpleinput techniquesarestill open
researchtopics.

The application-layerhandoff componentcontrols the

transferof contentbetweenCDs. The contentconsistsof
largedataitemsthatarerequestedin the delivery phaseof
the mobile pushscenario.We canadaptthe existing Min-
strel protocol [8] for datareplicationand cachingto dis-
tributethecontentin themobilesettingwith minimal traffic
andresponsetimes.

5. Related work

To our knowledge,anarchitectureor animplementation
of acontentdisseminationsystemsupportingbothnomadic
andmobile usershasnot beenpublishedyet. ELVIN [13]
is theonly notificationsystemthatimplementslimited sup-
port for mobileusers.The proposedsolutionputsa proxy
server betweenthe ELVIN server and a mobile device to
queuemessagesfor non-active users.The presentedsolu-
tion implementsaqueuingstrategy with time-to-liveexpiry,
but it is notclearhow locationmanagementanddistribution
arehandled.

Reference[9] discussestheoperationof mobileP/Ssys-
temsandanalyzestheadaptationof a centralizedanda dis-
tributedarchitectureto mobility. The presentedideasand
identifiedproblemshavemotivatedour work. However, we
analyzethe systemfrom the user’s perspective asopposed
to their system-centricview and presentan initial system
architecture.

CEA [2] andJEDI [6] areP/Smiddlewaresystemsthat
offer mobility support.CEA usesamediatorwhichreceives



notificationson behalf of a subscriberduring disconnec-
tions. The mediatorcan register interestin a subscriber’s
location,geta notificationwhenit reconnects,andthende-
liver thequeuedmessagesto thenew location.JEDI [6] of-
ferstwo operations:moveIn, andmoveOut. A subscriber
usesmoveOut to disconnectfrom aCD andmoveIn to re-
connectto anew CD. Theold CD storeseventsonbehalfof
thesubscriberduringthedisconnectionandtransmitsthem
to thenew CD uponreconnection.

Both CEA andJEDI solve the queuingproblem,but the
routing problemremainsopen. Reference[5] proposesa
solutionwith a dynamicdispatchingtreethat hasa leader
responsiblefor subscriberswith thesamesubscription.This
solution requiresa complex protocol and further study is
neededto evaluateit.

In the areaof telecommunicationsthe problemsrelated
to mobility are well-understood. However, wirelessnet-
worksoffer limited possibilitiesfor the design,implemen-
tation, and deployment of services. The third generation
partnershipproject(3GPP)[1] is trying to solve this prob-
lem by offering anAPI specificationto enablethird parties
to designanddeploy servicesusing the network provider
infrastructure.3GPPhasrecentlyspecifiedthe functional
capabilitiesof the Multimedia MessagingService(MMS),
the successorof the ShortMessageService(SMS). MMS
will providenon-realtimemultimediamessagingin 3Gnet-
works.TheMMS specificationfocusesonone-to-oneusage
scenarios,but considersone-to-many communicationsce-
nariosthatwill offer functionalitysimilar to mobilepush.

6. Conclusion

Contentdisseminationis anincreasinglypopularservice
in environmentsthatsupportusermobility. In thispaperwe
have analyzedandcomparedrepresentative scenariosand
proposedaninitial architecturefor amobilepushsystem.

TheP/Sinteractionschemeis thebasisfor our architec-
ture. It is a well-establishedsolutionfor the asynchronous
interactionbetweenfrequentlyunavailabledevices. How-
ever, theexisting P/Ssolutionsmustbeextendedto beap-
plicable in mobile environments. Location management
andefficientroutingareamongthesignificantopenresearch
issues. Solutionsto messagequeuingand the problemof
duplicatemessageshave alreadybeenaddressed.We have
identifiedcontentpresentationandadaptationasvital com-
ponentsthatdealwith clientdiversityandnetwork variabil-
ity. Thereareexisting solutionsfor both presentationand
adaptation.Whatremainsachallengeis thequestionof how
to integratesuchsolutionsinto a mobilepushsystem.User
profilemanagementandcontent-basedfiltering offer means
for servicecustomizationandpersonalization.Openissues
arerelatedto securitybecauseuserprofilesstoresensitive
personaldata.

Ourfuturework will bedirectedto thedesignandimple-
mentationof a completesystemfor mobilepush. We plan
to focuson designinga solution for locationmanagement
androuting andto usea flexible integrationtechniquefor
systemcomponents.
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