Mobile Push: Delivering Content to M obile User s*

IvanaPodnar
Facultyof EE andComputing

University of Zagreb EPFL

Unska3, Zagreb Croatia
ivana.podnar@feir

Abstract

The increasingpopularity of information servicesthat
rely on contentdeliveryin mobile environmentamotivates
theneedfor a mobilepushservice—arefficientandflexible
contentdisseminatiorservicethat targetsmobileuses. We
analyzethe featuresof a mobilepushserviceby investigat-
ing representativeisage scenarioandproposean architec-
turefor mobilecontentdeliverysystemsThearchitectueis
basedon the publish/subscrib€P/S) paradigmwhich sup-
ports many-to-manynteraction of loosely-coupleentities.
We definethe setof servicesthat needto collaborate with
theP/Sinfrastructue to addressthe dynamicof mobileen-
vironments.

1. Introduction

Recenttechnologyadvancementhiave transformedhe
Internetinto a dynamicernvironmentthat supportsthe de-
velopmentof novel information servicestargeting mobile
users. Contentdisseminatiorto mobile usershasrecently
attractedparticularattention [4, 10]. Examplesof applica-
tionsthatrely on contentdelivery are notification services
for weatheror traffic reports,messagingystemdor group
discussionspr systemsupportingthe collaborationof mo-
bile employees. Location-baseaontentdelivery will bea
premierfeaturein thesesystemg7]. Additionally, wide ac-
ceptancevill dependnthedelivery of highly personalized
andcustomizedtontent.

In this papemwe investigatehefeaturesof amobile push
system.We build uponpreviouswork in the Minstrel push
system[8]. Minstrel enabledP/Sstyleinteractionbetween
publishersvho announceontentandsubscribersvho have
declaredheir interestin particularcontenttypes. The cur-
rentMinstrelimplementatioronly supportsstationaryusers
anda naturalfurther stepis to enhancet for mobileusers.
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A numberof authorsargue that P/S is advantageous
in mobile ervironmentswheredevices may be frequently
unavailable or disconnected5, 10]. Publishersand sub-
scribersare decoupled;they interactasynchronoushand
neednot be active simultaneouslyto exchangemessages.
The P/Sinfrastructures in chaige of queuinganddeliver-
ing the content. Mobility, however, introducesadditional
requirements:The routing problemis more complex [5];
the systemneedsto be resilientto frequentdisconnections
andhandleduplicatemessagef9].

The problemof routingandmessagéossis pertinentto
the P/Sinfrastructurein general. Improved routing algo-
rithms and betterquality of servicewill only partly solve
theseproblems. We arguethat the P/Sinfrastructuremust
addressnobility issuesxplicitly andthatit needgo collab-
oratewith supportingservicesto copewith mobility prob-
lems.

Our goalis to clarify the designrequirementdor con-
tentdisseminatiorthatareintroducedby mobility. We an-
alyzeandcomparerepresentatie usagescenarioghatsup-
port personamobility and proposeanarchitecturegor mo-
bile pushsystemsbasedon this analysis. In Section2 we
definethe basicprinciplesof contentdissemination.Sec-
tion 3 investigatesisagescenarioghathave guidedthe de-
signof thearchitecturevhichwe describen Sectiord. Sec-
tion 5 discussetherelatedwork andwe presenburconclu-
sionsin Section6.

2. Content dissemination

A contentdisseminatiorserviceenablesdelivery of in-
formation from information sourcesto numeroususers
acrosawide areanetwork. Someauthorausethetermpush
serviceto denotethatthe contentis actively pushedo sub-
scribers,as opposedo the userinitiated pull model. The
main servicetask is the timely delivery of possiblylarge
amountf informationto mary subscribers.

The serviceinvolvestwo typesof entities: publishes,
andsubscribes. Publishersarecontentsourceghatgroup



and senddatathrough channels. Subscribersare content
destinationghatsubscribeéo a channelndreceve the cor-
respondinglata.A channeis alogical connectobetweera
publisherandasubscriberA singlechanneprovidestopic-
basedtonnectionbetweera numberof publishersandsub-
scribersandoffersa coarsdevel of contentclassification.

A setof contentdispatders (CD) composeshe service
infrastructureandis responsibléor managingchannelsand
sendingthe contentalong channels. We assumethat the
network of CDs is stationarywhereagpublishersand sub-
scribersare mobile entities: they changetheir attachment
pointsin the network andcanconnecto differentCDs.

Dueto thelargevolumeof dataandthe dynamicnature
of publishersand subscribersegfficient contentrouting in
the network of CDsis of majorimportance.Whena pub-
lisher submitsthe datato a CD to be publishedon a de-
fined channelthe network of CDs needsto routethe data
to all channelsubscribers.One approachis to employ IP
multicast[12], but only a limited numberof usershave ac-
cessto a multicastnetwork. Anotherapproachis to use
point-to-pointcommunicatiorat the network layer and an
application-layemetwork of senersfor contentrouting as
is donein Minstrel [8].

Minstrel usesa two-phasedisseminationapproachto
addressscalability: In phasel (“advertising”) the system
distributesannouncement® adwertisecontent. If the an-
nouncemenis interesting a subscribemayrequesthede-
livery of theactualcontentin phase2 (“delivery”). Thead-
vertising phaseresembleghe functionality of notification
systemssuchas SIENA [3], or ELVIN [13], which offer an
expressve subscriptiolanguagdor content-basefltering
of publishedevents.Minstrel canemploy this approactand
usecontentfilters to achieve further granularityof channel
content.

In the delivery phasea userrequestghe “actual” con-
tent. This phasecan potentially consumehigh bandwidth
sincetheusermayrequest largedataitem. Thus,Minstrel
usesa specialprotocolfor datareplicationand cachingto
minimizethe network traffic.

3. Mobile push scenarios

This sectionpresentsepresentatie usagescenarioghat
illustratetheissuedo be addressetty a mobile pusharchi-
tecture.In thefirst scenarica userhasa stationaryhostwith
a fixed IP address.The secondscenarioenablesnomadic
usersto accesgshe servicefrom different networks using
desktopor portablecomputersvia dial-up modemlines or
(wireless)LANs. In the third scenariothe usercan ap-
ply various devices and accessoints to usethe service.
The differencebetweennomadicand mobile usersis that
nomadicuses connectto the network from arbitrary and
changindocations put donotusetheservicewhile moving,

whereasnobileuses canusethe serviceduringmovement.
We usethefollowing underlyingscenarioAlice livesin
the suturbsof Viennaandcommuteseachdayto herdown-
town office. Sheusesthe traffic notificationservicewhich
informsheraboutthe currenttraffic situation.

3.1. Stationary users

Alice accessethe servicefrom her office desktopcom-
puteron a LAN. Beforeleaving the office, shechecksthe
list of receved traffic reportsfor the currenttraffic situa-
tion. If sheneedsadditionalinformation,shecanrequesta
detailedmap of the particularareawith approximatewait-
ing timesfor thetraffic jam areas.

In this scenarioAlice is a stationarysubscriberto the
channel'Viennatraffic.” Wheneer traffic problemsin the
areaof Viennaarereportedtheserviceinitiatesthedelivery
of thetraffic reportto all traffic channekubscribers.

The CD hostingthe “Viennatraffic” publisherinitiates
connectiongo the sener runningon Alice’s host. For this
purposethe CD mustknow whetherAlice is online. The
assumptions that sheusesa hostwith a permanentP ad-
dress.In caseshecannotbe contactedwe needa content
gueuingstrategy for undeliveredreports. Furthermorethe
pushservicestoresandmanagesubscriptionsandenables
publishersto definetheir channelsand storecontentusing
subscriptionandcontentmanaementservices.

We have identified personalizatioras one of the major
requirement®f a disseminatiorservice. For example,Al-
ice might define several routesbetweenher homeand of-
fice. In this casethe pushservicewould filter the messages
for the“Viennatraffic channel’anddeliver only thosethat
matchher personaroutes. Clearly, content-basefdiltering
is neededo provide sucha personalizederviceandAlice
must also be able to expressher preferencewia the user
profile serviceasa setof rules/filters.

3.2. Nomadic users

In thepreviousscenaridAlice wasboundto onelocation.
Naturally; shewantsto usethis serviceathomebeforedriv-
ing to the office. At homesheconnectserlaptopto theln-
ternetvia dialup andthusbecomes nomadicpushservice
user Theservicemustaddresshe changeof the P address
of herhost. The publishers CD mustknow the currentIP
addresof all subscribehostshecauséf the contentis sent
to aninvalid IP addresst mightreachthewrongsubscriber
or the CD might assumehata subscribeis offline.

A nomadicusercanfrequentlychangats locationin the
network, andtherefore the hostIP addresswill changeas
well. Thesameproblemarisesif a network (LAN, PPP)is
configuredusingthe DynamicHost ConfigurationProtocol
(DHCP).



Figurel shavs a scenariaovith a CD anda publisherre-
siding on a homenetwork that is dynamicallyconfigured.
Subscriberganusethe LAN in thehomenetwork or move
to a foreign network and connectto the Internetvia wire-
lessLAN. A subscribecanalsousetheservicefrom home
via dial-up. By changingits attachmenpoint, the hostIP
addresswill changeaccordingly To trackthis changea lo-
cation mangiementservicemustmap a uniquesubscriber
identifierto the currentlP addres®f the subscribes host.
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3.3. Mobileusers

In this scenaricAlice would like to usethe traffic noti-
fication servicewhile in motion. Figure 2 depictsan ervi-
ronmentwhereshecanusebotha PDA andamobilephone
to recevvetraffic reports. Shecanusea PDA with wireless
LAN connectvity while within thereachof awirelessLAN
basestationor hermobile phoneduringoutdooractuities.
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Figure2: Themobileuserscenario

In this setupwe needalocationmanajemenservicethat
will mapauserto theidentifierof thecurrentlyuseddevice.
This is a one-to-may mapping: A usermight registera
numberof devices,e.g.,amobile phone,a PDA, a desktop,
andalaptopcomputer

Servicepersonalizatios vital in this scenaridbecausa
usermustbeableto definehis/herpreferencesccordingo
thecurrentlyusedenddevice.

Dueto thevariationsin network andend-deice, content
adaptationand presentationare essentiain this scenario.
The contentis deliveredthroughvariousnetworksthat dif-
ferin theavailablebandwidthandit is displayedondevices
with differentcomputationakapabilitiesand screensizes.
For example Alice canreceie high quality mapsonly ona
computemwith a high bandwidthconnection Whendriving
homefrom the office shecanre-checkhetext reportsabout
thechangingtraffic conditionson hermobile phone.

Tablel summarizesherequiredservicedor eachof the
describedusagescenarioslt is desirableto designandim-
plementgenericserviceghatcanaccommodatéherequire-
mentsof differentscenariosandthereforebe appliedin all
scenarios.

| | Stationary [ Nomadic [ Mobile |
+

subscription management +
content management +
user profiles +
gueuing strategy +
location management -
content adaptation - -
content presentation - -

+|+| [+ +

+| ||+ +| +

Tablel: Servicedor stationarynomadicandmobileusers

4. Architecture

Figure 3 depictsthe proposedarchitecturefor mobile
pushsystems.It consistsof a setof componentghat pro-
vide thefeaturedistedin Tablel.
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Figure3: Mobile pusharchitecture

The componentarelogically dividedinto thefollowing
layers:

e The communicationiayer enablesthe interactionbe-
tweenpublishersand subscribers It employs the P/S
middleware.

e The servicelayer containsthe utility servicesneeded
by mobile pushsuchaslocation,adaptationuserpro-
file, andsubscriptiormanagement.



e The application layer is the push-specifidayer that
coordinatesother services, managesand storesthe
device-dependentontentandmanageshe transferof
informationbetweerCDs.

The sequenceliagramin Figure4 shavs theinteraction
betweerthesecomponent$or two representatie usecases:
publish(a publisherreleasegontentto a channellandsub-
scribe (a subscribersubscribego the channel). The sub-
scribersendgherequesfrom his/herenddevice to the P/S
managementomponentwhich resideson a CD. The P/S
managementomponentsubmitsthe subscriberequestto-
getherwith the userprofile to the P/S middleware so that
it is routedto the responsiblepublisher The userprofile
containsthe uniqueuseridentifier andthe setof filters for
content-basedubscription.

To publishcontent,the publisherdefinesit via the con-
tent and presentatiorcomponent. In Figure 4 we assume
that the contentis alreadydefinedandthat it matchesthe
subscriber enddevice. The publishersendsa publishre-
guestto the P/S managementhich submitsit to the P/S
middleware. The P/S middleware publishesthe content
to the P/S managementomponentwhich tries to submit
the contentto the users device. In our scenarioa user
haschangedis/herlocationandthusthe P/Smanagement
guerieghelocationmanagemertomponenfor the current
location. Thenit performsits internalhandof procedure:
the subscribes queuedcontentis transferedfrom the old
CD to the new onethatis now responsiblefor the sub-
scriber The new CD will sendthe queuedcontentto the
subscribeandupdatethe subscriptiordatain the P/Smid-
dleware component. After receving a notification, a user
decidego requestoreinformationusingtherecevedURL
andentersthedelivery phase.

4.1. Communication layer

P/Sis the baseinteractionstyle betweencontentpub-
lishersand subscribers.It canalsosene asa distribution
channeffor locationmanagemengventsandernvironment-
relatedeventsthatguideserviceadaptation.

The P/S middlevare componentenablesthe subject-
basedsubscriptionpolicy to supportchannelsandpossibly
offers content-basediltering for further contentgranular
ity. It hasa distributed architecture to addressscalability
andimplementsa routing algorithmthatsupportsusermo-
bility. The designof an efficient routing algorithmin the
mobile settingis still anopenresearctproblem([5].

4.2. Service layer
The P/Smanayementcomponenis a mediatorbetween

the applicationlayer servicesand the P/S middleware. It
managesubscriptionsand adwertisements. Subscriptions

consistof a uniquesubscriberidentifier and a list of sub-
scribedchannels Advertisementgontaina publisheriden-
tifier andalist of channelonwhichit deliverscontent.

The P/Smanagemenis alsodistributed. It implements
a flexible queuingpolicy, and canbe thoughtof asa sub-
scribers proxy thatwill deliver notificationsto his/herde-
vice, or queuethem until the subscribereconnects.The
simplestgueuingstratey is to dropall contentfor unreach-
able subscribers.A more complex onewould storeunde-
liveredcontentfor laterattemptsandenablea subscribeto
definepropertiesuchasprioritiesandexpiry datesfor each
channel.

The location managementcomponentis responsibldor
locatingthecurrentlyactive userterminal. It supportsaone-
to-mary mappingof a uniqueuseridentifierto a numberof
enddevices.It couldalsobeextendedo trackandstorethe
users geographicaposition. It should have a distributed
architecturdo scalewell andsupportmultiple namespaces
(e.g.,telephonenumbersand IP addresses)A usercould
updatethe hostinformationeachtime he/shestartsto useit
andto provide his/hercredentialsvith atime-to-live period
for the currentconnection.

It is possibleto implementthe mobile pushservicewith-
out a location managementomponent. The P/S manage-
mentwould thenberesponsibldor (un)subscribingo/from
the P/S componenteachtime a user changesthe access
point. This solutionwould increasethe network traffic and
would notscalefor themobileuserscenaridn whichauser
frequentlychangedhe location, but is seemsconsiderably
simplerbecauseave do not have to designa speciallocation
service. However, if we assumeéhat an adequatdocation
serviceis available,it would freethe P/Smanagemeritom
theburdenof trackingthe userlocation.

Domain Name System(DNS), mobile IP, and mobility
managemerih telecommunicatiometworksareat the mo-
mentstandarchamingandlocationservices.DNS is a dis-
tributeddatabas¢hatmapshostnamesgo IP addressedut
it cannothandlemultiple namespacesndit doesnot scale
well if name-to-addresmappingschangefrequently Mo-
bile IP is a network layer protocolthatallows a singlehost
to move acrosshe Internet. Mobility managemenin mo-
bile telecommunicatiometworks enablesa network to lo-
cateadevicefor call deliveryandmaintaina connectiorde-
spitethechange®f theaccespoint. Thissolutionsupports
only one-to-onauserdevice mappinganddoesnot support
the multiple devices scenario. Therefore,further work is
neededo designanappropriatdocationservicefor mobile
push.

User profile managementstoresand managesiserpro-
files andenablesa subscribetto definerules/filtersto cus-
tomizethe service.A subscribecandecidewhatsubscrip-
tions would apply to a particularend-deice, currentloca-
tion, or time of day. Contentcanthusbe queuedfor later
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delivery to a suitabledevice accordingto userpreferences.
Theopenproblemsarerelatedto securityandprivacgy: will
the profile be storedon userdevices, or will a CD storea
copy, andwho canaccesandchangea userprofile.
Contentadaptationdealswith the problemof clientand
network variability in mobile ernvironments.Datacompres-
sionanddatacorversionare standardechniquedor client
andnetwork variability adaptation.For example,animage
mustbetransformednto a new formatto bedisplayedona
mobile phone,or a smallerandlower quality imageis sent
over a low-bandwidthconnection Dynamicadaptatiorcan
be usedfor mobile push: the systemmonitorsthe environ-
ment, and actsupon changessuchas low bandwidth,or
batteryconsumption.The P/Smiddlewvare canbe usedfor
distributing eventsaboutervironmentchanges.

4.3. Application layer

The contentmanagementand presentationcomponent
enablesa publisherto createandmanagedevice-dependent
contentwhich will be publishedon differentchannelsThe
publishemeeddo adjustthe contentformatto enddevices
to suit differentdisplaysizesandto dealwith input limita-
tions. Currently XML and relatedtechnologiesare used
to createand manageflexible userinterfaces[11]. The
presentation-relategroblems,suchas contentstructuring
andpartitioning,andsimpleinput techniquesarestill open
researchopics.

The application-layerhandof componentcontrolsthe

transferof contentbetweenCDs. The contentconsistsof
large dataitemsthat arerequestedn the delivery phaseof
the mobile pushscenario.We canadaptthe existing Min-
strel protocol [8] for datareplicationand cachingto dis-
tributethecontentin the mobilesettingwith minimaltraffic
andresponséimes.

5. Related work

To our knowledge ,anarchitectureor animplementation
of acontentdisseminatiorsystemsupportingoothnomadic
and mobile usershasnot beenpublishedyet. ELVIN [13]
is theonly notificationsystemthatimplementdimited sup-
port for mobile users. The proposedsolutionputsa proxy
sener betweenthe ELVIN sener and a mobile device to
gueuemessagefor non-actve users. The presentedolu-
tion implementsaqueuingstratey with time-to-live expiry,
but it is notclearhow locationmanagemeranddistribution
arehandled.

Referencd9] discussesheoperationof mobile P/Ssys-
temsandanalyzegshe adaptatiorof a centralizedanda dis-
tributed architectureto mobility. The presenteddeasand
identifiedproblemshave motivatedour work. However, we
analyzethe systemfrom the users perspectie asopposed
to their system-centricview and presentan initial system
architecture.

CeA [2] and JEDI [6] are P/S middleware systemghat
offer mobility support.CEA usesamediatomwhich receves



notificationson behalf of a subscriberduring disconnec-
tions. The mediatorcan registerinterestin a subscribers

location,geta notificationwhenit reconnectsandthende-

liverthe queuedmessageto the new location. JEDI [6] of-

ferstwo operationsnovel n, andnoveCQut . A subscriber
usegroveQut todisconnecfromaCD andnovel ntore-

connecto anew CD. Theold CD storeseventson behalfof

the subscribeduringthe disconnectiorandtransmitsthem

to thenew CD uponreconnection.

Both CEA and JEDI solve the queuingproblem,but the
routing problemremainsopen. Referencd5] proposesa
solutionwith a dynamicdispatchingtreethat hasa leader
responsibléor subscribersvith thesamesubscriptionThis
solution requiresa complex protocol and further study is
neededo evaluateit.

In the areaof telecommunicationghe problemsrelated
to mobility are well-understood. However, wirelessnet-
works offer limited possibilitiesfor the design,implemen-
tation, and deployment of services. The third generation
partnershigoroject(3GPP)[1] is trying to solve this prob-
lem by offering an API specificatiorto enablethird parties
to designand deploy servicesusingthe network provider
infrastructure. 3GPPhasrecentlyspecifiedthe functional
capabilitiesof the Multimedia MessagingService(MMS),
the successoof the ShortMessageService(SMS). MMS
will provide non-realtimemultimediamessagingn 3G net-
works. TheMMS specificatiorfocusesonone-to-onaisage
scenarioshut considersone-to-mag communicationsce-
nariosthatwill offer functionality similarto mobile push.

6. Conclusion

Contentdisseminatioris anincreasinglypopularservice
in environmentghatsupportusermobility. In this paperwe
have analyzedand comparedrepresentatie scenariosand
proposedaninitial architecturdor a mobile pushsystem.

The P/Sinteractionschemas the basisfor our architec-
ture. It is a well-establishedolutionfor the asynchronous
interactionbetweenfrequentlyunavailable devices. How-
ever, the existing P/S solutionsmustbe extendedto be ap-
plicable in mobile ervironments. Location management
andefficientroutingareamonghesignificantopenresearch
issues. Solutionsto message&ueuingand the problemof
duplicatemessagebave alreadybeenaddressedWe have
identifiedcontentpresentatiorandadaptatiorasvital com-
ponentghatdealwith client diversityandnetwork variabil-
ity. Thereare existing solutionsfor both presentatiorand
adaptationWhatremainsachallengés thequestiorof how
to integratesuchsolutionsinto a mobile pushsystem.User
profile managemerdndcontent-basefiltering offer means
for servicecustomizatiorandpersonalizationOpenissues
arerelatedto securitybecauseiserprofiles storesensitve
personabata.

Ourfuturework will bedirectedto thedesignandimple-
mentationof a completesystemfor mobile push. We plan
to focuson designinga solutionfor location management
androuting andto usea flexible integrationtechniquefor
systemcomponents.
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