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Much o f  t h e  p r e s e n t  l i t e r a t u r e  on  computer s e c u r i t y  d e a l s  w i t h  c ryp -  
t o g r a p h i c  methods and c r y p t a n a l y t i c  a t t a c k s .  Most of t h e s e  sys t ems  are 
based on d e d i c a t e d  communication l i n k s  o r  s i n g l e  computer sys t ems .  I n  

t h i s  s t u d y ,  w e  examine some a s p e c t s  of i n c o r p o r a t i n g  c r y p t o g r a p h i c  meth- 
ods i n t o  m u l t i - u s e r  s y s t e m s  by e x p l o i t i n g  t h e  unde r ly inq  network s t r u c -  
t u r e .  

A m u l t i - u s e r  network p r o v i d e s  t h e  p h y s i c a l  and p r o c e d u r a l  f a c i l i t -  
ies t o  e s t a b l i s h  and o p e r a t e  a communication p a t h  between any t w o  or 
more u s e r s .  H e r e ,  w e  d e f i n e  a u s e r  as t h e  s m a l l e s t  un ique ly  i d e n t i f i -  
a b l e  e n t i t y  i n  t h e  network ( la ter  w e  w i l l  d i s t i n g u i s h  between u s e r s  and 
groups of u s e r s  which are m u l t i p l e x e d  i n t o  a l a r g e r  e n t i t y ) .  W e  a l s o  
d e f i n e  a n  a s s o c i a t i o n  as a communication p a t h  e s t a b l i s h e d  between any 
subgroup o f  t h e  set o f  u s e r s .  (To s i m p l i f y  ou r  a n a l y s i s ,  w e  w i l l  o n l y  
c o n s i d e r  a s s o c i a t i o n s  between t w o  u s e r s ,  one d e s i g n a t e d  t h e  s o u r c e  ( S ) ,  

and t h e  o t h e r  t h e  d e s t i n a t i o n  (D).) 
A b r o a d c a s t  c h a n n e l  i s  a common communication channel  where m e s s -  

ages  a r e  ' h e a r d '  by a l l  u s e r s .  To u s e  t h e  b roadcas t  channe l  y e t  p r e -  
s e r v e  t h e  s e p a r a t i o n  of messages i n t o  t h e i r  r e s p e c t i v e  a s s o c i a t i o n s ,  
some form of a d d r e s s i n g  must be performed. I n  networks i n  which t h e  

a s s o c i a t i o n s  are n o t  d e t e r m i n e d  a p r i o r i  ( e . g . ,  T i m e  D i v i s i o n  M u l t i p l e x -  
i n g ) ,  messages w i l l  u s u a l l y  c o n s i s t  of two p a r t s ;  t h e  d a t a  p o r t i o n  of 

t h e  message and t h e  h e a d e r  p o r t i o n  which uniquely d e f i n e s  t h e  a s s o c i a t -  
i o n  (see F i g .  1). 

The n a t u r e  of b r o a d c a s t  channel  a l s o  a i d s  t h e  a t t a c k e r  i n  h i s  job. 
I n  a p u r e l y  p a s s i v e  a t t a c k  ( p a s s i v e  w i r e t a p ) ,  t h e  a t t a c k e r  h a s  access 
t o  a l l  of t h e  c h a n n e l  messages.  The p resence  of heade r  i n f o r m a t i o n  

F. Plchler (Ed.): Advances in Cryptology - EUROCRYPT '85,  LNCS 219, pp. 221-230, 1986. 
0 Spnnger-Verlag Berlin Heidelberg 1986 



222 

allows him t o  s e l e c t i v e l y  i n t e r c e p t  messages.  Even i f  t h e  d a t a  p o r t i o n  
of t h e  message is  o b s c u r e d ,  t h e  e x i s t e n c e  of an a s s o c i a t i o n  may p r o v i d e  
s u f f i c i e n t  i n f o r m a t i o n  t o  t h e  a t t a c k e r  ( t r a f f i c  a n a l y s i s )  . I n  a c t i v e  
a t t a c k s  ( a c t i v e  w i r e t a p ) ,  t h e  a t t a c k e r  may t r y  t o  s y s t e m a t i c a l l y  i n s e r t ,  
d e l e t e  o r  modify messages.  

I f  t he  p h y s i c a l  p o r t i o n  of t h e  network cannot  be  p r o t e c t e d  from 
a c t i v e  o r  p a s s i v e  a t t a c k s ,  t h e n  c r y p t o g r a p h i c  t e c h n i q u e s  ( e n c r y p t i o n )  
must be  used  t o  t h w a r t  t h e  a t t a c k e r .  Encrypt ion methods a r e  d i v i d e d  
i n t o  t w o  classes, i )  one-key (symmetric) e n c r y p t i o n  t e c h n i q u e s  where 
t h e  e n c r y p t i o n  and d e c r y p t i o n  f u n c t i o n s  a r e  c l o s e l y  r e l a t e d  and one can- 
n o t  be exposed  w i t h o u t  compromising t h e  o t h e r ,  and, ii) two-key ( p u b l i c  
key) e n c r y p t i o n  t e c h n i q u e s  where s e p a r a t e  e n c r y p t i o n ,  d e c r y p t i o n  f u n c t -  
i o n s  are used .  A t  p r e s e n t  ( and  i n  t h e  f o r e s e e a b l e  f u t u r e ) ,  two-key 
systems are v e r y  res t r ic ted  i n  th roughpu t .  Hybrid systems a r e  g e n e r a l l y  
used where two-key methods a r e  used t o  exchange t h e  keys which a r e  used 
i n  h i g h e r  t h r o u g h p u t  one-key systems.  I n  o u r  approach ,  w e  w i l l  assume 
t h a t  such  a mechanism e x i s t s  t o  exchange keys which w i l l  be used to en-  
c i p h e r  d a t a  f o r  t r a n s m i s s i o n  on t h e  high bandwidth channe l .  The a c t u a l  
e n c r y p t i o n  may be of  t w o  forms;  s t r eam e n c r y p t i o n  where message b i t s  a r e  
combined w i t h  a stream of e n c i p h e r i n g  b i t s  and, b lock  e n c r y p t i o n  where 
messages are d i v i d e d  i n t o  b l o c k s  ( g e n e r a l l y  f i x e d  s i z e )  which a r e  t h e n  
enc iphe red  as a u n i t .  W e  w i l l  n o t  d i s t i n g u i s h  any f u r t h e r  between t h e s e  
methods, b u t  o u r  examples  w i l l  o n l y  c o n s i d e r  f i x e d  block s i z e  e n c r y p t i o n  
methods such  as t h e  National Bureau of S tanda rds  Data Encrypt ion Stand-  
a r d  ( D E S )  a l g o r i t h m  which o p e r a t e s  on 6 4  b i t  b locks  w i t h  a 56  b i t  key .  

I n  t h e  network env i ronmen t ,  w e  c o n s i d e r  two l e v e l s  of p r o t e c t i o n  
t h a t  e n c r y p t i o n  c a n  p r o v i d e :  i)  Secrecy where messages from one a s s o c -  
i a t i o n  are c o m p l e t e l y  i s o l a t e d  from e x t e r n a l  o b s e r v e r s  and a l l  o t h e r  
network u s e r s  ( t h i s  r e q u i r e s  a secret e n c r y p t i o n  f u n c t i o n  unique t o  e a c h  
a s s o c i a t i o n )  and ,  a less s t r i n g e n t  form of p r o t e c t i o n ,  ii) P r i v a c y  where 
messages a r e  o n l y  p r o t e c t e d  from e x t e r n a l  o b s e r v e r s  ( i . e . ,  a common en-  
c r y p t i o n  f u n c t i o n  c o u l d  be  used by a l l  a s s o c i a t i o n s ) .  

Systems u s i n g  M u l t i p l e  E n c r y p t i o n  Funct ions 

I n  t h e  a b s e n c e  of  a p r i o r i  i n fo rma t ion  such a s  known c i p h e r t e x t  o r  
chosen p l a i n t e x t ,  t h e  p a s s i v e  w i r e t a p p e r  i s  fo rced  t o  u s e  c r y p t a n a l y t i c  
methods t o  r e c o v e r  t h e  c o n t e n t  o f  messages. I n  block e n c r y p t i o n  methods,  
t h e  c r y p t a n a l y t i c  s t r e n g t h  l i e s  i n  t h e  d i f f i c u l t y  of removing t h e  u n c e r t -  
a i n t y  o f  t h e  e n c i p h e r i n g  key H (K) . This  u s u a l l y  invo lves  t h e  accumula t -  
i on  of s u f f i c i e n t  q u a n t i t i e s  of  t e x t  enciphered under one key t o  r ecov-  
er  t h a t  key [ 3 ] ,  [ 5 ] .  
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W e  now examine some p r o p e r t i e s  of systems which have one o r  more 

e n c i p h e r i n g  k e y s .  

L e t  5 be t h e  ensemble of network keys 5 = FK1,K 2 , . . . , $ l .  

H ( X )  H ( K 1 , K 2 ,  ..., K N )  

2 1  

The un- 
c e r t a i n t y  a s s o c i a t e d  w i t h  t h i s  ensemble i s  [ 5 ] ,  

= H ( K ~ )  + H ( K  I K  ) + H ( K ~ ~ K ~ , K ~ )  + .... 
i f  a l l  o f  t h e  k e y s  are independen t  and i d e n t i c a l l y  d i s t r i b u t e d  ( i i d )  and  

H ( K )  i s  t h e  a v e r a g e  u n c e r t a i n t y  of a key, t h e n  

H ( X )  = N * H ( K )  

W e  n o t e  i n  p a s s i n g  t h a t  t h i s  does  n o t  sugges t  t h a t  t h e  key ensemble 

cou ld  be r e p l a c e d  by a n  e q u i v a l e n t  key of s i z e  N * k,  where k i s  t h e  

s i z e  of  one  key.  T h i s  would r e s u l t  i n  a p r i v a c y  o n l y  system. W e  c a n  

see t h i s  i n  a n o t h e r  way i f  w e  examine t h e  e f f e c t  o f  s u c c e s s f u l l y  c r y p t -  

a n a l y s i s  on p a r t  o f  t h e  ensemble.  L e t  * H ( K )  be t h e  normalized change  

i n  system u n c e r t a i n t y  when a key K. i s  recovered.  I n  a n  N key ensemble 

^ H ( X )  = N * H(K) - (N-1) * H ( K )  
N * H ( K )  

= 1  
N 
- 

This  shows t h a t  t he  impact t o  t h e  network caused by d i s c l o s u r e  o f  crypt- 
a n a l y t i c  r e c o v e r y  o f  a key can  be reduced by i n c r e a s i n g  t h e  number Of 
keys. I d e a l l y ,  e a c h  a s s o c i a t i o n  would have a unique key. T h i s  o f  c o u r s e  

i n t r o d u c e s  o t h e r  p rob lems  as d i s c u s s e d  i n  [ 4 ] .  

D e s p i t e  o u r  a b i l i t y  t o  i n c r e a s e  t h e  ensemble u n c e r t a i n t y  H ( E ) ,  w e  
a r e  s t i l l  c o n s t r a i n e d  t o  a n  i n d i v i d u a l  key u n c e r t a i n t y  of  H ( K ) .  I n  t h e  

n e x t  s e c t i o n ,  w e  c o n s i d e r  ways of i n c r e a s i n g  t h e  a p p a r e n t  o r  o b s e r v e d  

key u n c e r t a i n t y  H ( K ' ) ,  t h a t  i s ,  t h e  key u n c e r t a i n t y  as observed by t h e  
p a s s i v e  w i r e t a p p e r .  

The p a s s i v e  w i r e t a p p e r ' s  o b s e r v a t i o n  of  t h e  communication c h a n n e l  

i s  modeled as shown i n  F i g .  3.  Here a random p l a i n t e x t  message M i s  
s e l e c t e d  from t h e  set  of a l l  messages of l e n g t h  m. T h i s  message is  t h e n  
enc iphe red  by a l l  f u n c t i o n s  Yi = E i ( M )  where e n c i p h e r i n g  f u n c t i o n  i is 
determined by key K i  which i s  selected a t  random f o r  e a c h  box f r o m  t h e  
set of a l l  keys  of l e n g t h  k .  

random from t h e  N e n c i p h e r i n g  f u n c t i o n s  a s  i n d i c a t e d  by t h e  o u t p u t  s w i t c h  

p o s i t i o n .  T h i s  o p e r a t i o n  s i m u l a t e s  t h e  random message a r r i v a l  p r o c e s s  
in a m u l t i - u s e r  ne twork .  

I n  terms Of the  c h a n n e l  o b s e r v a t i o n ,  w e  d e f i n e  a message t o  b e  o f  

The channe l  o u t p u t  Yi i s  t h e n  s e l e c t e d  a t  

c l a s s  C ,  C a C  = {112,-..,N}, i f  it i s  enc iphe red  under key K c .  

model, t h e  a p p a r e n t  key u n c e r t a i n t y  i s  equa l  t o  t h e  j o i n t  u n c e r t a i n t y  of 
t h e  key K and t h e  message class c .  

By o u r  
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H ( K ' )  = H ( K , C )  

= H ( K / C )  + H ( C )  

If t h e  keys are chosen  independent ly  of  t h e  c l a s s  of t h e  message, t h e n  

If t h e  a t t a c k e r  knows t h e  s w i t c h  p o s i t i o n ,  then  H(C) = 0 and t h e r e  i s  
no g a i n  over t h e  i n d i v i d u a l  key u n c e r t a i n t y .  On t h e  o t h e r  hand, i f  t h e  
swi tch  p o s i t i o n  c a n  be h idden  and i s  e q u a l l y  l i k e l y  among t h e  N classes 
t h e n  , 

H ( K ' )  = H ( K )  + H ( C )  

H ( C )  = l o g 2  N b i t s  

H ( K ' )  = K ( K )  = l og2  N b i t s  

and 

This  i s  shown i n  F i g .  4 f o r  a system with H ( K )  = 56 b i t s .  
Thus, w e  can  i n c r e a s e  t h e  observed u n c e r t a i n t y  of  an  i n d i v i d u a l  key 

by ( a t  m o s t )  l o g 2  N b i t s  by o b s c u r i n g  t h e  message c l a s s  i n f o r m a t i o n .  
L e t  us now c o n s i d e r  t h e  case where messages can be enc iphered  by 

t h e  source  u s e r  i n  s u c h  a way t h a t  t h e y  can be uniquely  i d e n t i f i e d  and 
recovered by t h e  d e s t i n a t i o n  u s e r  ( t h i s  i s  code d i v i s i o n  m u l t i p l e  a c c e s s  
(CDMA) 1 .  A s  w e  have  mentioned p r e v i o u s l y ,  an a s s o c i a t i o n  i s  i d e n t i f i e d  
by i t s  s o u r c e  and d e s t i n a t i o n .  I f  w e  a s s o c i a t e  a s e p a r a t e  e n c i p h e r i n g  
f u n c t i o n  w i t h  e a c h  a s s o c i a t i o n ,  t h e n  t h e  u n c e r t a i n t y  of t h e  message c lass  
i s  t h e  j o i n t  u n c e r t a i n t y  of t h e  source  S and d e s t i n a t i o n  D. 

H ( C )  = H ( S , D )  

= H ( S )  + H ( D I S )  

I f  t h e  s e l e c t i o n  of s o u r c e  and d e s t i n a t i o n  i s  independent and i d e n t i c -  
ally d i s t r i b u t e d  among U u s e r s ,  t h e n  

H ( C )  = H ( S )  + H ( D )  

= 210g2 u 
( I n  r e a l i t y ,  t h e r e  would o n l y  b e  U * ( U - 1 )  p o s s i b l e  a s s o c i a t i o n s ,  b u t  w e  

w i l l  approximate t h i s  by U2 .) 

T h i s  i n d i c a t e s  w e  c a n  hope t o  ga in  2 1 0 9 ~  U b i t s  of u n c e r t a i n t y ,  b u t ,  
as w e  s h a l l  see, w i l l  n o t  be p o s s i b l e .  

E f f e c t s  of Network Schedul ing  

There are  t w o  broad  c l a s s e s  of network access  methods:  
i) random access t e c h n i q u e s  and ii) c o n f l i c t  f r e e  ( f u l l y  scheduled)  t e c h -  
n iques .  I n  random access t e c h n i q u e s  ( such  a s  CSIW and CSMA/CD),  a u s e r  
wishing t o  t r a n s m i t  a message w a i t s  u n t i l  t h e  channel  i s  s i l e n t ,  t h e n  
begins  t r a n s m i t t i n g .  T h i s  technique  l e a d s  t o  loss of t r a n s m i s s i o n  band- 
width due t o  message c o l l i s i o n s  when two o r  more u s e r s  t r y  t o  t r a n s m i t  
a t  t h e  same t i m e .  To make b e t t e r  u s e  of t h e  bandwidth a v a i l a b l e  on t h e  
channel ,  s c h e d u l i n g  t e c h n i q u e s  such a s  token pass ing  a r e  used t o  e l i m i n -  
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a t e  c o n t e n t i o n  among t h e  u s e r s  [ 6 ] .  

These d i f f e r e n c e s  a l s o  have an  e f f e c t  on t h e  l e v e l  of sys tem sec- 
u r i t y .  This  c a n  be s e e n  i n  t h e  fo l lowing  way: if t h e  a t t a c k e r  can ob- 

Serve t h e  s c h e d u l i n g  mechanism ( t h i s  could be done by o b s e r v i n g  t h e  t o k e n  

p a s s i n g  o r  s imply  c o u n t i n g  modulo t h e  number of u s e r s  i n  t h e  s y s t e m ) ,  

t h e n  t h e  a t t a c k e r  can  o b s e r v e  t h e  message source t h u s  removing l o g 2  U 
b i t s  of u n c e r t a i n t y  ( i .e . ,  t h e r e  w i l l  always be t h e  e q u i v a l e n t  of l o g 2  
U b i t s  of  i n f o r m a t i o n  i n  t h e  schedul ing  scheme i f  t h e  system i s  c a p a b l e  

of r e s o l v i n g  a l l  c o n t e n t i o n  among U u s e r s ) .  Reca l l  t h a t  

H(C) = H(S) + H ( D I S )  2 210g2 U b i t s  

I f  t h e  s c h e d u l i n g  i n f o r m a t i o n  i s  a v a i l a b l e  t o  t h e  a t t a c k e r ,  t h e n  H ( S )  = 

0 ,  t h a t  i s  s c h e d u l i n g  i n f o r m a t i o n  i s  e q u i v a l e n t  t o  knowing t h e  message 

s o u r c e .  W e  now have t h e  c o n d i t i o n  t h a t  

H(C) = H ( D ~ S )  

which can o n l y  r e a c h  log2  U b i t s  i f  t h e  d e s t i n a t i o n  i s  independent  of 
t h e  s o u r c e .  T h i s  i n d i c a t e s  t h a t  t h e  d e t e r m i n i s t i c  p r o p e r t i e s  of  t h e  

s c h e d u l i n g  which are used  t o  improve t h e  performance of  t h e  network,  

a lso h e l p  t h e  a t t a c k e r  g a i n  informat ion .  

I n  random access sys tems,  t h e  l a c k  of schedul ing i n f o r m a t i o n  should  

improve t h e  g a i n  i n  o b s e r v e d  key u n c e r t a i n t y ,  t h a t  i s ,  w e  should  be a b l e  

t o  g a i n  H ( C )  = l o g 2  U b i t s .  

u n f o r t u n a t e l y ,  it can  be shown t h a t ,  i f  w e  a l low ana log  a t t a c k s  on t h e  

network, t h e  s o u r c e  i n f o r m a t i o n  can s t i l l  be recovered (see [ 7 1 ) .  

I n  an i d e a l  network, t h i s  would be p o s s i b l e ,  

I n  t h e  above d i s c u s s i o n ,  w e  have shown t h a t  a g a i n  i n  t h e  a p p a r e n t  

key u n c e r t a i n t y  c a n  be r e a l i z e d  i f  t h e  d e s t i n a t i o n  u s e r  i s  independent  

of t h e  s o u r c e .  W e  s h a l l  examine t h i s  c o n d i t i o n  wi th  r e s p e c t  t o  t h e  n e t -  

work p r o t o c o l  s t r u c t u r e .  I n  t h e  I n t e r n a t i o n a l  Standards O r g a n i z a t i o n ' s  

( I S O )  model for Open Systems I n t e r c o n n e c t i o n  (OSI) ,  seven l a y e r s  of pro-  

t o c o l  f o r  networks have been d e f i n e d  [ S ] .  The uppermost l a y e r s  c o n t a i n  

p r o t o c o l s  which d e a l  w i t h  i n d i v i d u a l  u s e r s .  A t  t h e  lowest  l e v e l  ( P h y s i c a l  
l a y e r ) ,  w e  deal w i t h  network t r a n s c e i v e r s  (TCVRs)  a s  an i d e n t i f i a b l e  
e n t i t y .  

The p r o t o c o l s  are s t r u c t u r e d  s u c h  t h a t  s e v e r a l  l a y e r s  of m u l t i p l e x -  
i n g  can  e x i s t  between t h e  u s e r  levels  and t h e  p h y s i c a l  l e v e l .  Thus many 
u s e r s  m y  be a s s o c i a t e d  w i t h  one TCVR. The throughput  r e q u i r e m e n t s  and 
n a t u r e  of messages of t h e  two l e v e l s  may a l s o  be q u i t e  d i f f e r e n t .  Con- 
s i d e r  t h e  case where w e  have a number of t e r m i n a l s  connected t o  one TCVR- 

I n  most cases, t h e  i n d i v i d u a l  t e r m i n a l  throughput requi rements  w i l l  b e  

r e l a t i v e l y  S ~ l l .  I n  a d d i t i o n ,  a s s o c i a t i o n s  a t  t h e  t e r m i n a l  l eve l  t e n d  

t o  e x i s t  f o r  c o m p a r a t i v e l y  long  p e r i o d s  ( t h i s  w i l l  permit  us  t o  set  UP 

p r o t o c o l s  t o  g e n e r a t e  and  exchange keys on a p e r  a s s o c i a t i o n  b a s i s ) .  A t  



226 

t h e  phys ica l  l e v e l ,  t h e  throughput  requirements a r e  much higher  due t o  
t h e  concen t r a t ion  e f f e c t  of t h e  te rmina l  t r a f f i c .  We a l s o  note ,  t h a t  
consecut ive TCVR messages may have d i f f e r e n t  des t ina t ion  ( e . g . ,  t e rmina l s  
may be a s s o c i a t e d  wi th  h o s t s  connected t o  d i f f e r e n t  T C V R s ) .  Thus, mult-  

plexing above t h e  p h y s i c a l  l a y e r  may produce t h e  d e s i r a b l e  e f f e c t  ( c ryp t -  
o g r a p h i c a l l y ) ,  of making t h e  d e s t i n a t i o n  TCVR independent (from message 
t o  message) of t h e  sou rce .  

The network s t r u c t u r e  a l s o  d iv ides  t h e  p ro t ec t ion  which can be pro- 

vided a t  each l a y e r .  For use r  secrecy ,  encrypt ion must be app l i ed  where 
t h e  use r  i s  an i d e n t i f i a b l e  e n t i t y ,  t h a t  i s ,  a t  t h e  upper p ro toco l  l a y e r s  
(end-to-end e n c r y p t i o n ) .  Encryption a t  t h e  physical  l aye r  can be used 
t o  provide  p r ivacy  and prevent  t r a f f i c  ana lys i s .  

If enc ryp t ion  is  performed a t  t h e  upper l a y e r s  on a p e r  a s s o c i a t i o n  
b a s i s ,  t hen  t h e  data p o r t i o n  of t h e  messages passed t o  t h e  phys ica l  l a y e r  
w i l l  a l r eady  be enc iphe red .  This  implies  t h a t  t h e  phys ica l  l e v e l  encryp- 
t i o n  is r e q u i r e d  t o  p r o t e c t  on ly  log2 U b i t s  of information.  
i f  t h e  system has U = 2 5 6  u s e r s ,  t h e  physical  l aye r  r equ i r e s  a minimum 
of 8 b i t s  o f  c l a s s  u n c e r t a i n t y .  I n  p r a c t i c e ,  t h i s  could be provided by 
a s i n g l e  key us ing  t h e  Data Encryption Standard.  

of implementing a CDMA system a t  t h e  physical  l e v e l .  

For example, 

In  t h e  nex t  s e c t i o n ,  w e  look a t  some of t h e  b e n e f i t s  and problems 

Implementation of Code Div is ion  Multiple Access 

As d i scussed  p rev ious ly ,  i n  a mult i -user ,  random access  system, we 
must d e d i c a t e  some p o r t i o n  of t h e  message t o  address information.  This  

r equ i r e s  a t  l e a s t  f l o g 2  N1 b i t s  of header information t o  uniquely i d e n t -  
i f y  a d e s t i n a t i o n  i n  an N t r a n s c e i v e r  system. I f  t h e  messages a r e  M b i t s  
i n  length ,  t h e r e  are 2M p o s s i b l e  messages. 
a v a l i d  o r  meaningful message f o r  a p a r t i c u l a r  t r ansce ive r  i f  t h e  f i r s t  
j = [ l o g 2  N1 b i t s  match a b i t  p a t t e r n  unique t o  t h a t  t r a n s c e i v e r  ( a d d r e s s ) .  
Thus t h e r e  a r e  zM-J v a l i d  messages f o r  each t r ansce ive r  ( t h e  message 

space i s  p a r t i t i o n e d  i n t o  2' non-overlapping sets of messages).  
serve t h a t  any M b i t  s t r i n g  w i l l  be a v a l i d  message f o r  a t  most one  t r a n -  
sce iver  ( i n  t h e  absence  of channel e r r o r s ) .  We def ine  address  a l i a s i n g  
as  t h e  cond i t ion  where a messaqe i s  v a l i d  message f o r  two o r  more t r a n s -  
ce ive r s  (i.e. , t h e  message space p a r t i t i o n s  a r e  ove r l app ing) .  

W e  def ine  a message as being 

W e  ob- 

I n  a system w i t h  headers  a s  descr ibed above, an a t t a c k e r  can always 
generate  a message which appears  v a l i d  t o  a p a r t i c u l a r  u s e r  simply by 
a t t a c h i n g  t h a t  u s e r s  addres s  t o  t h e  beginning of an ( m - j )  b i t  s t r i n g .  
W e  s h a l l  c a l l  t h i s  t ype  of  a t t a c k  a spoof inp  a t t a c k  on a s e l e c t e d  t r a n s -  
ce ive r .  I f  j > ( l o g 2  N], then  some s t r i n g s  w i l l  not be v a l i d  messages 
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f o r  any t r a n s c e i v e r .  

W e  de f ine  t h e  spoof ing  p r o b a b i l i t y  P 

P = N / 2 J  

To provide p r o t e c t i o n  from t r a f f i c  ana lys i s  and spoofing a t t a c k s ,  

a s  t h e  p r o b a b i l i t y  of a SP 
random message be ing  v a l i d  f o r  a t  l e a s t  one t r ansce ive r .  I n  t h i s  ca se  

SP 

t h e  system can i n c o r p o r a t e  header encrypt ion a s  discussed p rev ious ly .  
To prese rve  t h e  a b i l i t y  t o  address  ind iv idua l  t r ansce ive r s ,  we-must 
again a l l o c a t e  some p o r t i o n  of t h e  message t o  i d e n t i f i c a t i o n  ( a t  l e a s t  

l10g2 N1 b i t s ) .  
t h i s  address ing ,  i) w e  could  use one t ransform common t o  a l l  t r a n s c e i v e r  
and use t h e  t r a n s c e i v e r ' s  address  i n  t h e  header, o r ,  ii) w e  cou ld  d e f i n e  
a unique t r ans fo rm f o r  each  t r a n s c e i v e r  and r equ i r e  t h e  deciphered m e s -  

sage t o  match a b i t  p a t t e r n  i n  t h e  header .  
enc ipher ing  t ransform d e f i n e s  a s p e c i f i c  one-to-one mapping of t h e  ciph-  
e r t e x t  space i n t o  t h e  message space.  Thus, i f  t he  message space i s  
d iv ided  i n t o  non-overlapping p a r t i t i o n s ,  then t h e  c iphe r t ex t  space  w i l l  
be s i m i l a r l y  p a r t i t i o n e d .  

Without knowledge of  t h e  encrypt ion  transform, t h e  a t t a c k e r  can do 

There a r e  two bas i c  methods by which w e  can ach ieve  

In  t h e $ f i r s t  system, t h e  

no b e t t e r  than  t r y  a random message t o  spoof t h e  system so, 
P = N / 2 j  

SP 
a s  f o r  t h e  unenciphered case .  I n  t he  second case though, t h e  use  of 
mul t ip le  enc iphe r ing  f u n c t i o n s  produces a d i f f e r e n t  e f f e c t .  The prob- 
a b i l i t y  of a random message being v a l i d  f o r  one t r ansce ive r  is 2-1- 
If  w e  assume t h a t  our  enc iphe r ing  func t ions  a re  independent, t h e n  t h e  
p r o b a b i l i t y  of spoof ing  is  equal  t o  

p = 1 - P r ( a  random message i s  not  a v a l i d  message f o r  SP 
any of  t h e  N t r a n s c e i v e r s )  

= 1 - (1 - 1/2j)N 
Which is S t r i c t l y  less than  ~ / 2 j  for N > 1. Thus, using m u l t i p l e  enciph-  

e r i n g  func t ions  can improve t h e  r e s i s t a n c e  of t h e  system t o  random Spoof- 
ing  a t t a c k s .  But, m u l t i p l e  enciphering func t ions  have o the r  e f f e c t s .  
I f  w e  now cons ide r  t h e  p r o b a b i l i t y  of address  a l i a s i n g ,  we can d e f i n e  

P r  (address  a l i a s i n g )  
= Pr (message i s  v a l i d  f o r  at l e a s t  one o ther  TCVR 1 it i s  a v a l i d  

message f o r  one)  
= 1 - (1 - l/2jp-1 

t h a t  is, it is d i r e c t l y  r e l a t e d  t o  t h e  spoofing p robab i l i t y .  T h i s  imp l i e s  
t h a t  if w e  t r y  to i s o l a t e  d a t a  passed a t  t he  physical  l aye r  by us ing  
mul t ip le  enc iphe r ing  f u n c t i o n s ,  w e  can improve t h e  immunity t o  spoof ing  
a t t a c k s  bu t  W e  a l s o  i n c r e a s e  t h e  p r o b a b i l i t y  of address  a l i a s i n g  Occur- 

r i ng .  (Even though w e  cannot  provide u s e r  i s o l a t i o n  a t  t he  p h y s i c a l  
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l e v e l ,  w e  might u s e  m u l t i p l e  e n c i p h e r i n g  f u n c t i o n s  t o  s e p a r a t e  g roups  Of 

u s e r s  on t h e  s a m e  ne twork . )  

The above r e s u l t  i n d i c a t e s  t h a t  t o  reduce t h e  p r o b a b i l i t y  of  a l i a s -  
i n g  and s i m u l t a n e o u s l y  r e d u c e  t h e  p r o b a b i l i t y  of a n  a t t a c k e r  g e n e r a t i n g  

f a l s e  messages,  w e  s h o u l d  e n s u r e  t h a t  t h e  heade r ' s equence  i s  l a r g e  w i t h  

r e s p e c t  t o  t h e  number of u s e r s ,  i . e . ,  j > l og2  N b i t s .  

Remarks 

The i n c o r p o r a t i o n  of  c r y p t o g r a p h i c  t echn iques  i n t o  a m u l t i - u s e r  

network is a v e r y  complex problem. I n  t h i s  s tudy ,  w e  have a n a l y s e d  a 

few of t h e s e  problems and have p rov ided  some g u i d e l i n e s  f o r  implement- 

a t i o n .  W e  show t h a t ,  b o t h  from a u s e r  i s o l a t i o n  ( s e c r e c y )  and sys t em 

p r o t e c t i o n  p o i n t  o f  view,  maximizing t h e  number of system e n c i p h e r i n g  

f u n c t i o n s  i s  d e s i r a b l e .  I f  w e  a r e  c o n s t r a i n e d  t o  a f i x e d  s i z e  f o r  i n d i -  

v i d u a l  e n c r y p t i o n  k e y s ,  w e  c a n  i n c r e a s e  t h e  a p p a r e n t  key u n c e r t a i n t y  as 

observed by t h e  a t t a c k e r  by a n  amount e q u a l  t o  t h e  u n c e r t a i n t y  of  a m e s -  
s a g e ' s  d e s t i n a t i o n .  W e  have a l s o  shown t h a t  t h e  way i n  which w e  imp le -  

ment a code d i v i s i o n  m u l t i p l e  access scheme w i l l  a f f e c t  t h e  a b i l i t y  of  

t h e  a t t a c k e r  t o  g e n e r a t e  f a l s e  messages and t h e  p r o b a b i l i t y  of t h e  s y s t e m  
i t s e l f  t o  g e n e r a t e  mean ingfu l  messages for more than  one t r a n s c e i v e r .  
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