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Abstract—With the increase of connected devices on the 
Internet, managing security can become a very difficult task 
for Information Technology (IT) and security managers. In 
order to find vulnerabilities for these devices, we can use 
search engines. Despite the fact that these engines are very 
powerful, they often propose various and complex syntaxes for 
queries. Moreover, sorting the results, due to their complexity 
and quantity, can be challenging and time-consuming for IT & 
security managers. To overcome these issues, we propose in 
this paper an ontology that can reduce the complexity and 
improve the results of search engines to help these managers to 
detect vulnerable devices. 
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I.  INTRODUCTION  
US research firm Gartner has estimated that 20.8 billions 

objects will be connected on the Internet by 2020 [1]. This 
tremendous amount of objects, often referred as Internet of 
Things (IoT), can be problematic for security. 
 

Indeed, in order to be accessible and operational, these 
objects need to be connected (for instance, video 
surveillance, telephony, building management systems, air 
conditioners, automated doors, etc.). Such quantity of 
devices can leave a potential open door that can be exploited 
by intruders. 
Moreover, IoT components are heterogeneous and often 
poorly protected, increasing de facto the risk of security 
breaches (for instance, Fiat-Chrysler has recalled 1.4 
Million cars to prevent hacks in July 2015) [2]. 
 

To secure connected objects within their companies, 
security experts or employees in charge of defining security 
policies can gather information in order to build a 
vulnerability assessment plan and have a better 
understanding of the weaknesses of the deployed devices.  
 

In other words, an expert wants to answer the following 
question: “Is my device vulnerable and accessible by 
someone else?”. 
 

To do so, she/he can use specialized search engines 
available on the Internet. However, due to the increasing 

quantity, known vulnerabilities and diversity of connected 
objects, a basic search can return thousands of results. Such 
quantity of results can be complex to sort, understand and 
analyze, especially for non-security experts. Thus, this task 
can be difficult and time-consuming. 
  

In this article, we propose an ontology that models 
vulnerabilities of IoT objects. Our ontology is based on 
existing search engines (Shodan and Censys) and aims at: 
• Reducing the number of aggregated results during a 

search. 
• Increasing the relevance of results (i.e., returned 

vulnerabilities). 
• Be usable for non-security experts. 
 

By doing so, we aim at reducing the time-consumption 
and increase the robustness and feasibility of assisted 
vulnerability assessments in IoT.  
 

The rest of the paper is organized as follows: Section II 
presents the related works in the domain of security search 
engine. Section III describes our contribution, while Section 
IV discusses future works. 

II. RELATED WORKS 

A. Online Databases and tools 
 

At first, the hackers used specialized security tools 
software to find potential and vulnerable target, like Kali-
Linux [6] the most advanced penetration distribution.  
 

In order to gather information for cybersecurity now, 
online databases and search engines can be used. 
 

Shodan.io is a search engine designed by programmer 
John Matherly in 2009. It interrogates devices ports and 
grabs the resulting banners, then indexes the corresponding 
public IP address and search into an intern databases for 
futures lookup. Shodan aggregates a significant amount of 
information (more than 3.7 billion public IPv4 addresses 
and also checks hundreds of millions of IPv6 addresses).  
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Many wonderful works can be found on Shodan. These 
works encompass vulnerability assessment tool [4], reveals 
magnitude of IoT [5] and usages in industrial context [3].  
 

Censys.io is a search engine designed by Zakir 
Durumeric in 2015 [7]. It allows researchers to ask 
questions about what composes the Internet. Censys collects 
data through daily Zmap scans of more than 3 Billions IP v4 
addresses. Researchers can interact with these data through 
scripts that can be requested thanks to a SQL engine. 
 

However, using Censys or Shodan can lead to the 
following issues: 
• Results can be too numerous to be efficiently 

interpreted. 
• Results can be irrelevant (i.e., outdated, non-specific, 

incomplete, etc.). 
• Both queries and results can be hard to understand and 

analyze by non-security experts (i.e., you must know 
different syntaxes to interact with the two engines, you 
must sort the results to find the corresponding domain 
devices, you don’t know if these devices are vulnerable 
and if yes, which vulnerabilities). 

 

B. Security Ontology 
Existing security ontology covers special domains like 

networks, architectures, cryptography or resilience domains. 
Few academic works have been proposed to use security 
ontology with Shodan ([8][9]) and no ontology has been 
actually published for Censys. None of them cover the 
semantic security knowledge to easily find vulnerable 
devices using Shodan or Censys.   
 
 Concerning the IoT domain, several specific ontologies 
have been proposed (i.e., Iot-ontology [10], SAREF [11]  or 
openiot-ontology [12]). Again, none of them contain the 
semantic knowledge that could be used with Shodan or 
Censys to find vulnerable IoT devices into specific domain. 
 

In conclusion, by using existing search engines, we need 
to know the semantic behind the search engine (in our case, 
Censys and Shodan) and need to be a security expert to find 
and understand vulnerabilities on these  objects. 
 

Moreover, existing search engines suffer from the 
following drawbacks: 
• There is no correlation with CVE (Common 

Vulnerabilities Exposure) published by CERTs 
(Computer Emergency Response Team) [5]. 

• It is complex to achieve cross-domain and interdatabases 
operations. 

• There is no possibility to reuse the results. 
• There is no modeling or automated process. 
• Errors or omissions can be done due to human 

interpretation. 

• There is an excessive consumption of time to obtain 
exploitable results with vulnerable objects. 

 
To overcome previous drawbacks, we propose an 

ontology that is described in the next section. 

III. CONTRIBUTION 
 As stated previously, we first aim at reducing the 
quantity of results returned by Censys and Shodan. More 
specifically, we aim at reducing the complexity of semantic 
of returned results, increase the relevance of vulnerable 
objects and ease the use of such tools. 
 

A. Genericity of the proposal 
 Although our contribution focuses on these two search-
engines, our model has been implemented to be as generic 
as possible. Thus, our model can be adapted to the preferred 
search engine of the IT manager (i.e., Google, Bing, etc.). 
To facilitate this adaptation, we have used the concept of 
ontology. 
 

B. Definition of a cybersecurity ontology 
 In order to propose a tool able to model this knowledge 
semantic, we have created an ontology of research and 
diagnosis. A graphical representation of such mechanism is 
depicted in Figure 1. This modeling will allow us to: reuse 
the field of knowledge, facilitate interoperability and 
portability, use a reasoning engine to bring new knowledge 
by inferences, add more accurate descriptions of metadata 
and facilitate its integration and update in an open and 
flexible way.  

 
Figure 1. Specific and relevant results can be obtained via ontology. 

  
To define our model, we have retained semantic web 

best practices and tools such NeOn methodology [13], 
Linked Data best practices [14]. 
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These works propose methodologies to build well-
structured ontologies or datasets from scratch and suggest 
reusing as much as possible existing works by linking them 
together.  
 

We have also chosen Stanford’s ontology editor ‘Protégé 
2000’ to easily define and improve our ontology. This 
software is particularly recommended to create a domain 
ontology [15]. 
 
To conclude the main objectives of our work are: 
• To create an ontology of research and diagnostic; 
• To model a semantic search over Censys or Shodan; 
• To include aggregation of existing security 

vulnerabilities ontologies; 
• To validate the syntax of our ontology with W3C (World 

Wide Web Consortium) tools; 
• To evaluate our ontology via standardization tools 

available on the Internet. 
 

 
Figure 2. A first version of our ontology into ‘protégé 2000’  

 
a) Select semantic for specific domains 

To find the semantic related to a specific domain, we 
have explored publications that define vulnerability 
semantic [16], projects focusing on Shodan [3], darknet 
videos [17], deposits of sites (Pastebin), website of 
published vulnerabilities (db-exploit), and other 
GoogleDork [18]. 
 

The aggregation of these information allowed us to 
create a primary knowledge base called S3 “Syntax Search 
Semantic” who can target specific objects in relation to 
specific research areas. Effectively, using the keywords 
stored in S3 in engines such as Censys and Shodan allows 
users to find the right targeted devices. 
 

b) Select reference vulnerability 

In order to test our ontology, we have chosen a reference 
vulnerability type. For our preliminary tests, we have 
chosen the “default credentials” vulnerability. This 
vulnerability exploits default logins and passwords. These 
credentials can easily be found in the manufacturers’ 
documentation that are accessible on the Internet and 
contain default passwords in clear texts. 
 

Moreover, we have find default credentials lists on the 
Internet (1000+) and have aggregated them to increase the 
number of possibilities into our database. 
To facilitate our search, we have developed a script that 
searches documents for specific keywords (i.e., “username”, 
“password”, “login”, etc.). Thanks to this script, we have 
generated a database of existing manufacturer’s default 
credentials.  
 

We assume that the person who installed the device has 
not changed the default password, and we can use it 
successfully. The advantage of this vulnerability is that it is 
not iterative and therefore not intrusive and somewhat 
wordy, in the sense that we do not try repeatedly to 
penetrate a system. We have created a second database that 
keeps the "default credentials" of associated devices. We 
will call this second database DCS "Default Credentials 
Semantic ". 
 

Figure 2, shows a first version of our ontology where S3 
and DCS knowledge can be highlighted to help us to find a 
field type of vulnerable and assailable IoT device. 

 
c) Validation of S3 with DCS 

We have tested the correlation between S3 and DCS 
over Censys. Our ontology will be available on Internet with 
a specific namespace (URI). It contains S3 and DCS 
information. The realization of a first program in Python 
(both allow on Shodan & Censys), allows us to test our 
ontology for which the test proves that it is fully functional. 
 

We have obtained at screen a short list of public IP 
addresses with the open type protocol. Figure 3. shows a 
textual example of the obtained results. For these 
preliminary tests, we have validated our proposal by doing a 
copy/paste of one of the public IP addresses returned into a 
new browser page. By entering this IP, we have reached the 
login page of the connected IoT device. 
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Figure 3. Finding Vulnerable Objects in Censys with our application 
 

For these preliminary tests, we have validated our 
proposal by doing a copy/paste of one of the public IP 
addresses returned into a new browser page. By entering 
this IP, we have reached the login page of the connected IoT 
device. 
 

We have fetched the corresponding login and password in 
our DCS for this specific device. By entering these 
credentials, we have obtained a granted access to the full 
configuration of the IoT device, proving that our solution is 
quite functional. 

 
In final, we have built a Sparql server [20] and validate 

basic Sparql queries to obtain the complete list of S3 and 
DCS. 

IV. FUTURE WORK 
In this paper, we have proposed an ontology to obtain 

more accurate results concerning vulnerable IoT devices, 
when using search engines such as Censys or Shodan. 
 

For future works, we will create a user-friendly semantic 
web application that has two goals. The vulnerable domain 
researching will be unique and user-friendly (i.e., easy to 
understand and mastered for all types of users). Secondly, 
the type of vulnerabilities will aim at sorting and obtaining 
more relevant results.  
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