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ABSTRACT

Steganographyisawidely-usedtechniquefordigitaldatahiding.Imagesteganographyisthemost
popularamongallotherkindsofsteganography.Inthisarticle,anovelkey-basedblindmethodforRGB
imagesteganographywheremultipleimagescanbehiddensimultaneouslyisdescribed.Theproposed
methodisbasedonDiscreteCosineTransformation(DCT)andDiscreteWaveletTransformation
(DWT)whichprovidesenhancedsecurityaswellas improve thequalityof the stego.Here, the
coverimagehasbeentakenasRGBalthoughthemethodcanbeimplementedongrayscaleimages
aswell.Thefundamentalconceptofvisualcryptographyhasbeenutilizedhereinordertoincrease
thecapacitytoagreatextent.Tomakethemethodmorerobustandimperceptible,pseudo-random
numbersequenceandacorrelationcoefficienthavebeenusedforembeddingandtheextractionof
thesecrets, respectively.Therobustnessof themethodis testedagainststeganalysisattackssuch
ascrop,rotate,resize,noiseaddition,andhistogramequalization.Themethodhasbeenappliedon
multiplesetsofimagesandthequalityoftheresultantimageshavebeenanalyzedthroughvarious
matricesnamely‘PeakSignaltoNoiseRatio,’‘StructuralSimilarityindex,’‘StructuralContent,’
and‘MaximumDifference.’Theresultsobtainedareverypromisingandhavebeencomparedwith
existingmethodstoproveitsefficiency.
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1. INTRoDUCTIoN

TofindthemeaningofSteganography,onehastorevealtheGreekwords–‘steganos’whichmeans
“concealed,coveredorprotected”and‘graphein’whichmeans“writing”.Insummary,Steganography
istheancientartofconcealingclassifiedinformationintoacoverobject.Thecovercanbeofthesame
formatofthesecretorofsomeothermedia.WhereasCryptographyisthescienceofencryptingthe
secretinsuchawaythattomakeitreadabletherecipienthastodecryptthesecretwithaproperkey.
Themainadvantageofsteganographyovercryptographyisthatthepresenceofsecretisunknown
toeveryoneexcepttheintendedrecipientandhenceitavoidstheunnecessaryattentionasanobject
ofbeingscrutinizeddespiteofhowsecurethealgorithmis.

Themainobjectivesofsteganographycanbesummarizedasfollows:

• Hidethesecreteffectivelywithoutrevealingtheexistenceofthesecret
• Successfulretrieveofthesecretwithoutanyalteration
• Increasechannelembeddingcapacitybyengravingmaximumbitspossibletoutilizethechannel

inthebestpossiblemanner
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Inacrux,intendoftheproposedmethodistointroduceanewimagesteganographymethod
whichcanhidemultiplebinarysecretsinanRGBcovertransformingintofrequencydomain.The
aimistoenhancethecapacityusingvisualcryptographyandimprovethesecurityapplyingboth
DCTandDWT.

Thefieldofsteganographyhasbeenstratifiedintodifferentdomainsaccordingtothedifferent
typesofcoversbecausethecovercanbetakenastext,image,audio,videoetc.Incaseofimage
steganography,thesecretisembeddedintothecoverimage.However,ifthechangesaredirectly
incorporatedintothecoverimagepixels,thereisahighprobabilitythatthechangeswillbeproneto
easilydetect.Therefore,thecoverimageisconvertedintofrequencydomainusingvariousmethods
likediscretecosinetransformation(DCT),discreteFouriertransformation(DFT),discretewavelet
transformation(DWT)etc.beforemakinganyalterations.HereDCTandDWTbothwillbediscussed
indetailasthesetwotechniquesarecruxoftheproposedmethod.

Inaddition,thefundamentalconceptofvisualcryptographyhasbeenappliedheretoincrease
thecapacityaswellastoenhancethesecurityoftheconfidentialinformation.Visualcryptography
isanotableencryptionmethodwhichallowsconcealinginformationintoimagesinsuchawaythat
thedecryptioncanbeperformedusinghumanvisionevenwithouttheusageofacomputerifand
onlyifcorrectkeyimagesareoverlapped.Thishasbeendiscussedinsection2.1withmoredetails.

Furthermore,PNsequencehasbeenusedtoembedthesecretintotheimagewhilecorrelation
function has been deployed to decrypt the information. The PN sequence is generated by using
particularkeykasthe(k+1)thbitofthesequenceisafunctionofk.Theextractionprocedureis
basedonthecorrelationbetweenthesamePNsequenceusedduringembeddingprocedureandthe
modifiedpixelvalues.Therefore,togeneratethesamePNsequenceinbothembeddingandextraction
processes,keyisessential.Theproposedmethodhasbeenthoroughlyscrutinizedthroughvarious
standardmetricsandtheexperimentalresultsprovesitefficacyandimperceptibility.

Inthismethod,afterapplyingvisualcryptographytoeachcolorcomponentoftheRGBcover,
DWTisappliedfollowedbyDCTandfinallythesecretisembeddedinthemid-bandregionusing
PNsequence.Fortheretrieval,thereversepathhastofollow.

2. LITeRATURe SURVey

Steganographyisatechniqueofhidingsecretsfromthepotentialmonitorsorchannelsadministrators
sothattheycouldnotevenknowthatasecretmessageisbeingtransmitted.Onthecontrary,incase
ofcryptography,theyknowthatamessageisbeingsentbutitisnotinareadableformatandhence
itrequiresakeytodecryptthesecret.Thiscanbeelucidatedbyasimpleexample:ifamanwhohas
noknowledgeofancientEgyptianlanguagesfindsascrollwritteninhieroglyphics,themessageis
encryptedtohimandhecannotunderstandituntilheisabletodecipherit.Ontheotherhand,an
elementaryexampleofsteganographywouldbeifthemessagewerewrittenwithinvisibleink.

AccordingtoKahn(1996),theoriginofsteganographyismorelikelytobephysiologicalor
biological.Itcomesfromthenaturalinstinctofanimalstohidesecretssuchasturtleshidingtheir
eggsinthesandorhumanshidingtreasures.Whilethetermcryptographymeans“secretwriting”,
steganographymeans“coveredorprotectedwriting”.Thefirstdocumentedusageofsteganography
datesbackto440BCwhenGreekrulerHistaeusshavedtheheadofhismosttrustedslavestowrite
secretmessagesontheirheadandfinallywhentheirhairgrewback,themessagewasconcealed.
Thereareplentyofsuchexamplesofsteganographyliesinourhistory.

Nowwhatdiffersage-oldsteganographyfromthemodernonesistheformatofthecoverofthe
intendedsecrets.Inearliertimes,thepreferablecoverswerehumanskin,oruseofpaperbywriting
ininvisibleink,andmanyothersimpleorcomplexphysicalobjectswhilemodernsteganography
utilizesdigitalimages,videos,audiosascovers.AsdescribedbySwainandLenka(2014),basedon
thechoiceofcover,digitalsteganographycanbeclassifiedintothreemaincategorieswhichare-(i)
imagesteganography,(ii)audiosteganographyand(iii)videosteganography.
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Imagesteganography,whichisthemainfocusofthisresearcharticle,canbefurthercategorized
intotwogroupsi.e.spatialdomainandfrequencydomain.Thespatialdomainofimagesteganography
dealsdirectlywiththepixelsofthecoverimagetohidethesecret.Althoughthereishighchance
ofdetectionofthesecretwhileworkinginthespatialdomain,therearesomenotablemethodslike
LSBmethod,pixeldifferencingmethodetc.whichworkexcellentlyinthisdomain.Zouetal.(2016)
hasproposedaneffectivemethodofhidinggrayscaleimageintoRGBimageusingLSBandRSA
encryptionmethodwithenhancedcapacityandsecurity.Nowthereareseveraltechniquestoconvert
theimagetofrequencydomainsuchasDiscreteCosineTransformation(DCT),DiscreteFourier
Transformation(DFT),DiscreteWaveletTransformation(DWT)etc.

Sathishaetal.(2011)hasproposedanovelcovariancebasemethodforembeddinggrayscale
imageintoanothergrayscaleimageusingDCTbutthecapacityislimited,andthequalityofthe
imagesarealsonotuptothemarkcomparedtootherexistingworks.Similarly,theproposedmethod
byDey,RoyandDey(2011)embedscolorimageintoRGBcolorplanesusingDWT,butagainthe
qualityoftheimagesisextremelypoor,andcapacitycannotbeimproved.Hemalathaetal.(2013)
havedescribedanothermethodofcolorimagesteganographyusingDWTandIWT(IntegerWavelet
Transformation)butagainthecapacityisstagnant,andqualityofimagedegrades.Eventhoughboth
methods,DCTandDWTareeffectiveinthetransformdomain,whenappliedseparately,theydegrade
thequalityoftheimagesinmanycases.ThatiswhythispaperproposesamethodwherebothDCT
andDWThasbeenusedwhichresultsinbetterqualityoftheimage.

Rishietal.(2011)hasproposedamethodtoenhancetheembeddingcapacity.Thesecretunder
considerationisamatrixoflogicalvalueswhichcanbeconsiderassinglebitsrepresentingeach
pixelvalueofabinaryimage.Incaseofabinaryimagetheprocessshowspositiveresults.However,
ifonetriestoembedagrayscaleimageforwhicheachpixeltakes8bitstorepresent,theembedding
capacitydecreases.Furthermore,incaseofanRGBsecretimagewhichrequires24bitstorepresent
eachpixel,theembeddingcapacityfurtherdeteriorates.Thus,hereembeddingcapacitydependson
thetypeofsecretused.

Ogielaetal.(2015)hasproposedamethodformultipleimagesteganography.However,there
isnoimprovementinembeddingcapacityrathertwosecretsorimagesareimpedinginthecapacity
ofonethuscompromisingthequalityoftheactualsecret.

Tangetal.(2014)hasproposedanewmethodwhichwouldhavehighembeddingcapacityby
usingmulti-levelembedding.However,thecoverisagrayscaleimageandthemostcommonlyused
imageisacoloredimagebutthereisnomentionofthisprocess’sapproachtowardsanRGBimage
asacover.Theembeddingproceduredealswithembeddingbits,sotheembeddingcapacityhere
alsodependsonthetypeofsecret.ThatiswhytheproposedmethodintendstotakeRGBasacover
messagewhichisthemostpopularmeansofcommunicationintoday’sworldandtoimprovethe
capacity,visualcryptographyhasbeenintroduced.

2.1. Fundamentals Concept of Visual Cryptography
ThepioneersofVisualCryptographyareconsideredtobeNaorandShamir(1994)whointroduceda
methodforvisualsecretsharingwhereasecretimageisdividedintonnumberofsharesandonlywho
hasallthensharescanoverlaptheimagestofindthetruesecret.Theterm‘Visual’wasincorporated
becausenocomputationwasrequiredtorevealthesecret,onlyoverlappingalltheshareswouldunfold
thesecrettonakedhumaneyes.Later,Zhouetal.(2006)proposedHalftoneVisualcryptography
techniquetoenhancethequalityoftheretrievedsecretimage.Asitcanbeshowninthefigure1
below,Figure1Aistheoriginalsecretimagewhichhasbeendividedintotwoshares(Figure1Band
1C)andoverlappingthosetwosharesregeneratesthesecret(Figure1D)again.

After thefirstmethod,NaorandShamir (1997) improved their techniquefurther tobalance
the contrast of the output image by diving the image into three semi groups (Red, Yellow and
Transparent)insteadoftwo(BlackandWhite).Inthemeantime,Atenieseetal.(1996)proposeda
methodwhichshowednsharescanbecreatedfromanimageandonlykormorethanksharescan



International Journal of Web-Based Learning and Teaching Technologies
Volume 15 • Issue 1 • January-March 2020

27

beusedtoretrievetheimage,butsecretcan’tberevealedusinglessthankshares.Inthispaperthe
fundamentalconceptofvisualcryptographyhasbeenusedtogeneratetheimageshareofthecover
imageinordertoincreasetheembeddingcapacityoftheproposedmethod.

2.2. Discrete Cosine Transform (DCT)
DCTisusedtotransformanimagefromspatialtofrequencydomain.AsithasbeenexplainedbyLi,
WangandDong(2017),animageiscomposedofmanypixelvaluesandanychangemadedirectlyin
thosepixelvaluescanbeimmediatelydetected.Therefore,itisessentialtotransformthemintotheir
frequencydomain.Ondoingso,itcanbeobservedthatonasetof8x8DCTblock,cell(1,1)ismost
important.AsithasbeendiscussedbyGuptaBanikandBandyopadhyay(2015),thiscellisknown
astheDCcoefficientwhichholdstheaveragevalueforthewholeblockandtheotherelementsare
knownastheACcomponentswhichholdsminordetailsofindividualposition.Thus,anychange
madeinDCcoefficientiseasilyvisibleasiteffectsthewholeblock.However,importanceofall
othercellsvaries.Basedonthisconcept,aDCTblockcanbedividedintothreeparts:Highband
frequency,MidbandfrequencyandLowbandfrequency.Anyalterationmadeinmidbandregionare
lesslikelytoaffecttheimagequalityandthereforemidbandcellsareidealtohideasecret.Figure
2demonstratesthedifferentbandsinDCT.

AccordingtoTsaietal.(2017),animageinaspatialdomainisrepresentedasF(x,y)wherex,y
areconstraintsinspatialdomain.WhereasinfrequencydomainitisrepresentedasF(u,v)whereu,
vareconstraintsinfrequencydomain.Thus,

F x y F u vDCT( , ) ( , ) →  (1)

Now,mathematicallyF(u,v)isgivenas,

F u v C F x y CT( , ) * ( , ) *=  (2)

Figure 1. Application of visual cryptography
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WhereCT isthetransposeofCwhichisDiscreteCosineTransformationmatrixwhichisgiven
by,

C m n
N

( , )=
1 whereu=0and0≤v≤N-1 (3)

=
+( )











∏2 2 1

2N

v u

N
* cos where1≤u≤N-1and0≤v≤N-1 (4)

Figure 2. DCT Bands (L for Low, M for Mid and H for High)
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2.3. Discrete Wavelength Transform (DWT)
DWTisusedtosplitanimageintohighandlowfrequencycomponentswhichhelpstolocatepotential
positionstohideasecret.AccordingtoBabyetal.(2015),thisismainlyachievedthroughscalingthe
corewaveletbyusinghighandlowpassfilters.DWTisappliedonawaveletwhichcanbedefinedas
afunctionoftimeandfrequency.AsdescribedbyYadavandDixit(2017),DWThavingadvantage
overFouriertransform,whichisapplicableonlytothefrequencycomponentwhereasDWTcanbe
applied toboth timeandfrequency.DWTisbasedonHeisenberg’suncertaintyprinciple,which
statesthatonecanhaveeitherhighfrequencyresolutionandpoortimeresolutionorpoorfrequency
resolutionandgoodtimeresolution.

DWTprovidesahighfrequencyresolutionforcomponentswithlowfrequencyi.e.itgivesthe
averageintensityvaluesoftheimage.Ontheotherhand,DWTgiveshightemporalresolutionfor
highfrequencycomponentsi.e.fortheedges.

Figure3shows theworkingprincipleofDWTwhich initiallyapplies lowpass filteron the
originalimagetogivethehorizontalapproximationandapplieshighpassfilterontheoriginalimage
togivethehorizontaldetails.SubhendarandMankar(2016)furthernarratedthatbyapplyinglow
passfilteronthehorizontalapproximatedcomponent,thefinalresultistheaverageapproximate
valueoftheimagerepresentedasLLbandandonapplyinghighpassfilter,theresultobtainedisthe
verticaldetailcomponent(LHband).InthesamemannerAl-Korbietal.(2015)clarifiedwhenlow
passfilterisappliedonthehorizontaldetailcomponent,horizontaldetailsarefound(HLband)and
onapplyinghighpassfilter,diagonaldetailsisobtainedasoutput(HHband).Thus,whileapplying
DWTonanimage,ittransformedinto4components(LL,LH,HL,HH).Furthereachoftheseband
canbeusedasanimagehenceDWTcanbeappliedonthemindividuallythusgivingmultilevelDWT.

Figure4showsthebasicconceptofmultilevelDWTandFigure5demonstratestheoutputof
DWTonanimage,whereFigure5Aillustratestheoriginalimage.Itisclearbythefiguresthatthe
HHbandshownin5Bholdsthedetailedvalues.

Figure 3. Working Principle of DWT
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2.4. Pseudo Random Sequence
Pseudo Random Number sequence is a sequence of numbers generated randomly. According to
Najihetal.(2017),PNsequenceismainlyusedforencryptionandembeddingtechniquesbecause
itincreasesefficiency,securityandisrobust.ThemostcommonwaytogenerateaPNsequenceis
logisticmappingwhichisakeybasedgeneration,i.e.thevaluesaregeneratedbasedonaparticular
key.AsdescribedbySwamiandSarma(2014),onecandefinea1-Dlogisticmapas

y n y n y n( ) ( )( ( ))+ = −1 1λ  (5)

where,y(o)istheinitialvalue,λ isapositivevaluesuchthat3.57<λ <4andnistheno.of
iteration

Itcanbeseenfromtheequationabove,the(n+1)thbitdependsonthenthbit.Thus,nthbitis
usedasakeyhere.

Figure 4. Multilevel DWT

Figure 5. A) Original image before DWT; B) Image after applying DWT
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2.5. Correlation Coefficient
The termcorrelationoriginated from twowords: ‘Co’meaning“together”and ‘relation’ i.e. the
statisticalstudyofrelationoftwovariables.Itisthestudyofthelinearornon-linearrelationbetween
twodistinctcontinuousvariables.Itsvaluerangesinbetween-1and+1.However,itisneverpossible
tofindanidealsimilaritybetweentwodifferentvariables,thereforethepracticalrangeisbetween
-0.999and+0.999.AccordingtoZou,TuncaliandSilverman(2003),dependinguponthetypeof
distributionofthevariables,onemayusealinearcorrelationcalculatedbyPearson’scorrelationor
anon-linearcorrelationbyusingrankcorrelationorSpearmancorrelationmethod.

Pearson’sCorrelationCoefficientisgenerallyreferredtoasthecorrelationcoefficientandis
denotedbyr.Thismethodisusedtofindthelinearrelationbetweentwovariables.Asdescribedby
Ranter(2009),fortwovariablesX,Y,correlationcoefficientriscalculatedas

r
X Mean X Y Mean Y
i i

x y

=
−


 −


( ) ( )

σ σ
 (6)

Where X
i
andY

i
are the instantaneousvaluesofXandY;And σx , σy are thestandard

deviationofXandYrespectively.
Figure6Ashowsperfectnegativecorrelationi.e.withtheincreaseofonevariable,theother

variabledecreaseslinearly.Figure6Bshowsperfectpositivecorrelationi.e.withincreaseofonethe
othervariablelinearlyincreases.Figure6Cshowsuncorrelateddatawherenorelationcanbeformed
andFigure6Dshowsstrongpositivecorrelation.

3. PRoPoSeD MeTHoD

Thepurposeofthispaperistoestablishanovel,blindandrobustimagesteganographyalgorithm
whichcanembedmultiplebinaryimagesinasingleimage.ThecovertakenisanRGBcolorimage
whichhasbeensplitintothreecolorplanes(Red,GreenandBlue)followedbyeachofthiscolor
planeshasbeenfurtherdividedintotwoimagesharesbyapplyingfundamentalconceptsofVisual
Cryptographytoenhancetheembeddingcapacity.Ontopoftheseimages,DWTisappliedwhich
helpstolocatesuitablebandtohideasecret.LastlyDCTisappliedontheselectedbandtoenhance
thesecurity.Themodifiedregionistransformedbacktothespatialdomainandthecomponentsare
integratedtogethertogeneratetheStegoimage.Similarly,atthereceiver’send,fundamentalconcept
ofVisualCryptographyhasbeenappliedonthecolorplanesoftheStegotoretrievetheimageshares
followedbyDWTandDCTandthenbyusingcorrelationcoefficients,theembeddedsecretisretrieved.

3.1. embedding Procedure
3.1.1. Inputs and Outputs
Inthemethodproposed,theCoverisRGBimageandthesecretsarebinaryimages.AnRGBimage
isafusionofthreegrayscaleimageswhichhaspixelvaluesvaryinginbetween0and255.The3
grayscalecomponentsofRGBimagerepresentsits3-colorplaneRed,GreenandBlue.Thesethree
imagesarecombinedtogethertogiveacolor3Dimageofdimensionm*n*3wherem*nisthesize
ofeachplane.Inthemethodproposed,thecoverisbrokenintothesecomponentsandtherestof
theprocessisappliedonindividualcolorplanewhicharegrayscaleimages.Ontheotherhanda
binaryimagehasonlytwo-pixelvalues0and1.0-pixelvaluegivesblackcolorand1giveswhite
soabinaryimageissimplyablackandwhiteimage.Figure7showsthethreedifferentcolorplanes
ofanRGBimage.
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3.1.2. Applying Visual Cryptography
Asoutlinedinsection2.1,VisualCryptographysplitsanimageintoanumberofshareswhichacts
asseparateimagesofsamedimensionastheoriginalimageandcanbeputbacktogethertoretrieve
theoriginalimage.Hereeachplaneisbrokendownintwoimageshares.Theseimagescontainpartial
valuesoftheoriginalimage.Ifitisassumedthattoembedasecretofp×qanimageplaneofm
×nisrequired,thenonapplyingvisualcryptographyonthatimageplane,twoseparateimagesof
dimensionm×nareformedsoonecannowembedonesecretimageofp×qineachofthosetwo
imageshares.Ondoingsotheembeddingcapacityforeachplanedoublesitself.Inthispaper,aplane
istaken,andalternatecolumnofdataaresavedintwoseparateimagesfollowedbyacolumnof0’s
togettheimagesharesandwhileretrieving,alternatecolumnofdataistakenfromeachplaneand
aresavedasanewimagewhichisthemodifiedplane.

Algorithmtogeneratedimageshares
Step1: Start
Step2: InputIMasoriginalplane.
Step3: CreatetwoblankmatrixesAandB
Step4: ForalloddvaluesofJandanyvalueofI,whereIistherownumberandJisthecolumn
number,applybelow:

◦ A[I][J]=IM[I][J]
◦ B[I][J]=0

Step5: ForallevenvaluesofJandanyvalueofI,applybelow:
◦ B[I][J]=IM[I][J]
◦ A[I][J]=0

Step6: AandBaretheimagesformedbyapplyingtheconceptsofVisualCryptography

Figure 6. A) Perfect Negatively correlated, r=-1; B) Perfect Positively correlated, r=+1; C) Uncorrelated, r=0; D) Strongly Positively 
Correlated=0.85
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Step7: End
Onindividualcolorplanes,theaforesaidalgorithmisappliedtoattainseparateimageimages,as

shownintheFigure8below.Ondoingsotwoseparatesecretscanbeembeddedonthetwosegments
thusincreasingthecapacity.

Algorithmtobuildmodifiedimagefromimageshares
Step1: Start
Step2: InputAandB,themodifiedimages
Step3: CreateIMmatrixhavingsamedimensionofsizeofAandB.
Step4: ForalloddvaluesofJandanyvalueofIwhereIistherownumberandJiscolumnnumber,
IM[I][J]=A[I][J]
Step5: ForallevenvaluesofJandanyvalueofI,IM[I][J]=B[I][J]
Step6: IMistheretrievedimage.
Step7: End
3.1.3. Selecting Ideal Position to Hide A Secret
Nowonindividualimageshares,DWTisapplied.Asdiscussedinsection2.3DWTdividesanimage
intoanumberofbands.HHbandcarriesmostinformation.Therefore,changesmadeinthisbandare
likelytobevisibleandsoitisavoidedforsecrethiding.Theotherbandscontainminordetailsand
littlemodificationsmadeonthosearenotvisible.Thus,inthismethodDWTisusedtoselectsuitable
locationstohideasecret.HereLLbandisselectedtohideasecret.DWTaffectsthesizeofanimage.
Onceone-levelDWTisappliedonam×nimage,theoutputimagedimensionbecomesm/2×n/2.

Algorithm
Step1: Start
Step2: InputBasacolorplane
Step3: ApplyDWT
Step4: Saveall4bandinseparatematrixes
Step5: SelectLLbandtohidesecret

Figure 7. Distribution of an RGB image into red, green and blue color planes

Figure 8. Image Shares Creation and Retrieval by applying concepts of Visual Cryptography
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Step6: End
3.1.4. Obtaining Mid-Band Region
TheselectedLLbandisfurtherpartitionedintoblocksofsize8x8.OnapplyingDCT,oneachof
theseblocks,onefinallygetsaccessto(m/2×n/2)/(8x8)midbandregions.Forexample,foracover
ofsize1024×1024,whenDWTisappliedtheselectedbandformedisofthesize512×512.Onthis
whenDCTisapplied,atotalof(1024/2×1024/2)/(8×8)=64×64mid-bandregionsareformed.
Asstatedinsection2.2,DCTconvertsspatialdomainintofrequencydomaintherebyincreasingthe
securityofthewholeprocess.Ithasbeenalreadyestablishedthatsecretsareembeddedinthemid-
bandregiononly.Inthemethodproposed,one-pixelvalueofthesecretimageisembeddedineach
ofthesemid-bandregions.Thus,thenumberofmidbandregionformedisthemaximumnumberof
pixelsofthesecretimage.So,foracoverof1024×1024,thesecretcanbeatmaxofsize64×64.

AlgorithmtoObtainMid-BandRegion
Step1: Start
Step2: InputBasselectedband
Step3: Createblocksof8x8inB
Step4: ApplyDCTonindividualBlock.
Step5: End
3.1.5. Generating PN-Sequence
Inthemeantime,twoN-bitPNsequencearegeneratedwhichalongwithaconstantknowsasthealpha
factorisusedtomodifythemid-bandregion.ThePNsequenceinthemethodhasbeengenerated
byakeybasedgeneratormethodsimilartotheoneexplainedinsection2.4.Thenumberofbits
manipulatedineachmid-bandisdenotedbyN.Dependingonthis,thePNsequencesaregenerated
eachofwhichisN-bit.Thus,thereexistsNseparatePNsequencebitsforNcoefficients.

3.1.6. Modifying the pixel values
Foreachpixelvalueofthesecret,thereexistsaspecificmid-band.Forexample,forsecretbit(1,1),
themid-bandregioncorrespondingtoblock(1,1)ismodified.Similarlyforsecretbit(p,q),themid-
bandregioncorrespondingtoblock(p,q)ismodified.Thesecretusedisabinaryone,hencethere
existonlytwopossibilitiesforthepixelvalues-1and0.Forpixelvalue1,PNsequence1(PN1)is
usedandinthesamemannerforpixelvalue0,PNsequence2(PN2)isused.

Now bit wise scanning of the binary image is to be done. For bit value 1, all the selected
coefficients of the corresponding mid-band region are modified using an alpha factor and the
correspondingbitofPN1.TheproductofPN1andalphafactor(af)isaddedtothecoefficientthus
causingthemodification.Similarly,forabitvalue0,thecoefficientsaremodifiedbyaddingtoit
theproductofalphafactorandthecorrespondingPN2bit.Inboththecase,thereexistsonlytwo
productvalueaf*0andaf*1.Thechangesmadebytheproductaf*1persistsbutontheotherhand
theproductaf*0whichis0doesnotmodifythecoefficientsatallhencesecretcan’tbedetectedusing
thesecoefficients.Hencemultiplecoefficientsareneededtobemodifiedaseffectivelynotallwill
bemodified.Furthermore,ifonly1wasaddedtothecoefficientsdirectly,theeffectivechangeafter
inverseDCTandinverseDWTwouldhavebeenundetected.Hencethemodificationwasneededto
beamplifiedandtodothisalphafactorwasintroducedtoamplifythechangebyavaluethatwould
persist.Thisprocessisimplementedforallthebitsofthesecret.

AlgorithmtoModifyEachMidBandRegion
Step1: Start
Step2: InputDaseachblock
Step3: Initializeaf
Step4: SelectappropriatepositionstohideimagefromMid-bandregion
Step5: ScanBfromthesecretimageasthecorrespondingbitfortheMid-band
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Step6: ForeachthepositionsdenotedbyP(x,y)andposrepresentingthebitnumberofPNsequences
correspondingtoP(x,y),

IfB==1
▪ P(x,y)=P(x,y)+af*PN1(pos)

Else
▪ P(x,y)=P(x,y)+af*PN2(pos)

Step7: End
3.1.7. Generating Stego Image
ThemodifiedblocksareagainrepresentedasaDCTbandinfrequencydomainso,inverseDCTis
appliedtotransformthefrequencyvaluesbacktothespatialdomainvalues.Thismodifiedbandalong
withtheotherthreebands(LH,HL,andHHbands)whichwerenothamperedarefusedtogetherto
getthemodifiedimageshare.Theprocessisrepeatedforanothersecretwiththeotherimageshare.
Thus,embeddingtwoseparatesecretsintothetwosharesofthesameimage.Nextthetwoshares
arecombinedtoattainthefinalmodifiedimagewhichisamodifiedcolorplaneoftheoriginalRGB
cover.Thesameprocessisrepeatedfortheothertwo-colorplane.Therefore,inallbytheuseofthis
methodatotalofsixsecretscanbeembeddedinasinglecover,twoforeachcolorplane.Finally,
alltheplanesarecombinedtogethertogivethemodifiedRGBcoverwhichisknownastheStego.

AlgorithmtoGenerateModifiedImageShare
Step1: Start
Step2: ApplyIDCToneachblock
Step3: Representtheblockasasubband
Step4: ApplyIDWTusingthemodifiedbandandtheotherthreenon-modifiedbands
Step5: ResultofStep4isthemodifiedimageshare.
Step6: End

AlgorithmforTheEntireEmbeddingProcess
Step1: Start
Step2: InputCasRGBcoverandSasBinarysecret
Step3: BreakdowntheRGBcoverintoits3colorplanes
Step4: ForeachcolorplanesexecuteSteps5and6.
Step5: ApplyVisualCryptography’sFundamentalConceptontheimageplanestogeneratetwo
imagesharesforeachplane
Step6: ForeachsegmentexecuteSteps7to11
Step7: Applyalgorithmtoselectappropriatepositionontheimageshare
Step8: Applyalgorithmtoachievemid-bandregion
Step9: GeneratePNsequencePN1andPN2
Step10:Foreachmidbandregionapplyalgorithmtomodifyeachmid-bandregion
Step11:ApplyGenerateModifiedImageShareAlgorithm
Step12:Applyalgorithmonthetwoimagessharetogeneratemodifiedcolorplane.
Step13:Combineall3modifiedcolorplanestogettheSTEGO.
Step14:End
3.2. extraction Procedure
3.2.1. Attaining Modified Positions of the Stego
Oneofthekeyfeaturesofthemethodisitsretrievingprocedurebeingablindonethatisonlythe
Stego(modifiedcover)isrequiredandnottheoriginalcover.Similartotheembeddingprocess,the
Stegoisbrokenintoitsthree-colorplanesatfirst.ThenbytheuseofthesameVisualCryptography
conceptthemodifiedimagesharesarecreatedforeachcolorplane.Togetthesamebandwherethe
modificationhasbeenapplied,DWTisappliedoneachsegment.AfterthistheLLbandisagainsplit
intothenumberof8x8blocksasthesizeofsecret.Nowasthemodificationsweremadeinfrequency
domain,DCTisappliedonindividualblockstoconvertitintoitsfrequencydomain.Atthisstage
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weagaingetthemodifiedmid-bandregions.Foreachmid-bandregion,wecreateamatrixwiththe
modifiedcoefficientsasitselements.

Inordertoattainthesamemidbandpositionswherethemodificationsweremade,thesame
algorithmsarere-usedwhichhavealreadyexplainedintheembedding.

3.2.2. Retrieving
TwoPNsequencesofsamesizeasthenumbersofelementsinthematrixaregenerated.AsthePN
sequenceisgeneratedbyakeybasedmethod,thesequencesthuscreatedarethesameasusedin
embeddingprocedure.Nowwecomputethecorrelationcoefficient‘r1’forthemid-bandcoefficient
matrixformedandPN1andagain‘r2’formatrixwithPN2.Asmentionedinsection2.5,Correlation
coefficientisusedtocomputerelationbetweentwoentities.Nowifthevalueofr1isfoundtobe
morethanr2foranyblock,itcanbeconcludedthatthebitusedduringembeddingforthatparticular
blockhastobe1asonlyforbit1thereexistsarelationbetweenPN1andthecoefficientswhich
yieldsahighercorrelationcoefficientvaluer1.Similarly,ifr1islessthanr2,itcanbeconcluded
thatthebitusedforthatblockis0asfor0-bitvaluerelationexistsbetweenthecoefficientandPN2
yieldinghighervalueofr2.Inthisfashionallthebitsusedduringembedareretrievedbackfrom
alltheblocksandstoredinmatrixformatgivingtheretrievedsecret.Thisprocessisimplemented
forbothimagesharesforeachplane,thussuccessfullyextractingsixdistinctsecrets.Thedetailed
algorithmusedfortheextractionprocessisshownbelow.

AlgorithmtoRetrieveBitfromEachMid-BandRegion
Step1: Start
Step2: CreateamatrixMwithallthemodifiedpositionsoftheblock.
Step3: Calculater1asthecorrelationcoefficientbetweenMandPN1.
Step4: Calculater2asthecorrelationcoefficientbetweenMandPN2.
Step5: Ifr1>r2

bit=1
Step6: Else

bit=0
Step7: End

AlgorithmforTheEntireExtractionProcedure
Step1: Start
Step2: InputSasSTEGO
Step3: Separatethe3colorplanes
Step4: Foreachcolorplane,executeStep5and6
Step5: ApplyVisualCryptography’sconcepttogetthemodifiedimageshares.
Step6: Foreachimageshare,executeSteps7to13
Step7: Applythealgorithmtoselectappropriatepositiontogetthemodifiedband.
Step8: Applyalgorithmtoachievemid-bandregioninthatband
Step9: CreateanemptymatrixB
Step10:Foreachmid-banddenotedbyM(x,y)wherex,yindicatestheblocknumberexecuteSteps
11and12
Step11:ApplyalgorithmtoRetrieveBitfromeachmid-bandregionandstorethevalueinB.
Step12:ReshapeBasthedimensionofthesecretstoberetrieved.
Step13:Bgivestheretrievedimagefromeachsegment.
Step14:End
4. DISCUSSIoN AND ANALySIS oF ReSULTS

4.1. embedding Capacity
Assumingthedimensionofthecoverimageusedismxnandthesizeofeachsecretbep×q.So,
sizeofeachcolorplaneism×n.OnapplyingfundamentalconceptsofVisualCryptographyto
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generatethetwoimageshares,thesizestillremainssameastheshareshavingsamedimensionas
original.Nowoneachsuchshare,asecretofsizep×qistobeembedded.Astherearethree(Red,
GreenandBlue)colorplanesforeachcoverimageandforeachplane,therearetwoshareshence
intotaltherearesiximageshares,eachofwhichisusedtoembedsecretimageofsizep×q.Soin
total,sixseparatesecretsofsizep×qcanbeembeddedinanRGBcoverimage.

WhenapplyingDWTonanimageshare,thedimensionhasbeenreducedtohalf.Ontopofthat,
DCThasbeenappliedoneach8×8block,henceforan1024×1024squareimage,postDWTthe
sizeofeachimagesharebecomes512×512.ForapplyingDCT,this512×512imagesharehasbeen
brokeninto64blocks,eachofwhichhavingsizeof8×8.Nowapplyingmid-bandDCTtechnique,
eachofthese8×8blockscanholdonebitofsecretimage.Henceusingthisproposedmethod,acover
imageof1024×1024sizecanholdsixdifferentsecretimages,eachofwhichhavingsizeof64×64.

HenceEmbeddingCapacityforthismethodcanbeexpressedas:

EmbeddingCapacity=(TotalSizeofSecret)/(TotalSizeofCover)
=(6*64*64)/(1024*1024)=0.0234=2.34%.

4.2. Quality Metrices
Therearevariouswell-knownparameterstoexhibitthequalityofanimage.Thequalityanalysis
metricsusedinthispaperareasfollows:

4.2.1. PSNR
PSNRistheabbreviationforPeakSoundtoNoiseRatio.Inthismethod,theinitialimageisassumed
tobestandard.Afterthatthemodifiedimageiscomparedwiththeoriginalimageinordertoidentify
thedissimilaritieswhichareconsideredhereasnoisebecausethedeviationisunwanted.PSNRis
theratioofmaximumpossiblevalueofasignaltothenoisepresentinthesignalandtheratiois
measuredindB.PSNRiscalculatedusingMeanSquareError(MSE)whichisthemeasurementof
averagesquareddifferencebetweenthestandardvalueandthevalueathand.

MSEandPSNRarecalculatedasfollows:

MSE
X m n Y m n

m n
m n=

−∑
2

[ ( , ) ( , )]

*
,  (7)

PSNR R
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10
10

2

log  (8)

Where,X,Yaretwoimages,m,ngivesthepixelpositionandRisthemaximumdifference
ininputdata.PSNRandnoiseareinverselyproportionalthereforeasnoiseincreasesPSNRvalue
decreases.ThemoreisthevalueofthePSNRthebetteristhequalityoftheimage.

4.2.2. SSIM
SimilartoPSNR,SSIMorStructuralSimilarityIndexneedstwoimageswithoneasthereferenceor
ideal.UnlikePSNR,thisprocessdoesnotdealwithabsoluteerrorsbutalsowithdifferentmasking
such as luminancemasking and contrastmasking.SSIMdealsmorewith the interdependencies
betweenspatiallycloseelements.Itsvaluerangesinbetween0and1.Itiscalculatedas:
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Where x yµ µ, , x yσ σ, and xyσ arethelocalmean,standarddeviationandcovarianceofx
andyrespectively.SSIMmustbecloseto1orelsedifferencesbetweentheimagesmaybevisible.

4.2.3. Maximum Difference
Maximumdifference(MD)isthehighestdeviationbetweentheoriginalimageandthemodified
imageandshowsthemaximumerror.Maximumdifferenceandqualityoftheimageisinversely
proportionalthatis,MDshouldbelowforbetterqualityofanimage.Thisiscalculatedas:

MD=Max|A(i,j)-B(i,j)| (10)

WhereAandBaretheimagesandi,jshowsthepositionofallthepixels.

4.2.4. Structural Content
SCorStructuralContentmeasuresthesimilaritybetweenthestructureoftwoimagesbycorrelation.
ForbetterqualityofimageSCmustbelow.Itisexpressedas:
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where,XisthestandardimageandYisthemodifiedimagebothofsizeMxN.
Infollowing8tablesdemonstratetheresultforembeddingandextractionofsecretmessages.

Here4setsofresulthavebeenexplainedwiththefeatureslikePSNR,SSIM,MaximumDifference
andStructuralContent.Table1,Table3,Table5,andTable7areforreflectingembeddingresultby
comparingoriginalvs.stegoimage;WhereasTable2,Table4,Table6,andTable8areillustrating
extractionoutcomebycomparingoriginalsecretimagesagainsttheextractedsecretimages.

5. RoBUSTNeSS TeSTS AGAINST STeGANALySIS ATTACKS

Detectionofsecret’sexistenceinacoverimageleadstovanquishthemainobjectiveofSteganography
i.e.imperceptibility.AccordingtoBartel(2000),therearetwotypesofsteganalysisattacksavailable.
Oneofthemispassiveattackwhosemainfocusistorevealthepresenceofsecret,butenhanced
methodsofsteganographyareveryrobusttowardsthiskindofattacks.Ontheotherhand,thesecond
kindofattacksareactiveattacks,whichareeasytoimplementastheirmainobjectisonlytodestroy
thesecrethiddenintheStego.Therefore,ifattackslikerotation,resize,crop,noiseareappliedinto
thecoverimage,thereisahugechanceofdataloss.Heretheproposedmethodhasbeenputtotest
againstsomeofthesekindsofactiveattackstoshowitsresistanceandeffectivenessagainstthem.

5.1. Rotate Attack
Incaseofactiveattackofrotation,theStegoimageisrotatedtoaparticularangle.Therefore,the
imagehastorotatebackthesameangletoretrievethesecretandsomedatalossoccursduringthat
process.HeretheStegowasrotated45owhichhasbeenshownbyFigure9.Theextractedsecretand
theirqualityanalysishavebeendescribedinTable9whichprovestherobustnessoftheproposed
methodagainstrotation.
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5.2. Cropping Attack
Theactiveattackofcropissevereinanimageasitintroducesrandomdataloss.Herethestegoimage
wasofsize1024×1024andthesecretswereofsize64×64.Thestegoimagehasbeencropped
from(300,300)to(450,350)shownisFigure10butastheresultshowsinTable10,theproposed
methodisrobusttocropattack.

Table 1. Quality analysis of image set 1 (embedding)

Table 2. Quality analysis of image set 1 (extraction)
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5.3. Resizing Attack
Totestthemethod’srobustnessagainsttheattackofresize,thestegoimageof1024×1024has
beenresizedto1700×1700.HereFigure11showsthestegoimageafterresizeattackandTable
11showsthequalityanalysisofthesecretsafterretrieval,whichprovesthemethod’seffectiveness
againstresizeattack.

Table 3. Quality analysis of image set 2 (embedding)

Table 4. Quality analysis of image set 2 (extraction)
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5.4 Noise Addition
Toputtheproposedmethodtotestagainstnoiseintroduction,20%Gaussiannoisehasbeenintroduced
tothestegoimagewhichisshowninFigure12.Althoughitalsointroducesnoisetotheextractedsecret
images,thesecretsarestillrecognizable,andqualityisconsiderablygoodasdepictedinTable12.

Table 5. Quality analysis of image set 3 (embedding)

Table 6. Quality analysis of image set 3 (extraction)
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5.5 Attack by Histogram equalization
Thehistogramofanimageisthegraphicalrepresentationdisplayingnumberofpixelsateachdifferent
intensityvaluepresentinthatimage.HistogramEqualizeristhemethodofcontrastadjustingby
removingthesharpedgesfromthehistogram,sotheoutputimagehasauniformhistogramwherethe

Table 7. Quality analysis of image set 4 (embedding)

Table 8. Quality analysis of image set 4 (extraction)
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Figure 9. Stego image after 45o rotation

Table 9. Quality Analysis of secrets after Rotation of 45o
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imagecontainsuniformdistributionofintensity.Hencenaturallyhugeamountofdatalossoccurs,and
sotheproposedmethodhasbeentestedagainsthistogramequalizer.Figure13showsthestegoafter
histogramequalizationappliedandTable13showsthequalityanalysisofextractedsecretimagesto
provethemethod’srobustnessagainstthisattack.

6. CoMPARISoNS WITH eXISTING WoRKS

Yuan(2014)hasproposedaneffectivemethodofmulti-coveradaptivesteganographywhereanimage
isdividedintonnumberofsharesandthensharesareembeddedintoncoverimagesusingsecret
sharingLSBmethod.Henceunliketheproposedmethod,thismethod’sembeddingcapacityisinversely
proportionaltothenumberofsharesbecausemoreshareswillrequiremorecoverimagestohide.The
qualityoftheoutputimagesusingproposedmethodarebettercomparedtotheaforesaidmethodof

Figure 10. Stego after crop
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Yuan(2014).Anotherdrawbackofthismethodisthatnosteganalysisattackshavebeenperformed
totestitsrobustness.Therefore,theproposedmethodoutcastthecomparingmethodinallaspects.

AnotherexistingmethodbyMostaghimandBoostani(2014)hasusedchaoticvisualcryptography
toenhancesteganography.Inthismethod,achaoticmapandthesecretimageiscombinedtocreate
asharewhichishiddeninacoverimageusingDWT.However,inthisarticletoo,themethodhas
notbeentestedagainststeganalysisattacks.Also,asperthePSNRvaluesobtainedinresults,our
proposedmethodproducesbetterqualityimageswhichismoreimperceptible.Soeveninthiscase,
theproposedmethodprovesitsuperiorityagainstthecomparingmethod.

ThemethoddepictedbyKumarandKumar(2017),hasimplementedDWTsimilartothisproposed
methodandinordertovalidatethesuperiorityoftheproposedmethod,ithasalsobeencompared
withthefourotherwell-knownexistingtechniques,whichareasfollows–

• DCTandDWTsteganographytechniquebyKumarandKumar(2010),
• AdaptivePVDbasedsteganographytechniquebySwain(2016),
• Smartpixeladjustment-basedsteganographytechniquesbyYangandWang(2015),and
• OverlappingblockbasedPVDsteganographytechniquesbyPrasadandPal(2017).

Here,comparisonchartsareprovidedinTable14andTable15toprovetheexcellenceofthis
proposedmethodbycomparingthehighestandlowestvaluesofPSNRachievedforstegoandsecret
imagesrespectivelyoveralltheabove-mentionedmethods.

ThemethodintroducedbyKumarandKumar(2010),hasusedthecombinationofDCTwith
DWTandhastestedthemethodagainstdifferentsteganalysisattackslikeGaussianNoise,Histogram
Equalization,andCroppingAttack.AcomparisonofthePSNRvaluesobtainedintheextractedsecret
imageisgiveninTable16todisplaytheimprovementachievedbytheproposedmethodagainst
thosesteganalysisattacks.

7. oPeN ReSeARCH AReA

TheproposedmethodcanbeappliedfurtheronVideoSteganographyandWatermarkingwithout
much alterations in the basic algorithm. Even though this method in the present form provides
enhancedsecuritytotheclassifiedimagesasthesecretsareembeddedafter3layersofmodification
tothecoverimage,stillthesecurityofthisproposedapplicationcanbefurtherimprovisedbyusing
differentencryptiontechniquesonthesecretimage,whichcanbeconsideredasfuturescopeofwork.

8. CoNCLUSIoN

ThispaperproposesaninnovativeimagesteganographymethodforRGBcoverimagewhichhas
been divided into two shares using a new technique similar to fundamental concepts of Visual
Cryptography,toincreasethenumberofimagecomponentsbecauseeachofthesecomponentswill

Table 10. Quality analysis of secrets after crop
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Figure 11. Stego after resizing

Table 11. Quality analysis of secrets after resize
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Figure 12. Stego with 20% noise

Table 12. Quality Analysis of secrets after introducing 20% noise
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Figure 13. Stego after histogram equalization

Table 13. Quality analysis of secrets after equalizing histogram
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concealasecretimage.Afterthat,DWThasbeenappliedtoobtaintheidealbandforembeddingthe
secretandthenDCThasbeenusedonthosebandstoconvertitintofrequencydomaininorderto
increasethesecurity.Subsequently,PNsequencehasbeenappliedtobit-wiseembedeachsecret.The
experimentalresultsprovethattheproposedmethodcreateshighqualitystegoimagesandcanretrieve
secretimageswithoutanydataloss.Themethodhasbeenthoroughlytestedagainstseveralsteganalysis
attackswhichdemonstrateitsrobustnessandimperceptibility.Lastlythisproposedtechniquehas
beencomparedwithfivedifferentexistingmethodsandthecomparisonresultsclearlyreflectthat
theproposedtechniquehasoutperformedallofthoseexistingones.Themethodhasdiscussedinthe
contextofRGBcoverimagewhichimpliesthatitcanbeappliedongrayscalecoverimageaswell.

Table 14. Comparison of the highest and lowest PSNR achieved by different methods for Stego image

Method Name Highest PSNR of Stego Achieved Lowest PSNR of Stego Achieved

KumarandKumar(2010) 34.6189 23.6012

YangandWang(2015) 34.7085 24.5689

Swain(2016) 34.7123 24.8137

PrasadandPal(2017) 34.7819 25.1528

KumarandKumar(2017) 34.9175 25.9011

ProposedMethod 37.8745 37.5731

Table 15. Comparison of the highest and lowest PSNR achieved by different methods for secret image

Method Name Highest PSNR of Secret Achieved Lowest PSNR of Secret Achieved

KumarandKumar(2010) 11.3466 10.2479

YangandWang(2015) 11.8634 10.5569

Swain(2016) 12.3823 10.5572

PrasadandPal(2017) 12.7142 10.5599

KumarandKumar(2017) 13.7351 10.5619

ProposedMethod Infinite 69.3408

Table 16. Comparison of PSNR of secret images after different steganalysis attacks

Steganalysis Attack 
Name

Ref. Kumar and Kumar (2010) Proposed Method

Highest PSNR 
achieved in 

extracted Secret

Lowest PSNR 
achieved in 

extracted Secret

Highest PSNR 
achieved in extracted 

Secret

Lowest PSNR 
achieved in 

extracted Secret

GaussianNoise 19.50 15.52 55.3615 54.4955

HistogramEqualization 27.08 13.26 79.4832 72.2132

CroppingAttack 30.64 9.51 74.2544 68.0219
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