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Abstract— Multicast is a tempting possibility for many broad-
band sewices. It makes possibleto deliver one data-stream to
several recevers simultaneously IP-Multicast is basedon an open
group concept. This meansthat it is possible for all the users
to join the group and thus receve the data. The open concept
is also the main reasonwhy multicast has not been taken in
wider use.There is two differ ent solution to solve this problem,
group accessontrol and multicast data encryption. Group access
control mechanismsfocuseson restricting the group membership
at the users edge device. Traffic encryption schemerelies on
end-to-end encryption, so a key management architecture is
also needed. We intr oduce our own proposal for a multicast
group accesxontrol mechanism.Our mechanismconsistsof user
authentication and dynamic accessontrol list configuration. Our
proposalis protocol independentand thus easyto take in usein
various content delivery network ervironments.

|. INTRODUCTION

IP-Multicastis the only way to transferone data-streanto
multiple receverssimultaneously3]. Thisis especiallyusefull
with applicationdike IPTV, video- andaudioconferencesnd
other group communicationsThe idea behind the technique
is to constructa delivery tree betweenthe sendersand the
receversandthenforwardthe streamthroughthe branchef
the tree. This way, multicastsaves bandwidthand processing
power from the routers, who have to forward the stream
only once on eachlink. Multicast is basedon open group
membershipswhich meansthatanyone canjoin to groupand
receve the stream.Anyonecanalsosendto the group, which
enablesmary-to-mary communications.

IP-Multicast has not reachedthe popularity that was pre-
dicted. The reasonfor this is the uncontrollability of the
technique.The openmembershifs a benefitand a weakness
at the sametime. Especially for the commercial purposes,
more controlis neededo achieve the trust and controllability
that the serviceproviders want. Providing a liable television
broadcasts anexampleof applicationthatcouldbetransferred
using multicast, but then the membershipcan not be open.
Some kind of authentication,authorizationand accounting
schememust be implementedto achieve the control of the
content.An externaladmissionandaccessontrolis therefore
needed.

Another aspecton the need for an admissioncontrol is
Quality of Service (Qo9. DifferentiatedServices(DiffSery
andmulticastarenot currentlyapplicableon the samenetwork
becausef someimcompatiblefeatures.Theseconflicts must

be solved and some of them can be solved by using a
proper admission control mechanism.Our previous works
[1], [2] concentratedon the QoS-basedadmissioncontrol.
In thesepapers,two measurement-basexhd one parameter
basedmethodswere presentedThe methodskeep the QoS
of existing customersas demanded,by rejecting some of
the join requestsThe decisionis done basedon either QoS
measurementsr calculations.The methodswere simulated
with ns2 simulatorand good resultswere gotten.

The problemswith the openmembershiganbe solvedwith
two differentways. The first oneis to encryptthe multicast
data and deliver the decryption key only to the allowed
recevers. The secondsolution is to deliver the contentonly
to the allowed recevvers. A combinationof both of them is
also possible.Our approachis basedon the ideathat current
multicastprotocolswill be usedandthe mechanismmustbe
usablewithout any modificationto the routersof the network.
We have implementedur methodto be usedin a pilot network
where IPTV is deliveredto the customersbehind the xDSL
connections.

The generalframavork for our study is the model of the
contentdelivery network. Theframework is describedn figure
1. This framework specifiesdifferent entities of multicast
contentdelivery network. One entity is the contentservice
provider controlling the contentseners. Another entity is the
network service provider offering the network infrastructure
andthe connectionsAs third entity arethe customergecev-
ing the service.

The rest of this paperis organizedas follows. Chapter
2 introducesthe basic conceptsbehind this work and the
previous suggestiongo solve the problem. In chapter3, is
our solution presentedand chapter4 describeghe conclusion
andfurther scenarioof our study

[I. CONTROLLING AND SECURING THE
MULTICAST CONTENT

The entity of controlling andsecuringthe multicastcontent
consistsof two main parts: multicastrecever accesscontrol
mechanismand multicasttraffic encryption.Recever access
controlis mainly securingthe multicastgroupfrom undesired
membersand thus protecting the content. Access control
mechanismarealsousedto protectthe networksfrom Denial
of Service problems, but traffic encryption has been used
to ensurethat only the legal recevers can benefitfrom the
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Fig. 1. The framavork for the multicastcontentdelivery network.

multicasted traffic. Thesetwo blocks together build up a
controlled multicasting concept,in which both the network
resourcesndthe contentcanremainsafe.

Thereare somegeneralfunctionalrequirementghat canbe

settledfor all multicastrecever accesscontrol mechanisms.

Oneof the mostimportantissueis userauthenticatiormecha-
nism.Userauthenticatiorhasto be performedbeforeary other
accesgontrolfunctioncanbe executed Authenticationis very
closely relatedto anotherimportantaccesscontrol function,
user authorization. Authorization meansensuringthe users
rights to the requestedservice. Third importantrequirement
for receveraccesontrolmechamisnis its compatibility with
the presentforwarding system,which can be e.g controlling
the accesdists.

While multicast group membershipis open and dynamic,
the most efficient way to protectthe contentis to encryptit.
Encrypting basically meansthat the data (e.g IPTV-stream)
will be encryptedat the senderend and decryptedat the re-
ceiversend. Cryptographicoperationsare performedby using
so calledgroupkey, which meansthat the samekey is shared
amongall group members.Group key is delivered only to
legitimated(autheticatedauthorizatedyeceverswho thusare
ableto getthe content.Traffic encryptionschemegshus meet
thesamerequirementsf authenticatiorandauthorizatiorthan
group membershipaccescontrol mechamisms.

Thereis oftenalsoa needfor managemenfor the multicast
source.This is wherethe sourcespecificmulticast-modelwill
be the key factor In this studywe focusonly on oneto mary
-multicastmodelwith one senderand multiple recevers.[4]

A. Multicast ReceiverAccessContmol Solutions

Multicast recever accesscontrol mechanismscan be di-
vided in two basic catgyories by the ways they handlethe
problemsof multicasting. Our divisioning is basedon the
modificationsdone in the current multicast protocol archi-
tecture.One often proposedapproachis to extend the group
managemenprotocolsby addingaccessontrol functionality.
In [7] theauthorgproposea methodfor userauthenticatiorand
group accesscontrol in IP multicast. Their methodis based
on extendedlIGMPV2 running at sendersand recevers edge

device. They have addednew fieldsin IGMPv2 for transport-
ing the authenticationdata. Edge devices communicatewith

a RADIUS -sener to authenticatehe multicastsendersand
recevers. Basedon the authenticatiorresult, the ingressand
egressrouterseither acceptthe clients to the group or reject
them.In [6] the authorsproposea userauthenticatiorand ac-

cesscontrolmechanisnbasedon IGMPv3. In their methodthe

receversedgeroutersactaslocal controllers.Theseelements
communicatewith one global controller Authentication is

basedon token-field attachedn IGMPv3-paclet. All recever

information is saved in external directory sener, which acts
as a authenticationsener. Token-field is also protectedby

recevers private key. This modelalsoincludesthe possibility
to deliver the channelkey neededto decryptthe encrypted
content. The usability and wide commissioningin real life

situationsis the biggest difficulty of these extended group
managemenprotocols.Large scalereplacemenbf the current
protocolarchitecturds not likely to happen.

Another aspectof constructingthe accesscontrol is that
the current group managemenprotocols remain unchanged
and a new layer for the accesscontrol is implemented.The
layer can be set below the group managemenprotocol, so
it will operatelike a filter layer An example of this kind of
architectureis introducedin [5]. The authorshave defineda
multicast control protocol, which blocks join-messagesent
by unlegalized clients. Architecture framewvork consists of
aMulticast Control Protocol (MCOP)-capablerouter and an
external multicast control agent.Multicast control agentacts
like a databaseand updatesthe currentclient information to
the MCOP-routerwhich can filter all unlegalized joins and
thus prevent thoseillegal clientsto join the group. This kind
of separatedontrol protocol-layeris a little bit easierto take
in reallife use,while it doesnot setary specificrequirements
on the software of the multicastclients.

Both of thoseaspectssetrequirementgor modificationsin
the currentmulticastarchitecturelt meanghatcommissioning
in real world and commercialuse is quite difficult. Third
possibility is to constructcompletely extrenal accesscontrol
architecture By doing so we achieve a protocol independent
mechanismwhich will be easyto implementand first of all
easyto take in real life use. External solutions also scale
and work better alongsidewith newv network protocolsand
techniquego be takenin usein nearfuture. We have based
our own accesscontrol mechanismin this external aspect.

B. Multicast Traffic Encryption Solutions

Thetraffic encryptionis anotheraspecbf the multicastcon-
tent managementEncryptionis usually performedby using
so calledgroupkey, which meangthat the samecryptographic
secretis sharedamongthe sendersand the recevers. Traffic
encryptionis basicallyquite simple operation,lot the problem
that arisesis the re-keying and group key managementRe-
keying meangheregeneratiorandre-distributing the new keys
to the clients.It hasto be donealwayswhena group member
leavesa groupandit might be necessarglsowhena new user



joinsthegroup.Groupkey managemernihcludesthuscreating,
possessin@nd distributing the keys to the group members.

Traditionalwayslik e smartcardsarenot veryflexible in dy-
namicmulticastcommnunicationsThereis a needfor flexible
and scalablegroup key managemenarchitecture Scalability
is very importantrequirementespeciallyin the casesof very
large groups.

Basically group key managemenschemescan be divided
in centralizedand distributed models. In centralizedmodel
thereis one group controller in the network that takes care
of generatingand delivering of the group keys. Centralized
model doesnot scalevery well in re-keying when the group
sizeis big. Basicexampleof centralizedis definedin [8]. In
distributedkey managemenarchitectureghe responsibilityof
key deliveryis dividedto severalkey distribution centersThus
the scalabilityis usuallybetterin distributedarchitecturesOne
definition of distributed approachis definedin [9].

I1l1. PRACTICAL TESTSAND IMPLEMENTATION ISSUES

Our main motivation on creatinga new accesscontrol
schemewasto make it work in currentnetworks with current
protocols.The edgenodesof our test network are DSLAMs
and routers work as core nodes. Customershave IP Set-
top-boxes as host devices. This particular topology made it
impossibleto usesomerouter specificfeaturesOur approach
is scalable secureand highly dynamical.lt alsotakescareof
the mobility of xDSL-customersAuthenticationand access
control functionscan be performedregardlessof the physical
location. For this functionality we have specifiedanid for all
xDSL-clientsparticipatingin IPTV contentdelivery network.
Broadbandd consistsof DSLAM's IP addressaand customers
port number which togetherarecorrespondo oneid-number
By usingthis broadbandd andmobile phoneit is possiblefor
customerto subscribethe IPTV-service also elsevhere than
home. The idea behind our accesscontrol model is to use
existing technologiesand combinethemwith eachother The
gluebetweerthe componentsis a network managemergntity
called NetWrapper[10]. It configuresthe network devicesto
control the accesgo the contents.

Our modelalso makesaccountingeasyin differnetkind of
accountingschemesThree differentaccountingmodelswere
consideredn our model.First group of contentis free, where
no authenticatiomor accountinginformation is needed.The
secondoneis a fixed-termaccesswherecustomerhaspayed
eg. a monthly fee and where the accessmust be controlled,
but no accountinginformation needsto be stored.The third
andfinal oneis a pay-perview modelwherethe accounting
is donein a time-basedmannerand both the accesscontrol
and accountinginformationhasto be handled.

A. Accesscontiol components

The accesscontrol mechanismof our content delivery
network consistsof four essentiatomponentProposediccess
control mechanismsopologyandfunctionality is describedn
figure 2.
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Fig. 2. Controlledcontentdelivery model.

Sewvice portal is a centralcomponenbf our model.It’s the
placewherethe customercanchoosethe servicehe/shewants
to start receving. The portal is separatedrom the content
seners and usedas a servicemanagementinit. Portal sener
alsocommunicatesvith the Radiussener to authenticatehe
userswhen a restrictedserviceis selectedso it thus operates
as a NAS-client. NAS (network AccessSener) is the entity
that sendsthe authenticatiorrequestdo Radiusand receves
the acknavledgements.

Radius is usedto save the user authenticationdata and
to collect the accountinginformation. We have configured
our Radiusto supportsome extra attributes. We have also
combinedan extendedversionof Radius-sergr in our access
control architecture.This sener communicateswith sms-
gatevay andis ableto handlethe mobility of the userslt uses
one-timepassverds and challenge-responsauthentication.

Accesscontrol list is usedto allow or dery the receving
of multicasttraffic at the usersedgedevice. We have digital
subscriberline accessmultiplexer (DSLAM) as our edge
device. Our accesscontrol list hasthe propertyto allow or
dery the client to join to the multicastchannel,basingon the
XDSL clients edgedevice -port. A port can be permittedto
recevve only one multicastchannelor a bunchof channels.

NetWrapper is a network managemenrgntity thatcombines
the Radiusauthenticationand the accesscontrol list modifi-
cationsto becomea functional entity. Practicallyit performs
the crucial network device configurationsdynamically which
helpsusto minimize the amountof manualwork. NetWrapper
is ableto performconfigurationsn diversenetwork elements.
In our model NetWrapperperformsthe accesdist configura-
tions via Telnet-connection.

B. AccessContmol Process

One of the most importanttasksin every accesscontrol
mechamisnis the userauthenticationOur modelperformsthe
userauthenticatiorwhenthe userselectsarestrictedserviceat
the portal (messagd. in figure 2). Portaloperatingasa NAS-
client sendsan accesgequestto the Radiussener (message
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2). Radiusauthenticatesind authorizateghe userandreplies
eitheracceptor rejectasa responsgmessages).

When the customerwantsto utilize the xDSL-technology
to receive multicast-IPTVsomeavhereelsethanhome,he can
perform the authenticationby using the extendedversion of
Radius. For this purposehe hasto input his mobile phone
numberasusernamandbroadbandd for his currentposition
at the content delivery network. He will receve one-time
passwerd in SMS in his mobile phone and perform then
the challenge-responsauthenticatiorwith this passverd. This
mechanismis also possibleby utilizing the existing technol-
ogy.

Next phaseof the accessontrol processs executedwhen
the userauthenticatiorandauthorizationis successfullydone.
Portalrecevesthe acknavledgementrom the Radius.Portal
thendynamicallysendsa commandto NetWrapperto config-
ure the edgedevicesaccesgontrollist to enablethe multicast
clientto join thegroupandreceve the IPTV-stream(messages
4 and5). Thesecommandsnclude usersedgedevice port and
desiredmulticastchanneladdressas parametersWheniit is
the caseof mobile customerthe commanahatportal sendso
the NetWrapperconsistsof broadbandd and preferredIPTV
multicast service. Sequencediagram of our accesscontrol
mechanismand accountigfeaturesrelatedto it are described
in figure 3.

C. Accountingschemesand re-authentication

Our accesscontrol architectureenablesalso two different
modelsto take careof theaccountinglt is possibleto useboth
fixed length subscriptionsand pay-perview accounting.Both
of them are handledby using featuresof portal and Radius
seners. When the fixed length subscriptionis in use, it is

alsonecessaryo take careof the re-authenticatiorof the user
during the service.

Fixed-term subscriptionsare managedby configuring the
Expiration-attritute of Radiusto match the desired period.
When the useris trying join the group after the subscription
periodis over, Radiussendsan accesgejectmessageAt this
point NAS commandsNetWrapperto configurethe ACL to
dery the receving the servicethat expired. If the customer
does not cut off the multicast streamat ary point of the
subscriptionperiod, it is possibleto continuethe reception
of the multicastafter the subscriptionis over. To preventthis
kind of illegal receptionof the service,re-authenticatiorhas
to be done. Our re-authenticatiormeansthat message®, 3
(and 4) in figure 2 are executedin desiredinterval, e.g once
in anhour, If the subscriptionperiodis over, Radiussendsan
accesgejectandthusthe NetWrapperclosesthe accesgo the
service.

Pay-perview -accountingis managedby using the ac-
countingfeaturesof Radius.When a user startsto receve a
pay-perview -service,an accountingstart -messagds sent
to the Radius. When the user stops receving the service,
portal sendsan accountingstop messageo the Radius.The
accountingmanagementan be handlede.g by an external
applicationat Radius. Re-authenticatiorfunctionality is not
neededin pay-perview -services,becausethe user decides
how long to receve andpay for the service.Possibledamage
causedby Radiusmessagdossesis noticed by settingup a
retransmissiortimers in the NAS. Our model also enables
the useof parallelRadiusAAA-serverssimultaneouslywhich
improvesthe reliability of our model.
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IV. CONCLUSIONS

In this paper we have porposeda new admissioncontrol
mechanisnto control the receving of multicastcontent.Our
methodis alreadyimplementedcanddoesnot needary changes
to the currentmulticastor ary otherprotocols.We have tested
it in a xDSL pilot network, where the control of eg. IPTV
serviceswas handledwith our method.It is also a secure



solution, thus the only requirementis to have correct user
informationin Radiussener. .

We will continuethe developmentof this methodand at 4]
leastsome QoS measurementwill be addedto the method.
Then the customerwill be joined to the group only if au-
throrized and the QoS constraintsmay be satisfied.We will
also pay attentionto the wireless multicast and its access [6]
controlissues At leastWLAN andWimax will be examined.
Proposedramework for our future examinationsis specified (7]
in figure4 .
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