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Multi-Layer Resilience Paradigm Against Cyber
Attacks in DC Microgrids

Subham Sahoo, Member, IEEE, Tomislav Dragicevié, Senior Member, IEEE and Frede Blaabjerg, Fellow, IEEE

Abstract—Recent advancements in DC microgrids are largely
based on distributed control strategies to enhance their reliability.
However, due to numerous vulnerabilities in the communication
layer, they are susceptible to cyber attacks. Hijacked cyber
link(s) could affect the microgrid system reliability and operation
in many ways. Therefore, the accuracy in detection of the
compromised link(s) becomes very critical due to the dynamic
relationship between the cyber-physical entities in DC microgrids.
One of the most prominent attacks on cyber layer is referred to
as the man-in-the-middle (MITM) attack. This type of attack
involves infiltrating the information between two communication
nodes by a third-party. This paper proposes a multi-layer resilient
controller to detect and mitigate MITM attacks immediately for
ensuring the security of DC microgrids. Firstly, the modeling
of MITM attacks based on (a) cooperative response, and (b)
degree of coordination of attack element(s) is discussed in detail.
Further, a diverging factor (DF) based detection law is proposed
to locate the compromised cyber link(s) and to identify the
malicious signals in voltage and current counterparts. A multi-
layer based event-driven strategy is then used to remove these
signals by introducing multiple mitigation layers. Based on
the authentication signal for each neighboring agent True or
False, the data flow between the multi-layer cyber network
takes place to guarantee resilience against MITM attacks. Lastly,
the proposed resilient mechanism in the presence of MITM
attack is theoretically verified and validated using simulations
and experiments.

Index Terms—DC microgrid, man-in-the-middle attacks, dis-
tributed control, cyber-physical systems, resilient controller.

I. INTRODUCTION

HE rapid development of DC microgrids has undergone

a paradigm shift from centralized to distributed, driven
by advances in cooperative control strategies that yield im-
proved scalability, reliability and resiliency to a single point of
failure [1]-[2]. Apart from that, distributed control also offers
performance assets, such as robustness to delay and multiple
link failure, as well as smaller communication overheads [3]-
[5]. The enhanced flexibility in coordination among sources in
DC microgrids can largely be attributed to the robustness of
the distributed cyber layer, where factors such as bandwidth
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Fig. 1. Communication between agents 1 and 2 - (a) Uncompromised and,
(b) with man-in-the-middle (MITM) attack (highlighted as A) to modify the
content of information received and transmitted by both agents.

and connectivity graph affect the dynamic performance of the
system. However, distributed control still bears large cyber-
security concern due to omnipresence of communication links
[6]. As microgrids are key components of many mission
critical applications such as military bases, hospitals and
industrial plants [7], it is crucial to ensure their security against
such adversial attacks [8]-[10].

One of the key objectives to achieve consensus among
sources in networked microgrids is to align on the control
quantity of interest [11]. However, the information exchange
among these sources can potentially be tampered with ma-
ligned data packets by a third-party agent intending to steer the
microgrid towards inconsistent performance. Such attacks are
commonly termed as the man-in-the-middle (MITM) attacks
[12]-[13]. A simple example of this attack is shown in Fig.
1(b), where the attacker A becomes the proxy for communica-
tion between agents 1 and 2. As opposed to secure communi-
cation established between both nodes in Fig. 1(a), the attacker
can either intercept only the incoming information or malign
both incoming and outgoing information between the nodes.
In [14], automation models of the cyber-physical layer subject
to MITM attacks in the sensor and/or communication channels
have been proposed to provide detailed insights on interactions
between physical agents. However, verification of the security
module is still not identified in [14] to detect and prevent
the damage caused by cyber attacks. Moreover, accuracy in
selectively detecting the compromised cyber link in distributed
control systems remains another critical aspect, which needs
to be carefully examined before any mitigating action. Hence,
while accuracy in detection and mitigation of MITM attacks
in a timely manner in distributed DC microgrids is a topic of
extreme practical interest, how to effectively realize it is still
an open research question. Additionally in power electronics
based systems, the mitigating action needs to be fast, otherwise
the network can become unstable or even lead to shutdown.

Few attack mitigation techniques in microgrids have been
recently proposed. In [15], O. Beg et. al. have proposed
an attack impact quantification technique and suppressed
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Fig. 2. Generic cyber-physical model of DC microgrid with N = 4 agents:
Blue arrows represent the cyber layer and black lines represent the physical
circuit. The red bolts indicate the attacked cyber link(s) with a man-in-the-
middle (MITM) attack.

the impact of attack element using a deterministic number.
Another well-defined mitigation approach is to employ an
observer for each unit to operate with the estimated states
using the pre-attack points upon detection of attack [16]. Even
though these approaches are quite efficient, they have model-
intensive requirements and their performance is thus highly
prone to model uncertainities. Further, an upper bound based
mitigation condition is also proposed in [17] based on the
total number of compromised units, termed as F'-total, or the
local compromised agents in the neighborhood of each unit,
termed as F'-local. Although it counteracts against the attacks
on sensors and communication links, it might affect the cyber
graph connectivity by unneccesarily abandoning neighbor’s
information during a load change even when there is no attack.
As a result, this necessitates a new self-healing mitigation
strategy, which can offer system recovery without losing the
cyber network connectivity vis-a-vis uncompromised system
performance.

To address these issues, this paper proposes for the first
time a multi-layer based event-driven control strategy for DC
microgrids, which is resilient against MITM attacks. The
presence of attack elements in attacked cyber link is identified
using a diverging factor DF} based detection law. Positive
values of this detection metric suggests the presence of attack
element in the cyber link directed from j** — " agent.
As soon as the proposed detection metric rises beyond a
very small threshold, an event is generated to activate the
attack mitigation layer. Prior to generation of these events,
authentication signatures (True/False) are also created to
signal the credibility of the information received from cyber
links. As long as these events are activated in the attacked
cyber link, an event-triggered signal is constructed using
trusted control input error signals (with authentication signal
labeled as True) in the outbound agent. This formulates the
first layer of resilience against MITM attacks. However, it
may also happen that all the control input error signals in
the neighboring agent are compromised in a given outbound
agent, which would then overcome the first layer of resilience.
This serves as a motivation to formulate more defense layers
in the form of a multi-layer resilience paradigm, which only

transmits frusted control input error signals from inbound
agents or neighbors/associates of inbound agents to construct
the event-triggered signal.

The signal reconstruction is done by using the proposed
detection criterion as a triggering mechanism to operate within
pre-specified thresholds. By doing so, it is ensured that the
system continues to operate normally during both steady-state
and transient conditions. Finally, different avenues of system
operation are simulated and later validated under experimental
conditions to establish that the system could operate with
N — 1 event-driven resilient signals under worse case attack
scenarios.

The rest of the paper is organized as follows. Section II
depicts a brief overview of the cyber-physical architecture
of DC microgrids along with a basic overhaul of distributed
secondary control objectives and definition alongwith different
variants of MITM attacks. Moreover, the impact of disabled
cyber link on distributed control convergence is studied to
clearly formulate the problem statement. Next, a compre-
hensive resilience framework alongwith signal reconstruction
via triggering criterion for MITM attacks is provided in
Section III. Simulations along with experimental validation are
presented in Section IV and V, respectively. Finally, Section
VI provides the concluding remarks and future scope of work.

II. PRELIMINARIES OF MITM ATTACKS IN COOPERATIVE
DC MICROGRIDS

A. Preliminaries of Conventional Cooperative Control in DC
Microgrids

An exemplary autonomous DC microgrid considered in this
work is shown in Fig. 2. N = 4 DC sources connected
via DC/DC buck converters of equal power rating are in-
terconnected to each other via tie-lines, thereby forming the
physical layer of the microgrid. Each converter is operated
in voltage controlled mode. Cooperative secondary controllers
are employed to improve the coordination between the sources
and their performance [18]. These controllers are enabled by
a distributed communication layer, which shares information
only between the neighboring units. Each unit, represented
as an agent in the cyber layer, sends and receives z; =
{Vdcj,fggj} from the neighboring agent(s) to achieve sec-
ondary control objectives namely, average voltage regulation
and proportionate current sharing. Here, Vdcj and [ 5;47, denote
the average voltage estimate and per unit output current of the
neighboring agents.

Each agent in Fig. 2 represented via a node, and a com-
munication digraph via edges constitute an adjacency matrix
A = [a;j] € RN*N, where the communication weights are
given by: a;; = 1,if (¢;,¢;) € E, where E C N x N is a set
of all edges connecting two nodes, with 1); and 1); being the
local and neighboring node, respectively. Otherwise, a;; = 0.
M; = {j|(¥s,v;) € E} denotes the set of all neighbors of
ith agent. Further, the in-degree matrix Z;, = diag{z;,} is a
diagonal matrix with its elements given by z;, = ), M, @ij-
Further, the Laplacian matrix L is defined as L = Z;,, —
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Using the preliminaries of the communication graph, the
local control input of the cooperative secondary controller can
be written as:

wit) =€) aijla(t) — xi(t))

jeM;
! eij(t)

6]

where u; = {u}, u/}, ei; = {e}},el;} respectively as per
the elements in z, £ is the convergence variable.

Remark I: As per the cooperative synchronization law [19],
all the agents participating in distributed control will achieve
consensus using X = —Lx with L. having at least one spanning
tree such that tlg& zi(t) = ¢, Vi € N, where c is the steady-
state reference and N is the number of agents.

Using (1), the control inputs to achieve average voltage
regulation and proportionate current sharing can be obtained
respectively by using the following voltage correction terms
for the i*" agent:

AVll - Hl (S)(Vdcref - Vdc,) (2)
AVy, = —Ha(s)u] 3)

where Ve, = Vae, + [y Ysens, (el;dr) with Vi, denoting
the measured output voltage of ‘" agent. Further, H;(s)
and Hy(s) are PI controllers. Moreover, V., is the global
reference voltage for all the agents. The correction terms
obtained in (2)-(3) are finally added to the global reference
voltage to achieve local voltage references for i agent using:

chcref = VdcTef + AVL + A‘él 4)

Using (4) as the local voltage reference for i*" agent, the
abovementioned secondary control objectives are met.

Using the distributed consensus algorithm for a sparse cyber
network (with at least one spanning tree) in a DC microgrid,
the system objectives for DC microgrids using (1)-(4) shall
converge to:

tli>Igo Vdci (t) - Vde-ef

Vi € N 5
lim u!(t) =0 } ! ®)
t—o00

B. Modeling of MITM Attacks in DC Microgrids

As shown in Fig. 2, cyber attackers may inject false data into
the communication links etc. to disrupt the system objectives
in (5). These attacks can be conducted using various ways of
intrusion into the cyber links categorizing them into aspects,
such as degree of coordination and the dynamic response of
the system.

1) Degree of Coordination:

e Degree 1 Attack: These attacks can be identified as the
least sophisticated MITM attacks. They disregard both the
system objectives in (5). These attacks can be modeled
using:

X(t) = —LX(t) + Axattack (6)

where X,;tqck denotes a column matrix of the attacked
information for voltages and currents. Any non-zero value
in Xgsqcr denote the attack element. It should be noted
that X,sqck can be designed by the attacker as either

500 -
dey
= Vie,
> dey
g Vite, Overvoltage
g% 400 Vitey threshold
[}
=
o
=
300 I I 1 |
0 1 2 3 4 5
20 Time (sec)
e,
= Lue, Overcurrent
i I[,(.j threshold
‘g 10 Ly, | |
L Degree 2
= Attack
O
0 Mo—
0 1 2 3 4 5

Time (sec)

Fig. 3. Degree 2 MITM attack on current measurements transmitted from
unit II — III and II — I simultaneously at t = 2 sec — The system response is
steady and stable with the attack element present only in the cyber link to the
outbound agents sharing the currents disproportionately. Degree 1 MITM
attack on the same link at t = 4 s — the voltages ramp up quickly beyond the
overvoltage threshold.

a steady or a time-varying quantity. Using (6), it is
sufficient to conclude that x(t) # 0 for Degree 1
attacks since AXgiqck # 0. This causes the secondary
layer output in (2)-(3) to ramp up/down of voltages,
ultimately leading to activation of the protection system.
The protection measures of each converter will start
operating as soon as the following condition holds true:

(7
®)

where Lyc, ..., Lic,,00» Ydemn and Vgc,  denote the vec-
tor representation of minimum and maximum threshold
for output current, minimum and maximum threshold for
output voltages.

e Degree 2 Attack: These attacks can be identified as the
most sophisticated MITM attacks and can be modeled
using:

Vdcmin < Vg < Vdcmaz
Idcmm <Ige < Idcm,a,:{:

X(t) = *LX(t) + Wxattack (9)

Further, W = [w;;] denotes the Degree 2 cyber attack
matrix with its elements given by:
LifjeM;,j#i
0,ifj=1

0, else

(10)

lwij| =

such that ZjEMi w;; = 0. Using (10), begree 2 MITM
attack introduces zero dynamics in Wxg 40 in (9) ultimately
leading to x = 0 with a sparse cyber network. To prove this,
we consider the set of eigenvalues A, and A, to denote the
system and attack dynamics respectively as:

A = (AL A2, ANy

11
Ao = A2, AN (i
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Accounting marginally stable dynamics as per (5) with the
eigenvalues centred at the origin, a synchronization matrix
S(t) can be defined using:

N
S(t) = o1a}(t) (12)
j=1

where o1, represent the element of left eigenvector corre-
sponding to the zero eigenvalues of the Laplacian matrix L
and x? being the attack element. Further, o; > 0, if € R or
o; = 0, otherwise.

Remark II: If S(t) = 0, Degree 2 MITM attack will always
lead to a feasible solution.

Using Remark II, S(¢) > 0 conversely holds true for
Degree 1 MITM attacks. It is worth notifying that Degree
2 MITM attacks are different from stealth attacks [8]-[10] in
a way that only one of the mentioned objectives in (6) hold
true for the former. To demonstrate the level of coordination
of MITM attacks, a case study is carried out for a DC
microgrid (See Fig. 3) with V = 4 agents in Fig. 3, where
a Degree 2 MITM attack is carried out on the outbound
current measurements from agent 2 to 1 and 3 simultaneously
at t = 2 s. As soon as Degree 2 attack is conducted, the
attacked output currents of the outbound agents are being
shared disproportionately by equal numbers. However, the
average voltage of each converter is still being regulated to
the global voltage reference, which satisfies (6) partially. On
the other hand, when Degree 1 attack is launched at t =
4 s, the output currents increase invariably with the voltages
ramping up. As the voltages reach close to the overvoltage
threshold (highlighted in Fig. 3), they could potentially lead to
the shutdown of the system. As a result, a convenient detection
scheme needs to be designed for such attacks, which identifies
the attacked cyber link with the highest accuracy.

2) Dynamic Response: rtbluelt is worth notifying that
attack;; is a binary state with the value 1 suggesting the
presence of an attack in the cyber link directed from ;%" to
it" agent or 0, otherwise. Based on the dynamic response of
the system prior to the injection of cyber attack, the modeling
of MITM attacks can be characterized into two categories:

o Faulty attack: A faulty MITM attack can be defined
as an attack, which adds an exogeneous input to the
consensus update in (6) with every iteration. As a result,
the consensus in the following iterations for x = —Lx
may update to a feasible value, if the participating states
in X are operating within the bounds. This attack can be
modeled using:

ug (t) = U (t) + attaCk’ijfottack

i (13)
o Hijacking attack: An hijacking MITM attack is carried
out by replacing the existing measurement with the
attacked signal, which then serves as a reference for
other agents. It basically impairs the update rule of the
consensus theory, thereby making it behave arbitrarily.

This attack can be modeled using:

uf(t) = (1 — attack)u;(t) + attacky @l pe. (14)

3

More details on the dynamic attributes of faulty and hijacking
attacks in DC microgrids can be referred from [9].
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Fig. 4. Impact on convergence for (1) with (a) fully distributed network G -
no attack leading to faster convergence within 2 sec, (b) partially distributed
- disabled cyber link due to multiple MITM attacks leading to delayed
convergence upto 15 sec, (c) divergent solutions for the worst case MITM
attack.

C. Impact on Convergence due to MITM Attacks

Consider a set of N = 8 agents in Fig. 4(a) interconnected
by a directed graph G to implement a distributed algorithm
in (1). These agents tend to reach a steady-state solution,
%ZieN x;(0) = 1T$, as long as the cyber graph has
at least one spanning tree. However, the rate of convergence
varies as per the connectivity of cyber graph. This can clearly
be seen in Fig. 4(a), where the system states in (1) converge
to the average value in 2 sec for a given value of £. The
steady-state value can alternatively be termed as an agreement
subspace A, where the set of all agents have the same value,
i.e. x; = x; for all ¢ and j. Hence, the convergence of con-
sensus over cyber graphs (without a spanning tree converging
to a steady-state value of y) can be assessed by using:

dist(y, A) = inf [ly — ||z (15)
where dist(q, s) is a distance operator which calculates the
distance between both the indices ¢ and s. Hence, if dist(y, A)
= 0, steady-state convergence is reached.

However, the distributed algorithm is prone to data manipu-
lation via MITM attacks modeled using (6), (9), (13) and (14).
An elementary step to minimize the risk of such occurences
is to isolate the compromised link from the normal operation
[20]-[21]. With MITM attacks on multiple cyber links, it can
be seen in Fig. 4(b), that it impedes the rate of convergence
to 15 sec. Further, when more cyber links were disabled in
Fig. 4(c) due to sophisticated MITM attacks, it could easily
lead to multiple steady-state solutions (where, dist(y, A) #
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Fig. 5. Proposed multi-layer event-driven resilient control strategy to mitigate defined variants of MITM attacks in DC microgrids.

0), thereby preventing the system to regard the objectives in
(5). As a consequence, this case study necessitates immediate
detection and mitigation of MITM attacks using the actual
cyber graph, such that aforementioned risks can be prevented
easily.

III. PROPOSED MULTI-LAYER RESILIENT CONTROL
STRATEGY

In this section, the detection philosophy alongwith the
proposed multi-layer countermeasure to remove the attack

element(s) is discussed in detail. Moreover, attack-resilient op-
eration of DC microgrid during both steady-state and transient
conditions in the presence of MITM attacks will be explained
thoroughly.

A. Detection of compromised agent(s)

This paper firstly identifies the maximum impact (MI) of the
cyber attack on the agents separately for voltage and current
control inputs in (1) by using:

MI} = max(xi;), Vj € M; (16)
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TABLE I
DETECTION CRITERIA FOR STEALTH ATTACKS [8]-[10]

Stealth attack ‘ Detection criteria for it" agent ‘ Terminology

hi'[3; i (AV1, — AV, )

Voltage [8] (> jent, @i (AVA, 1,)] D
[ ens, @ij (AVA; +AVA)] > Ty

P15 e, @030, — T |

Current [9]-[10] ijenr; ;J( nref el 2 DM;
[ZjEMi Qij (Iinmf + Iinref)} > T2

Uh, is a positive quantity used for ith agent.
2 fi I iznre _denote a positive quantity and the input current reference for 3¢/
agent.

where x;; = |e;;(¢)]. It is worth notifying that (16) is only
tested for i*" agent(s), if any of the corresponding elements
in the set DM® = {DM;{, DM%} goes positive. The per-
formance of the stealth attack detection metrics in Table I to
MITM attacks has already been shown in Fig. 5. This implies
that as soon as any of the proposed detection metrics in Table
I goes positive for i*" agent, all the incoming transmitted
measurements from its neighbors are examined via (16) to
determine the attacked cyber link. It is quite intuitive from (6)
and (9) that |e, ;| will be maximum for the compromised link as
the attack element is added directly to the off-diagonal positive
elements in the Laplacian matrix. Using this hypothesis, a
positive diverging factor (DF) for i*" agent:

DF; = w;DM? (17)

confirms the presence of an attack element in the respective
unit in any of the incoming measurement(s) from the cyber
layer.

B. Detection of compromised cyber link(s)

To determine the compromised cyber link(s) originating
from ;" to i*" agent, the following criteria is used:

> T,if attack;; =1

|DF!|| = ||MI].DF,|| =
< T, else

(18)
It is worth notifying that the detection thresholds in Y are very
small values, which are designed to disregard measurement
noise and ensure accurate detection.

Remark I11: Using (18), it can be formalized that the set of
detection criterion DF] = {DF}] ,DF] } for MITM attacks
in Table Il can be defined as events, when their values rise
above the detection threshold T = {1, Yy}, respectively.

It can be seen in Fig. 5 where the positive values of DF7,,
and DF3, at t = 1 sec in attack detection monitors suggest
that the incoming voltage measurements into agent I and III
are attacked. This discrepancy has been resolved in the next
step where the positive maximum values of M I} confirm the
presence of Degree 1 MITM attack element in the cyber
link [IV — IJ]. Following this, a Degree 1 MITM attack is
conducted on the current measurements at t = 2 sec. However
using the proposed philosophy, the presence of attack element
can be confirmed in cyber link [IV — III] using the positive
values of DF3, and x34,. Upon multiplying the values of the
detection metrics DF; and M I Z , we obtain positive values for
DF} and DFY{ using (18) to confirm the presence of MITM

TABLE I
TRIGGERING CRITERIA FOR MITM ATTACKS
. . - th Triggering
MITM attack | Triggering criteria for ¢*"* agent R
function
x5 uVLAV(f > ! =1
I 2 [
.Z"Il u LAIgnref > To =92
1 AV{ denote vector representation of AVy, with attack ele-
ments. )
2 | £ denote vector representation of Ij with attack
re iref
elements.

attack elements in the cyber links [IV — I] and [IV — III],
respectively.

Upon detection, an authentication signal §2; is generated
for the particular counterpart (voltage/current) in i*" agent to
alarm the presence of attack element in 7*" agent. It should be
noted that the nature of authentication signal is binary, such
that:

0(F), if |[DE}||> T
TG

1= (19)
else

To simplify the representation of authentication for any signal,
T and of will be used to symbolize True and False for

communicated measurements, respectively using (19).

o

C. Mitigation

As long as these event(s) hold true, the control variables
used in designing DF; are forced to follow the trajectories
of non-compromised neighboring signals (with Q] labeled as
True). To put this idea into action, this paper uses a multi-
layer paradigm to retrieve trustworthy information from agents
with authentication signals labeled as T. In simple terms, a
multi-layer resilience paradigm in cyber network allows to
conduct the search of trustworthy agents by consulting the
immediate neighbors and the neighbors of neighbors, as shown
in Fig. 5. As a result, this search could lead to multiple
stops (hops H — 1, H — 2 in Fig. 5) before a trustworthy
agent is reached. Since MITM attack incurs non-zero error
into the control input of the outbound agent, the idea is to
force the compromised control error e;; to zero using signal
reconstruction of non-compromised error signals from the
multi-layer paradigm. As highlighted in Fig. 5, if the set of
authentication signals C; for i*" agent is not a zero vector in
the presence of attack elements, event-driven resilient signals
are reconstructed to mitigate MITM attacks using:

eli(te) = Ea(el, (1)) (20)
el (ty) = Ealel, (1)) 1)

where o(ty) (with k as the triggering instant) denote the
event-triggered samples of the respective signals and r de-
noting the final frustworthy agent with authentication signal
labeled as T. These event-driven signals are generated when
the triggering criterion in Table II is activated during MITM
attacks. Its performance has been shown in Fig. 5, which
proves that the control input error will be bounded within a
very small defined threshold T, despite the presence of attack.
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It is worth notifying that Z(o) in (20)-(21) is a triggering
function, which holds the input signal o until the next instant
of triggering. However, if C; is a null vector, this implies that
all the remaining agents are compromised with attack elements
and they should be prevented from being used in i*" agent.
As a result, this leads to localized operation of i*" agent by
disabling the secondary controller inputs (as highlighted in

Fig. 5).
—
- 20 [attack, = 1 — 1 attackyy =1 X1
,§ attacks, =1 71727,” attackg, =1 X34
7 5| F10 —1, n
~ Of||=s 4 e comand
Z £ o Load Lin, Dgu“‘f %fi
% 3 change change
z 0 1 2 3 0 1 2 3 4
[l Time (sec) Time (sec)
il ~ el (i) Triggers ~—
=|| 0.
o MITM MITM
s 2 Attack | Attack
& g [Launched -2 Launched
9
£||-0.01 0
0 1 3 0 1 2 3 4
— J_L Time (sec) Time (sec)
—
10
attackyy = 1 X514
E 5 attacks; = 1 Xu
éﬁ g £ Load k
g .8 0 change |
23 {
= 4 change | . L
0 2 0 1 2 3 4
Time (sec) Time (sec)

Fig. 6. Performance in the presence of a Degree 2 MITM attack of the
system shown in Fig. 2 at t = 1 sec — the proposed signal reconstruction
concept provides resiliency immediately.

The resilient action is completed by susbstituting the event-
driven resilient signals with the attacked signal based on the
local authentication signal 2} using:

eli(t) = Qleli(t) + (1 — Q) )el: (k) (22)
el (t) = Qlel,(t) + (1 — Q))el; () (23)

Finally, the signals obtained in (22) and (23) are substituted
into (1) to realize mitigation of MITM attacks in DC mi-
crogrids. As soon as they are substituted, the authentication
signals are again traversed back to T for the attacked agents.
The proposed strategy not only mitigates the attacks but allows
to operate normally under external disturbances such as load
change, communication delay, etc. It should be further noted
that the multi-layer resilience paradigm proposed in this paper
can always be further hardened to follow advanced security
measures, which specifically requires attention to mitigate the
security challenges in the cyber layer. Since this paper aims to
provide resilience only using the control layer perspective, the
performance of the system in the presence of advanced cyber
vulnerabilities can be extended as a future scope of work.

To simplify the operation of the proposed signal reconstruc-
tion concept, a case study is carried in Fig. 6 out for the
considered microgrid (in Fig. 2) with N = 4 agents following
a ring based cyber topology, where a Degree 2 MITM attack
is injected into the outgoing current measurements from agent
IV at t = 1 sec. As soon as the attack is launched, it can
be seen that without any resilient controller, the input currents
are shared disproportionately leading to a positive value of x14
and y34. However, in the presence of the proposed resilient

controller, (23) is immediately activated prior to the detection
of events in sublayer II of agent I and III in Fig. 6. Upon
signal reconstruction of event-driven apriori, it can be seen in
Fig. 6 that the error convergence is held between [-0.01, 0.01]
owing to every triggering instants in Table II. This leads to
proprotionate sharing of input currents even in the presence of
attacks. Further, its performance aligns perfectly for external
disturbances, such as load change at t = 2 sec, thereby obeying
(5). For the purpose of brevity of this paper, the convergence
analysis between time-triggered and event-driven signal can be
referred from authors’ previous work in [23]. This technique
has been briefly discussed in [24] for cyber attacks on het-
erogeneous sources in DC microgrids where disproportionate
current sharing can be ascribed to many factors such as cost,
capacity and reliability. Further, a detailed explanation to
extend this philosophy in AC microgrids has been provided
in [25]-[26]. Additionally, the hop-count limitation in a multi-
hop cyber network can be referred from [27].

IV. SIMULATION RESULTS

The proposed event-driven resilient control strategy is tested
on a cyber-physical DC microgrid, as shown in Fig. 2 with
N= 4 agents. Each agent of equal power capacities (6 kW)
comprising of a DC source and DC/DC buck converter, operate
to maintain output voltage for a global reference Vg, ., = 315
V at their respective buses. Firstly, a sensitivity analysis to
study the performance of the proposed strategy for different
detection thresholds Y is studied. Next, its performance is
also tested in a variable noise environment for further design
recommendations of the threshold. Finally, its performance
validation for each vairant of MITM attacks under scenarios
such as plugging out of converters, communication delay is
carried out to verify the robustness of the event-driven signal
reconstrunction based attack mitigation strategy. The simulated
system and control parameters are provided in Appendix.

6 x1073
(a) Degree 1 | T, = 0.001
4t Attack : | T, =0.002
attackss T, =0.005

-2 |
4 ! 2
(b) Degree 1 T, =0.01
Attack : T, =0.03
2 attackys T, =0.05
0 W/\r\r
-2
0 1 2

Time (sec)

Fig. 7. Sensitivity analysis of the proposed event-driven attack resilient
mechanism (refer to the system in Fig. 2) in the presence of Degree 1
MITM: (a) voltage, and (b) current attack on agent II for different values of
Y1 and Y respectively.
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Fig. 9. Performance of the proposed event-driven attack resilient controller
in the presence of Degree 1 and 2 MITM attack on current and voltage
measurements transmitted to agent II (refer to the system in Fig. 2) at t =
1 sec under a maximum communication delay of 140 ms — the settling time
increases due to delayed authentication updates from neighbors.

A sensitivity analysis is carried out to inspect the detection
capabilities of the proposed strategy in Fig. 7 for different
values of Y. When a Degree 1 MITM attack is launched
on voltage measurements at t = 1 sec, it can be seen that
with increase in the value of T, the transient peak and
the settling time to the optimal setpoint keeps increasing.
A similar performance can be observed for a Degree 1
MITM attack on the current measurements for different values
of Y5 in Fig. 7(b). Moreover, to provide resiliency against
input and acquisition noise, T can be adjudged as small as
possible, yet sufficiently larger than the measurement noise to
avoid unenuecessary triggering. Hence, the design of Y highly
influences factors such as accuracy and dynamic response.
Specifically in a variable noise environment, very small values
can lead to stability issues. This has been demonstrated in Fig.
8 where the reconstructed error signals starts oscillating for a
very small value of T in a variable signal noise environment.
When a Degree 1 attack is launched at t = 1 s, it can be seen
that the reconstructed error signal follows the uncompromised
signal trajectory when Yo = 0.01. Whereas when Y5 = 0.0005,
the reconstructed signal gets easily influenced by the noise
and encounters unintentional triggering, ultimately leading to
an oscillating signal. To handle these issues, the variance of

Moreover, an adaptive state-dependent threshold [26] can also
be designed to enhance resiliency against noise instead of
employing a constant threshold.

In the next case study, the performance of the proposed
resilient controller is tested for multiple MITM attacks under a
maximum network communication delay of 140 ms, as shown
in Fig. 9. At first, when a Degree 2 MITM attack mf{ttdck
of + 15 V (Jattackays]&&[attacks] = 1) is launched at
t = 1 sec; the attacked signal causes an momentary increase
with the transient being eliminated as the authentication signal
Q1 = T is reached after a delay of 140 ms to update the
event-driven signal e};(¢;) using (23). As this hypothesis is
well-studied previously, the settling time intuitatively increases
to 0.3 sec for a value of Y9 = 0.02. Further at the same
time, a Degree 1 MITM attack 2, , of 3 A is launched
on agent II (attacks; = 1), which creates a momentary
increase and settles down as the resilient update of e, (t)
is received after a delay of 140 ms using ; = T. The
robustness of the proposed controller can bedemonstrated via
a load change at t = 1.5 & 5 sec, when the currents from each
agent are proportionately shared. Hence, the proposed event-
driven resilient scheme is not only limited to mitigating attacks
for steady-state operation of converter(s) but, is also flexible
to operate for dynamic conditions such as load change.

In the final case study, the performance of the proposed re-
silient controller is tested for instances when the authentication
signal is switched from one agent to another. It can be seen
in Fig. 10 that a faulty attack of z,, , =4 A (attackys
= 1) is conducted at t = 1 sec, which triggers the mitigation
philosophy as Cjs is not a null vector. This implies that all
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the agents are transmitting True measurements, except for
the cyber link directed from IV — III. It is worth notifying
that the selection of authentication signal from the set C; is
not governed by any priority labels. Using this hypothesis,
agent I signals with authenticity labeled as 2; = T is activated
immediately for signal reconstruction of e, (¢ ). Following up
to monitor its performance to regard consensus during external
disturbances, it can be seen in Fig. 10 that the objectives in
(5) still hold true. However, when agent II is plugged out at t
= 2 sec, the outgoing communication links are disabled which
restricts the transmission of signals to any of its neighbors.
When an hijacking attack of z!,, , = 14 A (attackss =
1) is launched at t = 4 sec, agent III immediately switches
to the multi-layer paradigm from agent IV (hop H — 1) re-
routing finally to agent I (hop H — 2) for reconstruction of
ek, (tx) such that the remaining active agents share the load
current equally. Moreover, when both the attacks of magnitude
Tattack =4 and 14 A at t = 1 and 4 sec respectively, it can be
seen that the sharing accuracy and consensus between agents
is unlatered despite the magnitude of attack.

V. EXPERIMENTAL RESULTS

The proposed detection strategy has been experimentally
validated in a DC microgrid operating at a voltage reference
Viae,.; of 50 V. with N = 2 buck converters, as shown
in Fig. 11. Both the converters are tied radially to a pro-
grammable load (voltage-dependent mode). Each converter is
controlled by dSPACE MicroLabBox DS1202 (target), with
control commands from the ControlDesk from the PC (host).
Using the local and neighboring measurements, the proposed
event-driven resilient strategy shown in Fig. 5 is modeled for
every converter to mitigate the attacks and meet the control
objectives in (5). The experimental testbed parameters are
provided in Appendix.

ror.
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=T n s
I () Tiglfine
Resistances

Level © |
Shifter e >
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Fig. 11. Experimental setup of a cooperative DC microgrid comprising of N
= 2 agents controlled by dSPACE MicroLabBox DS1202 supplying power to
the programmable load.

In Fig. 13(a), when MITM attack on the current measure-
ment is launched at the same time for both the cyber links,
since the detection philosophy is dependent on transmitted
sensor measurements, the authentication signals from both
converters will traverse to F. As a result, the system immedi-
ately runs into local operation as described in Fig. 5 and Fig.
12. Finally, when the attack element in cyber link directed
from I — 1II is removed, it can be seen that the system returns
back to the normal operating condition following consensus
theory using the proposed event-driven mitigation strategy.

Buck converter I1

Buck converter I

v

Distributed |_| E¥ent-driven

S E = Contol resilient | |--------------
MicroLabBox controller

DS1202

Fig. 12. Single line diagram of the experimental setup shown in Fig. 11.
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Fig. 13. Experimental validation of the proposed resilient controller for : (a)
MITM attack on both cyber links, (b) Degree 1 attack on link II — I, (c)
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Hence, this validates the effectiveness of the performance of
proposed resilient controller to a maximum of (< N —1) scale
attacks (at least one trusted agent will always be required
to broadcast True signals). Further in Fig. 13(b), when a
Degree 1 MITM attack of xétmck =4 A (attackia=1)is
first launched, the secondary control objective is disregarded,
thereby activating the mitigation criteria to trigger e, to zero.
A zoomed picture is also highlighted to show that consensus
is achieved between the states. The resilient action is further

repeated as soon as a Degree 1 MITM attack of xéttack
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= -2 A (attackjs = 1) is launched in Fig. 13(b). It is
worth notifying that as soon as the attack is launched, the
authentication signal from both agents is cross-verified as soon
as the detection criteria suggests the presence of an attack.
Since Qo = T in this case, the reconstructed resilient signal
el5 (1) is designed such that consensus holds true. Finally, in
Fig. 13(c), an hijacking MITM attack of 2", ., = -6 V is
launched, the resilient controller immediately updates ey, (t3)
using the trustworthy agent 1. The action is so fast that it
easily accomodates an increase in load immediately following
the MITM attack. This establishes that the proposed resilient
mechanism can be easily extended to many applications in
power electronic systems.

VI. CONCLUSIONS AND FUTURE SCOPE OF WORK

This paper presents a multi-layer event-driven resilient
control scheme to detect two sophisticated categories of man-
in-the-middle (MITM) attacks on voltage and current measure-
ments in cyber-physical DC microgrids. Since such attacks
can impose risk on critical infrastructure, it is vital to remove
these attacks in a timely manner in power electronic systems.
Adopting a new philosophy by emphasizing cyber attacks
as events, this paper detects the attacks using a diverging
factor (DF) based detection law and transmit the authenticity
of communicated measurements to the neighboring agents.
As a result, the remaining agents re-orient their operation
and assist the attacked cyber link to reconstruct an event-
driven error signal using the trustworthy agents in a multi-
layer paradigm. Since the basic philosophy of consensus
theory complies with identical arrangements, this concept has
been exploited to design the proposed controller. Extensive
simulations under many instances are carried out to demon-
strate that the proposed controller is robust to many physical
disturbances and provides a good manifestation to trigger only
during MITM attacks. Moreover, the (N — 1)-scale resiliency
is widely discussed and the hypotheses are validated in the
experimental prototype. Future studies will be conducted on
the proposed scheme to extend the scope of detection using an
adaptive detection threshold for several anomalies. As IEEE
1547-2018 standards for interconnection have recommended
communication between grid-connected PV inverters, it also
raises the vulnerability of interoperable controller to cyber
attacks. Apart from disabling coordination, these cyber attacks
may also disregard maximum generation from PVs alongside
affecting many grid-supportive functions such as, frequency
regulation, reactive power support, virtual inertial response,
etc. Using the proposed event-driven resilient scheme prior to a
well-designed cyber attack detection criterion [7], such attacks
can be easily mitigated from large distribution networks. This
strategy will also be highly applicable for mission-critical
application such as naval ships and electric aircrafts, where
security is a prime concern.

APPENDIX
Simulation Parameters

The considered system consists of four sources rated equally
for 6 kW. It is to be noted that the line parameter R;; is

connected from ‘" agent to j** agent. Moreover, the controller
gains are consistent for each agent.

Plant: R12 =1.8 Q, R14 =13 Q, R23 =23 Q, R43 =210
Converter: L;.,=3 mH, Cy.,= 250 uF, I4c,.., =0 A, I4c,,..
=18 A, Vac,,., =270V, V., . =360 V.

Controller: Vg, =315V, I, =0, Kp' =3, K;" =0.01,
K> =45, K =032, Gyp =28, Gyr = 128, Gop =
056, Ger =218, V3, =270 V, £ =4, h =14, f =2.6, T,
=0.02, To = 0.015.

Experimental Testbed Parameters

The considered system consists of two sources with the

converters rated equally for 600 W. It should be noted that
the controller gains are consistent for each converter.
Plant: L,.,= 3 mH, Cy.,= 100 uF, R1 = 0.8 Q, Ry =14 Q
Controller: Vg =50V, I, , =0, Kp' = 1.92, K"
15, Kp? =45, K{> =008, g =0.64, £ = 1.8, h = 1.8, f
2.4, T, =0.025, T = 0.035.
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