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ABSTRACT

We present a method for embedding and detection of visual water-
mark patterns in printed images that use clustered-dot halftones in
the printing process. The method allows two independent water-
mark patterns to be multiplexed, i.e. embedded in the same region of
the printed image, thereby offering an improvement over prior tech-
niques. The watermark patterns are embedded via phase modulation
along the two periodicity directions of the halftone. Each embed-
ded pattern can be visually detected, without interference from the
other watermark, when the printed image, or a scan thereof, is over-
laid with a decoder mask consisting of periodic lines oriented along
the corresponding halftone periodicity direction. We experimentally
demonstrate that our proposed multiplexing technique is effective.
We also present analysis that demonstrates that the embedding has
minimal visual impact and explains the pattern observed in the wa-
termark detection process.

Index Terms— Halftone watermarks, clustered-dot halftones,
halftone phase modulation, print watermarks

1. INTRODUCTION

Hardcopy watermarks have been extensively used for content au-
thentication and counterfeit protection for over seven centuries [1,
2]. Paper watermarks, which represent the most prevalent form of
hardcopy watermarks, are embedded within the printing substrate
at the time of manufacture [2, Chap. 3]. As digital printing meth-
ods become commonplace, the flexibility that these methods offer
over conventional analog printing has also been exploited in order
to develop a number of alternative digital watermarking methods for
hardcopy prints.

Halftoning is typically utilized for the reproduction of images in
most digital printing systems [3] and many of the digital hardcopy
watermarking techniques exploit the characteristics of the halftoning
process for embedding watermarks in the printed images [4-10]. A
majority of these methodologies [4-8] mimic the conventional paper
watermarks and utilize visual watermark patterns such as bi-level
text images or logos. The watermarks are embedded in the form of
changes in the halftone structures that are normally imperceptible
but can be revealed by appropriate detection methods.

In this paper, we present a technique that enables embedding
and detection of two independent visual watermark patterns in the
same region of a halftone image. Our technique is specifically de-
signed for periodic clustered-dot halftones that are widely utilized in
electrophotographic (laser) and lithographic (offset) printing. Based
on the analogy with multiplexing in communications, we refer to

*Basak Oztan is now with the Dept. of Computer Science, Rensselaer
Polytechnic Institute, Troy, NY, 12180-3590, USA.

This work is partly supported by a grant from New York State Office of
Science, Technology, and Academic Research (NYSTAR) through the Center
for Electronic Imaging Systems (CEIS) of University of Rochester.

978-1-4244-7993-1/10/$26.00 ©2010 IEEE 981

the technique as multiplexed clustered-dot halftone watermarking.
The method operates by exploiting the flexibility offered by the 2-
D periodicity of clustered-dot halftones and embeds the watermarks
as directional local phase variations along the two periodicity direc-
tions of the halftone. The embedded patterns affect the visual ap-
pearance of the halftone image only minimally but can be detected
independently by using two decoder masks that consist of periodic
lines oriented along the corresponding directions. The rest of the
paper is organized as follows: in Section 2 we describe multiplexed
halftone watermarking using bi-directional phase modulation, then
in Section 3 we present and analyze the watermark detection process,
experimental results are shown in Section 4, and finally in Section 5
we present conclusions.

2. MULTIPLEXED HALFTONE WATERMARKING USING
BI-DIRECTIONAL PHASE MODULATION

Denoting 2-D spatial coordinates by a vector x = [z, y]T, our ob-
jective can be stated as follows: Given a continuous tone (contone)
image I(x) and two independent visual watermark patterns w1 (x)
and w2 (x), we wish to obtain a halftone image I" (x) such that at
normal viewing distance, a print of I"(x) has a visual appearance
that closely approximates 7(x) and additionally the watermark pat-
terns w1 (x) and w2 (x) are recoverable from the print.

Specifically, we will consider clustered-dot, or amplitude modu-
lated (AM), halftones. A halftone image that meets the requirement
that its visual appearance at normal viewing distance closely approx-
imates I(x), but does not carry the watermark patterns, can be ob-
tained via a screening process [11] that compares the image I(x)
against a periodic threshold function T'(x) as

1) = {(1] if 1(x) < T(x), 0
otherwise,

where we adopt the convention that the values 1 and 0 correspond,
respectively, to whether ink/toner is, or is not, deposited at the pixel
position x.

As illustrated in Fig. 1, in general the halftone spatial periodicity
is determined by a periodic tiling of the plane, which is equivalently
represented by two fundamental screen frequency vectors f; and fo
that are commonly defined in polar coordinates by their magnitudes
[fi| and |f2| and angles ¢1 and ¢, respectively. Note that |f| and
|f2], and ¢1 and ¢ are equal to each other for typical orthogonal
halftone screens.

A simple and useful analytic threshold function for generat-
ing periodic clustered-dot halftones is obtained as a generalization
of [12,13] as [14] T'(x) = cos (27rf1Tx) +cos (27Tf2TX). In order to
embed the watermark patterns, we modulate the phase of the cosine
functions as

T(x) = cos (27rf1Tx + \111(x)) + cos (27rf2Tx + \I'g(x)) )
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Fig. 1. Subfigure (a) shows a periodic clustered-dot halftone and (b)
shows the corresponding fundamental screen frequencies.

where W1 (x) and W2 (x) depend on the watermark patterns w1 (x)
and ws (x) and allow phase shifts along the orientations ¢ and ¢z,
respectively. Note that the use of an analytic threshold function is
similar to the continuous phase-modulated (CPM) watermarks [6].
However, the summation form of the function chosen here is dif-
ferent from the version adopted for CPM because it allows for in-
dependent embedding and detection'. Specifically, we assume that
U;(x) = w;(x), where w; (x) is obtained by normalizing w; (x) be-
tween O and 1 after a potential blurring to eliminate discontinuities
that typically cause visible artifacts [6]. This ensures that in regions
where w; (x) equals 1, the halftone spots are shifted by half a period
along the corresponding periodicity direction ¢; + /2.

Characterization of the phase-modulated halftone as a function
of the embedded watermark patterns and the cover image halftone is
useful in order to understand both the visual impact of the embed-
ding process and the detection process that we describe in the next
section. For this purpose, we obtain a Fourier representation for the
phase-modulated halftone. Denoting the spatial displacements (in
halftone cell units) corresponding to the phase modulation ¥;(x)
by d;(x) = ¥;(x)/2m, the phase-modulated halftone can be repre-
sented by decomposing the contone image in the form of a sifting
integral [15] and combining it with the Fourier series representation
for a constant phase-shifted (2-fold) periodic halftone for a constant
gray-level image [16] as

I"(x) = i i c,{(llez exp {j27r (m (flTx - dl(x)>

O m(@x-am)) o

where
ot -1 s (x; )exp{—'27r (n fix+n fo>}dx
ni,n2 |Z/{| Y J 111 212
u

are the Fourier series coefficients for the halftone spot function
s(x; p) for an image gray-level p = I (x —di(x) — d2(x)), U
is the 2-D halftone cell representing the periodicity of the halftone
and |U| is its area. The modulation in phase causes variations in the
instantaneous frequencies around a narrow region about the corre-
sponding fundamental screen frequencies. Thus, the low frequency
content (or the visual appearance) is not changed by the embed-
ded watermarks (Also see [6] for the analysis of visual distortion
caused by halftone phase modulation). This can also be seen in
Fig. 2, which shows an enlarged view of the log-magnitude Fourier
spectrum of the bi-directional phase modulation based watermarked
Chapel halftone that is used in our experiments. Note that since the
two watermarks are different, they yield different patterns around
their corresponding fundamental screen frequencies.

! Although two independent watermark patterns can be embedded using
the product form described in [6], the embedded watermarks cannot be de-
tected independently in that setting.
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Fig. 2. Enlarged view of the log-magnitude Fourier spectrum of
scanned Chapel halftone, where two independent watermarks wi
and wo are embedded as local phase variations along the directions
indicated by arrow and text labels.

3. DETECTION OF THE EMBEDDED WATERMARK
PATTERNS

The watermark pattern w;, ¢ € {1,2}, is revealed by overlaying
the printed image with a transparency bearing a constant gray-level
(non-modulated) periodic line screen [11], i.e. an alternating pat-
tern of transparent and opaque (black) lines, that has the fundamen-
tal screen frequency f;. If the magnitudes of the screen frequencies
|fi| and |f2| are not equal to each other (for example, as in non-
orthogonal halftone screens [11]), two decoder masks are needed.
Otherwise, a single transparency mask can be used for the detection
of the two watermarks (by adjusting the orientation manually). The
i*" decoder mask I, ,}ﬁll (x) can be obtained, via a screening process,
by using the threshold function T, (x) = cos (27f]x). The area
coverage of the masks is typically 50% to allow maximal contrast in
the detected watermark [6].

In order to characterize the detection process, we also use a
Fourier representation for the decoder masks. The decoder mask
If;i (x) is a (1-fold) periodic function that can be represented in
the form of Fourier series as I}, (x) = 3. 0.5sinc(0.5n)

X exp { j2mrnfl x}, where an area coverage of 50% is assumed.
The overlay of the phase-modulated halftone I™(x) and the decoder
mask )%, (x), i € {1,2}, can be obtained by multiplying (3) with
the corresponding Fourier series representation for the mask. For
simplicity, we assume the halftone spots are square-shaped for which
the Fourier series coefficients in (3) are obtained as

09 = I(x)sinc (n1 i(x)> sinc (n2 i(X)),

where the contone image values I (x) are assumed to be normalized
between O and 1. Since f; and f> are typically separated by large
angles in practice (for example, by 90-deg in orthogonal halftones),
integer linear combinations of f; and f> do not appear at low fre-
quencies. Therefore, the low frequency components in the result-
ing overlay depend, along with the image values of the cover image
and the decoder mask, only on d;(x) and, therefore, w;(x) the wa-
termark pattern embedded along the orientation ¢;. Note that the
modulation corresponding to the other watermark pattern continues
to stay at high frequencies and is therefore not visible when decod-
ing with the decoder mask If,” (x) for the #*" watermark. In other



words, the decoder mask I 7}511 (x) acts as a frequency demodulator
by selectively translating the frequency components around the cor-
responding screen frequency f; (and its harmonics) to low frequen-
cies. The low frequency components that corresponds to the visual
appearance can be shown to be

i 0.51(x)sinc(0.5n)sinc (n\/@) exp {—j2mnd;(x)}.

n=-—oo

In order to relate this expression to the visual appearance of
the detected watermark, we use a 1-D spatial domain model [6],
as shown in Fig. 3, to obtain analytical expressions for the overlay
reflectance as a function of the cover image and the phase modula-
tion signal. We assume a (locally) constant phase modulation sig-
nal ¥(z) = 1 that shifts the halftone spots in the phase-modulated
halftone by a constant displacement of d = /27 in halftone cell
units, where p denotes the halftone area coverage. In order to de-
tect the change in phase, the modulated halftone is overlaid with the
decoder mask with an area coverage of 50%.

Phase-Modulated L
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Fig. 3. Model for computing the average reflectance of the overlay.

In this scenario, the reflectance R, ( 1, d) of the overlay is read-
ily obtained for p < 0.5 (the case for x> 0.5 can be obtained
through mirror symmetry) as [6] Rov (i, d) = 1 — piow (1, d), where

0.5 if |d] < %5
|d | +,u+20.5 if 0.527;1 S |d| S ,u,+20.5 (4)
p+0.5 if #4425 <'|d| < 0.5.

Using this expression, one can determine the spatial variations in
reflectance observed in the overlay created in the detection process
for a slowly varying modulating pattern d(x) as a function of the
halftone image area coverage u(x) (or equivalently the image gray-
level I(z)) as Rov (p(z), d(z)).

The effect of the alignment between the cover halftone image
and the decoder mask can be incorporated in this computation by
writing d(z) = W(z)/2m + do, where dy € [—0.5,0.5] repre-
sents the initial displacement between the cover image halftone and
the decoder mask (in halftone cell width units) [6]. Clearly the
overlay reflectance depends on the initial misregistration dy and the
same phase modulation W(z) can produce very different appear-
ances based on dp. An example of this effect is shown in Fig. 4. The
halftone image in the example was assumed to have a constant area
coverage of 50% (1 = 0.5). Figure 4(a) shows the phase modulation
pattern ¥ (z) and Fig. 4(b) shows the demodulated reflectance for
this overlay for do varying between 0 and 0.5 halftone cell units. For
any given displacement do, the reflectance along the corresponding
horizontal line through Fig. 4(b) defines the reflectance profile (along
the = direction) observed in the overlay constructed in the water-
mark detection process. It can be seen that the recovered patterns are
scaled inverted versions of the modulation pattern for do € [0, 0.25),
scaled versions for do € (0.25,0.5], and for do = 0.25, the recov-
ered pattern is a constant gray-level region except in the boundary
regions so that only the transitions would be seen.

Hov (p1,d) =
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Fig. 4. Subfigure (b) shows the overlay reflectance corresponding
to the modulating signal in (a) as a function of the misregistration
displacement dj.

4. EXPERIMENTAL RESULTS

An experimental evaluation of multiplexed clustered-dot halftone
watermarking using the proposed bi-directional phase modulation
and detection was conducted. Our setup utilized an electrophoto-
graphic printer with an addressability of 1200x 1200 dpi. The mag-
nitudes of the frequencies |f1| and |f2| were chosen approximately
71 lines per inch (Ipi) and orientation angles ¢1 and ¢ were set to
45—deg. The contone Chapel image shown in Fig. 5(a) was used
as the cover image and the watermark patterns with /EEE ICIP and
Hong Kong logos as shown in Figs. 5(b) and (c¢) were embedded
in the halftone image using bi-directional phase modulation. The
printed image was generated in an 8 inx 8 in format.

(a) Contone Chapel image

OqE;E O!EEE

HONG HONG
KONG KONG
[l = =
d A2l KOG
OIEEE QIEEE HONG HONG
-‘- " -‘. |

KONG KONG
I JHt == ==

() w1 (z,y) (c) wa(z,y)

Fig. 5. Contone cover image and the embedded watermark patterns.

The printed halftone was scanned with a flatbed scanner with
optical resolution of 1200x 1200 dpi. The watermark patterns were
revealed by superposing the scanned image with the corresponding



line screen decoder masks. Figure 6 shows the detection results ob-
tained for our example. The watermark patterns are clearly visible
in the resulting overlays. However, as shown in Fig. 4, due to the
local variations in the registration between the decoder mask and
the watermarked halftone, the reflectance of the detected watermark
patterns in Fig. 6 also varies: being either lighter or darker than the
background or being visible only in the transition edge regions. Fig-
ure 7 demonstrates this via a digital simulation where misregistra-
tions dp = 0, 0.25, and 0.5 in halftone cell units are considered
between the cover image halftone and the decoder mask. As shown
in Fig. 4, the recovered watermark pattern corresponding to these
misregistrations is either scaled inverted versions of the watermark
patterns as shown in Fig. 7(a), a version in which only the bound-
aries corresponding to the transitions are seen as shown in Fig. 7(b),
or scaled versions as shown in Fig. 7(c). The detected watermark
patterns shown in Fig. 6 exhibit a blend of these three instantiations.

(b) w2 (x,y)

(a) W1 (z,y)

Fig. 6. Detected watermark patterns. Artifacts due to re-screening in
the printing process may not allow clear observation of the detected
watermark patterns in the printed version of this document. Please
refer the electronic version to clearly observe the detection re-
sults.

(a) do =0 (b) dg =0.25 (c) do = 0.5
Fig. 7. Dependence of the detected watermarks on thespatial mis-
registration between the watermarked image and the decoder masks.
Subfigures (a), (b), and (c) show demodulated watermark patterns

for misregistration displacements do = 0, 0.25, and 0.5, respec-
tively.

5. CONCLUSION

In this paper, we propose multiplexed clustered-dot halftone water-
marks using bi-directional phase modulation and detection. Two in-
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dependent visual watermark patterns are embedded in the same re-
gion of a single hardcopy print with minimum visual impact. The
watermark patterns are independently detected by overlaying the
printed image, or scan thereof, with corresponding decoder masks.
We also analyze the halftones with the embedding and demonstrate
that the low frequency components that determine the visual appear-
ance are unchanged by the modulation process . By combining this
frequency domain analysis with spatial domain analysis, we also
characterize the watermark detection process, which helps explain
the observations in the detection. Experimental results demonstrate
the efficacy of our methodology. The proposed method is general
for clustered-dot halftones with arbitrary periodicities. In fact, using
the method of [17], it can also be extended to color on a per colorant
channel basis, allowing for embedding 8 independent watermark pat-
terns in a rotated clustered-dot CMYK color halftone image.
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