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ABSTRACT

Annotation watermarking is an application of watermarking where information about a cover or a part thereof are
embedded in the cover itself to link both directly together. In earlier work we introduced Nested Object Annotation
Watermarking as a special case, where the semantic, shape and hierarchical relations between the depicted nested objects
are embedded in the area of each object only. As these regions can be anywhere and may be composed of any shape
there is very limited a-priori knowledge for synchronization, which results in a higher complexity and ultimately in a
higher error-proneness. In general an exhaustive search strategy for proper block to reconstruct the shape suffers from
the intrinsic combinatorial explosion of this process. Therefore in earlier work, at first we focused on rectangular
embedding schemes with a block luminance algorithm, a steganographic WetPaperCode algorithm, a rectangular and
finally a polygonal Dual-Domain DFT algorithm.

In this paper we review and compare these algorithms. For the latter one we also show the influence of several
parameters, present our idea of a method to reduce the combinatorial explosion by collating the paths in the search tree,
and show that our new synchronization approach surpasses our former rectangular method in terms of correct retrievals,
despite its higher complexity.
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1. INTRODUCTION

Annotation watermarking — also called caption watermarking or illustration watermarking — specifies an application of
watermarking for embedding additional informations about the cover — the non-watermarked original — or parts thereof
directly into the cover. Although additional metadata may be embedded using metadata functionality of some file
formats, they get easily removed by a file format conversion, e.g. the Image Description block of TIFF after a conversion
to JPEG. Therefore in annotation watermarking the additional informations are intrinsically linked to the content they
describe and should remain this link for non-malicious processing steps like such conversions and compression. Early
annotation watermarking approaches for images include MediaBridge from DigiMarc [1], a robust method to withstand
digital-to-analog and analog-to-digital conversion, like printing and xeroxing; or a non-robust method with interactive
segmentation with hidden object-based annotations [2]. Illustration watermarking was introduced in [3] for computer
generated images and in [4] for natural images to describe annotation watermarking, where the user interactively adds
keywords for certain objects of the image. Annotation watermarking should be robust against cropping and only embed
the metadata of objects they describe in the image area of these objects to overcome a “‘semantic gap”. In common
watermarking schemes the metadata is embedded in the entire picture. After cropping the embedded metadata can not be
retrieved for the remaining objects although their metadata is only related to them not the entire image and therefore a
“semantic gap” is created. Illustration watermarking was extended in [5] with Nested Object Annotation Watermarking
(NOAWM), where the hierarchical semantic relationships between the annotated objects are embedded too.

Alongside with the arbitrary shape support introduced in [7], NOAWM allows the semantic annotation of objects in
images and their relationships and further narrows the “semantic gap” by preserving almost their annotated shape. Such
semantic annotations may be useful in the field of digital long-term preservation, which aims to preserve digital objects
for at least 100 years and coming generations as these are considered to be part of our cultural heritage, particular
considering many digital objects were “born digital”. As over such a time span the semantics change it may be wise to
embed them in the image, whereas their correct interpretation can be preserved in conjunction with the WordNet



ontology [10] we use retrieve the semantics of words and their relationships. In the EU FP7 SHAMAN project [12] for
digital long-term preservation there is even an objective to find methods for the automatic segmentation and (semantic)
annotation of image parts using machine learning, which can be combined with NOAWM.

Regarding the arbitrary shapes and comparing them to rectangular shapes where we could use our a-priori knowledge
about the shape of the watermarks for proper synchronization, we have no such knowledge for arbitrary shapes, except
the simple fact that they arbitrary. Therefore in synchronization we must additionally reconstruct the shape, which
increases complexity of the retrieval and therefore the retrieval errors. In [7] our synchronization serially composed the
shape by using a heuristic to find one next block, because a less error-prone exhaustive search approach seemed very
resource consuming due to its intrinsic combinatorial explosion. In this paper we also describe an exhaustive search
approach avoiding this combinatorial explosion by collating paths in the search tree.

For a better understanding and to summarize our previous work we describe the embedding and retrieval of 4 algorithms:
Block-Luminance [4][5], WetPaperCode [9], rectangular Dual Domain DFT (DDD) [11] and polygonal DDD [7] in
section 2. In section 3 we describe our experimental setup used for the evaluation in section 4, where we present our
results of robustness against JPEG compression and cropping and compare them with our previous approaches. Section 5
concludes this paper with a summary and a discussion about future work.

2. EMBEDDING AND RETRIEVAL

This section describes the Hierarchical Graph Concept (HGC) in sub-section 2.1 and for all 4 algorithms their mode of
operation w.r.t. embedding and retrieval, beginning with the Block-Luminance algorithm in sub-section 2.2, followed by
the WetPaperCode algorithm in sub-section 2.3 and finally both DDD algorithms, more detailed, in sub-section 2.4.

2.1 Hierarchical Graph Concept

Each object is annotated by its semantic, shape and its relationship to other objects, i.e. if it is a meronym (subpart) of
another object. The semantic can only be chosen by a user by entering a word expressing the desired semantic. One
problem that arises is that one semantic may by expressed by different words, so called synonyms. Thus to avoid
redundancy and reducing the input space synonyms should be identified and mapped to single semantic item. With this
mapping another problem arises, that words with different semantics are written the same, so called homonyms. To avoid
accidentally selected wrong semantics caused by selecting the wrong homonym a glossary is therefore needed describing
each word and its semantic behind. These issues can be addressed by using a thesaurus, which links words by their
semantic relationships and describes them. For this we use the WordNet ontology of the Cognitive Science Laboratory of
the University of Princeton, which includes 155.000 English words. To embed the semantic of an object its ID in the
WordNet ontology is used as message.

To embed the relationships which build a hierarchy each hierarchy node is relatively or absolutely numbered depending
on the watermarking approach. For the Block-Luminance and the WetPaperCode algorithm the hierarchy nodes are
relatively numbered for one hierarchy node o from the top hierarchy node down to the hierarchy node o, including each
hierarchy node on the path, each number of hierarchy nodes of the path is concatenated and appended as part of the
message.

For the DDD algorithm the relationship is embedded independently of the actual message for an intrinsic representation
of the relationships. Each hierarchy node is absolutely numbered and assigned to a certain fixed frequency in the used
subband. The relationship between a child hierarchy node and its parent hierarchy node is represented by setting the
magnitude of the parent hierarchy node’s frequency to the double (hs=2) of the highest frequency in the subband, and the
magnitude for the child hierarchy node to the V2 of the former highest magnitude, as illustrated in Figure 1.
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Figure 1: Embedding of a hierarchical relationship, exaggerated with a hierarchy embedding strength of 4s=20
2.2 Block-Luminance

The Block-Luminance algorithm [4][5] is based on a method from Fridrich [6]. It is a block-based method, operating on
the luminance values of the blocks. The main idea is for each block B where a bit should be embedded to add a pattern P
to the luminance values of this block to embed a bit=1 or to subtract it from the luminance values to embed a biz=0. Both
have the dimensions blwxblh=8x8. For each block a new pattern is chosen by initializing it with pseudo-randomly
chosen binary values (either -1 or +1). For security purposes the used PRNG is initialized with a user-defined key. This
pattern has a high frequency and therefore may be negatively affected by JPEG compression. Therefore first a cellular
automaton is applied and each value is replaced by the values which most often occurs in its 8 neighbors or it is left as is
if half of its neighbors are -1 and the other half +1 values. At next the pattern is smoothed by multiplying it with 3 and
then changing each value to the integer mean of its 8 neighbors To allow the usage of an embedding strength each value
is finally multiplied by an embedding strength bls.

For synchronization purposes a special fixed synchronization pattern is used, looking like a 2x2 chess board. The actual
synchronization sequence consists of 15 such patterns with the synchronization bit string 4001 as seen in Figure 2.

Figure 2: Appearance of the synchronization and the actual watermark patterns for a high embedding strength (s=10)

To retrieve what bit was embedded at a block at first the pattern for this block must be exactly calculated in the same
manner as during the embedding. To detect if bir =1 was embedded, the sum of the luminances of the block values were
a positive pattern values were added (L") should by higher than the luminance values were pattern values were
subtracted (L"), with L* and L" defined as:

blw=1blh—1 : biw=1blh—1 :
It = i Z B, i P,>0 and I- = i Z B, if P, <0
=0 y=0 0  otherwise = | 0 otherwise

The opposite holds to detect if bir=0 was embedded, i.e. if L’>L" then bir=0.
2.3 WetPaperCode

The WetPaperCode implementation is based on [9], where a detailed description can be found. WetPaperCodes are a
steganographic approach where the message is embedded in the bits of the least significant bits of some pixels in the blue
channel. In short, the code is computed from the solution of the linear equation system H-v = m - D-b using the Gauss’s
algorithm in our case. Thereby b denotes a binary column vector, defining a set of indices Ce{0, 1, ..., n—1}, |ICl = k of
the pixels that can be modified to embed a message, m is the message of g bits length to be embedded, and v is an
unknown kx1 binary vector. Matrix D denotes a pseudo-random binary matrix of dimensions gxn generated by a shared
secret key, whereas H is a binary gxk matrix consisting of those columns of D that correspond to the indices in set C.
With the equivalence of v = b'- b, the embedding process generates the code by modifying each of the C positions in b,
bj, je C, so that the modified binary column vector b' satisfies D-b'= m. Using the same shared matrix D, the decoder can



retrieve the message m in an analog manner. If a solution is not found for a given D, this matrix must be calculated again,
based on another key k’ (k’ # k) and a solution of the linear system of equations is computed again, based on the
permutation of vector v.

2.4 DDD

The DDD algorithm [11][7] operates in the frequency domain, or more precisely, embeds the message in the phase
domain and the hierarchy in the magnitude domain, thus Dual Domain DFT algorithm. The algorithm has two variants:
the original rectangular and the polygonal. For the rectangular DDD algorithm, as well as the other two watermark
algorithms, the actual embedding was performed into the area of the bounding box of the annotated shape. As the
selection of blocks out of a rectangle is trivial it is not described in this paper. Rectangles represent only very coarsely
the actual shape and thus are a “semantic gap”. Originally, they were a compromise because the embedding of a
polygonal shape described by the coordinates of its vertices would need a very high capacity and thus only usable for
large objects. As the DDD algorithm supports the embedding of more than one bit per block, one bit is used as a so
called “presence bit” describing that the block is part of a certain watermark. This can be used to allow arbitrary
watermark shapes, not just polygonal ones. Another advantage of this approach for polygonal shaped watermarks is a
better handling of overlapping watermarks. With the rectangular algorithms one watermark would always overwrite the
mutual used blocks of another watermark. Thus children generally being smaller than their parents were always
embedded last. With arbitrary shaped watermarks mutual used blocks can be removed from one of the overlapping
watermarks thus punching holes. Because of this importance, block selection strategy is presented at first, than the
embedding and retrieval processes and at least our new synchronization process using an exhaustive search but without
the combinatorial explosion by collating paths.

Block selection

Let po be the polygonal shape of an object 0. The whole image is partitioned into blocks. For each block the vertices are
counted which are inside po. A block is included into the set of usable blocks for o, if the count exceeds at least a
threshold bete {1,...,4}. The effect of different threshold values can be seen in Figure 3. ber=0 returns an outer block set

and ber=4 an inner block set. We have arbitrary chosen the inner block set with a threshold bet=3.

Figure 3: Objects with their polygonal shape and usable blocks for the 1 (w/o crosses) and the 3-edge criterion (with crosses)

The second step is the solution of conflicts because of mutual overlapping areas (MOA) of objects. Each block is
classified, whereas all members of class are claimed by the same objects. For classes that represent more than 1 object
and where all blocks are fully surrounded by other blocks that are to be used for watermarking, the member blocks are
interleaved between the objects, e.g. for class cmoa={b,,...,b,,} of m blocks from a MOA with n objects Omoa={oy, ...,
0,} bl is assigned to o0, b, to 0,, b, to 0,, b, to 0; and so on. MOAs can be handled in two ways: the blocks in cmoa can
be entirely assigned to exactly one object from Omoa or to several of them. If the blocks are not fully surrounded all
blocks of this class are allotted to the smallest object. Due to the interleaving in the retrieval the shape would be
reconstructed distorted as the shape has its more accurate representation with the initial sets than with the final sets
where some blocks are assigned to other objects. This distortion can be countered by deinterleaving.

Embedding

The embedding is done for bxxby blocks in a subband of the spectrum defined by the Nyquist frequency f,,,=0.5(bx-by)
as the upper cut-off frequency and a lower cutoff frequency f.., Thus it operates in the high frequency part of the
spectrum as high frequent noise is less perceptible.



The hierarchy is embedded in the magnitude part as described in section 2.1. The message is embedded in the phase part.
The usable subband of frequencies between f.,,; and f,,, is further evenly divided into bc subbands, each holding one bit.
The first subband holds the so called “presence bit” which is always set to 1 for synchronization purposes, whereas the
other bands are used for the actual payload. The actual payload is encoded with a Reed Solomon ECC. For each
watermark a PRNG is initialized with a user-defined key and the watermark index. The bit embedding for each
frequency of one band is done as follows:

—0.57+rnd if bit=0
+0.57+rnd if bit=1

®(f)={

whereby rnd is real-numbered output from the PRNG between [-m; +-n]. Therefore each phase is set to an pseudo-
random value and the embedded bit can only be retrieved if a) each phase and therefore each block is read in the same
order, which allows a detection if a wrong block was chosen during synchronization, b) if the PRNG is initialized with
the same user-defined key, a simple security or authentication mechanism, and c¢) with the watermark index, which
causes an unique PRNG sequence for each watermark and therefore allows a differentiation between them.

Retrieval

As the hierarchical relationship was embedded in every block in embedding process, in the retrieval process the
magnitudes in the subband of each block of the watermark must read. For each block the read magnitudes are normalized
to values between 0 and /. For each frequency f of the subband over all blocks the mean yu, and standard deviation oy are
calculated. If yis not zero the real-numbered possible hierarchy level possivl is the negative of the *\hs-th logarithm of
uy and the nearest hierarchy level nearlevel is the rounded value of posslvl. Each f stands for a certain numbered
hierarchy item. The distinction between a parent hierarchy item and the current child hierarchy item can be made by the
hierarchy level possivl, where a value of 1 denotes the child object and a hierarchy level of 2 the parent object. To detect
corruptions a quality check is done by calculation a ratio ratioy between possivl and nearlevel by subtracting both and
scaling them back to linear scale. nearlevel denotes an actual level, if 4, as well as oy are in the range is between ratio;—
o;> 1 -0 and ratio+ oy < 1 + 0. In the implementation 6 is set to 0.25 to have a exclusion area as large as the range used
for detection.

As the phases of the blocks are affected by noise and manipulations statistical means are necessary to detect if a O or 1
was embedded. For this over all phases of the subband the mean # and standard deviation ¢? are calculated using the
magnitudes as weights, because the higher a magnitude the less it should be affected by noise. Assuming the noise
satisfies a normal distribution with our calculated parameters N(u, ¢?), we can calculate the probability P, that an
embedded O equals the probability of a given random phase X, satisfying both distribution parameters, to fall in the range
of dispersion at -0.5& with a radius of 0.5z, and P, analogously with replacing -0.57 by +0.5x. The probabilities of an
embedded O or 1 are then determined in relation to each other to get the “soft bit” sb = (—Py + P; + 1)/ 2. For the final
“hard bit” bit a threshold value sb> 0.5 is introduced as system parameter, controlling the width of the exclusion area
between the areas for an embedded O and 1.

0 if sb<1—sbt
bit = 1 if sb > sbt

Error otherwise

The value of sbt depends on the bit type. As the presence bit is not subject to the RS EEC we need a larger exclusion area
to reduce false-positives and therefore set to sbr=0.9. If the bits are subject to the RS EEC we can set the exclusion area
to the minimum value and let the RS EEC handle the errors.

Synchronization

The synchronization part consists of three steps: 1) all blocks’ spectrums are read, b) the starting point of each watermark
is searched, and 3) if a starting point was found all further blocks are exhaustively searched and the shape is
reconstructed.

At embedding the PRNG is initialized for each watermark with a user-defined key and the watermark serial number to
create a unique embedding sequence for each watermark. Therefore to find the starting point an exhaustive search must
be used for each watermark separately, by initializing the PRNG with the user-defined key and trying each possible
watermark serial number, retrieving the presence bit of each block and test if this bit is set. If none such block was found,



this may either mean that the user-defined key is wrong, a watermark with the used serial number was never embedded
beforehand, or the first block got corrupted. In the first two cases the watermark is never be found, but unknown to the
system, but in the latter case the watermark can be found by just search for the second block, and so on. For performance
reasons not all serial numbers are tried, only Async_wm from the last found number on but at least at least sync_wm_n,
and if the first block was not found only sync_wmblocks_n are searched.

If a starting block and therefore candidate for a watermark was found, the actual reconstruction of the watermark block
sequence begins using our initially mentioned exhaustive search scheme with reduced combinatorial explosion.

Due to the exhaustive search there will be different paths, which one can follow. Each path is represented by a context
comprised of the found watermarks blocks, its position in the image, PRNG state, count of successive dummy blocks and
if the path reached a dead-end.

Each next block is searched on the current and next block row of the current block only. For each found block its
position and the “soft bit” value of the presence bit is logged. If no next block was found, the direct right neighbor, or if
the current block is at the end of the line, the direct neighbor below is treated as dummy block with a retrieved
probability is set to 0.0. If the last block was found, no more neighbors can be found so that only dummy blocks will be
generated from this point on. Therefore the state of a context is set to finished if the last block in the image was reached
or the count of successive dummy blocks equals the count of blocks per row.

For each next block, a new path is assumed and therefore the current context will be copied and updated according to the
respective next block. All contexts are searched who were already at the position of the current context, i.e. all contexts
that have reached the same position and therefore will develop identically so that all but one can be discarded. To detect
the context that should remain as the only one a performance criterion is used. A context has a higher performance if its
cumulative “soft bits” are higher and there are fewer gaps in the found blocks. To detect such collating pathes/contexts as
early as possible a width-first search is applied. The process ends when the last context gets invalidated or finished.

In the next section the experimental setup is presented.

3. EXPERIMENTAL SETUP

For our experiments we used the same Test Set B as introduced in [11] consisting of 15 images with at least 6 Mpixels
size. For the cropping tests from these 15 images 52 cropped images were made. These images contain up to 120
annotations. During the creation it was taken care, that there are cropped images with missing parents, children and
siblings to detect the performance of the hierarchy error detection and correction. Missing objects are either completely
outside the cropped image or only partially as illustrated in Figure 4. In the last case they cannot be retrieved if the
upper-left is outside as the embedding begins at this position. Only for cropping a second Test Set C is used with 30
images. From these cropped images were created each with 10 annotations in the mean.

(c) = completely inside

(p) = partially outside
(o) = outside

Figure 4: Cropping categories for objects (left) and an example (right)

For the robustness tests the images are compressed with JPEG at different quality levels. “None” denotes no compression
at all and J<x> denotes a JPEG compression with a quality level of x. In the result tables the best results are highlighted
with a light gray background.

Note that because of the block-based nature of the algorithm and its operation in frequency-domain, no robustness
against geometric operations is expected. Therefore such evaluation was omitted. However our synchronization scheme



aims for robustness against JPEG compression cropping, provided that all watermarked blocks are preserved in the
cropping, two operations commonly used on images.

At first in section 4.1 all for algorithms are evaluated in terms of transparency, capacity, capacity and shape infidelity.
Shape infidelity was introduced in [8] and is defined as the ratio between the area of the annotated shape and the area of
the retrieved shape. In the next section 4.2 the robustness of the polygonal DDD algorithm against cropping is evaluated
and in the last section 4.3 the effects of the several internal parameters are measured.

4. EVALUATION RESULTS

4.1 Comparison between the watermark algorithms

At first the polygonal DDD algorithm is compared against the algorithms of the former project. Table 1 shows the results
for transparency, measured with the Peak Signal-to-Noise Ratio (PSNR), the capacity and the shape infidelity of a
polygonal shape.

Block-Luminance WetPaperCode Rectangular DDD Polygonal DDD

Average PSNR [dB] 49.55 90.37 47.89 47.22 (49.04)
Capacity [bits] 54,816.2 3,589,895.5 53,506.1 30,415.2
Shape infidelity 0.63 0.57 0.59 0.04
Robust- | No JPEG compression 99.33 98.59 98.59 98.59
ness JPEG100 99.33 0.00 98.59 99.33

JPEG90 99.33 0.00 2042 37.33

JPEG75 98.67 0.00 0.00 0.00

Table 1: Comparison of transparency, capacity, robustness and shape infidelity between the watermark algorithms

Although the polygonal DDD algorithm should have a higher transparency than the rectangular approach, because fewer
blocks are used, this is actually not the case. The reason for this is that the polygonal embeds 2 bits more for each
watermark due to its extended protocol. There may be much fewer presence bits set, because of the reduced block set in
comparison to the rectangular approach, but the 2 additional data bits are embedded in the data sub-bands that — with the
default settings — are located in lower frequencies than the presence bit’s band and lower frequencies are known to be
more perceptible than high frequencies. Therefore, additionally the average PSNR of the algorithm where the said two
bits were not embedded as in [8] is additionally given in brackets. For this case we have the expected better transparency
compared to the rectangular DDD. Of course the steganographic WetPaperCode algorithm has much higher
transparency.

A drawback of the polygonal approach is the significant smaller shapes compared to bounding boxes, which leads to the
lowest capacity.

The shape infidelity shows that the area of reconstructed shape of the annotations of polygonal DDD differs only 4%
from the original annotated. The rectangular algorithms on the hand differ greatly with 57-63%.

The Block-Luminance algorithm has the highest robustness with only little degradation even for JPEG compression with
at quality level 75. As expected the steganographic WetPaperCode algorithm has no robustness against JPEG
compression even in the highest quality mode. Regarding the DDD algorithms, although non-rectangular annotations are
much more complex, because of the non-existence of the a priori information about the shape of a watermark, the
synchronization algorithm could be such way improved to find the same count of watermarks as the rectangular version.
For JPEG quality level 90 this new synchronization algorithm also increases the robustness by 84% from 20.42% to
37.33%. For this JPEG compression in [7] we only gained a watermark detection rate of 2.07% for the polygonal DDD.
The slightly higher percentage for the polygonal DDD with JPEG100 than without compression may just be a lucky
occurrence where the JPEG compression subdued exactly the false block responsible for the one watermark not to be
read correctly.

At next the cropping robustness for the polygonal DDD approach is evaluated.
4.2 Cropping

From the 120 annotations of the Test Set B only 118 were actually embedded, whereas the other 2 were too small. From
these 118 annotations only 4 (3.3%) could not be found, but also 9 objects could be detected as missing although they




were not embedded. The last case can occur for missing parents as children always have links to their parents. For Test
Set C all cropped images contained 156 embedded annotations in total — 4 could not be embedded in the regions of the
cropped images, because they were too small. From these 5 (4.47%) could not be found and 39 could be detected as
missing.

The cropping tests were not made with different embedding strengths, as the embedding strength has no effect on the
robust against cropping as seen in [7]. Table 2 shows the results for cropping.



Images Total annotations Missing annotations
Not detected Detected
Test Set B 15 118 4 (3.3%) 9 (7.6%)
Test Set C 30 156 5 (4.47%) 39 25%)
Total 45 274 9 (3.3%) 48 (17.5%)

Table 2: Cropping test results for both Test Set B and C
Therefore we can state that the algorithm is relatively robust against cropping with an error of 3.3%.
Next the several parameters of the polygonal DDD are evaluated.
4.3 Parameter evaluation

In the several tables showing the results, these are set in comparison to the default settings used up to now. These were
intuitively chosen with block size = 16x16, embedding strength = 10, sync (presence bit) in last band, cut-off frequency
percentage = 75%, sub-band count = 5, no cover pre-conditioning, Reed Solomon error correction percentage = 20%.

The first parameter, the block size (see Table 3), controls the size of the blocks used for embedding. As the block size
directly influences the count of blocks, the higher block size the lower block count and the lower the capacity.

Parameter | Com- Bit errors [ %] WM errors | Hier. errors | PSNR [dB] | Area mis- Block
pression Raw Cooked [%] [%] match [%] | errors [%]
Block size = | None 0.00 0.00 - - 40.95 1.31 -
8x8 JPEG100 0.00 0.00 - - 40.78 1.31 -
JPEG90 0.26 0.00 - - 38.06 1.31 -
JPEG75 28.26 15.59 - - 37.42 3.91 -
JPEG50 64.80 21.32 - - 37.45 21.32 -
Default None 0.00 0.00 1.41 0.74 472 3.91 0.38
Block size = | JPEG100 0.00 0.00 0.67 0.74 46.7 3.95 0.37
16x16 JPEG90 0.00 0.00 62.67 64.26 41.0 96.70 0.37
JPEG75 10.30 10.38 100.00 100.00 39.7 - -
JPEG50 31.30 30.43 100.00 100.00 37.8 - -
Block size= | None 0.00 0.00 0.00 2.50 50.3 7.33 1.28
32x32 JPEG100 0.00 0.00 0.00 2.50 492 7.33 1.28
JPEG90 0.04 0.00 100.00 100.00 41.7 - -
JPEG75 9.69 9.68 100.00 100.00 40.0 - -
JPEG50 25.38 25.78 100.00 100.00 37.8 - -

Table 3: Evaluation of the impact of the block size

The cooked bit error is in some times higher than the raw bit error rate, because there are measured on a different data
basis. For example using a RS(15, 9) code and assuming 15 raw bit errors in the 9 data symbols. As for this RS code 4
bits/symbol are used we have a raw bit error rate of 25%. After the error correction which cannot be successful we have
these same 15 bit errors but only the 9 data symbols and thus a cooked bit error rate of 41.7%. An equal phenomenon is
that although the cooked bit error rate is zero the watermark error rate is larger than zero. This happens because the
search of the watermarks during the synchronization is only based on the correction detection of presence bit. For the
default settings we have an almost ideal robustness up to JPEG100. Although the cooked bit error count is zero for
JPEG90 68.21% of the watermarks were not found. For block size 8x8 some tests could not be performed, because the
low block size leads to a to high count of blocks and such a large amount of data that an out of memory occurred. Also
such a small block size in combination with the default cut-off frequency percentage of 75%, is more or less unusable as
only 9 hierarchy items can be embedded, because only 9 frequencies are usable with this setting and each hierarchy items
is assigned to a frequency. The transparency is also much less with a 5dB smaller PSNR. A block size of 32x32 is the
only case where all embedded watermarks could be retrieved for no JPEG compression and a compress at the highest
quality level. On the other hand for JPEG90 no watermarks could be found, whereas in the default mode 62.67% of the
watermarks were not retrievable. The cause maybe that for 32x32 with its 4 times larger block than the default, 8.13
watermarks/image and 470.13 bits in total were embedded, but for the default settings 10.2 watermarks/image with
605.60 bits. Therefore it is possible that all the missing watermarks in the default mode were actually not embedded. The
result for JPEG90 can be interpreted such that 32x32 is not robust against JPEG compression as a 32x32 consists of a set



of JPEG blocks and only one from these needs to be heavily altered by the JPEG compression to render the whole 32x32
block unreadable.

The embedding strength - 10 (see Table 4) is the minimum value a magnitude for a frequency used for embedding must
have. Although the actual bits are embedded in the phase part, the higher the magnitude the more robust against changes
the frequency (including its phase part) is. If a magnitude has a value below the embedding strength - 10 it is set to this
value.

Parameter | Com- Bit errors [ %] WM errors | Hier. errors | PSNR [dB] | Area mis- Block
pression Raw Cooked [%] [%] match [%] | errors[%]
Strength=5 | None 0.00 0.00 1.41 0.74 49.1 3.86 0.43
JPEG100 0.00 0.00 1.41 0.74 48.2 3.87 0.43
JPEG90 1.82 0.32 98.42 97.44 414 - -
JPEG75 24.28 25.98 100.00 100.00 39.8 - -
JPEG50 37.17 36.53 100.00 100.00 37.8 - -
Default None 0.00 0.00 1.41 0.74 47.2 3.91 0.38
Strength = | JPEG100 0.00 0.00 0.67 0.74 46.7 3.95 0.37
10 JPEG90 0.00 0.00 62.67 64.26 41.0 96.70 0.37
JPEG75 10.30 10.38 100.00 100.00 39.7 - -
JPEG50 31.30 30.43 100.00 100.00 37.8 - -
Strength= None 0.00 0.00 1.04 0.74 35.0 3.94 0.37
50 JPEG100 0.00 0.00 1.04 0.74 34.9 3.95 0.37
JPEG90 0.00 0.00 2.07 2.15 33.9 4.06 0.37
JPEG75 0.00 0.00 24.37 12.83 333 22.82 0.39
JPEG50 0.03 0.00 79.19 93.47 34.5 - -
Strength= None 0.00 0.00 1.78 0.74 29.1 3.98 0.37
100 JPEG100 0.00 0.00 1.78 0.74 29.9 3.92 0.38
JPEG90 0.00 0.00 342 1.41 28.7 4.15 0.42
JPEG75 0.00 0.00 6.16 2.81 28.3 4.45 0.40
JPEG50 0.00 0.00 26.73 18.62 28.1 23.25 0.30

Table 4: Evaluation of the impact of the embedding strength

For an embedding strength = 5 we have almost no robustness against JPEG90, but the transparency is slightly higher
(2dB). For an embedding strength = 50 we have a robustness against JPEG90 but at the high cost of a PSNR 12.2 dB
smaller. For an embedding strength = 100 we have also a pretty good robustness against JPEG75 and a small against
JPEGS50, but with an additional PSNR decrease of 6.0dB, i.e. 18.2dB less than with the default embedding strength.

The position of the synchronization band (see Table 5) hosting the so-called “presence bit”. The position of this presence
bit’s band can be either the first band in the spectrum — meaning nearer to the DC coefficient — or the last one — meaning
nearer to the Nyquist frequency.

Parameter | Com- Bit errors [ %] WM errors | Hier. errors | PSNR [dB] | Area mis- Block
pression Raw Cooked [%] [%] match [%] | errors [%]
Default None 0.00 0.00 1.41 0.74 472 3.91 0.38
Sync in last | JPEG100 0.00 0.00 0.67 0.74 46.7 3.95 0.37
band JPEG90 0.00 0.00 62.67 64.26 41.0 96.70 0.37
JPEG75 10.30 10.38 100.00 100.00 39.7 - -
JPEG50 31.30 30.43 100.00 100.00 37.8 - -
Sync in first | None 0.00 0.00 2.07 0.74 46.7 391 0.45
band JPEG100 0.00 0.00 2.81 0.74 46.2 3.93 0.39
JPEG90 0.01 0.00 68.21 66.66 40.8 95.90 0.32
JPEG75 11.53 13.18 100.00 100.00 39.6 - -
JPEG50 31.77 31.18 100.00 100.00 37.8 - -

Table 5: Evaluation of the impact of the presence bit band position

Placing the presence bit in the lower frequencies instead of the default higher frequencies has only minimal effect on the
robustness and transparency. In some way this is surprising, considering that the pattern from the presence bit is more
low frequency and this was supposed be more visible.



The cut-off frequency percentage (see Table 6) defines the cut-off frequency in percent regarding to the Nyquist
frequency and thus the total embedding band width. All frequency bands will be distributed with the same band width
between the cut-off and the Nyquist frequency. The lower the cut-off frequency (percentage) the more frequencies can be
used and changed, thus the higher the robustness but also the lower the transparency.

Parameter | Com- Bit errors [ %] WM errors | Hier. errors | PSNR [dB] | Area mis- Block
pression Raw Cooked [%] [%] match [%] | errors [%]
Cut-off None 0.00 0.00 0.67 0.74 39.5 3.99 0.34
frequency JPEG100 0.00 0.00 0.67 0.74 394 3.99 0.34
%= 25 JPEG90 0.00 0.00 36.79 33.61 37.0 38.07 2.80
JPEG75 0.08 0.00 100.00 100.00 36.9 - -
JPEG50 3.27 0.73 100.00 100.00 36.4 - -
Cut-off None 0.00 0.00 0.67 0.74 44.0 3.94 0.34
frequency JPEG100 0.00 0.00 1.06 0.74 437 4.01 0.34
%= 50 JPEG90 0.00 0.00 49.72 53.29 39.7 60.41 1.91
JPEG75 1.14 0.00 100.00 100.00 39.0 - -
JPEG50 14.22 0.00 100.00 100.00 37.6 - -
Default None 0.00 0.00 1.41 0.74 472 3.91 0.38
Cut-off JPEG100 0.00 0.00 0.67 0.74 46.7 3.95 0.37
frequency JPEG90 0.00 0.00 62.67 64.26 41.0 96.70 0.37
%=15 JPEG75 10.30 10.38 100.00 100.00 39.7 - -
JPEG50 31.30 30.43 100.00 100.00 37.8 - -

Table 6: Evaluation of the impact of the cut-off frequency (total embedding band width)

A cut-off frequency percentage of 25%, i.e. 75% of the spectrum is used for embedding, leads to a doubled robustness up
to JPEGY0 but lowers the PSNR by 7.7dB. A cut-off frequency percentage of 50% only lowers the PSNR by 3.2dB but
instead of 3, V2 of the watermarks are correctly found for JPEG90. A drawback is that with these Y2 correct watermarks
the shape fidelity is only 60.41%, instead of 96.70% for the default cut-off frequency percentage and JPEG90.

The sub-band count (see Table 7) defines the count of frequency bands used between the cut-off frequency and the
Nyquist frequency. One band is reserved for the presence bit, while the every other can contain one bit of actual payload.
This means the higher the sub-band count the higher the capacity. Additionally, as one Reed Solomon symbol is
embedded per block, sub-band count - 1 is also the size in bits of such a Reed Solomon symbol.

Parameter | Com- Bit errors [ %] WM errors | Hier. errors | PSNR [dB] | Area mis- Block
pression Raw Cooked [%] [%] match [%] | errors [%]
Sub-band None 0.00 0.00 0.74 9.09 45.8 2.83 0.31
count =3 JPEG100 0.00 0.00 0.74 9.09 45.3 2.83 0.31
JPEG90 0.01 0.00 67.40 49.99 40.4 74.81 1.27
JPEG75 6.36 2.91 100.00 100.0 39.5 - -
JPEG50 27.49 22.35 100.00 100.00 37.8 - -
Default None 0.00 0.00 1.41 0.74 472 3.91 0.38
Sub-band JPEG100 0.00 0.00 0.67 0.74 46.7 3.95 0.37
count =5 JPEG90 0.00 0.00 62.67 64.26 41.0 96.70 0.37
JPEG75 10.30 10.38 100.00 100.00 39.7 - -
JPEG50 31.30 30.43 100.00 100.00 37.8 - -

Table 7: Evaluation of the impact of the sub-band count

Setting the sub-band count to 3 should make the bits more robust as more frequencies are used. This value also sets the
Reed Solomon symbol size to 2 and the Reed Solomon word length to 3. Surprisingly this has a negative effect on the
hierarchy information with an error count of more than 10 times using the default value, but also a slight positive effect
on the shape infidelity that is cut to half for no JPEG compression. The cause for this could not be found.

The Reed Solomon error correction percentage (see Table 8) defines how many erroneous symbols can be corrected at
most. For one erroneous symbol to be corrected two parity symbols are needed. As a Reed Solomon has a constant
length, more parity symbols means less data symbols. Therefore, the higher this percentage, the higher the robustness,
but the lower the capacity.



Parameter | Com- Bit errors [ %] WM errors | Hier. errors | PSNR [dB] | Area mis- Block
pression Raw Cooked [%] [%] match [%] | errors [%]
Default None 0.00 0.00 1.41 0.74 47.2 3.91 0.38
RS error JPEG100 0.00 0.00 0.67 0.74 46.7 3.95 0.37
correction = | JPEG90 0.00 0.00 62.67 64.26 41.0 96.70 0.37
20% JPEG75 10.30 10.38 100.00 100.00 39.7 - -
JPEG50 31.30 30.43 100.00 100.00 37.8 - -
RS error None 0.00 0.00 0.95 10.32 46.7 2.47 0.27
correction | JPEGI100 0.00 0.00 0.95 10.32 46.1 2.49 0.27
=50% JPEG90 0.03 0.00 74.37 75.05 40.8 - 0.28
JPEG75 11.01 3.75 100.00 100.00 39.6 - -
JPEG50 31.11 33.16 100.00 100.00 37.8 - -

Table 8: Evaluation of the impact of the Reed Solomon error correction symbol count

Setting the Reed Solomon parity symbols to maximum, i.e. only 1 symbol is left for the data all other are used as parity.
But surprisingly the hierarchy error count also increases. A possible cause is that with only 1 symbol left for the actual
message, a new Reed Symbol word is needed for every data symbol. This higher usage of blocks can also be seen in the
lower PSNR. This capacity requirement cannot be met by all watermarks. Actually only 7 watermarks were embedded in
average per image (in total 105), compared to 10.2 watermarks/image (in total 153). As there are 33% watermarks less, it
may be possible that probably the watermarks with a robust embedded hierarchy had.

Finally, it can be seen that the embedding strength and the cut-off frequency percentage have the largest positive
influence on the robustness, but also a negative influence on transparency. If we set a PSNR of 40 dB for the
uncompressed marked images as a lower threshold, and we want to distribute the robustness increase by using both
parameters, we can use an embedding strength = 20 and a cut-off frequency = 50% (see Table 9).

Parameter | Com- Bit errors [ %] WM errors | Hier. errors | PSNR [dB] | Area Block

pression Raw Cooked [%] [%] mismatch errors [ %]
[%]

Default None 0.00 0.00 1.41 0.74 47.2 3.91 0.38
JPEG100 0.00 0.00 0.67 0.74 46.7 3.95 0.37
JPEG90 0.00 0.00 62.67 64.26 41.0 96.70 0.37
JPEG75 10.30 10.38 100.00 100.00 39.7 - -
JPEG50 31.30 30.43 100.00 100.00 37.8 - -

Strength = | None 0.00 0.00 1.04 0.74 40.2 4.01 0.34

20, Cut-off | JPEGI100 0.00 0.00 1.04 0.74 40.0 4.01 0.34

frequency JPEG90 0.00 0.00 26.22 18.93 37.6 28.51 0.27

%= 50 JPEG75 0.00 0.00 96.65 98.00 37.6 - -
JPEG50 1.30 0.00 100.00 100.00 37.3 - -

Table 9: Evaluation of the impact of combining the best performers embedding strength and cut-off frequency

Using this combination we can increase our robustness against JPEG90 in terms of correct found watermarks by 2.3
times and terms of a correct found hierarchy by 3.3 times.

S. CONCLUSIONS AND FUTURE WORK

We have shortly described the general embedding and retrieval processes of four different watermarking algorithms: the
spatial domain, block-based Block-Luminance algorithm, the steganographic LSB-based WetPaperCode algorithm, as
well as the frequency based DDD algorithm in its original rectangular and current polygonal variant. All these were
compared against each other, w.r.t. to capacity, transpareny, robustness and shape infidelity. It was shown that the most
robust algorithm was the Block-Luminance algorithm and the most transparent algorithm as well as the one with highest
capacity is the WetPaperCode, which also has no robustness against JPEG compression. The polygonal DDD algorithm
preserves the original shape with only 4% error, whereas the rectangular approaches had at least 57% error. The
robustness of the polygonal DDD algorithm is on par with its former rectangular variant, although much less a priori
information is known. This can be attributed to the exhaustive search synchronization process with the novel search tree
paths collation which reduced the combinatorial explosion and thus made its use practically feasible. Another part of this



paper was the evaluation of the different internal parameters of the polygonal DDD algorithm to get estimates for the
impact of each parameter, whose values were initially only chosen by intuition. It was shown that the embedding
strength and the cut-off frequency (total embedding band width) have the greatest impact on the robustness. Whereas the
position of the synchronization band and the count of maximum correctable errors for the Reed Solomon ECC have only
very little impact. As the count of correctable errors has only this little impact, this may be an indication that the Reed
Solomon ECC has reached its limit. Therefore future work may be the use of either a more powerful ECC like Turbo
Codes or combining the Reed Solomon ECC with a Viterbi decoder. Both being options that operate very near to the
Shannon capacity. Another future work could be the research of a invertible variant of the polygonal DDD algorithm.
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