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Abstract. Cloud computing is one of the largest developments occurred in the field of information technology
during recent years. This model has become more desirable for all institutions, organizations and also for
personal use thanks to the storage of ‘valuable information’ at low costs, access to such information from
anywhere in the world as well as its ease of use and low cost. In this paper, the services constituting the cloud
architecture and deployment models are examined, and the main factors in the provision of security require-
ments of all those models as well as points to be taken into consideration are described in detail. In addition, the
methods and tools considering how security, confidentiality and integrity of the information or data that forms
the basis of modern technology are implemented in cloud computing architecture are examined. Finally, it is
proposed in the paper that the use of data hiding methods in terms of access security in cloud computing

architecture and the security of the stored data would be very effective in securing information.

Keywords.

1. Introduction

In today’s global world, rapidly evolving technology and
internet infrastructure require secure communications. As a
natural consequence of this, the concept of “information secu-
rity” has gained great importance in many areas such as bank-
ing, e-commerce, e-signature, distance learning, e-government
applications, personal and corporate communications, and data
storage. Information security aims to prevent access to infor-
mation by third parties for whatever purpose and is of great
importance for all users. In recent years, the rapid change and
development experienced in the internet world has also greatly
enhanced the field of information security. The main elements
constituting information security are given below:

e Confidentiality: Protection of information against
unauthorised access.

e Integrity: Completeness, entirety, consistency and
accuracy of information.

e Accessibility: Access to information by authorised
persons only when required.

In the present study, the current state of information and
communication technologies and the increasing daily use of
cloud computing are discussed in detail. The importance of
utilising data hiding science for the information security
elements mentioned above is emphasised. In this context,
the paper is organised as follows.

*For correspondence

Cloud computing; access security; stored data security; data hiding.

Section 2 elaborates the security issues of cloud computing,
which incorporate many innovations in the computer industry
and emphasises that the concepts of information security and
privacy constitute the most important elements in cloud
computing. In section 3, the points to be taken into consider-
ation regarding the security of cloud services providing users
with services are examined, and the measures to be taken for
ensuring this are detailed. Section 4 covers the conditions
necessary to establish information security and the ISO stan-
dards and applications which constitute an important standard
in this regard are described. Ensuring of cloud computing
security through the use of data hiding methods has been
presented in section 5 and experimental results of the pro-
posed methods have been given in section 6. Final remarks
have been presented in the “Conclusions” section.

2. Security in cloud computing

As a solution to security and privacy in cloud computing,
the options may be enumerated as monitoring cloud server
services, protection of data privacy, determination of the
accuracy of the information, inaccessibility by third parties,
protection against unwanted changes and deletions, pre-
vention of malicious content and ensuring uninterrupted
access to information [1].

Sun et al [2] dwelled on this point and studied security,
privacy and confidence concepts in cloud computing. In
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this study, the security concepts containing elements such
as accuracy of the information, prevention of unauthorised
access, and unauthorised changes to the information are
defined as closing any gaps that may occur in the system
(e.g. accessibility deficits, virtualization deficits and web
application deficits). Lombardi and Di Pietro [3] have
focused on the advanced cloud protection system (ACPS),
one of the cloud computing security models. They revealed
that this system enhances the security of the nodes in cloud
computing and provides a complete protection against
attacks by following the local and remote users’ interaction
with cloud computing.

The operating system often used the PaaS platform, the
virtual drive platforms and the potential of security levels
related in particular to .java and .NET-based application
layers (java-based google app. engine (GAE)) were exam-
ined in a study [4]. In an analysis by Cloud Security Alli-
ance (CSA) and IEEE, which are included in the PaaS
platform and constitute the most known components, it was
observed that the sectors have adopted cloud computing
and also that interest in cloud computing has further
increased. However, along with this adoption, each ser-
vice’s own security issues should be handled separately [5].

Another security requirement for cloud computing is the
cases which are of great importance for institutions and
where access to a virtual machine is not possible, when it is
necessary to replace authentication and authorisation
applications for cloud computing [6]. In such a case, cloud
service would be interrupted and many users would be
negatively affected. Therefore, continuous availability of
cloud service providers stands out as an important security
issue which to be overcome for cloud computing.

3. Security of cloud computing services

As mentioned above, cloud computing provides services
through three basic services (IaaS, PaaS and SaaS). These
services provide the user with all infrastructure resources,
application platforms and software support. Therefore, the
idea of individual evaluation and examination of the plat-
forms and the provision of individual security for each
service after their differential evaluation was accepted in
the provision of information security [5].

Cloud computing also provides external service provi-
ders with a service for storage areas and their presentation.
The most obvious example of this is the service level
agreement (SLA) which is used to enable the access of
users to the applications running in the cloud and must be
taken into consideration. The external servers managed by
the SLA can provide a system used at the annual rate of
99.9%. However, these services may fail to provide secu-
rity requirements at a desired level in terms of the princi-
ples of information confidentiality and integrity. Cloud
computing users principally expect the security of all
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service providers to be at the same level and the related
costs to be determined based on them [6].

In order to increase the security level in a cloud structure
defined by SLA Bernsmed et al [7] have also proposed the
utilisation of other service providers [8]. Furthermore, in
this paper, a customer relationship management (CRM)
application and a cloud unified communication application
sample were presented for customer relationship
management.

All these show that cloud computing offers services
through its service oriented architecture (SOA) that are
directly related to and integrated with each other. In such a
model, each service must be dealt with individually to
ensure security and privacy [9].

3.1 laaS and security

This IaaS platform offers mainly basic-level services and
infrastructure services. In the first gate position, the laaS
plays a role as the basic security provider of tools such as
firewalls, load balancing the system by creating a “shield of
protection” as if it is outside the “cloud” [10].

In the IaaS platform, the security vulnerabilities that may
occur in virtualization management are less common
compared to the other platforms and this process is better
controlled [11]. On the other hand, the other important
factor is that different techniques are applied to ensure
maximum privacy and security, in addition to the virtual-
ization applied due to the storage of data in a physical
structure [12]. Due to differences between cloud service
models, in order to ensure information security the service
providers are required to apply different techniques. For
instance, elastic compute cloud (EC2) offered by Amazon
in 2010 not only ensures physical security, but also pro-
vides environmental security, virtualization security and
management of the security criteria [13].

In this regard, another application which is used as the
security protocol in the IaaS platform and has many benefits
in providing cloud computing services is security content
automation protocol (SCAP). It is emphasized that it is
important to develop SCAP as a universal security stan-
dard. It has many uses in providing cloud services through
applications, such as user authorisation, determination of
the information security method and content control
applications [14].

3.2 PaaS and security

The PaaS is a platform where there are applications and
development tools for users within cloud computing. This
platform offers storage, management, and virtual applica-
tion development tools needed by the users.

The virtual machines included in the PaaS must neces-
sarily be protected against harmful software such as malware
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and trojans. Data privacy protection ensures that the integrity
of content in the applications developed does not deteriorate
and facilitates data transfer between reliable networks. In
addition, it must also ensure that the profile validation checks
are performed in a complete and safe way.

Another point to take into consideration is to perform
examinations at regular intervals to prevent malicious
applications from penetrating the cloud architecture.

3.3 SaaS and security

SaaS platform is a service through which cloud computing
offers software services to its users. There are a number of
ready-to-use software programs for processing safely stored
information.

While SaaS service provides the user with some basic
functions such as authentication for safe communication,
authorisation control and secure data storage, it may also
connect to the users of different services. For example, to
provide a variety of solutions for e-health services, elec-
tronic health records or a medical software installed on the
virtual machines (EHR, electronic health record), such
applications can be opened via the user interface and the
HTTPS protocol [15].

In addition, many IT departments and government
agencies use SaaS platforms. The most important point is
the security level of the servers where the user’s informa-
tion is stored. The fact that highly confidential information
of a State, special personal data, or a company’s customer
information are stored in the same servers is an issue to be
extremely careful in terms of information security and
privacy. Otherwise, access to confidential information by
unauthorised persons will be possible. If the information
accessed constitutes top secret documents or information
directly belonging to government agencies. This situation
will lead to legal problems or cause data hacking and
espionage. For this reason, it is very important to keep
information secure in the SaaS platform.

4. Information security requirements and cloud
computing

‘Security’ will confront us as the most important factor in
cloud computing architecture in the near future, where
necessary applications and software will be provided and
which will include many data centres. The important
parameters and developments in cloud computing security
and the advancements in this regard have been the main
subject of many studies [13, 16, 17].

The components required for the provision of information
security in the world are covered by the ISO 7498-2 standard
[18]. To render information security in cloud computing as an
effective solution for IT applications, innovations are intro-
duced through changing technology. Therefore, the 27001
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standard is included within the ISO 27000 standard used in
this field and determines the security standards and all the
requirements needed for an information security management
system (ISMS) [19]. These requirements involve issues such
as ISMS policies, assessment and management of possible
risks, monitoring, and control of information security. Public
awareness of the ISO 27001 standard will increase day-by-
day. While 19,620 certificates were obtained in 2012, this
number increased to 22,293 in 2013 [20].

The schematic representation illustrating the information
security requirements in the case of combining cloud
computing with application models and deployment models
was created by Eloff ef al [21]. According to this scheme,
the features “Identification and authentication, authorisa-
tion, confidentiality, integrity, non-repudiation, availabil-
ity” among the information security requirements should be
examined separately in the services of each delivery model.

In Eloff’s scheme, mandatory and optional requirements
are shown in different cloud deployment models [21].
However, this table was created based on an old IT
infrastructure and such requirements as well as the ISO
27001:2013 standard, were updated and the security level
was improved. The most important of these security
requirements are shown in figure 1.

e Audit: Authentication and authorisation sections are
determined based on the deployment models. This
requirement ensures identification of user names and
passwords on the users’ profiles and safe implemen-
tation of verification processes.

e Confidentiality: Information confidentiality includes
the confidentiality of data stored in databases, the
confidentiality of user profiles and authorisation, and
all other information of the user.

e Integrity: Data integrity (robustness, accuracy, integ-
rity, etc) is the important requirement for each platform
in cloud computing and is one of the basic require-
ments of the security information to be provided.

e Availability: In addition to the delivery model, avail-
ability is emerging as a key factor in the decision-cloud
model. The availability level is of great importance
between cloud computing servers and users. Therefore,
ISO encourages a complete fulfilment of information
security requirements.

5. Proposed approach: use of data hiding methods
in cloud computing security

Cloud computing is a model with extreme limits that are
capable of integration with each other. To access the
numerous data sets in different capacities within such a
model and maintaining the integrity of such data sets is
regarded as the most important security requirements. The
main point emphasized in this paper is security of users’
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Figure 1. Information security requirements of cloud computing.

information. Access with audit and data integrity demon-
strates an approach that successfully allows this. Among
the most important security features are inaccessibility of
personal or corporate data stored in cloud computing by
unauthorised persons, fully ensuring the integrity of the
data i.e. full protection of information, preventing any
change, division, deletion, replacement, and inhibiting any
unauthorised backup or update. Therefore, this paper
focuses on information access security and an active use of
data hiding methods to maintain the integrity of the infor-
mation being accessed.

Another important point in cloud computing is the use of
mobile devices for access (tablet PC, smart phone, etc.).
Thanks to their ease of use, the use of mobile devices is
increasing day by day and provide easy access to all over
the world. Thus, data hiding techniques must be used for
connections between mobile devices and cloud computing
as a factor to improve security too.

Data hiding methods have always been a factor in
increasing the existing security for all applications in which
they are used. Thus, security is ensured against possible
attacks. Likewise, a robust method against any attack can
be created by hiding the user name and password used for
access to data by the method of watermarking in any media
(text, images, videos, etc.) to render it resistant against
attacks. As the importance of information security increa-
ses, studies on this subject have gained momentum and
research conducted within the scope of data hiding science
have contributed to the solution of security problems. Thus,
the overall security level of data has been increased, and an
improved security level may also be ensured for private
data. In other words, data hiding techniques aim to protect
data against malicious users and attacks in a secure way.

Data hiding techniques can be divided into three main
categories: steganography, watermarking and cryptology.
Steganography comprises the method of hiding data in a
multimedia tool (images, videos, etc.) to prevent it from
being recognised by third parties. Watermarking is widely
used for unauthorised copying and copyright issues in

general, and the hidden data is expected to be robust against
attacks. Third parties are aware that the data are stored
through an invisible watermarking method; however, since
this method is robust against any external intervention
aimed at accessing this data, the data is preserved. Cryp-
tology involves converting the information using an
encryption algorithm. The data will be prevented from
being read by unauthorised users. However, although the
related data is not read by the third parties, there is risk of it
being removed or replaced. For these reasons, benefiting
equally from these three techniques that have many areas of
use in the literature, cloud computing is expected to achieve
success in the security and confidentiality of information
and in the solution of the associated problems.

There are some basic features to be supplied for the use
of data hiding techniques. These features are capacity,
robustness and security, as shown in figure 2. Capacity is
expressed as the amount of data that can be hidden.
Robustness and security represent, respectively, the resis-
tance of hidden data to attacks and the set of measures
preventing the data from being obtained by third parties. In
the case, where one of these requirements is missing, some
vulnerability occurs in the method to be employed and this
leads to weaknesses in information security. Figure 2
emphasises the phases of the data hiding methods aimed at
ensuring security in cloud computing.

In addition to these valuable methods mentioned above,
encryption and data hiding methods can be easily used to
increase the security level altogether.

5.1 Use of data hiding in access security

Given that data storage units within cloud computing
receive data in various sizes and types from many different
regions and via many different networks, increasing the
access security through data hiding methods will gain more
importance. The use of the data hiding method is very
important for both to ensure protection against various
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possible attacks during access by users, to prevent any
vulnerabilities in the identity profiles of users and also to
ensure disclosure of such data only to authorised persons by
maintaining the confidentiality and integrity of information.

Some researchers have conducted studies on this issue
and they have supported our prediction by using the
methods developed [22, 23]. In some studies, however, in
addition to the use of a new encryption method, the use of
trusted third parties (TTP) software is also proposed to fix
some of the security vulnerabilities in cloud computing and
to protect the CIA (confidentiality, integrity and authenti-
cation) of data at the same time [24]. The vulnerabilities
can be in all software (closed or open source code). On the
other hand, TTP software with an open source code is likely
to have more unknown vulnerabilities and these are likely
to lead to weaknesses in the security. Even if encryption is a
secure method, while ensuring access in the case of any
attack to the TTP employed, a vulnerability will arise in the
system and this might lead to some problems in information
confidentiality and integrity. Therefore, there is no need to
use any other TTP software for access security.

As stated above, two of the most preferred data hiding
methods are digital watermarking and encryption. The most
important phase in which the use of such data hiding
methods are required is the phase of access to information
by the user, namely the first phase. This phase constitutes
the access phase called ‘User Audit’ in which identification,
authorisation, and authentication steps are taken (figure 3).

L is the length of the audit (a) information to be
embedded and 1 < j < L. “g;” is “j.” of bits a information
to be embedded in cover object. a and key information
(key) are subjected to an encryption function as described in
Eq. 2 and “£a” information is obtained. Here, the “f”
function, both key and a; is also a function of the cover
object. The “£a” information is hidden in the carrier (i.e.
an image) by data hiding function H (Eq. 3) and covered
data (I¢) is obtained. The H function algorithm mentioned
herein can, according to the data hiding method, be varied
(figure 3).

Ea :f(aj, keyj) (1)
IC = H(I, Ea) (2)

In this section, which can also be called the first gate,
increasing the security level will also remove many security
weaknesses that may occur during the transition to the other
layers. Verifying the identity profile of the user, using the
access and creating an authorisation model for such user is
an important security step. It is also of great importance to
prevent any penetration in to private information by
obtaining the user name and password without permission.
This constitutes the classic authentication elements and
obstructs any violations of data confidentiality, data integ-
rity and authentication rights CIA. To accomplish this,
using a combination of invisible digital watermarking and
symmetric/asymmetric encryption algorithms (RSA, AES,
etc.) will secure all necessary information to access the user
data.

Thanks to this approach, a secure user access will be
ensured by hiding the user’s identity profile information
(user audit) using a watermarking method identified by a
cover file after its encryption as well as resulting in a new
covered audit. Since a safe area will emerge through this
resulting “covered audit”, access security will be provided
against external attacks that could be committed during
access to the storage area within the cloud.

5.2 Use of data hiding in the security of stored
data

Another section in which top-level security must be ensured
is the section where the servers in which the data are stored
are available. In the present study, another security
approach is recommended. This section is located within
the public cloud and constitutes the most intense platform
in terms of the number of users. It is known that using data
hiding methods to ensure security of private information
stored in the database, both on the server where they are
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Figure 3. Proposed approach: use of data hiding methods for access security.

kept and during the period until it reaches the user from the
server, is of critical importance.

The security zone created by data hiding methods to be
applied to the data stored in the databases of cloud com-
puting, the algorithm to extract the desired information
whenever needed, and presentation of such information to
the user is shown in figure 4.

Data hiding methods can ensure data confidentiality and
integrity against both the unlimited power of cloud service
providers on data and any problems that can occur in the
connection between the virtual machines of the cloud and
the users’ IT systems. Combined use of encryption and
watermarking methods can definitely improve the security
level. This will be possible to ensure user information in the
data storage is accessed only by authorised persons, through
public or private keys generated with symmetric and
asymmetric encryption algorithms, which are the most
commonly used among encryption methods. Some methods
are available to increase the security of the stored data, such
as multiple encryption of data, generation of two different
keys, and use of a different encryption method each time or
individual encryption of the data through dissection. In this
regard, there are some studies conducted through different
encryption tables and algorithms in the literature [25-28].

L is the length of the stored data (S) information to be
embedded and 1 < j < L. “§;” is “j” of Bits a information
to be embedded in cover object. S and key information
(key) are subjected to an encryption function as described in
Eq. (5). and “&s” information is obtained. Here, the “f”
function, both key and Sj is also a function of the cover
object. The “£g” information is hidden in the carrier (i.e. an
image) by data hiding function H (Eq. 3.) and covered data
(Isc) is obtained. The H function algorithm mentioned

herein can, according to the data hiding method, be varied
(figure 4).

Es =[(S;, key;) (3)
Ise = H(I, Es). )

During the process of data extraction, the embedded
encrypted data is removed from cover object(s) and
extracted information is decrypted by using key(s).

On the other hand, only the portion of the data where
processing will be carried out must be downloaded during
the access to information, for information security. If the
data is encrypted or stigmatized, only the security measure
on the data to be processed must be removed and following
the change, only the processed part must be re-encoded
without the need for re-encryption of all the uploaded data.
A study which supports this was conducted by Khan et al
[29] in the form of a coding-based and sharable encryption
algorithm. However, it should be noted that, in the case that
the stored data is multimedia data (image, video, audio,
etc.), the security must be ensured by means of a digital
watermarking method and the areas where connection
speed and bandwidth are sufficient to provide access to
such information must be preferred. Thus, the data integrity
will remain undamaged during access. Otherwise, when
high-capacity multimedia data is downloaded to a mobile
device, problems may occur depending on the packet loss
and this will weaken the security and integrity of the
information. In addition, watermarking methods both pro-
tect the user’s copyright and also become very important in
the protection of data against unauthorised reproduction.

Using invisible watermarking methods in cloud comput-
ing will also be very useful. In this method, since the colour
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Figure 4. The proposed approach: use of data hiding methods for the security of stored data.

structure in multimedia products (RGB, YUV, YCbCr, etc.)
is of great importance, watermarking performed using colour
and pixel values of digital images or frames stored in virtual
machines within the cloud (any digital signature or knowl-
edge of a user may also be hidden there) will greatly con-
tribute to the provision of information integrity and its
verification [30, 31]. Thanks to this method, which may be
used for all multimedia tools, resource consumption and
costs will also be greatly reduced [32, 33]. As in all other
methods, various open source-coded third party software or
ready-to-use codes are employed in the watermarking and
the results are analysed through another ready-to-use appli-
cation [34]. However, since the use of any external appli-
cation may lead to security vulnerabilities, such applications
should be avoided as far as possible. It is clear that if data
hiding methods are efficiently used there will be no need to
use external applications.

Figure 5 shows the implementation scheme recom-
mended for security practices. User audit information is
embedded into cover image by data hiding methods. So the
user’s confidential data is on guarantee, access security is
ensured. In the same way, data hiding methods are used for
information in the data storage. Data security can be
ensured those information into a cover image.

6. Experimental results: assessment
of the proposed security approaches

This section presents the survey results obtained to evaluate
the proposed approaches (use of data hiding in the security
of the stored data and in access security) in terms of

security contributions and validity. In this work, the clas-
sical least significant bit (LSB) technique has been used for
data hiding processes. The survey was performed with 50
senior engineers during demo applications of the presented
approaches in Turkey. As seen in table 1, engineers were
asked seven questions graded using a five-point scale (ex-
cellent =5, very good =4, good =3, fair =2, very
poor = 1) similar to a Likert scale. The results are shown in
figure 6.

The first four questions were about application-based
answers. The average number of positive answers given
(excellent, very good and good) was 45, equal to 90% of
the population (figure 6). This result shows that the pro-
posed cloud computing security approaches are useful as
information security tools. It can be seen that only 20
engineers gave the most positive (excellent) answers for the
fourth question, which was about working and response
time of the interface. As users have to wait for a few sec-
onds to get the embedding results, this caused some dis-
pleasure. One of the main reasons for this situation is the
communication delay between the client and the server.
The fifth and sixth questions asked are for feedback and
technical opinions about the approaches. The average
number of positive answers (excellent, very good and good)
given to these questions by engineers was 47, equal to 94%
of the population.

The seventh question was about overall success.
According to results, 45 engineers or 90% of the population
thought that the proposed approaches are useful and suc-
cessful for ensuring cloud computing security. Considering
the proposed and realised demo applications mentioned
above, some advantages are listed below:
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Figure 5. Access and stored data security implementation scheme.

Table 1. The survey questions.

Number Question

1 Increase of security level

2 Easy and efficiency of usage

3 Flexibility and freedom for users

4 Working and response time of the demo applications

5 Intelligibility of the proposed approaches versus
existing methods

6 Contribution of the proposed approaches to assist

security needs
7 Overall success of the proposed security approaches

e The approaches have a user friendly concept.

e It is an extremely easy, fast and economical way of
ensuring cloud-computing security.

e They can be easily designed for servers which have
critical file savings by using more complex data hiding
techniques.

e The proposed approaches can be developed easily by
adding new features.

e There is no identical or similar security system that
performs the work done by the system developed in the
literature.

The LSB data hiding method is the process of adjusting
the LSB pixels of a cover image. It is a simple method for
hiding message into the image. The LSB insertion varies
according to the number of bits in an image. For an 8 bit
image, the LSB i.e., the 8th bit of each byte of the cover
image is changed to the bit of secret message. The colours
of each component like RGB (red, green and blue) are

changed when colour image is used. The LSB method is
effective in using BMP images since the compression in
BMP is lossless. There are many methods available for
hiding the data within an image: one of the simple LSB
hiding approaches is “optimum pixel adjustment (OPA)
procedure” [35]. The simple algorithm for OPA explains
the procedure of hiding the sample text in an image:

Step 1: A few least significant bits (LSB) are substituted
with in data to be hidden.

Step 2: The pixels are arranged in a manner of placing the
hidden bits before the pixel of each cover image to
minimize the errors.

Step 3: Let n LSBs be substituted in each pixel.

Step 4: Let d = decimal value of the pixel after the
substitution

d1l = decimal value of last n bits of the pixel.

d2 = decimal value of n bits hidden in that pixel.

Step 5: if (dl ~ d2) <= (2n)/2 then no adjustment is
made in that pixel.

else

Step 6: if (dl <d2)d=d — 2"

if(dl >d2)yd=d+ 2"

This ‘d’ is converted to binary and written back to pixel.
This method of substitution is simple and easy to retrieve
the data and the image quality better so that it provides
good security.

The LSB-based OPA procedure explained above has
been used for implementations. These implemantations
allowed that access security and stored data security is
ensured in an effective way. However, the storage and
transmission times, up to critical data (bit) x 1 byte
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Table 2. Detection of data hiding results.

c di a Stegdetect results
overed image

(512 x 512)

0.1 bpp 0.2 bpp 0.3 bpp

Ic, - - -
IC2 - - -
I, - - -

— Indicates that the result is negative.
@ All covered images have coded by LSB-based OPA procedure.

additional space has been needed. In addition, Matlab®
R2013b platform has been used for data hiding and image
database creation.

In addition, robustness is examined using an application
named as Stegdetect for the proposed access security
approach [36]. The output from the StegDetect (outguess)
lists either the data hiding systems found in cover images or
“negative” if no steganographic content could be sensed.
Final outcomes for the three covered well-known gray-
scale images (Ic; (Tiffany), Ic, (F16), Ic; (Peppers)) are all
acquired as negative (table 2). Thus, these result also verify
the use of the proposed approaches and their reliability.

7. Conclusions

Cloud computing is one of the largest innovations provided
by internet technology. This model, which is addressed to
all users in the world and provides access to information in
each geographical area and environment, requires top-level
security for any information, applications and software. To
this end, it is very important to use security-enhancing
methods. One of the most important things to ensure is that
the methods of data hiding used cover an extremely wide
area. These methods fix an important vulnerability, thanks
to both the security they provide during the access to
information and the robustness they will provide against

any attacks on the integrity and confidentiality of the data
stored in the cloud.

The combined use of encryption and watermarking
among the data hiding methods are of great importance,
both in the access phase and in terms of the provision of
security of the information contained in the information
storage centres. In this study, the vital importance of the
combined use of encryption and watermarking methods in
the database are described in detail. Whatever the data
capacity and the content, data hiding methods should be
used as a factor to enhance the security of cloud com-
puting services as the utlizationuse is increasing day-by-
day and access is often with mobile devices. All of these
studies indicate that the security level will increase
through the application of encryption and watermarking
methods to the data stored in the cloud and, thus, the user
will be provided with a more reliable service. Experi-
mental results show that the proposed approaches are
secure enough.
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