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ABSTRACT This article proposes a novel approach of improvising the cryptographic features of
substitution-boxes (S-Box) based on the Choquet Fuzzy Integral (CFI) and DNA techniques. First, we pro-
pose a strong structure for the construction of four S-Boxes using CFI. The key for generating the CFI
based (FZ) S-Boxes consists of two parts, namely, an external secret key and a secret image. Each of these
FZ S-boxes is then encoded using DNA techniques, with dynamic rules selection which is dictated by a
secret control code. The resultant four S-boxes are designated as DNAFZ S-Boxes. To apply for image
encryption, the plain image is, at first 8-bit binary-coded, shuffled by an M-sequence, and down-sampled
into four sub-images. Subsequently, the pixel values of each sub-image are replaced with the corresponding
values of one of the four DNAFZS-Boxes. Next, eachDNAFZ encoded sub-image is diffusedwith a different
DNA encoded chaotic sequence from Chen’s hyper-chaotic map. Finally, the four DNAFZ/Chaotic encoded
sub-images are combined to build the final encrypted image. The proposed DNAFZ S-boxes shows excellent
statistical properties under majority logic criterions such as correlation, homogeneity, energy, entropy, and
contrast. Moreover, numerical simulation is used to examine the efficacy of encrypted images against
different attacks. In particular, the values of the pixel correlation coefficient are found to be quite small either
horizontally, vertically, or diagonally (between 7.8597e-04 and 0.00527, between 8.7856e-04 and 0.00452,
and between 0.00241 and 0.00021, respectively). In addition, the information entropy of the encrypted image
is found to be within the range of (7.9965:7.9989) which is very near to the ideal value of 8. As for the UACI
and the NPCR, they are in the ranges between 33.46 and 33.32 and between 99.58 and 99.62, respectively.
These values are also very close to the optimum ones. The results are compared to those of other encryption
algorithms and proved that the proposed encryption method delivers better results than other conventional
ones including LSS chaotic map, Arnold transforms, Dynamic Henon map, Hybrid chaotic map optimized
substitution, and cubic S-Box.

INDEX TERMS Image encryption, Choquet fuzzy integral, S-Box, DNA technique, hyper chaotic map,
DNAFZ S-boxes.

I. INTRODUCTION

A. BACKGROUND

The current availability of various mobile applications and
related technologies have made the different types of mul-
timedia files important. The different public channels used
to send/receive these files from one person/entity to the next
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do not provide enough security for the transfer of such files
and especially the digital images associated with them. This
insecurity has been increasing due to vast leaps in technol-
ogy over the past few years. Data encryption is used as a
method to secure data and cryptography is thus an important
technology applied in addressing the security of information.
There are different types of algorithms used in cryptographic
systems. Among them are AES, which stands for Advanced
Encryption Standard and DES or Data Encryption Standard.
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However, images have been difficult to encrypt using such
methods, as they contain large amounts of information. This
has been the reason behind trials to develop other systems of
encryption for specific application on images. These systems
include methods that apply fuzzy integral, DNA techniques,
and the chaos theory [1]–[3].
DNA cryptography has evolved as a result of the similari-

ties found between biology and computer science. It has been
used as a system of data security. DNAor deoxyribose nucleic
acid is the material inside every living cell. It holds all the
genetic features, carrying them from one generation to the
next, through hereditation. DNA is made of four nitrogenous
bases, cytosine, thymine, adenine, and guanine. The fact that
they can store massive amounts of data and the ideas of
complementation and parallelism play an important role in
their ability to secure data. DNA-based encryption of photos
involves the following steps: using a DNA-encoding rule to
encode the image into a DNA matrix, followed by conver-
sions between the four DNA nitrogenous bases in what is
known as DNA level permutation and/or DNA level diffu-
sion. This step takes place on the DNA matrix. The final
step involves decoding the DNA matrix to obtain the cipher
image [4]–[6].
Fuzzy set theory involves various paradigms used for fuzzy

neural computations, which are quite interesting. Regarding
decision analysis, several operators are employed for aggre-
gation. For X, a finite set, a fuzzy measure is required to
base a fuzzy integral upon. This is done as a computational
scheme, when dealing with fuzzy sets that have dependent
input, in order to nonlinearly integrate all values from indi-
vidual subsets. This required fuzzy rules to be set in place,
where fuzzy measures are the basis for the consequent. These
rules gave way to a defuzzified output, which was also a
Choquet fuzzy integral (CFI) [7]–[9]. CFI, with its set of
benefits, added great value to the area of image encryption.
These benefits include that it is easy to implement, simple
to compute, effective in reaching high level security, high in
speed and sensitivity [10].
Several features characterize chaotic systems. These

include, but are not limited to, periodicity, determinacy, and
the fact that they are highly sensitive to initial conditions.
Chaotic maps produce chaotic sequences, which are pseudo-
random, complex in structure and not easy to analyze and pre-
dict. Despite the fact that their security is not very high, these
sequences possess large key spaces that are very sensitive to
any changes that occur in their key. This is the reason for the
development of hyper-chaotic systems for use in algorithms
that deal with image encryption. To create a four-dimensional
hyper-chaotic system, an extra dimension is added. This takes
place in accordance with Chen’s chaos theory. In recent
years, the characteristics of hyper-chaotic systems have been
improved by adding several positive Lyapunov exponents,
complex and dynamical characteristics, as well as improved
sensitivities and bigger key spaces [11]–[13].
To make sure that block ciphers continuously possess

confusion properties, S-boxes (substitution boxes) were used

in the structure of permutation ciphers to play the role of
essential nonlinear elements. Linear and differential crypt-
analysis represent different types of attacks that a strong
block cipher must be able to resist. Majority logic crite-
ria should be satisfied by S-boxes, in the case of a strong
encryption system. There is an availability of choosing this
S-box under the control of a key, when encrypting, instead of
having a static entry. Since there are certain standards applied
in encryption applications, there have been different types
of S-boxes suggested for them. This includes random key-
dependent, as well as bijective S-boxes. These S-boxes are
usually devised depending on different techniques, some of
them are related to chaotic maps, while others on algebraic
structures [14]–[19].

B. RELATED WORK

It has always been the goal of designers of cryptosystems to
make S-boxes that can perform robustly on a cryptographic
level. Various methods of cryptographic construction for
S-boxes have been suggested by researchers. In [1], a new
method using Hilbert fractals was demonstrated. The idea in
this article was based on hyper-chaotic systems with fractal
keys, as well as S-boxes. A new S-box was constructed using
an LSS system (Logistic-Sine System), which is a discrete
compound chaotic system proposed in [2]. Then, a single
S-box and chaos were used to design an image encryp-
tion algorithm. Reference [4] introduced a new encryption
approach based on a chaotic system that used an S-box
depending on the DNA system. The first step was coding the
image into a DNA sequence, followed by the substitution of
this sequence using a DNA based S-box. To produce the last
cipher, a chaotic sequence was applied to permute the rows
and columns. This sequence was generated through the appli-
cation of a 2D logistic map. To generate an S-box, [16] sug-
gested two methods, an O-shaped path scrambling algorithm,
namely the FLSOP and a fractional Lorenz-Duffing chaotic
system in 6D. Another research, [17], suggested a different
method to produce an S-box, that is on the basis of coset
graphs of symmetric groups. They were tested for their suit-
ability to encrypt not only images, but also other multimedia
files. Research demonstrated a method to encrypt photos on
the basis of dynamic S-boxes, built according to a chaotic sys-
tem, whose initial states and parameters were produced using
an external 256-bit key, as well as the last pixel of the image
before processing, to produce the S-box [20]. Researchers
proposed a technique to encrypt images that depends on a
spatiotemporal chaotic system [21]. In said research, S-boxes
were constructed based on random numbers produced from
a regular and a piecewise-linear chaotic map. To encrypt
images, Arnold transform and S-box scrambling were used
for quantum image encryption [22]. Gray-level encryption
was carried out using S-box substitution that entailed quan-
tum chaos sequence. This step was performed prior to the per-
mutation of the Arnold transform. An S-box was constructed
in [23] based on a chaotic sine map. Afterwards, a cryptosys-
tem was used, applying the 2D discrete domain Hénon map.
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In [24], the construction of encrypted image was depended
on the high-dimension Lorenz chaotic system and perceptron
model within a neural network. Novel confusion and diffu-
sion method for image encryption were proposed in [25].
Arrays produced by PWLCM, Chevy-chevy, and DNA were
responsible for generation cipher image. In [26],spatial bit-
level permutation and high-dimension chaotic system were
applied for producing image encryption. Initially, the binary
bits of image is permuted by the scrambling mapping gener-
ated by piecewise linear chaotic map (PWLCM). Afterthat,
Chen system is utilized to shuffle and diffuse the red, green
and blue components simultaneously. A stream-cipher algo-
rithm based on one-time keys and robust chaotic maps were
designed to encrypt color image in [27].

C. OUR CONTRIBUTION

To overcome these security shortcomings and design a secure
and effective image cryptosystem, this article proposes a new
image encryption algorithm based on four S-Boxes generated
with a Choquet fuzzy integral (CFI) and DNA technique.
The new S-boxes, named DNAFZ S-boxes, are introduced
for the first time in this article. In addition, the generation of
four S-Boxes depends on the secret image and external key
to increase the security levels and randomness. It is tested
by applying NIST test analysis. It achieves the best results
when compared to other algorithms. Furthermore, an image
encryption scheme depends on dynamic features of hyper
chaotic systems. The new DNAFZ/chaotic encryption algo-
rithm proposed in this article is illustrated in Figure 1 and
can be summarized as follows:

- Generation of DNAFZ S-Boxes:

1) Choquet fuzzy integral (CFI) is applied for generating
four random sequences. As explained in our previ-
ous work in [28], [29], the initial conditions (key) for
the generation of these CFI pseudorandom sequences
depends on two components. One of these components
is a secret sequence (key) of finite length, while the
other component is a secret image. Both components
are diffused together to generate the primary conditions
and parameters of the CFI.

2) The four fuzzy based S-Boxes (FZ S-boxes) are created
by resizing each of the four CFI random sequences as a
matrix of size 16×16. Hence, each S-Box is on the form
of a matrix consisting of 256 integers of in the range of
[0, 255], with each integer represented by 8 bits.

3) DNA’s complementary rule is used to encode the four
FZ S- boxes. The selection of DNA rule of each FZ
S-box is made through a simple control code. The
generated DNA-Fuzzy based S-boxes are designated as
DNAFZ S-boxes.

- Application of the DNAFZ S-Boxes to image encryption

based on Chen’s hyper chaotic map:

1) The pixels of the original image are 8-bits encoded
and reshaped into a one-dimensional binary sequence.
Then, a secret M-sequence is used to shuffle the binary
stream.

2) The shuffled image binary stream is down sampled to
extract four sub-images.

3) The pixel values of each sub-image are changed by one
of the four DNAFZ S-boxes to generate four DNAFZ
encoded sub-images.

4) Chen’s hyper-chaotic map is applied to generate differ-
ent random sequences. After that, these sequences are
converted into DNA technique. The selection of DNA
rule of each chaotic sequence is made according to the
remaining four rules.

5) The DNAFZ encoded sub-images are diffused with
different hyper chaotic/DNA random sequences, using
a control code, to generate four DNAFZ/chaotic sub-
images.

6) The four DNAFZ/chaotic sub-images are finally com-
bined to reconstruct the cipher image.

The proposed algorithm has been proven effective and secure
through tests and security analyses. The results are compared
to those of other encryption algorithms and proved that the
proposed new algorithm delivers better results than other
recent techniques.

D. STRUCTURE OF ARTICLE

As for the remainder of this article, it is divided as fol-
lows: in Section II, DNA sequences are discussed; in
Section III, the Choquet fuzzy integral (CFI) is briefly
explained. Section IV contains an introduction to hyper-
chaotic maps. Section V proposes the algorithm of the S-box
used in image encryption. Section VI explains the results
of the experiment. As for the evaluation analysis of S-Box,
it is discussed in Section VII. The analysis of the security
of the proposed image encryption method is discussed in
Section VIII. As for Section IX, it holds the conclusion of
this article.

TABLE 1. The encoding rules for DNA sequences.

II. DNA SEQUENCES

Among the basic issues in biology are deoxyribonucleic acid
and DNA sequences. This sequencing has been extensively
used in the application in various other fields. The DNA
sequence includes four basic nucleic acids, adenine, thymine,
cytosine, and guanine, or A, T, C, and G, respectively. Bases
are paired according to the following rule: the purine A is
always paired with the pyrimidine T and the pyrimidine C is
always paired with the purine G. On the other hand, according
to the binary system, 0 and 1 complement one another. Thus,
complementary pairs include 00 and 11, as well as 01 and 10.
In Table 1, rules for coding and decoding DNA bases are
shown. An example can be given for better understanding,
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TABLE 2. DNA XOR operations using Rule 2.

where 185 is the gray level of a pixel. It can be converted
into a DNA sequence, according to the binary format, which
is (10111001). According to Table 1, DNA sequence rules
are Rule1 (GTGC), Rule2 (CTCG), etc. In recent years, DNA
computing has garnered a lot of attention. In this field, some
scientists suggested applying Boolean operators, while apply-
ing DNA as a form of computation [30]–[32]. The exclusive
OR (XOR) operator for each of the four bases of a DNA
sequence is listed in Table 2.

III. CHOQUET FUZZY INTEGRALS

A fuzzy integral is used to aggregate information; it is a
nonlinear function that depends on the fuzzy measure that
gives an alternative computational algorithm. In [10], [28],
[29], [33], [34], the features of CFI are described.

A. FUZZY MEASURE

Fuzzy measures have different classes including necessity,
belief, probability, which is a subset of classical measures,
possibility, and plausibility measures. The fuzzy measure can
be determined through the methods seen in the following
equations:

F(A1) = g1 (1)

F(Ai) = gi + F(Ai−1) + λ gi F(Ai−1), 1 < i < n (2)

where gi represents the membership grade. As for F(Ai),
it marks the fuzzy measure over the corresponding member-
ship grades.

B. SUGENO λ MEASURE

It is a measure close in similarity to the probability measure.
However, it is specific, as it handles the state of probability
representing the state g(A∪B). As for λ, it shows the variance
between the Sugeno measure and the state mentioned above.
Eq. 3 can be used to calculate the real-valued parameter,
λ ∈ [−1, ∞]:

1 + λ =
n

∏

i=1

(1 + λ gi) (3)

C. CHOQUET FUZZY INTEGRAL

In an effort to calculate the CFI, the Sugeno λ and fuzzy
measures are used. However, CFI is a nonlinear figure that
is more complex than both previously mentioned measures
and can be calculated using the following equation:

CFI =
∫

h dg =
n

∑

i=1

[h(xi) − h(xi−1)] F(Ai) (4)

where h is the initial input of the Choquet fuzzy integral.

IV. CHEN’s HYPER CHAOTIC MAPS

Chen’s hyper-chaotic system is described as following
equations:

x . = a (y− x) (5)

y. = −xz+ d x + c y− q (6)

z. = xy− b z (7)

q. = x + k (8)

As can be seen in above equation, a, b, c, d, k are the system
parameters. In the event where a = 36, b = 3, c = 28,
d = 16 and −0.7 ≤ k ≤ 0.7, then chaotic state is achieved
for Chen’s hyper-chaotic system. In this case, the system
can produce four chaotic sequences. For the purpose of this
research and its suggested encryption scheme, Chen’s hyper-
chaotic system is used to produce hyper-chaotic sequences
used in image diffusion [35], [36].

V. PROPOSED IMAGE ENCRYPTION ALGORITHM

BASED ON THE DNAFZ S-BOX

This study proposes a new scheme for image encryption
based on the S-box system that depends on the characteristics
of hyper-chaotic maps, fuzzy integral, DNA techniques, and
the above-mentioned analysis. This new system is highly
efficient, has a more complex structure, improved security,
and stronger resistance to attacks than other algorithms. This
new scheme is developed according to the following steps:
Step one, generating the CFI random sequences, as well as the
S-box. In this article, they will be referred to by FZ S-boxes.
Step two involves using the DNA technique to code the previ-
ously described FZ S-boxes. Following this step, the S-boxes
are referred to as DNAFZ S-boxes. Step number three is using
downsampling to extract four sub-images from the original
image, for which the binary bit of each pixel is modified
through the use of the M sequence. Step four focuses on mak-
ing each of the four sub-images more complex, by replacing
each pixel’s value with the value of one of the four DNAFZ
S-boxes. Step five involves the diffusion of the coded sub-
images. This takes place by using Chen’s hyper-chaotic map,
to extract different DNA random sequences and through the
application of a control code. The final encrypted image is
obtained through the combination of the four sub-images,
which were encoded through the DNAFZ/chaotic systems.
The proposed algorithm in its block diagram form can be
seen in Figure 1. Moreover, Figure 2 explains the algorithm
with a 4 × 4 example of image data. The steps to build the
encryption technique are as follows:

A. DESIGN OF THE CFI-BASED FOUR S-BOXES

GENERATION ALGORITHM (FZ- S Boxes)

In this article, CFI is used as a basis for the generation of
four random sequences that are highly secure [28], [29].
To calculate the CFI, an external key and a secret image are
needed. Both are used to calculate (h1, h2, h3, h4), namely,
the initial input. Since a key is used to select the secret image,
this makes this image variable. To extract the secret image
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FIGURE 1. Block diagram of the proposed algorithm.
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FIGURE 2. A numerical example of the proposed algorithm.

from a group of images, a 6-bit key is used. By applying these
parameters, the security level of the process is increased.
Figure 3 shows the generation of four S-Boxes by the CFI,
along with a brief explanation of how they were generated
(Algorithm 1).
Step 1:

Blocks of 8 bits (K1 K2,. . . . . . .,K16) comprise the 128-bit
secret key. Then, the following equation is used to calculate
the key parameters:

A = (K1 ⊕ K2 ⊕ K3 ⊕ K4) (9)

B = (K5 ⊕ K6 ⊕ K7 ⊕ K8) (10)

C = (K9 ⊕ K10 ⊕ K11 ⊕ K12) (11)

D = (K13 ⊕ K14 ⊕ K15 ⊕ K16) (12)

K =
i=16
∑

i=1

(Ki) (13)

Step 2:

The gray-level matrix of a 256 × 256 image is inserted.
Dividing this image into 2 × 2 blocks results in four values
of I (s), using XOR for each of the gray levels within each
block. The equations below provide the initial inputs (h1, h2,
h3, h4):

h1 = ((A+ K ) mod 256) ⊕ I (1) (14)

h2 = ((B+ K ) mod 256) ⊕ I (2) (15)

h3 = ((C + K ) mod 256) ⊕ I (3) (16)

h4 = ((D+ K ) mod 256) ⊕ I (4) (17)

where I (1),I (2),I (3),and I (4) are each block’s diffused val-
ues, while employing XOR and K is the summation of blocks
for the secret key.

Step 3:

This step involves calculating the initial input (h) from the
image, as well as the key. This (h) is then used to calculate
membership grades, by applying Eq. 18. Afterwards, Eq. 3
is used to calculate λ. The value obtained is then inserted in
Eq. 2 to reach the fuzzy measure.

gi =
1

1 + hi
(18)

Step 4:

To calculate the CFI, Eq. 4 is applied using both the initial
inputs (h1, h2, h3, h4) and the fuzzy measure F(Ai). The
following equation shows the secure PN sequence obtained
from the CFI:

Cj = (ARS(int (CFI mod 1) × 1014, S)) mod 256 (19)

In Eq.19, the arithmetic right shift of the binary sequence
is represented by ARS. CFI mod 1 represents the nor-
malized fraction value. Four different random sequences
(C1, C2, C3, C4) can be obtained as S takes up values
from 0 to 7.
Step 5:

Resizing the four random sequences obtained from the CFI
matrix results in four FZ S-boxes. Each FZ S-box is 16×16 in
size. Each consists of 256 integers of 8 bits in the range
of [0, 255].
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FIGURE 3. Four S-boxes generation.

Algorithm 1 Sequence Generation

Input: External Key with size 128-bit (K ), Secret Image
I (M × N )
Output: Random sequences Cj
1: Divide K into four blocks (K1, K2,. . . . . . .,K16)
2: Calculate key parameters (A,B, C , D)
3: # Eq. (9, 10, 11, 12)
4: Divide secret image into 2 × 2 blocks
5: XOR Operation for each of the gray levels within each
block
6: Calculate initial inputs (h1, h2, h3, h4)
7: # Eq. (14, 15, 16, 17)
8: Calculate Membership Grades (g1, g2, g3, g4)
9:# Eq. (18)
10: Calculate λ based on Eq. (3)
11: Calculate fuzzy measures (F(Ai))
12: # Eq. (2)
13: Use Eq. (4) to calculate CFI
14: Generate random sequences Cj based on Eq. (19)
15: return Cj

B. CONVERTING THE FOUR S-BOXES INTO

DNA (DNAFZ S-BOXES)

• For each of the FZS-boxes, every element is transformed
into an 8-bit binary equivalent, which is then converted
into DNA nitrogenous bases, but not using the same rule.

Algorithm 2 DNAFZ-S Boxes Generation

Input: Four Random Sequences (C1, C2,C3,C4)
Output: DNAFZ-S Boxes
1:Reshape random sequences into matrix with size 16 ×
16 (FZ S-Box).
2: Convert each FZ S-Box into 8-bits binary
3: Generate M sequence (control code) to select used
4 bases of DNA
4: Encode each FZ S-Boxes into DNA
5: return DNAFZ S-Boxes

• As per Table 1, the DNA coding technique has eight
bases; the four S-boxes are encoded using four of these
bases, via the simple M Sequence (Control Code).

• For example, rule (1) is used to encode FZ S-box (1),
rule (7) is used to encode FZ S-box (2), etc. Figure 4
shows the output of the four different DNAFZ S-boxes.

C. IMAGE SUBSTITUTION BASED ON THE FOUR

DNA S-BOXES

The first step involves inserting the original image (size
256 × 256). This is followed by an extraction of the four
sub-images (size 64 × 64) from the original image, through
downsampling. During the step to follow, the values of the
four DNAFZ S-boxes replace the pixels of each sub-image.
As an example, DNAFZ S-box (1) produces the pixel value of
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FIGURE 4. The output of different four DNAFZ S-boxes.
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Algorithm 3 Substitution of Plaintext Image With DNAFZ
S-Boxes
Input: Plaintext Image, P, its row, col, Four DNAFZ
S-Boxes
Output: Four Substitution Images
1: Extract four images by applying downsampling for
P(row, col)
2: Substitute of four images (P1,P2,P3,P4) with DNAFZ
S-Boxes
3:for i=1 to 4
4: Image = P(i)
5: t = 1
6: for ii= 1 to row
7: for jj = 1 to col
8: a = dec2bin(Image(ii, jj ))
9: b = 4MSB of a
10: c = 4 LSB of a
11: d = bin2dec (b)
12: e = bin2dec (c)
13: Image(ii, jj ) = DNAFZ S-Box (d, e)
14: t = t + 1
15: end for
16: end for
17: end for
18:return Four Substitution Images

sub-image (1); DNAFZ S-box (2) produces the pixel value of
sub-image (2), etc. The substitution steps are applied through
following steps:
1) A binary code composed of 8 bits functions as the

substitution input. This code represents numbers from
0 to 255, which are the pixel values of the sub-images.

2) A 16×16 matrix with columns and rows numbered
from 0 to 15 marks the DNAFZ S-box.

3) To perform the value substitution for each pixel,
the 8 input bits are assigned to rows and columns.

4) Thus, the first four bits are assigned to rows, while
the second four are assigned to columns.

5) Each pixel’s new substitution value is obtained by find-
ing its location in the S-box, marked by the calculation
of the number of rows and columns its bits are housed
in. For an example on the calculation of the S-box and
its transformation, see Figures 5.

D. FINAL CIPHER IMAGE BASED ON CHEN’s HYPER MAP

To begin with, there is a brief explanation of how pseudo-
random sequences are obtained from a hyper-chaotic system,
in order to cipher an image. Said system has a secret key
represented by its control parameter, as well as its initial con-
ditions, including Chen’s hyper-chaotic system’s variables
of x, y, z, q described in Section IV. These initial variables
were set to x0 = 0.2243, y0 = 0.5876, z0 = 0.9855, a = 36,
b = 3, c= 28, d = 16, k = 0.2, leading to random sequences
used in the encryption key. The four sequences obtained

FIGURE 5. Example of substitution box transformation.

were transformed using the DNA technique. Each DNA rule
applied was chosen as per the four remaining rules.

As per Table 2, each DNAFZ sub-image was XORed
using a different random sequence obtained after DNA
conversion of the value obtained from the chaotic system.
These sequences were chosen by a control code. To explain
this further, the control code yielded four sequences, one
sequence per sub-image. Whereas DNAFZ sub-image (1)
was encrypted by (q), DNAFZ sub-image (2) was encrypted
by (x), DNAFZ sub-image (3) was encrypted by (z), and
finally DNAFZ sub-image (4) was encrypted by (y). Fol-
lowing this step,four sub-images (DNAFZ/Chaotic) were
changed to the binary system, according to Table 1 and each
of its elements were converted into a decimal number. In the
end, the four sub-images were combined to yield the final
encrypted image.

VI. EXPERIMENTAL RESULTS

For an encryption algorithm to work efficiently, it needs
to be able to encrypt an image, so that statistically it will
have major differences in comparison to its original version.
Results of the experiments tested in this article showed that
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Algorithm 4 Final Cipher Image Based on Chen’s Hyper
Map

Input: Initial Variables (xo, yo, zo, a, b, c, d , k), DNAFZ
Sub-Images
Output: Final Cipher Image
1: Insert initial inputs
2: xo = 0.2243, yo = 0.5876, zo = 0.9855
3: a = 36, b = 3, c = 28, d = 16, k =0.2
4: Generate four random sequences (x, y, z, q)
5: # Eq. (5, 6, 7, 8)
6: x = mod (( x × 104), 256 ) )
7: y = mod (( y × 104), 256 ) )
8: z = mod (( z × 104), 256 ) )
9: q = mod (( q × 104), 256 ) )
10: Convert four random sequences into DNA
11: Use random sequences to apply XOR for each DNAFZ
sub-images.
12: Convert each sub-images into decimal number
13: Combine four sub-images to produce final cipher
image
14: return Final Cipher Image

the suggested algorithm is robust and has improved security
features. The MATLAB software was used to carry out the
experiments on grayscale images whose size was 256 × 256.
Figure 6 marks the original, as well as encrypted images.
From this figure, it can be seen that both images are com-
pletely different, proving the effectiveness of the encryption
algorithm.

VII. EVALUATION ANALYSIS OF S-BOX

The majority logic criterion (MLC) evaluates the S-box’s
statistical capability for the different encryption methods.
To measure the ability of S-boxes to confuse images, several
techniques are available, whether analytical or statistical.
Statistical analysis is quite beneficial, as it shows the abil-
ity of encryption to achieve distortion in an image. This
analysis aids in achieving S-boxes with better encryption
performance. Table 3 gives the results of the tested S-boxes
versus other ones, in tests related to contrast, correlation,
homogeneity, energy, and entropy. This later one tests the
amount of randomness in an encrypted image. Homogene-
ity and energy analyses describe different characteristics of
the encrypted image, while correlation evaluates the rela-
tion between the initial image and its encrypted version.
On the other hand, contrast analysis estimates the loss of
brightness in the host image. All data are evaluated using
MLC, for the purpose of producing the best S-box for
encryption [18], [19], [37], [38].

A. ENTROPY

Information obtained from entropy has two purposes, the first
is to check the distribution of the gray value within the
image and the second is to demonstrate the uncertainty in the

image’s information. Since the maximum value for entropy
is eight, while the minimum is zero, an encryption method
that pushes the value of entropy close to eight is optimum.
To calculate entropy, Eq. 20 is used:

E =
N−1
∑

i=1

P(Xi) log2 P(Xi) (20)

where N is the total number of symbol (X) and P(Xi) is the
probability that symbol(Xi) will occur. An increasing value
of entropy shows that pixels’ gray values are more uniformly
distributed. The security of an encrypted image decreases as
its entropy value is much less than 8, marking an opportunity
of predictability.

B. CONTRAST

Contrast has to do with the difference in the brightness
of an object. To test contrast, a contrast analysis is per-
formed enabling users to see objects and identify informa-
tion beneath. To improve viewing, as well as visual effects,
an adjustment of the contrast and brightness is performed,
while processing an image. When encrypting an image, its
contrast is directly proportional to its randomness, as the
mapping of the S-box is not linear. Mathematically, it can be
computed as:

Contrast =
∑

| i− j |2 P(i, j) (21)

where, p(i, j) is the position of pixels in the gray-level
co-occurrence matrix (GLCM).

C. CORRELATION

Correlation measures the degree of similarity between neigh-
boring pixels. In regular images, neighboring pixels have a
strong correlation. However, when an image is encrypted,
the process tends to reduce this correlation. As such,
an encrypted image that has negligible correlation over an
insecure channel is robust. Correlation has the following
formula:

Correlation =
∑

(
(i− µi)(j− µj)

σiσj
(22)

where, p(i, j) indicates the value of the pixel. For a digital
image, i is the value of the position of the row and j is the
value of the position of the column. As for µ, its marks the
variance, while σ is the standard deviation.

D. ENERGY

In an energy analysis, a calculation of the sum of the squared
members of gray-level co-occurrence is made. Energy value
is high, when high value pixels are found in certain areas of
the plain image in the gray-level co-occurrence matrix. The
energy of the encrypted image, as opposed to the plain image,
is small, as these values are distributed. A computation of the
associated value of an image is also performed in an energy
analysis. It can be calculated as follows:

Energy =
∑

P(i, j)2 (23)

where the number of GLCMmatrices is represented by p(i, j).
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FIGURE 6. The original and final encrypted image.

E. HOMOGENEITY

In the GLCM, the intimacy of element distribution in the
diagonal direction is known as homogeneity and its value
essentially depends on the components existing on the diag-
onal of such a matrix. It is well-known that the smaller the
value of homogeneity, the stronger the encryption algorithm.
Homogeneity is calculated as per the following:

Homogeneity =
∑ P(i, j)

1+ | i− j |
(24)

For the purpose of this article, an MLC encryption analysis
was performed based on two regular plain images. This was
done in order to show that the suggested S-boxes can be
used to encrypt multimedia files. Table 3 shows the result
of the analysis using the suggested S-boxes, as well those
following the use of other types of S-boxes. Results of the
MLC analysis proved that the proposed S-boxes are strong

compared to others, as well as their adequacy for use in
encryption applications and in algorithms meant for secure
communication of multimedia files between two parties.

VIII. SECURITY ANALYSIS OF IMAGE ENCRYPTION

There are different types of attacks on multimedia files,
including chosen cipher-text, statistical, known-plaintext, dif-
ferential, as well as several brute-force attacks. A good cryp-
tosystem must be able to resist all of them. The various types
of analyses suggested above were conducted on the proposed
algorithm, including key sensitivity analysis, NIST test, his-
togram analysis, Chi-square, information entropy, correlation
between two adjacent pixels, PSNR, contrast, classical types
of attack, and robustness test. Other types of differential
analyses carried out were the unified average intensity change
and the change in the number of pixel rate [42], [43].
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TABLE 3. The comparative results of the proposed S-box with the other works when S-box is employed in encryption algorithms. It can be visualized that
the proposed S-box has outperformed the other works.

A. KEY SENSITIVITY ANALYSIS

In order to prevent a brute-force attack, the cryptosystem
has to be sensitive to a secret key. To test this issue in this
research, a plain image was first encrypted using a key, then
decrypted with a key that was subjected to a slight change
from the initial one [1], [44], [45]. This initial key is CFI’s
initial parameters, consisting of the external key and the
secret image. The specificity of the generation code can be
changed through a change in the initial parameters of the
CFI for the specific system. The first step involves changing
one bit of the external key, which changes the key itself.
The variation percentage was 99.6074428 %, which proves
the high sensitivity of the secret key. The second step calls
for applying Gaussian noise to the secret image. Thus, four
new S-boxes are produced and The difference percentage
was 99.6554982 %, which proves the high sensitivity of the
secret image. Similarly, hyper-chaotic maps are very sensitive
to parameters related to the experiment’s initial conditions.
A small change in the key can lead to a decrypted image
that is different from the encrypted one and the difference
was 99.5682241%. Thus, it was concluded that the encryption
algorithm is sensitive to the main key, as a slight change will
lead to an incorrect image and incorrect results. Results of
this experiment can be seen in Figure 7. This figure shows
six images, (a) the key sensitivity with the change secret key,
(c) the key sensitivity with the add noise to secret image
key,(e) the key sensitivity with the change initial condition of
hyper map, and (b), (e), (f) the difference between decrypted
image with main key and decrypted image with modified key.

B. STATISTICAL ANALYSIS

1) NIST TEST SUITE ANALYSIS

NIST test is excuted to check the randomness of the binary
sequence. It is a statical group consists of 15 tests. If the
P-value for each test is greater than 0.01, the sequence has
to be random [46], [47]. Table 4 shows the NIST test results

of four FZ S-Boxes as compared to S-Boxes based on two
types of chaotic maps. In addition, the test results of cipher
image are presented in Table 5. It can be seen that all the tests
have passed successfully.

2) HISTOGRAM ANALYSIS

This section marks the histogram analysis of both original
and encrypted images. There does not seem to be any statisti-
cal resemblance between both. Original images’ histograms
are tilted and have long spikes. As for ciphered images,
their histograms are flat and uniform. Figure 8 and 9 mark
the 3D and 2D histograms of the original and encrypted
images, respectively. The comparison between images in the
two figures shows that the ciphered images are random like
[44], [48]. To evaluate uniformity of the cipher images,
the histogram’s variance x determined as follows is applied
for quantity analysis [49], [50]. The xi and xj represent the
pixel’s number with gray value equal to i and j, respectively.

Var(x) =
1

n2

n
∑

i=1

n
∑

j=1

1

2
(xi − xj)

2 (25)

The smaller value of variances denotes the higher uni-
formity of ciphered images. The variance values of cipher
images are shown in Table 6, from which can be seen that the
simulation results indicate that the histograms of encrypted
images are uniformly distributed. Moreover, the comparison
is applied to other schemes, it can be seen that the vari-
ance values of the proposed algorithm are lower than other
schemes. Therefore, the proposed scheme is more robust to
resist the statistical attacks.

3) CHI-SQUARE TEST ANALYSIS

Chi-square test analysis is performed to measure the quan-
titatively of uniformity the gray value of pixel. Smaller
the value of Chi square indicates the higher uniformity
of grayscale [54], [55]. Chi-square test can be calculated
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FIGURE 7. Key sensitivity analysis; (a) Key sensitivity with change one bit in secret key;(c) Key sensitivity with add noise in secret image; (f) Key
sensitivity with change the key of hyper map; (b), (d), and (e) The difference between decrypted image with main key and decrypted image with
modified key.

TABLE 4. NIST test results of four FZ S-boxes as compared to S-boxes based on two types of chaotic maps.

TABLE 5. NIST test of cipher image.

as follows:

X2
test =

255
∑

i=0

(obsi − expi)2

expi
(26)

where, expi and obsi are the expected and observed frequen-
cies, respectively. The expression for expi is:

expi =
M × N

256
(27)

where, M × N is the image size. The Chi-square test results
of cipher images are as displayed in Table 7.

4) INFORMATION ENTROPY ANALYSIS

Information entropy serves two purposes: it shows uncer-
tainty in the image’s information and evaluates the distribu-
tion of its gray value. The smallest value for entropy is zero,
while the maximum is eight. So, a good encryption algorithm
needs to be able drive the information entropy up, as close
as possible to 8 [1], [2]. The information entropy can be
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FIGURE 8. 3D histogram analysis.
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FIGURE 9. Histogram of original and encrypted images; (A1) - (A4) The original images; (B1) - (B4) The histogram of original images;
(C1) - (C4) The encrypted images; (D1) - (D4) The histogram of encrypted images.

calculated according to the following equation:

E =
N−1
∑

i=1

P(Xi) log2 P(Xi) (28)

where N is the total number of symbol (X) and P(Xi) is
the probability that symbol (Xi) will occur. As previously
stated, entropy needs to be close to 8 in the encrypted image.
Table 8 marks a comparison between the entropy information
of a cipher image encrypted with the proposed algorithm and
those encrypted with other algorithms. It can be seen that
the entropy of the cipher image encrypted with the suggested
scheme is close to 8 (the ideal value). Our proposed scheme

realizes better 4 results in overall, better 2 results in [22], [56].
This indicates that the suggested scheme achieves the
best results, i.e., images encrypted using this scheme have
random-pixel-value distribution.

5) CORRELATION COEFFICIENT

To determine the resemblance between two images, a cor-
relational analysis is applied. This is especially done in
encryption applications. Adjacent pixels’ values are usually
close, making them highly similar, with a higher correlation.
An effective cryptosystem needs to be able to disrupt this
correlation between adjacent pixels. Thus, if the correlation

14298 VOLUME 9, 2021



A. G. Mohamed et al.: New DNA Coded Fuzzy Based (DNAFZ) S-Boxes: Application to Robust Image Encryption

TABLE 6. Variances of histograms for cipher images.

TABLE 7. The chi-square test of cipher images.

TABLE 8. Information entropy analysis.

coefficient is close to zero, then the encryption algorithm is
effective [22], [57]. To calculate the correlation coefficient in
either the vertical, horizontal, or diagonal directions, Eq. 29
is applied:

rxy =
cov(x, y)

√
D(x) ∗

√
D(y)

(29)

In the previous equation, rxy is the correlation coefficient and
COV is the covariance between pixels (x) and (y). (x) is the
value of a pixel on the plaintext image, while (y) is the value
of the same pixel on the cipher-text one and they are both
gray-scale values. D(x) is the variance and E(x) is the mean.
On Figure 10, one can see the correlation between two side
by side pixels on the plain image, as well as on the cipher
image, in the three directions (vertical, horizontal, and diag-
onal). It shows that the correlation between these pixels has
significantly decreased on the cipher image. Table 9 depicts
the correlation distribution of various images encrypted with
the suggested algorithm, as well as the results of other images
encoded with competing algorithms. The correlation in the
original image was seen to be closer to 1, while that of the
encrypted image was closer to 0 (better than after applying
other algorithms). This means that the suggested algorithm
can cause a decrease in the correlation between two side by
side pixels in the encrypted image.

C. DIFFERENTIAL ATTACKS

To check on the effect of one-bit difference between the
original image and the ciphered one, two indicators are used,
for the analysis of a differential attack [56]–[59]. They are
NPCR and UACI or number of pixels change rate and unified
average changing intensity, respectively. They are calculated
as follows:

NPCR =
∑

i,jD(i, j)

W ∗ H
∗ 100 % (30)

UACI =
∑

i,j C1(i, j) − C2(i, j)

255
∗ 100 % (31)

W and H are the width and height of the cipher image,
respectively. C1(i, j) is the encrypted image before change in
one pixel for the plain image and C2(i, j) is the image after
the change. Table 10 shows values of both UACI and NPCR,
which are both close to the optimumvalues. Their valueswere
99.6094% for NPCR and 33.4635% for UACI. This proves
that the algorithm exhibits high sensitivity towards changes
in the original image, even if they are quite small. This means
that it can resist differential attacks.

D. PEAK SIGNAL-TO-NOISE RATIO (PSNR)

The peak signal-to-noise ratio is utilized to measure the qual-
ity of the encryption algorithm. PSNR displays the variance
in the value of pixel between the original image and the cipher
image. PSNR can be measured as the following formula:

PSNR = 10 log

[

M ∗ N ∗ 2552
∑N

i=1

∑M
i=1[P(i, j) − C(i, j)]2

]

(32)

where M and N represent the length and width of the
image,respectively. P(i, j) represents the pixel value of an
original image, and C(i, j) represents the pixel value of the
cipher image. The encryption quality is best when the PSNR
is small value. Table 11 displays the result of PSNR between
original and encrypted images.

VOLUME 9, 2021 14299



A. G. Mohamed et al.: New DNA Coded Fuzzy Based (DNAFZ) S-Boxes: Application to Robust Image Encryption

FIGURE 10. Correlation of two adjacent pixels of the original image Lena and its encrypted image.

E. CONTRAST

The intensity variation between pixels and their neighboring
pixels can be measured through the contrast. The higher
value of contrast indicates the superiority of encryption
scheme [60], [61]. Mathematically, it can be calculated as:

Contrast =
∑

| i− j |2 P(i, j) (33)

where, p(i, j) is the position of pixels in the gray-level
co-occurrence matrix (GLCM). Table 12 lists the contrast
analysis of the proposed algorithm. It has the best results
when compared to other algorithms.

F. SPEED ANALYSIS

The system used in the tests has the following specifications,
a 3.0 GHz processor with 8GB RAM, running Windows
10 operating system and using MATLAB R2017b. This mark
and dictates the speed of the algorithm. Table 13 demonstrates

the encryption time of different images. As for Table 14,
it shows the decryption time.

G. CLASSICAL TYPES OF ATTACKS

Four well-known attacks are utilized by attackers to break any
cryptosystem which can be termed as ciphertext only attack,
chosen ciphertext attack, known-plaintext attack, and chosen-
plaintext attack [63], [64].
(1) Ciphertext only Attack: The contender has access to

the string of ciphertext.
(2) Known Plain-text Attack: The contender has access

to the strings of both plain and cipher-text.
(3) Chosen Ciphertext Attack: The contender can choose

the ciphertext string and obtains the corresponding plaintext
string.

(4) Chosen Plaintext Attack: The contender can choose
the plaintext string and obtains the corresponding ciphertext
string.
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TABLE 9. Correlation coefficient between two adjacent pixels in the original and encrypted images.

TABLE 10. NPCR and UACI for different images.

TABLE 11. Peak signal to noise ratio.

The proposed image encryption technique has utilized
XOR operation through the diffusion operation. It is very
significant to check its resistance towards chosen plain text
attack [65]–[67]. This attack analysis is applied as follows:

C1(x, y) ⊕ C2(x, y) = P1(x, y) ⊕ P2(x, y) (34)

P1 and P2 are plain Lena and Cameraman images, where C1

and C2 are their corresponding encrypted forms respectively.
If both C and P are similar, then the algorithm is vulnerable
to chosen plain text attack. Figure 11 ensures that the XOR

TABLE 12. Contrast of cipher image.

TABLE 13. Encryption time consumption [unit:sec].

TABLE 14. Decryption time consumption [unit:sec].

of plain text and ciphertext are not similar which means the
proposed algorithm is not vulnerable to chosen plain text
attack.
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FIGURE 11. Chosen plain text analysis: (a) XOR, Two original images. (b) XOR, The cipher image of its original image.

FIGURE 12. Decrypted images under salt and pepper noise with: (a)0.005; (b) 0.05; (c) 0.1.

FIGURE 13. Occlusion attack: (a) Encrypted image with lost block; (b) Decrypted image.

H. ROBUSTNESS TEST

Several types of attacks were used to test the proposed
algorithm, including salt and pepper noise, occlusion attack.

PSNR is measured in this article to analyze the quality of
the decrypted image in comparison with the plain-image.
The greater value of PSNR results in minimal distortion in the
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TABLE 15. PSNR of decrypted image after different attacks.

plain image [55], [68]. The results are listed in Table 15which
displays the PSNR values of the decrypted images as the
encrypted images are attacked by various image operations.
The robustness of the proposed algorithm is explained by the
results that the decrypted images are still identifiable in spite
of the cipher-image being distorted. Test result displays that
we can still decrypt the encrypted image when the encrypted
image is added salt and pepper noise, as shown in Figure 12
as well as occlusion attack displayed in Figure 13.

IX. DISCUSSION AND CONCLUSION

There are several available encryption algorithms developed
by researchers, however technological advances do not cease
to require better, more secure, and more resistant schemes
to ward off attacks. A more secure method based on a new
designed S-Box based DNA-like techniques and CFI; and
combined with hyper-chaotic maps, is suggested in this arti-
cle. The new proposed S-boxes are more secure and highly
complex and are shown to be excellent choices for robust
image encryption. Some considerations were taken to ensure
resistance against attacks. The first one was to uses CFI to
develop four random sequences. To create the initial input,
a secret image key and a finite length key were used. The sec-
ond consideration was basing the four different FZ S-boxes
on CFI. The third consideration was using a DNA-inspired
technique and applying it through a control code to select
four of the eight DNA rules, one per each FZ S-box. The
fourth one was extracting four sub-images from the plain
image, through downsampling. The fifth one was changing
the values of the sub-images with values of the four DNAFZ
S-boxes. The sixth consideration was diffusing each of the
DNAFZ sub-images using a randomDNA sequence extracted
from Chen’s hyper-chaotic map. The final consideration was
combining the four DNAFZ/chaotic sub-images, to form the
cipher image. The proposed algorithm has been proven effec-
tive and secure through tests and security analyses. To test
the security of the new algorithm different 256 × 256 images
were used, with results indicating its high sensitivity to its
key. The values of the pixel correlation coefficient were quite
small either horizontally, vertically, or diagonally. In addition,
the information entropy of the encrypted image was very near
to the ideal value of 8. As for the UACI and the NPCR values
were also very close to the optimum ones. These results show
that the performance of the proposed algorithm is advanta-
geous over most other of other image encryption techniques.
Hence, we can conclude that the proposedDNAFZS-Box and
encryption algorithm have the potential to be used in image
encryption, through future securemultimedia communication
systems.
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