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Abstract. The starting point for collision attacks on practical hash functions is a local collision. In
this paper, we make a systematic study of local collisions for the SHA-2 family. The possible linear
approximations of the constituent Boolean functions are considered and certain impossible conditions
for such approximations are identified. Based on appropriate approximations, we describe a general
method for finding local collisions. Applying this method, we obtain several local collisions and compute
the probabilities of the various differential paths. Previously, only one local collision due to Gilbert-
Handschuh was known. We point out two impossible conditions in the GH local collision and provide
an example of an impossible differential path for linearized SHA-2 using this local collision. Sixteen
new local collisions are obtained none of which have any impossible conditions. The probabilities of
these local collisions are a little less than the GH local collision. On the other hand, the absence of
impossible conditions may make them more suitable for (reduced round) collision search attacks on the
SHA-2 family.

1 Introduction

Study of collision search attacks on practical hash functions is a topic of intense interest in recent times.
Some spectacular successes have been reported for concrete and widely used proposals such as MD5 [I2] and
SHA-1 [TT/1]. Other less popular hash functions such as RIPEMD and HAVAL have also been successfully
attacked.

Currently, the two commonly used hash functions are MD5 and SHA-1. In view of the attacks on these
functions, there seems to be a tendency to move to the more complicated SHA-2 family. As a result, these
hash functions will receive much more attention from the research community.

Usually, the first step in a collision search attack is to find a local collision. This is a collision for a
fixed number of steps of the round function. Details about the message expansion are ignored. Further, all
nonlinear components of the hash design are approximated by some suitable linear functions. Once a local
collision is obtained, one attempts to find a collision for the full hash function by taking into account the
message expansion and the nonlinear behaviour of the hash design. For example, Wang et al.’s attack on the
SHA-1 hash function [IT] uses the local collision obtained by Chabaud and Joux [2]. For details about this
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approach one may refer to [2].

Known Results for the SHA-2 Family: Gilbert and Handschuh (GH) [d] were the first to study local
collisions in the SHA-2 family. They reported a 9-round local collision and estimated the probability of the
differential path to be 27%. The message expansion of the SHA-256 was studied by Mendel et al [7], who
reported reduced round (near) collisions. The work [7] remarked that the probability of the GH local collision
is 2739, This value of the probability was also obtained in [5] when modular differences are considered. An
earlier work [0] studied a very simplified variant of SHA-256. The encryption mode of SHA-256 is analyzed
in [I4] and is not relevant to collision search attacks.
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Our Contributions: All previous works have considered only the GH local collision. In this paper, we
revisit the problem of obtaining a local collision for the SHA-2 family of functions. Local collisions are
found by forming linear approximations of the Boolean functions f;r and fasa; involved in round function
of SHA-2. We make a systematic analysis of the linear approximations of the two Boolean functions. The
differential analysis shows that certain kinds of linear approximations give rise to impossible conditions.
Given any linear approximations for f;r and faras, we describe a step-by-step method for finding a 9-step
local collision for the corresponding linearized round function. This method has been applied on all feasible
linear approximations. Two of the cases have been described in details. We also show how to extend the
presented local collisions into 17 and 18 step collisions for SHA-2.

The GH local collision was obtained by approximating both frr and faras by 0. We show that both
the approximations have one impossible condition each and this can lead to an impossible differential path.
Note that the differential path is impossible for the linearized version of the hash function. It is not impos-
sible for the actual design. An example is provided of an 12-step impossible differential path for the GH
local collision. This path is impossible due to the impossible condition on the approximation of frr by 0.
Mendel et al [ circumvent the impossible conditions of the Boolean functions by using carry propagation
in addition. However, this puts extra conditions on message bits reducing the freedom and thereby reducing
the probability of the attack. We hope that the new local collisions will help carry out longer round attacks
on SHA-2 family.

There are four linear approximations each of fy;47 and f;r which do not have any impossible conditions.
These give rise to a total of 16 different linear approximations without any impossible conditions. We develop
all these approximations to obtain 16 new local collisions without any impossible conditions. Also, we describe
four other local collisions which have one impossible condition for fy;4; and none for f;p.

Probabilities of all the local collisions are computed. For the GH local collision we obtain a probability
of 2742, The previous estimate by GH was 276, The probabilities of the other local collisions are found to
be between 274° to 2754, In [A], the probability of the GH local collision was computed to be 273 using
modular differences and in [7] it was remarked (without providing details) that this can be higher than 2739
even with XOR differences. We note that whatever be the method for computing probability estimates, the
relative probabilities of the different local collisions will probably remain the same. Further, even though
the probabilities of the new local collisions are lower than the GH local collision, the absence of impossible
conditions may offset this disadvantage when they are used to find actual (reduced round) collisions for the
SHA-2 family.

2 SHA-2 Family of Hash Functions

The round function of the SHA-2 family is shown in Figure [l In this article, we analyze only the round
function. For the complete description of the SHA-2 family see [0]. The 8 registers are updated in each step
according to the following equations (all additions are modulo 232):

a; = Xo(ai—1) + farags(ai—1,bi—1,¢i-1) + X1(ei—1)
+frr(ei—1, fi—1,Gi—1) + hic1 + K + W,
b = a;_1
ci = b1
di =ci1 (1)
ei =di—1+ Xi(ei—1) + frr(€i-1, fi—1,9i-1)
+hi-1+ K+ W,
fi =ei1
9i = fi—1
hi =gi1




Fig. 1. Round function of SHA-2 family
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The frr and the fy; 4y are three variable Boolean functions defined as:

fre(z,y,2) = (@ Ny) ® (- Az)
fruas(@y,2)=@Ay) ®(YA2)D(zA2)

The functions Xy and Yy are defined differently for SHA-256 and SHA-512. For SHA-256, these functions
are defined as:

Yo(z) = ROTR?*(z) ® ROTR"(z) & ROTR**(x)
Y1(z) = ROTRS(x) ® ROTRY(z) ® ROTR?*(x)

And for SHA-512, they are defined as:

Yo(z) = ROTR*(z) ® ROTR3*(z) ® ROTR*(z)
Y1(x) = ROTRY(z) ® ROTR'8(z) & ROTR*'(x)

Our analysis treats Xy and Xy as operators, hence the discussion that follows holds for both SHA-256 and
SHA-512 (In the following, we will interchangeably use X;(X) and X; X). Since SHA-384 is just a truncated
version of SHA-512, we refer to all the three hash functions as SHA-2 family. Although the word size in
SHA-256 is 32 bits and that in SHA-512 / SHA-384 is 64 bits, our analysis remains the same for all these
hash functions. There is a minor difference in the probability calculations for the differential paths. This
issue is discussed later.

3 Differential Properties of Boolean Functions

Let f(z) be a Boolean function on n variables. By Az we denote the XOR difference in the input of f, i.e.,
Ar = x @ 2’ for two n-bit strings x and x’. The value of Az can be any 2™ bit string. Given Ax, define



Af = f(x® Ax) @ f(x). The value of Af is either 0 or 1 but is not uniquely determined by the value of Ax.
Assuming that z is uniformly distributed over {0,1}", the value of Af is 0 or 1 with certain probabilities.

There are two Boolean functions used in SHA-2, namely the f;r and the fy; 47, which are 3-input bit-wise
‘If’ and the ‘Majority’ functions respectively. The three inputs to the functions can have XOR differences of
0 or 1. Depending on their positions, the Boolean functions propagate the differences or absorb them. The
differential properties are shown in Table [l The first 3 columns in this table are the input differences to
the Boolean functions, whose output differences are listed in next 2 columns. An entry of 0 (resp. 1) in a
Boolean function column means that Af is 0 (resp. 1) with probability 1. An entry (0,1) denotes that Af
is 0 with probability half. We will use this table to compute the probabilities of the differential paths that
we show later. Note that the differential properties of Boolean function frr and fyra; are also considered
in [§] but our presentation is different.

Impossible Conditions: Suppose we approximate f(x) by a linear function I(x). Note that Ax fixes the
value of Al with probability one. Now suppose that for some Az, the value of Af is also determined with
probability one and that Af # Al for this value of Az. Then the particular value of Az for which this occurs
is said to be an impossible condition for the approximation of f by [. The complete list of impossible
conditions which arise when frr and fyr47 are approximated by different linear functions is given in Table 2]

Table 1. Differential properties of frr and fasas. A single 1 (0) in the last 2 columns means that this value
holds with probability 1. The entry (0,1) implies that both the values are possible with probability % each.

Aa|Ab|Ac|Afrr(a,b, c)|Afaras(a,b,c)
0]0]|0 0 0
0j0]1] (©1) 0.1)
010 (01 (0,1)
011 1 0,1)
1[olo] (00 (0,1)
T[o0]1] (0,0 (0,1)
1[1]0] (0,0 (0,1)
T[1[1] (0,0 1

Table 2. Impossible conditions for the different linear approximations of frg(a,b,c¢) and faras(a,b,c).
The entries in the table provide the values of (Aa, Ab, Ac) which are the impossible conditions for the
corresponding approximation.

a b c a®b |adc |bBc a®bdc
frr (0,1,1) |(0,1,1) {none  |none |none |none |(0,1,1) [(0,1,1)
fmas|(1,1,1) lnone  |none |none  [(1,1,1)|(1,1,1) |(1,1,1) |none

The probability that frr(a,b,c) = 0is 1/2 and the probability that frp(a,b,c) = ¢ (or b) is 3/4. This
suggests that approximating frr by ¢ (or b) should be better than approximating f;r by 0. From Table [
the probability that Afjp = Ac is 5/8, where as the probability for Af;r = 0 is still 1/2. Thus, on an
average, the approximation of frr by ¢ should be better than that by 0 even for a differential analysis.



Remark: It has been mentioned in [7, Page 130, Lines 4-5] that several approximations for frr and fazas
are possible and all of these hold with probability 0.5. Table 1 and the discussion above shows that this is
not the case. Specifically, the approximation ¢ (or b) is better than the approximation 0 for frp(a,b,c).

Explanations of two observations on Page 135 of [7]. These observations were made regarding the
presence of impossible characteristics in the GH local collision where both f;r and fy;45 are approximated
by 0.

1. If there are three consecutive steps in the differential path, such that Aa is 1 in the same bit position,
then the resulting characteristics is impossible.

2. If there are three consecutive steps in the differential path, such that there is a bit position where Ae is
1 for the first two steps and 0 for the third step, then the resulting characteristics is impossible.

The first observation is explained by the fact that the condition (1,1, 1) is an impossible condition for the
approximation of fyra; by 0. The second observation is explained by the fact that the condition (0,1,1) is
an impossible condition for the approximation of f;r by 0. Note that Mendel et al [7] also explain these
observations on the basis of probability of approximations of frr and Fis 45 being 0 in certain cases, without
explicitly mentioning the conditions as presented here. We discuss these observations here since they fit with
our unified way of considering the impossible conditions in the two Boolean functions.

4 Linear Approximation of SHA-2 Round Function

Local collisions are usually found for the linearized version of the hash function concerned [2fI{)]. Once it
is found for the simple case, the probability for this local collision to hold for the actual hash function is
computed. We proceed along similar lines and approximate all additions in SHA-2 by bit-wise XOR. There
are many possibilities for the linear approximations of frr and firas functions. A general form of expressing
these approximations is the following

(2)

fuag(a,byc) = xlaeaxgb@xgc}
frr(e, f.9) = e @ yaf © yag

where (21,22, 23) and (y1,y2,ys) are 3-bit strings. Thus, the linear approximations are completely specified
by these two strings. Let Areg; = (Aa;, Ab;, Aci, Ad;, Ae;, Afi, Agi, Ah;). Then the linearized version of
the SHA-2 round function can be expressed by an equation of the form

(Areg;)" = A(Areg; ;, AW;)" (3)

where ()¢ denotes transpose and A is a suitable matrix which is constructed depending upon the particular
linear approximation being used. The form of A in terms of (z1,z2, z3) and (y1,y2,y3) is given by ©).

pra2x30pry2ys 1l
1 00000000
01 000O0O0O0O
A 00 1000000
00 01pryaysll
00 001O0O00O0O0
00 0001TO0O00O0
(000000 100]
where p1 = (21 © o) and p2 = (y1 & X1). (4)



The simplest is to approximate both fys4; and frp by the constant function 0 (i.e., (x1,x2,23) = 0 and
(y1,v2,y3) = 0) as has been done by GH []. These approximations, however, give rise to two impossible
conditions as has been discussed in Section Bl There are four linear approximations of f;r which do not have
any impossible conditions. In Table Bl we consider the situation where fyra; is approximated by zero and
frF is approximated by zero and the four other linear functions which do not have impossible conditions.
From Table B, we find that there are 16 possible combinations of linear approximations of fy;a; and fip
which do not have any impossible conditions. These are listed in Table Bl

5 Technique for Finding Local Collisions

We describe the method for finding a local collision spanning k steps. For the local collision to exist, the
difference of registers at the start and at the end must be zero. Besides, the first and the last message
differences must not be zero, to make it exactly a k-step collision.

Table 3. Linear approximations for fysas(a,b,c), fir(e, f,g) and the corresponding (z1, z2, 3, Y1, Y2, Y3).
Case A has been considered by Gilbert-Handschuh. It has one impossible condition each for both fj;4; and
frr. Cases B to E have one impossible condition for fj;4; and none for frp.

Case|fmag(a,b,c)| frrle, fr9) |(x1, 22, 23) | (Y1, y2, ¥3)
A 0 0 0,0,0) | (0,0,0)
B 0 gi—1 (0,0,0) (0,0,1)
C 0 fi—1 (0,0,0) (0,1,0)
D 0 ei—1 D gi—1 (0,0,0) (1,0,1)
E 0 ei—1 @ fi—1| (0,0,0) (1,1,0)

Table 4. Linear approximations for firas(a,b,c) and frr(e, f,g) and corresponding (z1, z2, 3, Y1, Y2, Y3).
These approximations do not have any impossible conditions for either fa;as or frp.

Case|fmag(a, b c)|fir(e, f,9)|(x1, w2, 23)|(y1, Y2, y3)
1 a f (1,0,0) (0,1,0)
2 a g (1,0,0) (0,0,1)
3 a ed f (1,0,0) (1,1,0)
4 a edg (1,0,0) (1,0,1)
5 b f (0,1,0) (0,1,0)
6 b g (0,1,0) (0,0,1)
7 b ed f (0,1,0) (1,1,0)
8 b edg (0,1,0) (1,0,1)
9 c f (0,0,1) (0,1,0)
10 c g (0,0,1) (0,0,1)
11 c ed f (0,0,l) (1,1,0)
12 cdg 0,0,1) | (1,0,1)
13| adboc 7 1,1,1) | (0,1,0)
14| a®bdc g (1,1,1) (0,0,1)
15| a®bdec edf (1,1,1) (1,1,0)
16 | adbde edg (1,1,1) (1,0,1)




The basic idea is to iterate the linear system in the forward direction; equate the register values to 0 after
k steps and then solve the resulting equations. The forward iteration is done in the following manner.

1. Areg, = (0,0,0,0,0,0,0,0).
Fori=1to k do

(Areg,)! = A(Areg;_,, AW;)Y;
end do.

W

The procedure provides Areg;, in terms of AW7,..., AWj. We now have to set Areg;, = 0 and solve
for AWy, ..., AWj. Since the expressions for Areg;, are quite complicated, there does not seem to be any
general method for solving these equations. On the other hand, the equations do have a pattern, which we
have exploited to obtain solutions. We explain our method for k = 9 for Case B of Table Bl Similar methods
have been applied to the other two cases. All our computations have been carried out using the symbolic
computation package Mathematica [T3].

5.1 Case B of Table

The actual values of Aregg in this case is given in Section [Al Below we show how to solve for AWy, ..., AW,
under the condition Aregg = 0.

Step 1: The expression for Ahg is of the form

Ahg = AWs @ 51 (AWs) @ T7(AWL) & AWz @ X5 (AW:) @ Z1 (AW:) @ Zo(AW))
DT (AWY) © ST (AWY).

Setting Ahg = 0 provides

AWs = Z1(AWs) @ S (AWL) & AWs @ 55 (AW3) @ Z1(AW:) & Xo(AW:)
O (AW ® ST (AW). (5)

Step 2: Eliminating AWs from (Aay, ..., Age) using ([E), we obtain

Ago = AW @ AW4 @ X1 (AW3) @ So(AW:) @ T1(AW:) @ AW, @ X5 (AWh)
DXo(Z1(AWL)) @ X5 (AWA).

Setting Agg = 0 provides

AWy = Wy @ D1 (AW3) © So(AW:) @ X7 (AW:2) & AW, & S5 (AW)
Do (Z1(AWL)) @ ZT (AWY). (6)

Step 3: Eliminating AW; from (Aag, ..., Afy) using (f), we obtain
Afo = AWs @ AWs @ X1 (AW.) @ Zo(AW3) @ X1 (AWs) & AWa & X5 (AW?)
BX0(X1(AW2)) & IF (AW2) & Z5 (AW1) & 55 (Z1(AWL))
DX (T (AWh)) @ X1 (AWL).
Setting Afg = 0 provides
AWs = AWs @ 51 (AW.) @ Zo(AW3) @ S (AW3) @ Wa @ I3 (AW:) @ Zo (21 (AW?))
GBI (AW:) & T (AWL) & Z5 (21 (AWL)) & Zo(Z5(AWL)) & Z1(AWL). (7)



Step 4: Eliminating AWy in (Aag, ..., Aeg) using ([@) we obtain

Aeg = AWy @ So(AWs) @ T3 (AW3) @ Zo(Z1(AW:)) @ Z5 (AW2) @ X5 (X1 (AW?))
BX0(ZF(AW2)) @ AWy @ Zo(AW:) @ Ty (AW1) & X5 (X1 (AWh))
OIG(ZT(AWL)) @ Xo (X5 (AWL)).

Setting Aeg = 0 provides

AWy = Zo(AWL) @ g (AW3) & Xo(Z1(AW3)) @ X5 (AW,) @ X5 (21 (AW:))
DXo(ZF(AW:)) & AW1 & Zo(AWL) & X5 (AWh) & S5 (D1 (AWL))
BI0(XT(AWL)) & So(Z7 (AW)). (8)

Step 5: Eliminating AWy in (Aag, ..., Ady) using (@) we obtain

Ady = Xo(AWs) @ S5 (AWL) @ Zo(Z1(AWL)) @ 5 (AW:) @ X5 (21 (AWs)) @
So(ZF(AW:)) @ AW, @ Xo(AW:) @ Tg (AWs) @ T (X1 (AWs)) &
T3 (AW)) ® Zo (T3 (AW:)) @ X5 (AW:) @ I5(AWL) @ Z1(AWL) @
Z5(Z1(AWL)) @ S5(Z3(AW)) @ X3 (ZF(AWL)) @ So( X1 (AWL)).

Now the situation is different from the previous 4 steps. In the expression for Adg we do not have any AW;
whose “coefficient” is 1. Only AWj5 occurs once with a “coefficient” of Xy. We solve for AWj in the following
manner. Set

AW, = Xo(z) & Z1(AW,) (9)

where x is a variable to be determined later. With this substitution, we have Ady = Xo(AW;5 & X)), for
some expression X which we provide shortly. Now setting Adg = 0, provides one solution to be AW5 = X,
where the value of X is given by the right side of the following expression.

AWs = (10 Z0® XgXa5 @ XX @ XoX3) (@) @ Xo(AWL) & T1(AWa) & X2 (AWs)
DX (Z1(AW3)) @ TF(AWs) @ Zo(AW:) ® S5(AW:) © 1 (AW). (10)

Step 6: Eliminating AW5 in (Aag, Abg, Acy) using () we obtain
Acy = 55(z) ® Xo(Z1(z)) @ AWz @ X5 (AWL).
Setting Acg = 0 provides
AWs = 55(z) @ Zo(Z1(x)) @ X5 (AWL). (11)

Step 7: Eliminating AW3 in (Aag, Abg) using ([[I) we obtain
Aby = 55 (21 () @ AWs @ AW1 @ 55 (X1 (AWL)).
Setting Abg = 0, provides
AWy = 53(Z1(z)) @ AW @ X5 (21 (AWL)). (12)



Step 8: Eliminating AW, from Aag using (), we obtain
Aag = x & AW;.
Setting Aag = 0 provides
AW, = z. (13)

Equations @), @), @), &), @), @), @), ), and @) form a solution to the problem of finding a local
collision for the linearized round function. In this form, the equations are not easy to handle. But, if we start

the process of back substitution, i.e., use AW; = z in ([[2) and then use the values of AW; and AW, in ()
and so on, then the solution is substantially simplified and we finally obtain

(AW, ..., AWy) =
(x, Xo(2)® X1 (), Xo(XZ1(x)), z, Xo(x) & z, Xo(x) & X1 (x),0,z, x).

5.2 A Difficult Example: Case 3 of Table H

The technique described in the previous subsection does not work always. There are cases when we cannot
solve the equations in the manner described earlier. A slightly modified method is used for such cases. We
briefly describe this procedure for the Case 3 of Table Bl The actual values of Aregy are given in Section
for this case.

Steps 1 to 4: Using the method described earlier, we can obtain
AWy = SFAWL & T3 AW @ S5AW) & X5 51 AW @ S5 1AW @ Zo X7 AWy

BIINTAW, & Z3AW, @ o X3AW, @ o AWs & o AWa @ Z1 AW,
BIEXIAWL @ S2 AW, @ D052 AWa @ Do AWs @ Se AWs & Sy AWs

QLo X1AW3 © AWy @ Yo AWy (14)
AWg = SoAW: @ S5 AW, @ 1AW, @ Z3X AW, & DT AW, & S0 X7 AW,
DY AWs & ESAWQ D I1AW, @ Yo X1 AW, & AW & Yo AWs (15)

AWr = AW, @ DoAWL @ S2AWL @ 1AW @ Zo D1 AW, @ L3 AW,
DITAW, @ Do AW2 & S1AW, @ 55 AWo @ 55 AWa @ X7 AWs

BAW, B X1 AW, & AWs (16)
AW = AW, @ S0 AW & STAWL & S} AW, & AWa & ST AW, & ST AW,
BAWs B 1 AWs & D7 AW @ S AW @ ST AW, & AWs & D1 AW (17)

Now in the expression for Adg, we do not have any AW; with coefficient “1”. Therefore, we let the sum of
all the terms which do not have Xy in their coefficients be Xy X. This substitution results in

AWs = 50X ® AW1 @ 1AW @ S2AW, @ S3AW, @ STAW, & 23 AW,
DILAWS @ S2AW; & X1 AW, (18)

where X is a variable whose value is not yet known.

Substituting this expression for AWj5 in Adg = 0, we still get an equation in which none of the variables
has a coefficient of Xy only. To get such a variable, we sum all the terms which have no Y coefficient and
equate this to XyY, where Y is another variable. This results in the following substitution

AWy = 30Y & X & AW, @ 1AW, @ SIAW, @ iAW, & iAW, & AWs @ X1 AW (19)



Now we need to solve Adg = 0. Still the form of this equation is

Ady = S5AW: @ S350 AW @ S5 ETAW, @ S§STAW: @ S5AW, @ S5 AW, @
S0 AW, @ o D1 AW, @ Sg 1 AW, @ S5 AWs @ Sg AWs & S3Y @ Y (20)

In this expression for Adg, we note that the coefficient of AW3 is X2(1 + Xp). To solve for AW3 we try to
generate the same coefficient in other terms too. This can be done if we substitute

AWa = SoAW, & cl AW, & (16 50)Z (21)
where Z is another variable unknown as of now. With these substitutions, Adg = 0 gives
AWy = SoAW) & S1AW, @ S0 AW @Y @ Z @ Y27 (22)
Now solving for Acg = 0,Abg = 0 and Aag = 0 with these values of AWy ... AWj3 substituted, we get

Z=0 (23)
Y =0 (24)
X=0 (25)

Taking AW; to be x and then back substituting all the variables results in the solution

(AW, ..., AW,y) =
(z, Xo(z) ® X1(z), Xo(z) ® X1(z) ® Xo(Zh(z)), 2z ® Yo(z),z, Xo(z) ® X1(x),x,0,z).

6 Differential Path

The values of the XOR differences of the registers at each step constitute a differential path. For a local
collision, the initial and final XOR differences should be zero.

Probability of Differential Path: A differential path holds with probability one for the linearized version
of the round function. However, when we move to the actual round function, then it holds with lesser
probability which in some cases may even be zero. If the differential path holds with probability zero for the
actual round function, then we call it to be an impossible differential path. Such impossible differential paths
arise due to the impossible conditions in the approximations of the constituent functions by linear functions.
Later we will show examples of such differential paths including one obtained from the Gilbert-Handschuh
local collision.

We next discuss how to compute the probability for a differential path. This computation is based on the
following two points.

1. If a and b differ in one bit position, then a+ c and b+ c also differ in one bit position with probability one
if the differing bit is the most significant bit, else with probability half. (This was also mentioned in [].)
We also assume that if @ and b differ in k different bit positions none of which is the most significant bit,
then a + ¢ and b + ¢ differ in these k positions with probability 1/2*.

2. Table[is used to determine the differential probabilities for the approximations of frr and fasaj.

Since the XOR and additive differences coincide for the most significant bit, to achieve higher probability, it
is advantageous to ensure that many bits in the differential path are MSBs. Based on this observation, we
choose x = 23! for SHA-256 and z = 2°'? for SHA-512 in Table B and compute the resulting probabilities.
An example of illustration of probability calculations is given in Section



7 Reduced round collisions for the SHA-2 family

In this section, we show that it is possible to combine the presented local collisions for getting upto 18 step
reduced round collisions for the SHA-2 family. We specify the first step in SHA-2 by Step 0.

First of all, note that all the local collisions discussed in the present work span 9 steps and the message
expansion of SHA-2 does not play any role in first 16 steps. Therefore if a local collision spans from Step 4
to Step (i +9), and if we take Wy = Wy = ...= W1 = Wiy10 = Wig11 = ... Wi = 0, we get a collision
for first 16 steps of SHA-2. All the 16 local collisions described in this work can be used to generate 16 step
collisions for the SHA-2 family in this manner.

The 16 step collisions described above are not very ineresting since we have completely by-passed the
issue of message expansion in obtaining them. Now we tackle the first step of message expansion. Message
expansion rule for Wig is given by :

Wie = 01(Wia) + Wy + ao(W1) + Wo (26)

A local collision which starts at Step 2 will end at Step 10. The differential path for such a local collision
will have AWy = AW, = AWyy = 0 (If we choose the differentials of all the message words outside the
span of the local collision to be zero). The local collisions described by Cases 1, 3, 5, 7, 10, 12, 14 and 16 of
Table Bl are such that AWy will be zero for them (Refer the differential paths for the local collisions in tables
in the appendix). Thus message expansion yields that AW;4 = 0. Hence we have many 17 step collisions for
SHA-2 using a single local collision.

In the same manner it can be shown that starting a single local collision described by Cases 2, 4, 5, 7,
13, 14, 15 or 16 of Table Bl at Step 3, we can get a 17-step collision for SHA-2. Similarly, starting a single
local collision described by Cases 5, 7, 14 or 16 of Table B will yield AW = AW37 = 0. Thus we can get 4
different 18 step collisions for SHA-2.

Previously only one 18 step collsion for SHA-256 has been reported in the literature [7]. In the present
work we have shown that it is possible to obtain many 17 and 18 step collisions for both SHA-256 and
SHA-512. We have explained the procedure for generating such collisions without actually exhibiting them.
We hope to exhibit these collisions in a forthcoming paper.

To go beyond 18 steps will require combining several local collisions and it is currently being investigated.
For example in [1] a 19 Step 1 bit near collision for SHA-256 is reported which is obtained by using 23 GH
local collisions.

8 Results

The detailed differential paths for the cases of Table B are shown in Table Bl The differential paths for the
cases in Table @l are shown in Tables B to [[1l in Section Each case has two columns. The first of these
provide the message difference for the different steps and the second one provides the probability with which
this particular step of the linearized round function behaves as a step of the actual round function. Finally,
the product of all the probabilities in one column is listed as the total probability for the corresponding
differential path.

From Tables Bl to [l it is interesting to note that all approximations of fi;4; by the same linear function
have the same differential path. The weight of the differential path increases with the increase in the number
of variables in the linear approximation of fi; 4. A summary of various features of the different local collisions
are given in Table Bl



Table 5. Summary of the different properties of the local collisions. Wt(DP) provides the weight of the
differential path; Wt(MD) provides the weight of the message difference; Pr. provides the probability of the
differential path; and NIC provides the number of impossible conditions. The cases are from Table Bl and El
Case A is the GH local collision, rest are new local collisions.

Case |A|B|C|D|E|1|2|3|4|5|6|7|8|9|10/11|12|13|14|15|16
Wt(DP)|24 24|24 (24|24 |28 |28|28|28|28|28|28|28|28|28|28|28|36|36]|36|36
Wt(MD)|24 {29 (29|34 |34(35(33(35(35{29(35(35|37(35[31|37(35|37(37[43 |41

P T T T T T T T T T T T T T T T T T T T T T
r. 542 | 545 | 545 | 548 | 548 | 548 | 548 | 551 | 551 | 549 | 549 | 552 | 552 | 548 | 548 | 351 | 551 | 554 | 554 | 557 | 357
NIC 211|111 (1(0]0]|01|O0 010010 0

Remark: The probability of the differential path of Case A was estimated by GH to be 276, Our calculations
show this to be 2742, In [] this probability was computed to be 273% when using modular differences (as
opposed to XOR differences considered here). Mendel et al [] remarked (without providing details) that
the probability can be higher than 273 even when considering XOR differences. We think that the relative
probabilities of the different local collisions will remain the same irrespective of which method is applied to
compute the probabilities.

The GH local collision (Case A) has the highest probability. It is, however, not necessarily the best
possible local collision. This is due to the fact that it has two impossible conditions and may result in
an impossible differential path. We illustrate this point using the impossible condition for f;r. A 12-step
impossible differential path for the GH local collision is shown in Table [l This is obtained by interleaving
two GH local collisions with the second one starting at the fourth step of the first one. In terms of the
Chabaud-Joux [2] type disturbance vector, the 12-step differential path is given by the vector 1001. Here,
Aeg =0, Afs = x @ Xo(x) and Agg = x. This shows that whatever be the value of x, there will be one bit
position where the differential input to frp is (0,1,1). From Table [l we have Af;r to be 1 with probability
1, where as the approximation of f;r by [ = 0 will have Al = 0. This shows that although the differential
path is valid for the linearized version with f;r approximated by [ = 0, it fails for the actual round function.

As mentioned earlier, the issue of impossible differential paths was also observed in [7]. They developed
techniques for circumventing such impossible paths in their collision search attacks on reduced round SHA-
2. On the other hand, if we use a local collision such as Case 1, then there are no impossible conditions.
Consequently, no circumvention techniques will be required in collision search attacks. The probability of
this local collision is a little lower than the GH local collision, but this may be offset by absence of impossible
conditions. Further work on this topic can settle this point.

9 Conclusion

In this paper, we have made a systematic study of the local collisions for the SHA-2 family of hash functions.
Impossible conditions have been identified in the various approximations of the constituent Boolean functions.
In particular, we have shown that the previous local collision by Gilbert and Handschuh [] has one impossible
condition each in the approximation of f;r and fi;47. We have presented 16 new local collisions with no
impossible conditions though the probabilities are a little lower than the GH local collision. In this paper,
we have not considered the issue of message expansion. Combining message expansion with the new local
collisions to obtain (reduced round) collisions for the SHA-2 family is a topic of future research.



Table 6. Differential paths for the cases of Table Bl Probability calculations are done taking x to be 23! for
SHA-256 and 2% for SHA-512.

Step Registers Case A Case B Case C Case D Case E
1 |z |0]0]|O0 T 0 0 0 |z 1 |z 1 |z 1 |z 1 |z 1
210 |z]|0]|0 |Xo(x) = 0 0 |Xo(z) & 2% Xo(z) @ 2% Yo(z) @ 2% x & 2% x & 2%
Xy () 21 (x) 21 (x) Yo(z) @ |Zo(z) @
21($) 21(1’)
3100z |0 0 |Xo(z)| =z 0 [X2o(X1())|517 | X0(Z1(2))|51r |2 B3z Zo(z) @[5 |z ®| 517
Zo(Zi(@)]  [Zo(Za(z))|  |Xo(z) @
Yo (X1 (x))
4 loflofof=z]| O 0 [Zo(@)| = 0 = |z = | Zo(w) = |z = | Zo(x) =
5 [0[0[0][0[ = [ 0 [ 0 [Zo@]e I OEIEIE Tz 5@ | & e T
6 1]0]0]|]0]|O0 0 x 0 0 |Xo(z) & 2% Xo(z) @ 2% Xo(z) @ 2% x & 2% x & 2%
Xy () 21 () 21 () Yo(z) @ |Zo(z) @
21($) 21(1’)
7]oJoJoJo] o 0 x 0 |0 2 |0 e 2 |0 e z
g loJoJoJo] o 0 0 z [0 i 2 o i 2 o 2
9100|070 0 0 0 0 |z 1 |z 1 |x 1 |x 1 |x 1
Total Probability 1% 24115 24115 2+8 2+8
Table 7. A 12-step impossible differential path for the Gilbert-Handschuh local collision. In Step 6, the
registers (e, f, g) have values (0,1,1) for some bit, for any non-zero x. These registers are input to fyr which

outputs bit 1 with probability 1 in this case. This shows that it can’t be approximated by 0 function.
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The Values of Aregy for Case B of Table

In Section Bl we show how to solve for AWy, ..., AWy by setting Aag = -+ = Ahg = 0.


http://eprint.iacr.org/2004/207
http://csrc.nist.gov/encryption/tkhash.html
http://www.wolfram.com

Aag

YEAW: @ S3AW: @ S5 AW, @ S5 AW: @ Do X1 AW1 @ X5 X1 AW: @ X555 AW, @
TES2AWT @ ZSEIAW: @ DES3AW, @ STAW, @ Do Tt AW @ D§NTAW: @
IE3XSAW, @ SEXSAW, @ DoX{ AW, @ S5AW:, @ AWe @ Do AW @ N5 AW: @
So AW @ X AW @ S AW @ X251 AWa @ S AWa @ Do X2 AW @ X2 X2 AW
IEXIAW, @ X3AW, @ NeX3AW, @ NiAW: @ Z5X1AW, @ XEXIAW, @
S0 XS AW ET AW AW B X2 AW B EE AW B s AWs P X5 X1 AWs B X2 AW P
SoX2AWs @ SiX2AWs @ TEX3AWs @ L2XTAW: @ ZoX3AWs @ ZSAWs @
SoAW, @ Z2AWL @ Z5AW, @ 1AW @ SaX1 AW, @ X2 AW, @ L3X2AW, &
I2Y3AWL @ Do XiAWL @ Z5AW, ® AWs @ LoAWs @ SEAWs @ T3X1 AW @
YE2AWs @ X0 X3 AWs ® DEAWs @ AW @ ZEAWs ® D2X1 AW @ Do X2 AWs ®
I3AWs @ S2AW, @ X0 X1 AW7 @ E3AW, @ Lo AWs @ X1 AW & AWy

Abg

AW, @ SoAW, & S5AW, © iAW, @ ;AW @ 1AW, © S5 X1 AW, @
ISXIAWL @ DoX3AW, @ L2X3AWL @ E5X3AW, @ S3AW, @ SeX3AW, &
SIAW, @ Z3XIAW, @ Z2X0AW, @ DoXSAWL @ ZTAWL & AW, & Z2AW, &
IEAWL @ S§AW2 B IS AW B X2 AW @ S0 X3 AW @ g D AW ® S5 53 AW @
SEXNTAW, @ ST AW, @ SAW, @ ZoAWs @ ZEAW; O SEAWs @ T1AWs ©
SESIAWs B X2AWs @ Ee X2 AW @ D253 AWa @ o Xt AWs @ D5 AWs & AW, &
S0AWs ® SEAW, @ SEX AW, @ S252AW, @ SoS3 AW, @ SPAW, © AWs @
SEAWs @ DX AWs @ So X2 AWs @ D3AWs @ X2AWs @ Do X1 AWs ® D2AWs ®
Yo AWr @ X1 AW7 & AWy

AC9

AWh © iAW @ Z5AW: @ SAW: © SoX1AW: @ STAW: @ Do Xi AW, @
SXIAWL @AW @ XX AW 1 @ Do D AW @ ES AW, @ Do AWo @ K2 AW ®
ZEAW2 @ X1 AW @ X S AW @ iAW @ X2 AW @ X2 X3 AW X Xt AW @
S2AW, & AWs @ S0 AWs & ZgAWs @ D31 AWs @ YEXIAWs ® Do X AWs &
SIAWs @ AWs @ Z3AWs @ 251 AW, @ S0S3AW, @ S3AW, @ SEAWs @
ToX1AWs @ X2AWs @ Lo AWs & X1 AWs & AW

Ady

S0AWL @ N5AW, @ Lo AW @ 1AW @ L3S AW @ X3AW, @ S5 X7 AW @
S2S3AWL @ SoXTAWL @ ZVAW @ AWs @ ZoAWs & SEAW, @ T3 AW, &
22 AW, @ S0 X3 AW, ® ZEAW, & AWs @ EAWs @ L2X1AWs ® Do DI AWs &
S3AWs @ Z2AW, @ S0 X1 AW, @ S2AW, & o AWs & Z1AWs & AW

A69

AW B ZEAW, X2 AW G X AW B X3 AW X1 AWa B X0 X AW X T AW
STAWL @ AWs @ Z2AW3 @ ESAWs @ So AW, G Z2AW,L G D AW, & ZAWs &
AW @ Z3AWs @ 22AW, @ X1 AWs & AWy

Afo

oAW1 S X1IAWL @ X0 iAW S ETAWL @ XTAWL S AW @ iAW, § X AW, &
Yo AWs B X2 AW B X AW B XTI AWL S AW B X3 AW D X2 AW ® X1 AW7 S AWy

Agg

AW, & AW, @ X5AWL @ SoAW, @ X73AW, @ D1 AW, @ STAWs & AW, &
DVAW, @ DAWs @ X1 AW & AW

Ahg

SoAW LB ITAW 1B I AW 1 D XTAW2 D AW B X AW B T AW LD X1 AWs B AW

B The Values of Areg, for Case 3 of Table d

In Section B2 we show how to solve for AWy, ..., AWy by setting Aag = -+ = Ahg = 0.




Aag

EoAWl@ESAWléBESAWl@EgAWl@ESAWl®21AW1®2021AW1®2521AW1@EgzlAwléB
SSXIAW, @ SEDIAW, @ Z252AW, @ SEXEAW, @ S3X2AW, @ ZSX2AW, @ SES5 AW, &
IONSAWL @ X2XIAWL @ ZEXIAWL @ DEXIAWL @ Z2X0AWL @ ZEX2 AW, @ ESAW, @
SoESAW, @ Z2ESAW, @ STAWL @ ZoXTAW: @ ZSAW, @ SoAWs @ Z2AW, & T3AW, &
SEAW, @ S5AW, @ ZEAW, @ S1AW, @ ZSE1AW, @ S2AW, @ Z2X2AW, @ ZEX2AW, &
X AW, @ T3 AW @ Xy 3 AW D Xt AW @ Xo D1 AW @ X3 Xt AW @ X2 X7 AW @ o X8 AW @
STAW, @ Z3AWs @ Z5AWs @ NSAWs @ Y21 AWs @ 31 AW @ DX AWs @ L5 X1 AWs @
SZAWs B0 iAW B X X2 AW B L X2 AW D I3 AW B X0 D3 AW D X2 X3 AW B X8 X3 AWs
Yo Xt AW @ X2 NI AW X AW D X0 X AW @ ES AW @ X0 AW @ D2 AW S D AWL S 51 AW B
IEDIAWL @ D35 AW, @ SEAWL @ D35 AWL @ S3AWL © S35 AW, @ S0 ST AW © S AWL &
AWsD 2 AW D XEAW DXt AWs B I2 D AWs D XS AWs @ D2 AW B Do XD AW X2 X2 AW B
S3AWs ® Xo X3 AWs & NEAWs & AWs @ X0 AWe © D5 AWe © X251 AWs © Do Di AW © D3 AW &
SoAWr @ Z2AW, @ 1AW, @ Do X1 AWr @ D2AW, @& Do AW & 21 AWs & AW,

Abg

YoAW, @ ZEAW, @ T3 AW, @ AW, @ Lo AW, @ XGAW, @ X1 AW, © D55 AW, @ AW, @
DE2AWL\ @ LSS AW @ NS AW @ D3 AW @ Xa S AW @ DHAW, @ S0 DL AW, @ X3 21 AW @
SEXAW: @ So XS AW, @ STAW: @ S§AW, @ T5AW, @ SEAW, @ ZET1AW: © S5 X1 AW, ©
Y X1 AWL D IS AW @ D AW @ Do X AW @ K3 D AW ® LgXE AW @ D5 AWe @ Xo X3 AWa @
2B AW, ® N33 AW, ® X0 XtAW, @ S2XEAW, @ X5 AW, @ X0 X5 AW @ X5 AW, & X0 AWs &
SEAWs @ Z5AW: @ D1AWs @ L2X1AWs @ D51 AWs @ N2AWs @ S3X2AWs @ S3AWs @
e AW30 X0 D AW X7 AW AW B ZEAWL D ZE AW D NG AW D T2 X1 AW X5 X1 AW
SIAWL @ Do XIAW, @ X3S AW Z3AWL @ X S5 AW @ NTAWL @ AWs @ o AWs © D5 AW @
EXIAWs® X0 X2 AWs D X3 AWs @ Do AW ® XEAWs D X1 AW ® Xo X1 AW D AW B X0 AW D
IHAW, & AWg

AC9

TEAWL ® AW, ® LSAW, @ T2 1AW, @ Lo AW, @ T S AW @ Zo X1 AW, @ L2 AW, &
SoX2AW, @ ZE3XIAWL @ TEX2AW, @ Z3AW, @ ZoX3AW, @ E2X5AW, & Z3X3AW, &
SoXNtAW, @ X2ETAW, @ S3AW, @ S0 AW, @ XSAW, @ SoAWs @ X3AW, © L5AW: &
SIAW, @ 20 AW, @ i S 1 AW, @ D2AW, @ TEE2 AW, @ L3 AW, @ SEX3 AW, @ Do Xt AW, &
SOAWo B AWs B Z2AWs P EEAW B ZaAWs B XX AWs @ X3S AW @ D2 AW B X0 X2 AW &
YEZAW B I3 AW B X0 X3 AW @ AW AW Do AW B ZEAWL B 2T AW B T D2 AWLD
3AWL & ZoAWs @ LEAWs @ Z1AWs @ ZoX1AWs @ L2 AWs @ o AWs & X1 AWs & AW,

Ady

SoAW 1B EEAW I B I AW X1 AW B X3 X AW @ S 1 AW S ST AW D XS ST AW & X3 AW, &
2 AWL O S0 ST AW B E AW S AW B Z2AWL B EE AW D Xg AWo @ X250 AWad X5 51 AWa &
SEIAWL @ Zo X2 AWL @ 252 AW & X3 AW, @ X0 X3 AW @ Dt AW & AWs & Lo AW & T AW &
SEXIAW B X0 X2 AW @ X3 AW @ Do AW XEAWL D X1 AW B Xo X1 AW, D AW B Do AWs D
I1AWs @ AWs

A69

AW ZFAW1© X5 AW @ D X1 AW & XS AW @ ST AW @ AW, @ S5 AW & Xg AW & Z1 AW, @
SoX2 AW, @ Z3 AW, @ ZEAW, & D3 AW @ ESAW, @ T AW, @ Z2AWs & D2 AW @ XS AW; &
AW, @ DoAW, O D{AW, @ S5 AWL @ AWs @ D5 AWs © D{TAWs ©@ AWs @ 1AW © D AWs ®
I3AWs & X2AW, & AWs @ X1 AWs & AWy

Afo

AW, @ Z2AW, @ SoAW, @ S1 AW, @ Do AW, @ S5AW, @ STAW, @ S5 AW, @ S5AW, @
STAW, @ S2AW, @ XEAW2 @ S5 AW @ AWs @ S0 AWs © NTAWs @ S AW @ AW, & S AW &
E%AW4 G AWs @ X1 AWs & EfAW5 ® EfAW5 @ E%AWS D AW @ X1 AW7 & AWy

Agg

SEAWL @ ZIAWL @ VAW, @ AW @ Do AWL @ DT AW @ DT AW @ AW3 © X AW & DT AW3 ©
AWy @ 1AW, @ S2AWL @ Z3AWL @ NIAWs & AWs @ X1 AWs & AW

Ahg

AW @ SoAW, @ STAW, @ S AW, @ AWo @ DiAW, @ DTAW, @ AWz @ X1 AW @ iAWz @
S3AWs @ Z2AW, & AWs @ X1 AWs & AW

C Differential paths for the cases of Table H




Table 8. Differential paths for the cases of Table Bl Probability calculations are done taking x to be 23! for

SHA-256 and 2°3 for SHA-512.

Step Registers Case 1 Case 2 Case 3 Case 4
7 Aai Abz ACZ' Adz A€¢ Afl Ag¢ Ahl AWZ Pr AWZ Pr AWZ Pr AWZ Pr
1 z | 0]0]| 0 |x 0 0 0 T 1 |z 1 |z 1 |z 1
210 0[]0z &z |0 0 x ®|5r|e Ol |Xo(z) @57 [Zo(z) @[5
Yo(x) Yo(z) @ |Zo(z) @ |Zai(z) 21 (x)
Y1 (z) Yi(z)
310|0|x]| 010 x Bz 0 x 692%21(1') 692%20(17) @2%17 @2%
Zo(z) i(z) & (Zo(Zi(z)|  [Zi(z) @] |To(z) @
Zo(Z1(z)) Do(Zi(z))|  |Zi(z) @
Yo(Z1(z))
4 10[0]|0|=x]|0 0 Tz Bz x® Xo(x) | 57 | o1 |z ® Xo(2) | 57 |2 =1
Yo(z)
5/o0oflo0of0] 0| 0 0 z @l o1 | Zo(w) e 1 | Yo(x) =
Yo(z)
6 loloflofo]o T 0 0 T 3| o |z |57 [Zo(z) @37 [Zo(z) @]
Yo(z) & |Xo(z) & |Zi(z) Zi(z)
Y1 (z) Yi(z)
7]o0]loflo]o]o 0 T 0 T 2 10 e 110 1
g loJoJoJolo 0 0 x 0 e 2 o e 2
9 0]0[0] 0|0 0 0 0 T 1 |z 1 |z 1 |z 1
Total Probability 2+8 2+8 2% 2%

Table 9. Differential paths for the cases of Table @l Probability calculations
SHA-256 and 2% for SHA-512.

are done taking = to be 23! for

Step Registers Case 5 Case 6 Case 7 Case 8
1 |z |00 0 |x 0 0 0 x 1 |x 1 |x 1 |x 1
210 0] 0 [Zo(x)|z 0 0 Yo(z) &l5r|Zo(z) &|5x|x 5T |z ®|51r
i (x) Xy (@) Yo(z) @ |Zo(z) @
X (z) 2 ()
31010z |0 |z Xo(z)| 0 Zo(X1(z)) |5 | |51z | o(z) @[5 |z |51
Yo(Zi(x))] | Xo(Xi(x))]  [Xo(z) @&
Yo(X1(x))
4 10[0]0|=x]|0 x Yo(x)|x Yo(z) B|gr|r® Xi(e) |55 | B3 [Z1(2) =
21(1') Eo(l’) (&)
21(3?)
5100|000 |z 0 x Xo(x)|0 51 |t ® Xo(x) [ 57 [0 o7 v ® Xo(z) | 57
6 |0|0]0|O0]O0 x 0 x Yo(z) @3 |a 8|z |« 8|z [Zo(z) @[5
X (x) Zo(z) @ |To(z) & |Zi(x)
21($) 21(1’)
7]o0]o]ofo]o 0 x 0 0 e 2 |0 2 | z
g8 l]oJofoJo]o 0 0 z 0 E 3|0 e 3
9 10|0]0]O0]0 0 0 0 x 1 |z 1 |z 1 |z 1
Total Probability 24119 24119 2% 2%




Table 10. Differential paths for the cases of Table Bl Probability calculations are done taking = to be 23!
for SHA-256 and 2% for SHA-512.

Step Registers Case 9 Case 10 Case 11 Case 12
7 Aai Abz ACZ' Adz A€¢ Afl Ag¢ Ahl AWZ Pr AWZ Pr AWZ Pr AWZ Pr
1 |z |00 0 |x 0 0 0 x 1 |z 1 |z 1 |z 1
20|z | 0] 0 |Xo(z)|z 0 0 Yo(z) 692%20(1) 692%1' @Q%x @2%
(@) () Yo(x) @ |Xo(z) ©
2 () i (x)
3loflolz]|o]o Yo(z)|z 0 T ®|511 | X0 (21 (2)) |51 | |57 [Zo(z) @[5
Yo (21 (x)) Yo(z) @  |Zo(Z1(z))
Yo (X1 (x))
41000 x |z 0 Yo(x)|x z® Yo(z) | 5 [0 = |z ® Xo(x) | 55 |0 =
51olo]o]0 = T 0 Yo(z)|z ® D1(2) |57 |2 ®|510 |21 (2) = |[Zo(z) |51
Yo(z) @ 21 (x)
21(1)
6 |0|0]0|O0]O0 x x 0 x 8|57 [Zo(z) @5 [Zo(z) @] |z ®| o~
Yo(z) @ |Zi(z) 21 (z) Yo(z) @
El(x) 21(1’)
7T10]0[0] 0|0 0 T x x 1 |z 1 |z 1 |z 1
glojojo]o]o 0 0 T T 2 |0 e 110 1
9 10]0]0]O0]0 0 0 0 x 1 |z 1 |z 1 |z 1
Total Probability 2+8 . 2% 2%
Table 11. Differential paths for the cases of Table Bl Probability calculations are done taking z to be 23!

for SHA-256 and 2% for SHA-512.

Step Registers Case 13 Case 14 Case 15 Case 16
7 Aai Abz ACZ' Adz A€¢ Afl Ag¢ Ahl AWZ Pr AWZ Pr AWZ Pr AWZ Pr
1 |z |00 0 |x 0 0 0 x 1 |z 1 |x 1 |x 1
210|x|0]0 |z & 0 0 T @Q%x 692%20(1’) @2%20(1’) @2%
Yo(x) Yo(z) @ |Zo(z) @ |Zai(z) 21 (x)
21(1) 21(1)
310|0|z |0 |x x Pl 0 Yi(x) 692%1' 692%1 @2%20(17) @2%
Yo(x) Yo(Zi(@)|  |Zw(x) @] (Zo(x) @] |2u(z) @
Zo(Zi(@)| | Zi(x) @  |Xo(Zi(z))
Yo (X1 (x))
4 10[0]|0]|x|x T z Bz Yo(z)  ®|57|Z1(2) = |z Blsr|r @ Z1(e) [ 55
Eo(l’) 21(1) 20(17) 57
X (z)
510|0]0]| 0 |z x x x  ®|Xi(x) 2% Yo(z) @& 2%1'6921(1') 2% T &) 2%
Eo(l’) 21(1') 20(1') 57
21(37)
6 10|0|0]|0]0 x x x Yo(z) @5 [Xo(x) @5 |w Bl 5= |z ®| 5
Xi(z) Yi(x) Yo(z) @ Yo(z) @
X (z) 2 ()
710]0]0]0]0 0 x x 0 110 110 110 1
glojojo]o]o 0 0 T T 2 |0 e 2 [0 1
910]|0|0]0]0 0 0 0 x 1 |z 1 |z 1 |z 1
Total Probability 2% 2% 2§7 2§7




D Illustration of Probability Calculation

First we calculate the probability for Step 2 of Case 1 in Table B For this step the fa; 45 function’s inputs
are registers ai, by and ¢;. Differential value of the three registers is (1,0,0). From Table [l we know that the
probability that fis4; will behave as its first argument, is % The frr function takes as inputs the registers
e1, f1 and g; in this step. The second and the third inputs to frr have zero differences while the first input
has a 1-bit difference. In this table, f;p is being approximated by the middle argument therefore the desired
output difference from f;p is 0. This is the case (1,0,0) of Table [l for the f;r function and in this case it
will not propagate the difference with probability %

In computing Aas, there are 6 bits YXy(a1) + X1(e1) to be canceled with the input 6-bit message word
difference. The probability for this to happen is 2% For calculating Aeg, there are 3 bits in X;(e1) to be
canceled with the input message word difference and 3 bits Y (z) to be propagated into Aes from input. The
cancellation part’s probability has already been taken care of while considering cancellation of difference in
register as, and the propagation part’s probability is 2% The combined probability due to approximations
iln a% and eo calcullations is 2%, X 2% Thus, the probability for the differential path to hold for this step is

5 X 5 X 2% X 2% = 517 Probabilities for other steps can be computed similarly. Table [2 shows the calculation

of probabilities for Case 1 of Table B In this table, p} (resp. pb) is the probability for fasas (resp. fir) to
behave as it’s first (resp. second) argument in step ¢ given that the differential path holds for the (i — 1)th
step and p} is the probability for differences in registers a; and e; to follow the differential path given that
fmas and frp behave correctly in this step and the previous steps follow the differential path. The last

column in this table is the product of previous 3 column entries and it is the probability for this step.

Table 12. Probability calculations for Case 1 of Table

Step i|pi|ps| ps |Pr.
1 [1]1]Ix1]|1
R
L A b Rl
5 1% }xl %
s Ti[ilix1 2

2 2
9 |11 1x1]1
Total probability = 2%8

The overall probability for the differential path to hold is the product of the probabilities for each of the
individual steps computed as above. This can be seen as follows: Let A; denote the event that the differential
path holds for step i. Then the probability for the differential path to hold till the 9 steps is given by:

Pr(Diff Path holds) =Pr(A; AAa A ... AAy)
= PI'(Al) X PI'(A2|A1) X ... X PI'(A9|(A1 A A2 RN Ag))

The value in the probability column for the i row in Table [@is equal to Pr(A;|(A1ANAaA ... ANAZq)).
Clearly, each term in the product above is the probability of a step in Table The probability for the
differential path to hold till 9 steps is the product of the probabilities of individual steps. Thus, the probability
for Case 1 of Table B is 2% The probabilities for other differential paths have been computed similarly.
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