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Abstract. Three of the most important criteria for cryptographidly 
strong Boolean functions are the balancedness, the nonlinearity and the 
propagation criterion. This paper studies systematic methods for con- 
structing Boolean fnnctiom satiafying Borne or aH of the three criteria 
We show that concatenating, splitting, mo- and multiplying ae- 
quaas can yield balanced Boolean funtiom with a very high nonlin- 
earity. In particular, we ahow that balanced Boolean functione obtained 
by modifying and multiplying oequences achieve a nonlinearity high- 
than that attainable by any previously h o r n  com'€mction method. We 
ale0 preeeat methods for constructing highly nonlinear b a l a n d  Boolean 
functions satisfying the propagation criterion with respect to off but one 
or t h e  vectors. A technique is developed to tramform the vectors w4ere 
the propagation criterion is not SstSOd in such a way that the & 
tions constructed satisfy the propagation criterion of high degree while 
preservhg the balancednew and nonlinearity of the functions. The alge 
braic degrem of functions oonetrnded are also & a d ,  together with 
eXeUXlph aUStd* the &OW COMtruCtiOM, 

I <  
1 Preliminaries 

Let f be a function on V,._The (1, -1)-sequence defined by (( - l ) f@O) ,  (-l)f(Q1), 
. . ., ( - l ) f ( aan - l l )  is called the sequence of f, and the (0, 1)-sequence defined by 
( f ( a g ) ,  f(al), ..., f(ap-l)> is called the truth table of f ,  where ai, 0 5 i 
2n - 1, denotes the vector in V,, whose integer representation is i .  A (0,l)- 
sequence ((1, -1)-sequence) is said baJonccd if it contains an equal number of 
zeros and ones (ones and minus ones). A function is balanced if its sequence is 
balanced. 
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The Hamming weight of a (0, 1)-sequence (or vector) a, denoted by W(cr), 
is the number of ones in a. The Hamming distance between two sequences a 
and p of the same length, denoted by d(a, p), is the number of positions where 
the two sequences differ. Given two functions f and g on V,, the Hamming 
distance between them is defined as d(f, g )  = d ( < f ,  &), where (j and &, are the 
truth tables of f and g respectively. The nonlinearity of f, denoted by N f ,  is 
the minimal Hamming distance between f and all affine functions on Vn, i.e., 
Nf = ,.,., 2m+l-ld(f ,pi)  where po, pl, ..., ' p 2 m + 1 - 1  denote the affine 
functions on V,. 

A (1, -1)-matrix H of order n is called a Hadamard matrix if H H t  = nIn, 
where H t  is the transpose of H and In is the identity matrix of order n. It is 
well known that the order of a Hadamard matrix is 1, 2 or divisible by 4 [ll]. A 
special kind of Hadamard matrix, called Sylvester-lfadamard matrix or Walsh- 
Hadamard matrix, will be relevant to this paper. A Sylvester-Radarnard matrix 
of order 2", denoted by H,, is generated by the following recursive relation 

where 63 denotes the Kronecker product. Note that En can be represented a~ 
Hn = Ha @I Ht for any s and t with s + t = n. 

Sylvester-Hadamard matrices are closely related to linear functions, as is 
shown in the following lemma.' 

Lemmal .  Write Hn = [ e: 1 where Li i s  a TOW of Hn. Then is the se- 

quence of h; = (ai, x), a linem function, where a, h a vector in V, whose integer 
representation is i and 5 = (zl,. . , , 2,). Conversely the sequence of any linear 
finction on V, is a TOW of H,.  

From Lemma1 the rows of H, comprise the sequences of all linear func- 
tions on V,. Consequently the rows of fHn comprise the sequences of all afine 
functions on v,.' 

The following notation is very useful in obtaining the functional representa- 
tion of a concatenated sequence. Let S = ( i l , i z ,  . . . , ip) be a vector in 5. Then 
Ds is a function on Vp defined by 

ed' 

C2"-1 

D6(yl,Y2, * * - 7 % ' ~ )  = (?/1 @ 21 @ 1) * "  (yp @ ip @ 1)- 
We now introduce the concept of bent functions. 

DeAnition2. A function f on V, is called a bent function if 

2-9 c (-l)f(z)@(B,z) = fl 
ZEVn 

for all p E Vn. Here f ( z )  @ (p,z) is regarded as a real-valued function. The 
sequence of a bent function is called a bent sequence. 
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From the definition we can see that bent functions on V, exist only when n is 
even. It was Rothaus who first introduced and studied bent functions in 19609, 
although his pioneering work was not published in the open literature until some 
ten years later [lo]. Applications of bent functions to digital communications, 
coding theory and cryptography can be found in such as [2, 4, 71. 

The following result can be found in an excellent survey of bent functions by 
Dillon [5 ] .  

Lemma3. Let f be a function on V,, and let [ be the sequence of f ,  Then the 
following four  statements are equivalent: 

(i) f is bent. 
(si) ([,.!) = &2an  for any a f i n e  sequence .l! of length 2". 

(iii) f ( z )  @ f (z  @ a) i s  balanced f o r  any non-zero vector (Y E Vn. 
(b) f (z)  @ ( a , ~ )  assumes the value one 2n-1 f 2 j n - l  times for any a E V,. 

By (iv) of Lemma 3, if f is a bent function on V,, then f(z) f3 h ( z )  is also a 
bent function for any f i n e  function h on V,. This property will be employed in 
constructing highly nonlinear balanced functions to be described in Section 4. 

In this paper we are concerned with the propagation criterion whose formal 
definition follows (see also [l, 91). 

Definition4. Let f be a function on V,. We say that f satisfies 

1. the propagation criterion with respect to a non-zero vector a in V, if f(z) (3 

2. the propagation criterion of degree k if it satisfies the propagation criterion 
f(z @ a) is a balanced function. 

with respect to all a E V, with 1 5 W ( a )  5 k. 

Note that the SAC is equivalent to the propagation criterion of degree 1. 
Also note that the perfect nonlinearity studied by Meier and Staffelbach [6] is 
equivalent to the propagation criterion of degree n. 

2 Properties of Balancedness and Nonlinearity 

This section presents a number of results related to balancedness and nonlinear- 
ity. These include upper bounds for nonlinearity and properties of concatenated 
and split sequences. Due to the limit on space, proofs for some of the results are 
left to'the full version of the paper [13]. 

tion. 
The following lemma is very useful in 

Lemma5. Let f and g be functions o n  
spectively. T h e n  the distance between f 
2-l - #r, tg).  

calculating the nonlinearity of a func- 

V, whose sequences are [f and tg re- 
and g can be calculated by d ( f , g )  = 
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Corollary 6. A func t ion  o n  V, attains the upper bound for nonlinearities, 2n-1- 
2?"-l, i f  and only if it i s  bent. 

From Corollary 6 ,  balanced functions can not attain the upper bound for 
nonlinearities, namely 2n-' - 23"-l, A slightly improved upper bound for the 
nonlinearities of balanced functions can be obtained by noting the fact that  a 
balanced function assumes the value one an even number of times. 

Corollary7. Let f be a balanced func t ion  o n  V, (n 2 3). Then the nonlinearity 
N f  o f f  is given by 

- 2, n even 
Nf 5 { [12"-l - 2$"-'1], n odd 

2n-1 - 23n-1 

where [LzJ] denotes the m a x i m u m  even integer less than or equal to L .  

The following lemma, first proved in [12], gives the lower bound of the non- 
linearity of a function obtained by concatenating the sequences of two functions. 

Lemma8. Let fl and f2 be func t ions  o n  V,, and let g be a func t ion  o n  Vn+l 
defined by 

g(u, 21,. . . zn) = (1 CB u)f1(.1> * .  . r 2,) uf2(511* * * 7 5"). (1) 
Suppose that €1 and €2, the sequences of f1 and f2 respectively, satisfy {[I, 1)  5 Pi 

and (&-,e) 2 P2 for  any  a f i n e  sequence 1 of length 2", where PI and P 2  are 
positive integers. Then  the nonlinearity o f g  satisfies Ng 2 2" - %(PI + P2). 

As bent functions do not exist on V2k+l, an interesting question is what 
functions on V&+l are highly nonlinear. The following result, as a special case 
of Lemma 8, shows that such functions can be obtained by concatenating bent 
sequences. This construction has also been discovered by Meier and Staffelbach 
in [6 ] .  

Corollary9. In the construction (l) ,  if both f1 and f2 are bent junctions on 
VZk, then Ng 1 22k - 2k, 

A similar result can be obtained when sequences of four functions are con- 
catenated. 

Lemmalo. Let fo, f1, f2  and f 3  be func t ions  o n  V, whose sequences are €0, 

<I,  €2 and &, respectively. Assume that ( ( i l l }  5 Pi for each 0 5 i 5 3 and for  
each a f i n e  sequence 1 of length 2", where each Pi is a positive integer. Let g be 
a func t ion  o n  V,+z defined by 

where Y = (y1,y2), z = (21, ..., zn) and clli is a vector in whose integer 
representation is i. T h e n  Ns 2 2n+1 - +(Po + Pl + P2 + P 3 ) .  In particular, when 
n is even and fo, fi, f2 and f3 are all bent functions on Vn, Ng 2 -23"". 
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We have discussed the concatenation of sequences of functions including bent 
functions. The following lemma deals with the other direction, namely splitting 
bent sequences. 

Lemma11. Let f ( 2 1 , 5 2 , .  , . , z z k )  be a bent function on V2k, 70 be the sequence 
of f ( O , 5 2 , .  . . , z ~ E ) ,  and TI be the sequence of f(1, x2,. . . , z 2 k ) .  Then for any 
afine sequence e of length Pk-',  we have -2k 5 (q0,l) <_ 2k and -2k i ( q l , t )  s 
2k .  

A consequence of Lemma 11 is that the nonlinearity of f ( 0 , 2 2 , .  . . , q k )  and 
f ( 1 , 2 2 , .  . . , z2k) is at  least 22k-2 - 2k-1. It is interesting to note that concate- 
nating and splitting bent sequences both achieve the same nonlinearity. 

Splitting bent sequences can also result in balanced functions. Let l i  be the 
i th  row of HI, where i = 0,1,. . . , 2k - 1. Note that 10 is an all-one sequence 
while 11, 1 2 ,  ...( 1 2 h - 1  are all balanced sequences. The concatenation of the 
rows, (10,1,, . . . ,!2k-1), is a bent sequence [l]. Denote by f(z1, 22,. . . ,221e) the 
function corresponding to the bent sequence. Let < be the second half of the 
bent sequence, namely, ( = ( 1 2 ~ - 1 , ! 2 h - - l + l , . .  . , t 2 b - 1 ) .  Then < is the sequence 
of f ( l , ~ ~ . . .  , z z ~ ) .  Since all t i ,  i = 2k-1,2k-1 + 1 ,... , 2 k  - 1, are balanced, 
f ( l , z 2 , .  . . , 5 2 k )  is a balanced function. The nonlinearity of the function is at 
least 22k-2 - 2k-' .  

By permuting ( 1 2 k - I ,  1 2 ~ - l + l , .  . . , .!2k-1}, we obtain a new balanced sequence 
<' = ( L ~ L - - l , L ~ L - - I + l , .  . . , l i k - l )  that has the same nonlinearity as that of [. Now 
let 5'' = ( e 2 L - 1 L ~ x - l , e 2 L - - ' + 1 1 ~ k - l + ~ ,  . . . , e2k - l !~k -1 ) ,  where each ei is indepen- 
dently selected from (1, -1). (" is also a balanced sequence with the same non- 
linearity. The total number of balanced sequences obtained by permuting and 
changing signs is 2'"-' . 2k-1!. These sequences are all different from one another 
but have the same nonlinearity. 

3 Highly Nonlinear Balanced Functions 

Note that a bent sequence on T / k  contains 2'"' + 2"' ones and 2'"' - 2'-' 
zeros, or vice versa. As is observed by Meier and Staffelbach [6], changing 2k-1 
positions in a bent sequence yields a balanced function having a nonlinearity of at 
least 2"-l- 2 k .  This nonlinearity is the same as that obtained by concatenating 
four bent sequences of length 22k-2 (see Lemma 10). 

It is well-known that the maximum nonlinearity of functions on V,, coincides 
with the covering radius of the first order binary Reed-Muller code R(1,n) of 
length 2", many results on covering radius of R( 1, n) (see [3]) have direct impli- 
cations on the nonlinearity of functions. In particular, using a result of [8], we 
can construct unbalanced functions on v 2 k + l ,  k 2 7, whose nonlinearity is at 
least 22k - g 2 k ,  a higher value than 22k - 2k  achieved by the construction in 
Corollary 9. One might tempt to think that modifying the sequences in [8] would 
result in balanced functions with a higher nonlinearity than that obtained by 
concatenating or splitting bent sequences. We find that it is not the case. We 
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take V I ~  for an example. The Hamming weight of the sequences on I&, which 
have the largest nonlinearity of 16276, is 16492. Changing 54 positions makes 
them balanced. The nonlinearity of the resulting functions is 16222, smaller than 
16256 achieved by concatenating two bent sequences of length 214 (see Corol- 
lary 9). 

In the following we show how to  modify bent sequences of length 22k  con- 
structed from Hadamard matrices in such a way that the resulting functions 
are balanced and have a much higher nonlinearity than that attainable by con- 
catenating four bent sequences. This result, in conjunction with sequences in [8], 
allows us to construct balanced functions on &+15, k 2 7, that have a higher 
nonlinearity than that achieved by concatenating or splitting bent sequences. 

3.1 On V3k 
Note that an even number n 2 4 can be expressed as n = 4t or n = 4 t + 2 ,  where 
t 1 1. As the first step towards our goal, we have the following lemma whose 
proof is left to  the full paper [13]: 

Lemma12. Far any integer t 2 1 there exists 

(ii) a balanced function f on V4t+2 such that Ng >_ 24t+1 - 22t - 2t .  

With the above result as a basis, we consider an iterative procedure to further 
improve the nonlinearity of a function constructed. Note that an even number 
n 2 4 can be expressed as n = 2", m >_ 2, or n = 2s(2t+ l), s 2 1 and t 2 1. 

Consider the case when n = 2m, m 1: 2. We start with the bent sequence 
obtained by concatenatin the rows of Hzm-l. The sequence consists of 2'"-l 
sequences of length 22 , Now we replace the all-one leading sequence with 
a bent sequence of the same length, which is obtained by concatenating the 
rows of H z m - 2 .  The length of the new leading sequence becomes 22"-a. It is 
replaced by another bent sequence of the same length. This replacing process is 
continued until the length of the all-one leading sequence is 22 = 4. To finish the 
procedure, we replace the leading sequence (1 ,1 ,1 ,1)  with (1, -1,1, -1). The last 
replacement makes the entire sequence balanced. By induction on s = 2,3,4,  . . . , 
it can be proved that the nonlinearity of the function obtained is at least 

(i)  a balanced function f on I& such that Nf 2 24t-1 - 22t-1 - 2t I 

m - B  

The modifying procedure for the case of n = 2'(2t + l), s 2 1 and t 2 1, 
is the same as that for the case of n = 2", m 2 2, except for the last replace- 
ment. In this case, the replacing process is continued until the length of the 
all-one leading sequence is 2"+'. The last leading sequence is replaced by -4; = 
(ep,  e2~+1,. . . , e z t + ~ - ~ ) ,  the second half of the bent sequence (eo, e l , .  . . , e p + i - ~ ) ,  
where each ei is a row of Ht+I. Again by induction on s = 1,2 ,3 , .  . ., it can be 
proved that the nonlinearity of the resulting function is at least 
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We have completed the proof for the following 

Theorem13. FOT any even number n 2 4, there exists a balanced function f' 
o n  V, whose nonlinearity is 

22"-1 - 1 p 2 m - 1  + 22m-3 + . . . + 

Nf' 2 22*(2t+1)-1 - 1 ( 2 2 ' 4 ( 2 t + l )  + 2 2 ' 4 ( 2 t + l )  + . . . + 

z 
22' + 2 . 2 2 ) ,  

22(2t+l)  + 22t+' + 2 t + l  1, 
n = 2", 

n = 28(2t + 1). 
2 I 

Let C = (<o, [I,. . . , c2& be a sequence of length ZZk obtained by modifying 
a bent sequence. Permuting and changing signs discussed in Section 2 can also be 
applied to  <. In this way we obtain in total 22k 2k! different balanced functions, 
all of which have the same nonlinearity. Even more functions can be obtained by 
observing the fact that the leading sequence (0 has exactly the same structure 
a8 the large sequence C, and hence permuting and changing signs can also be 
applied to  6. 

Lemma14. Let f1 be a function on V, and fi be a function on  V,. Then  
f i ( l i , .  . . , zS) @ fZ(y1,.  . . , y t )  i s  a balanced function on  Vaft i f  either fl OT f2 is 
balanced. 

Let (1 be the sequence of fl on V, and 1 2  be the sequence of f2 on V,. 
Then it is easy to verify that the Kronecker product <I 8 (2 is the sequence of 
f l h . .  .,4 @ f z ( Y 1 , .  . * ,Yt) .  

Lemma 15. Let f r  be a function on V, and f2 be a function o n  T$. Let g be a 
function o n  V8+t defined by 

Suppose that & and &, the sequences of f1 and f z  respectively, satisfy ((I,.!) 5 PI 
and (&,.t) 5 PZ f o r  any a f i n e  sequence .! of length 2,, where P I  and P 2  are 
positive integers. T h e n  the nonlinearity of g satisfies Ng 2 2'+t-1 - $PI - Pz. 

Let 1 1  be a balanced sequence of length 22k that is constructed using the 
method in the proof of Theorem 13, where k 2 2, Let (2 be a sequence of length 
215 obtained by the method of [8]. Note that the nonlinearity of t2 is 16276, and 
there are 13021 such sequences. Denote by fi the function corresponding to G 
and by fz the function corresponding to  (2. Let 

f ( ~ l , . . . , ~ Z k , ~ Z k + 1 , . . . , 2 2 k f 1 5 )  = f l ( z 1 , . - - , z 2 k )  @ f 2 ( Z Z k f l , . - .  752kf15)  (3) 

Then 
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Theorem16. The function f defined by (3) is a balanced function on &k+15, 

k 2 2, whose nonlinearity is at least 

2Zm+14 - 108(22m-1 + 22"-' + . . , + 
2Z2 + 2 . 2 7 ,  2k = 2m, 

Nf ' 22'(2t+1)+14 - 108(22'-1(2t-f-l) + 22'-a(2t+l) + . . , + I 22(2t+l) + 22t+' + 2t+l), 2k = 2'(2t + 1). 

Proof. Let ( = (1 8 (2. Then ( is the sequence of f .  Let L be an arbitrary affine 
sequence of length Z2"I5. Then ! = *L1 8 1 2 ,  where 11 is a linear sequence of 
length 22k and is a Linear sequence of length 215. Thus 

2 2 - 4  + 2 2 7 4  + . . ' + 2 2 2  + 2 * 2 2 ,  2k = 2", 
22'-l(2t+l) + 22D-a(2t+1) + , . . + 22(2t+1) + 2 2 t f 1  + 2t+1, 2k = 23(2t  + 1). 

( < z , ! z )  5 2 3 
- 16276) = 216 

and 

By Lemma 15, the theorem is true. 

The  nonlinearity of a function on V&+15 constructed in this section is larger 
than that  obtained by concatenating or splitting bent sequences for all k 1 7. 

4 
Satisfying High Degree Propagation Criterion 

Constructing Highly Nonlinear balanced Functions 

This section presents two methods for constructing highly nonlinear balanced 
functions satisfying the propagation criterion. 

4.1 Basic Construction 

On Vak+I Let f be a bent function on Vzk, and let g be a function on V2k-t-i 
defined by 

Lernmal7. The function g defined in (4) satisfies the propagation criterion 
with respect to all non-tero vectors y E & k + l  with 7 # (1,0,. . . ,o). 
Proof. Let y = (u1,u2,. . . , a 2 k + l )  # (I,o,. . . , o )  and let z = ( 2 1 , 5 2 , .  . . , z2lc+1). 
Then g(s)$g(z@y) = u l @ f  (52,. . . ,521c+1)@f(z2@a2,.  . . ,22k+l@a2k+l)- Since 
f is a bent function, f(z2,. . . , z 2 k f l )  $ f (z2 @ u2,. . . , z z k + l  @ U 2 k + l )  is balanced 
for all ( ~ 2 , .  . . , a2k+1)  # (0,. , . ,0) (see (iii) of Lemma 3). Thus g ( s )  @ g(z CB 7) 

0 is balanced for all y = ( a l , ~ ~ , .  . . , a 2 k + l )  # (1,0,. . . , O ) .  
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From Corollary 9, the nonlinearity of the function g defined by (4) satisfies 
N, 2 ZZk - 2 k .  Furthermore, by Lemma 14, g is balanced. Thus we have 

Corollary 18. The function g defined by (4 )  i s  balanced and satisfies the propa- 
gation criterion with respect to all non-zero vectors 7 E q k + l  with 7 # (1,0,. . . ,O). 
The  nonlinearity of g satisfies Ng 2 22k - 2 k .  

On V Q k  Let f be a bent function on V 2 k - 2  and let g be a function on v z k  

obtained from f in the following way: 

$ 7 ( 2 1 , 5 2 , z 3 1 . - *  r z 2 k )  

= ( . l @ s l ) ( l @ 5 2 ) f ( z 3 , . . . , z Z k )  @ (1 @ x 1 ) 5 2 ( 1  @f(z3,...,zZk)) 

Si(l@ zz)(l@ f(53,. . - , z 2 k ) )  @ z 1 2 2 f ( z 3 ,  I . .  , z 2 k )  

= @ 2 2  @ f ( 2 3 , .  . . 5 2 k ) .  ( 5 )  
Lemma19. The  function g defined in (5 )  satisfies the propagation criterion 
with respect t o  all but three non-zero vectors in V&. The three vectors where the 
propagation craterion is not satisfied are y1 = (I, O,O, . . . , 0), 72 = (0, 1, 0, . . . ,O), 
and 73 = 7 1  @ 7 2  = (1,1,0,. . . , O ) .  

Proof. Let 7 = (ul, uz, . . . , a 2 k )  be a non-zero vector in V 2 k  differing from 71, 72 
and 7 3 .  Also let z = (21,. . . , z 2 k ) .  Then we have g(z) @ g(z @ 7) = a1 @ a 2  @ 
f ( 5 3 , .  . . , ~ 2 k ) @ f ( z 3 @ U g , .  . . , z Z k @ a Z k ) .  Since f is a bent function on K k - 2  and 
(a3,. . . , U 2 k )  # (0, .. . , o), f ( 2 3 , .  . . , Z 2 k )  @ f ( 2 3  @ U3,. . . ,22k @ Q k )  iS balanced, 
from which it follows that g(z) @ g(z @ 7) is balanced for any non-zero vector 7 
in v z k  differing from 71, 72 and 73. This proves the lemma. 0 

Since 21 @ 2 2  is balanced on V 2 ,  g is balanced on V Z k ,  On the other hand, by 
Lemma 8, we have Ng 3 2 2 k - 1  - Z k .  Thus we have the following result: 

Corollary 20. The function g defined by (5) i s  balanced and satisfies the propa- 
gation criterion with respect to  all non-zeTo vectors 7 E &k with 7 # (c1, c2,O,. . . , O), 
where q , c z  E GF(2) .  The nonlinearity of g satisfies Ng 2 Z2"' - 2 k .  

4.2 Moving Vectors Around 
Though functions constructed according to  (4) or ( 5 )  satisfy the propagation 
criterion with respect to all but one or three non-zero vectors, they are not 
interesting in practical applications. We show that through linear transformation 
of input coordinates, the vectors where the propagation criterion is not satisfied 
can be transformed while the balancedness and nonlinearity of the functions are 
preserved. In particular, the vectors can be transformed into vectors having a 
high Hamming weight. In this way we obtain highly nonlinear balanced functions 
satisfying the high degree propagation criterion. 

Let f be a function on Vn, A a nondegenerate matrix of order n with entries 
from G F ( 2 ) ,  and b avector in V,. Then f*(z) = f(zA$jb) defines a new function 
on V,, where 2 = ( z 1 , 2 2 , .  . . , zn) .  It can be proved that the algebraic degree 
and the nonlinearity of f * is the same as those of f, In addition, f * is balanced 
iff f is balanced. 
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On Vak+x 

Theorem21. For any non-zero vector 7' E V2k+l (k 2 l), there exist balanced 
functions on  &k+l  satisfying the propagation criterion with respect to all non- 
zero vectors 7 E V2k+1 with 7 # 7'. The nonla'nearities of the functions are at 
least 22k - z k .  

Proof. Let f be a bent function and let g be the function constructed by (4). 
From linear algebra we know that for any bases B1 and Bz of the vector space 
'C12k+l, where B1 = {aj l~ '  = 1,. . . ,2k + 1) and B2 = {&Ij = 1,. . . ,2k + l}, 
there exists a unique nondegenerate matrix A of order 2k + 1 with entries from 
GF(2) such that a j A  = pj, j = l,,. . ,2k + 1. In particular, this is true when 
a1 = 7* and = (1,0,. . . ,O). Let 57 = (21,572,. . . , 2,) and let g* be the function 
obtained from g by employing linear transformation on the input coordinates of 
9: 

g*(4 = g ( W  
Since A is nondegenerate, g* is balanced and has the same nonlinearity as 

that of g. Now we show that g' satisfies the propagation criterion with respect 
to all non-zero vectors except 7* .  

Let 7 be a non-zero vector in &+I with 7 # 7*. Consider the following 
function g*(z) @ g*(z @ 7 )  = g(zA)  @ g(sA @ 7 A )  = g(y) @ g(y @ 7 A )  where 
y = xA. Note that A is nondegenerate and thus y runs through k + l  while 
z runs through V&+l. Since 7 # 7* we have 7 A  # ( l , O ,  . . . ,O). From (G) of 
Lemma 3, g(y) @ g(y @ 7 A )  is balanced and hence g"(2) @ g ' ( z  13 7 )  is balanced. 
Consequently, g* satisfies the propagation criterion with respect to all non-zero 
vectors in V2k+1 but 7*. This completes the proof. 

As a consequence of Theorem 21, we obtain, by letting 7' = (1,1,. . . , l), 
highly nonlinear balanced functions on V2k+l  satisfying the propagation criterion 
of degree 2k. This is described in the following: 

Corollary22. Let f be a bent function on & and let g'(z1,. . . , X Z k f l )  = 2 1  @ 
f(q CD x z , z 1 @  23,. . . , z1 @ Z Z k + l ) .  Then  g* is a balanced function on  & k + l  and 
sutisfies the propagation criterion of degree 2k. The nonlinearity of g* satisfies 
N,= 2 22k - 2 k .  

On V z k  

Theorem23. For any non-zero vectors 7i,7; E V2k (k 2 2 )  with 7; # 7;, 
there ezist balanced f inctiona on K k  satisfying the propagation criterion with 
respect to all but three non-zero vectors in V2k. The three vectors where the 
propagation criterion i s  not satisfied are 7;,  7; and 7; @ 7;. T h e  nonlinearities 
of the functions are at leust 22k-1 - 2k, 

Proof, The proof is essentially the same as that for Theorem 21. The major 
difference lies in the selection of bases B1 = {crjlj = 1,. . . ,2k} and B2 = {DjIj = 
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1,. . . ,2k}. By linear algebra, we can let a1 = 7r, a2 = 7;, = ( l , O ,  0 , .  . . ,O), 
and PZ = ( 0 , 1 , 0 ,  . . . ,O). By the same reasoning as in the proof of Theorem 21, 
we can see that g* defined by g*(z) = g(zA) satisfies the propagation criterion 
with respect to  all but the following three non-zero vectors in V2k: 7i, 7; and 
7;$7;- Here 2 = ( a , % .  . . ,w& g(z) = z l @ z z @ f ( ~ ,  . . . ,ZZk), and f, a bent 
function on Gk-2, are all the same as in ( 5 ) ,  and A is the unique nondegenerate 

0 matrix such that ajA = Pj, j = 1 , .  . . , 2 k .  

Similarly to  the case on VZk+l, we can obtain highly nonlinear balanced 
functions satisfying the high degree propagation criterion, by properly selecting 
vectors 7; and 7;. Unlike the case on l&+l, however, the degree of propagation 
criterion the functions can achieve is $ k ,  but not 2k-1 .  The construction method 
is described in the following corollary, 

Corollary 24. Suppose that 2k = 3t  + c where c = 0 , l  OT 2 .  Then theTe ezkt  
balanced finctions on Vzk that satbfy the propagation criterion of degree 2 t  - 1 
(when c = 0 OT l), or 2 t  (when c = 2) .  The nonlinearities of the firactions are 
at least Pk-' - 2 k ,  

Proof. Set c1 = 0, cz = 1 if c = 1 and set c1 = cz = $c otherwise. Let 7; = 
(ai, - .  - ? ~ 3 t + ~ )  and 7; = (h, . . . , b3tfc), where 

1 for j = 1, ... , 2 t  + c1, 
0 for j = 2t + c1 + 1 , .  . . ,3t + c. 

aj = 

0 f o r j = l ,  ..., t + q ,  
1 for j = t +cl  + l , . .  . ,3 t  +c. 

bj = { 
By Theorem23 there exists a balanced function g* on I& satisfying the 

propagation criterion with respect to  all but three non-zero vectors in I&. The 
three vectors are 7i, 7; and 7: @ 7;. The nonlinearity of g* satisfies N,* 2 
2-1 - 2 k *  

Note that w(7i) = 2t + c1, W($) = 2t + CZ, and W(7; @ 7;) = 2t  + 2 ~ 1  = 
2 t  + c .  The minimum among the three weights is 2t + c1. Therefore, for any 
nonzero vector 7 E &k with w(7) 5 2 t +  c1 - 1, we have 7 # 7:,7; or 7; $7;. 
By Theorem 23, g*(z) @ g*(z f3 7) is balanced. F'rom this we conclude that g* 
satisfies the propagation criterion of order 2t + c1 - 1. The proof is completed 

0 by noting that c1 = 0 if c = 0 or 1 and c1 = 1 if c = 2 .  

In the full paper [13] we shall show that functions obtained by (4) and ( 5 )  
can achieve a wide range of algebraic degrees, namely 2 ,  ... , k and 2,  ... , 
k - 1 respectively, We shall also provide two concrete examples to illustrate our 
construction methods. 



60 

References 

1. ADAMS, C .  M . ,  AND TAVARES, S. E. Generating and counting binary bent se- 
quences. IEEE !Transactions on Information Theory IT-36 No. 5 (1990), 1170- 
1173. 

2. ADAMS, c. M., AND TAVARES, S. E. The use of bent sequences to achieve higher- 
order strict avalanche criterion. Technical Report, TR 90-013, Department of 
Electrical Engineering, Queen’s University, 1990. 

3. COHEN,  G .  D., KARPOVSKY, M. G., H. F. MATTSON, J., AND SCHATZ, J. R. 
Covering radius - survey and recent results. IEEE Transactions on Znjomation 
Theory IT-31, 3 (1985), 328-343. 

Constructing large cryptographicdy strong 
S-boxes. In Advances in Cryptology - AUSCRYP T’92 (1993), Springer-Verlag, 
Berlin, Heidelberg, New York. to appear. 

5. DILLON, J. F. A survey of bent functions. The NSA Technical Journal (1972), 
191-215. (unclassified). 

6. MEIER., w., AND STAFFELBACH, 0. Nonlinearity criteria for cryptographic 
functions. In Advances in Cryptology - EUROCRYPTW (1990), vol. 434, Lec- 
ture Notes in Computer Science, Springer-Verlag, Berlin, Heidelberg, New York, 

7. NYBERG, K. Perfect nonlinear S-boxes. In Advances in Cryptology - EURO- 
CRYPT’S1 (1991), vol. 547, Lecture. Notes in Computer Science, Springer-Verlag, 
Berlin, Heidelberg, New York, pp. 378-386. 

8. PATTERSON, N .  J., AND WIEDEMANN, D. H. The covering radius of the (215, 16) 
Reed-Muller code is at  least 16276. ZEEE Transactions on Information Theory 

4. DETOMBE, J., AND TAVARES, s. 

pp. 549-562. 

IT-29, 3 (1983), 354-356. 

WALLE, J. Propagation characteristics of boolean functions. In Advances in Cqp- 
tology - EUROCRYPT’SO (1991), vol. 437, Lecture Notes in Computer Science, 
Springer-Verlag, Berlin, Heidelberg, New York, pp. 155-165. 

10. ROTHAUS, 0. s. On “bent” functions. Journal of Combznatoraal Theory Ser. A ,  

11. SEBERRY, J., AND YAMADA, M .  Hadamard matrices, sequences, and block designs. 
In Contemporary Design Theory: A Collection of Surveys, J. H. Dinitz and D. R. 
Stinson, Eds. John Wiley & Sons, Inc, 1992, ch. 11, pp. 431-559. 

12. SEBERRY, J., AND ZHANG, X. M. Highly nonlinear 0-1 balanced functions satisfy- 
ing strict avalanche criterion. In Advances in Cryptology - A USCRYPT’S2 (1993), 
Springer-Verlag, Berlin, Heidelberg, New York. to appear. 

13. SEBERRY, J., ZHANG, X. M., AND ZHENG, Y. Nonlinearityand propagation char- 
acteristics of balanced boolean functions. Submitted for Publication, 1993. 

9. PRENEEL, B., LEEKWICK, w. v., LINDEN, L. v., GOVAERTS, R., AND VANDE- 

2U (1976), 300-305. 


	Nonlinearly Balanced Boolean Functions andTheir Propagation CharacteristicsU (Extended Abstract)
	1 Preliminaries
	2 Properties of Balancedness and Nonlinearity
	3 Highly Nonlinear Balanced Functions
	3.1 On V3k
	3.2 On V2k+1

	4Satisfying High Degree Propagation CriterionConstructing Highly Nonlinear balanced Functions
	4.1 Basic Construction
	4.2 Moving Vectors Around

	References


