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Abstract—In this paper, the secrecy outage performance of
an underlay cognitive decode-and-forward relay network over
independent but not necessarily identical distributed (i.n.i.d)
Nakagami-m fading channels is investigated, in which the
secondary user transmitter communicates with the secondary
destination via relays, and an eavesdropper attempts to overhear
the information. Based on whether the channel state information
(CSD) of the wiretap links is available or not, we analyze the
secrecy outage performance with optimal relay selection (ORS)
and suboptimal relay selection (SRS) schemes, and multiple relays
combining scheme (MRC) scheme is considered for comparison
purpose. The exact and asymptotic closed-form expressions for
the secrecy outage probability with three different relay selection
schemes are derived and verified by Monte-Carlo simulations.
The numerical results illustrate that ORS scheme always out-
performs SRS and MRC schemes, and SRS scheme is better
than MRC scheme in the lower fading parameters scenario.
Furthermore, through asymptotic analysis, we find that these
three different schemes achieve the same secrecy diversity order,
which is determined by the number of the relays, and the fading
parameters of the links among the relays and the destination.

Index Terms—Underlay cognitive networks, decode-and-
forward, relay selection, secrecy outage performance, Nakagami-
m fading.
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I. INTRODUCTION

A. Background

VER the past few years, cognitive radio networks

(CRNs) have rekindled enormous interest in the wireless
community due to the fact that it can solve the spectrum
scarcity problem by exploiting the existing wireless spectrum
opportunistically. In CRNss, all the unlicensed secondary users
(SUs) are permitted to transmit concurrently on the same
frequency band with the licensed primary users (PUs) through
underlay, overlay, and interweave paradigms [1]. Among these
schemes, the underlay scheme is the most popular spectrum
sharing technique due to its low implementation complexity,
where the SUs are allowed to utilize the licensed spectrum if
the interference caused to PUs is below a given interference
threshold.

Security and privacy are of great importance in modern
wireless communications. The physical layer security (PLS)
has emerged as a key technique to provide trustworthiness
and reliability for future wireless transmissions due to the
broadcast nature of wireless transmission. Differing from the
traditional cryptographic mechanisms that require private key
exchange, the main idea of PLS is to exploit the wireless
channels physical layer characteristics, such as fading, noise
and/or interference, to realize secure communications [2].
More specifically, irrespective of the legitimate channel’s
propagating condition being better than the wiretap’s chan-
nel, secret data transmission is theoretically possible without
sharing any key, as shown by Wyner’s wiretap model [3].

B. Related Works

Recently, the PLS of CRNSs has attracted increasing research
attention [4-13]. A comprehensive review of physical layer
attacks in CRNs was presented [4] and [5]. The authors
in refs. [6] and [7] analyzed the secrecy performance for
a model comprising of multiple antennas SU transmitter in
the presence of an eavesdropper. The secrecy performance of
single-input multiple-output (SIMO) CRNs was investigated
and the closed-form expression for the secrecy outage prob-
ability (SOP) was derived in [8]. Ref. [9] analyzed the se-
crecy performance of SIMO CRNs with generalized selection
combining over Nakagami-m fading channels and the closed-
form expression for the SOP was derived. The secrecy outage
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performance of optimal antenna selection and suboptimal an-
tenna selection schemes for multiple-input and multiple-output
(MIMO) underlay cognitive radio systems over Nakagami-
m channels was investigated and the exact and asymptotic
closed-form expressions for the SOP of various transmit
antenna selection (TAS) schemes were derived in [10]. A
secure switch-and-stay combining protocol was proposed for
the secure cognitive relay networks with two DF relays and
the analytical expressions of exact and asymptotic SOP were
derived in [11]. The secrecy performance of full-duplex multi-
antenna spectrum-sharing wiretap networks was investigated in
[12] in which a jamming signal is simultaneously transmitted
by the full-duplex cognitive receiver, and the two antenna
reception schemes were designed to enhance the security.
The secrecy performance of an underlay MIMO CRNs with
energy harvesting was investigated in [13] and the closed-
form expressions for the SOP of three different TAS schemes
over Rayleigh channels were derived. Prior works on PLS
mainly focus on the study of three-node wiretap channel
model, and multiple antennas were utilized to improve secrecy
performance. However, in some scenarios, such as hand-held
terminals, sensor nodes, etc, it is difficult to implement MIMO
technique due to the limitation in physical size and power
consumption. In recent years, cooperative communications
have emerged as a powerful spatial diversity technology that
can effectively combat channel fading and increase system
secrecy capacity [14].

The authors in [15] analyzed the secrecy capacity of the
wireless transmissions in the presence of an eavesdropper with
a relay node, where amplify-and-forward (AF), decode-and-
forward (DF), and compress-and-forward (CF) relaying proto-
cols were examined and compared with each other. Ref. [16]
analyzed the design of the secrecy transmission in DF relay
networks to maximize the secrecy throughput under a SOP
constraint. The authors of [17] proposed several cooperation
strategies in facilitating secure wireless communications and
obtained the corresponding achievable performance bounds. In
refs. [18] and [19], Zou et al. studied the cooperative relays
to enhance PLS and showed the security can be improved
by using relay selection over Rayleigh fading. Ref. [20]
obtained the expressions for the intercept probability and
the outage probability (OP) of the proposed relay selection
schemes for a CRN with realistic spectrum sensing. In [21],
the authors analyzed the outage performance of CRNs with the
Nth best-relay selection scheme over independent and identi-
cally distributed (i.i.d.) fading channels. Three relay selection
schemes were proposed in [22] for full-duplex heterogeneous
networks in the presence of multiple cognitive eavesdroppers
and the closed-form expressions for the exact and asymptotic
SOP were derived under the attack of non-colluding/colluding
eavesdroppers. While all of the aforementioned works substan-
tially provide a good understanding of PLS for cooperative
communication systems, all of them are limited to Rayleigh
fading channels.

Comparing with Rayleigh fading, Nakagami-m model pro-
vides a good match to various empirically obtained measure-
ment data [23] and is widely utilized for modeling wireless
fading channels, including Rayleigh (m = 1) and one-sided

Gaussian distribution (m = 0.5) as special cases. The OP of
dual-hop CRNs with an AF relay over Nakagami-m fading
channels was obtained in [24]. The performance of DF relay
selection networks over Nakagami-m fading channels was an-
alyzed in [25], and the closed-form expression for the OP was
derived. In [26], the authors presented performance analysis
for underlay cognitive DF relay networks with the Nth best
relay selection scheme over Nakagami-m fading channels, and
the exact and asymptotic closed-form expressions for the OP
were derived. So far, to the best of the authors’ knowledge,
in the open literature, there is an absence in investigation of
security performance for cognitive CRNs over independent
but not necessarily identical distributed (i.n.i.d.) Nakagami-m
fading channels with relay selection.

C. Motivation and Contributions

In this paper we investigate the PLS for the underlay cogni-
tive network with multiple DF relays over i.n.i.d. Nakagami-m
fading channels. Our main contributions are as follows':

o The secrecy outage performance with optimal relay selec-
tion (ORS) and suboptimal relay selection (SRS) schemes
are analyzed and compared with multiple relays combin-
ing (MRC) scheme. The exact closed-form expressions
for the SOP of the ORS, SRS, and MRC schemes are
derived, which build the relationship between the secrecy
performance and the related systems parameters, and are
verified via simulations.

e The asymptotic closed-form expressions for the SOP of
three different selection schemes are derived, the secrecy
diversity order and secrecy array gain are also obtained.
An interesting observation is achieved that the three
different selection schemes achieve the same secrecy
diversity order, which is closely related to the number of
the relays and the fading parameters of the links among
the relays and the destination.

e Compared to [32] or [33] wherein the secrecy perfor-
mance for underlay CRNs with single or multiple relay
nodes over Rayleigh fading channels was analyzed, we
explore the secrecy performance for CRNs with multiple
relay nodes over i.n.i.d Nakagami-m fading channels.

« Relative to [35]-[40] wherein the SOP for the cooperative
systems with multiple relays over Rayleigh or Nakagami-
m fading channels was derived, we analyze the secrecy
outage performance with three different relay selection
schemes in the underlay cognitive radio systems experi-
encing i.n.i.d. Nakagami-m fading.

o Relative to [41]-[43] wherein only the maximum inter-
ference power constraint is considered at the SU source
node, we consider more general conditions that both the
maximum interference power constraint and the maxi-
mum transmit power constraint must be met at the SU
source node and all the relay nodes.

IThe secrecy performance of AF/CF relays was investigated in the available
literatures, such as [15], [24], [27]. Similar performance with AF relay
selection was analyzed in [28], [29], [30], [31]. However, none of these works
have considered CR scenarios. The secrecy performance of underlay CRNs
with multiple AF or CF relays will be considered as part of our future works.
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Fig. 1.  System Model demonstrating a primary user (P), a secondary
user/source transmitter (.S), a collection of relays (R), a desired destination
(D), and an undesired eavesdropper (E).

D. Structure

The rest of the paper is organized as follows. In Section
II, the system model considered in our work is described and
the ORS, SRS, and MRC schemes are presented. We derive
the exact and asymptotic closed-form expressions for the SOP
of the three different relay selection schemes in Section III
and IV. In Section V, we present and discuss the numerical
results and the Monte-Carlo simulations. Finally, Section VI
concludes the paper.

II. SYSTEM MODEL AND SECRECY CAPACITY
A. System Model

In this paper, we consider an underlay cognitive relay
wireless network model, as shown in Fig. 1. It consists of
a primary user (P), a secondary transmitter (S), N sec-
ondary cooperative relays (R;,1 < ¢ < N), one secondary
destination (D), and an eavesdropper (F). Following [15]-
[17], we consider that the directly links between .S and D/E
are unavailable due to severe shadowing and path-loss, and
communication can be established only via relays. We assume
that all nodes are equipped with a single antenna and the relays
utilizing two adjacent time slots are employed. In the first
time slot, S broadcasts its signal to the relays that attempt
to decode their received signals. In the second time slot,
only the optimal relay, which is selected from the successful
decode relay set, forwards the decoded outcome to D, and F
may overhear the confidential information, where a two slot
protocol has been utilized, based on numerous works in the
available literature [18]-[21]. All the channels are assumed to
experience i.n.i.d. quasi-static Nakagami-m fading with fading
parameters m; and average channel power gains §);, where
j € (SP,SR;,R;P,R;D, R;FE). The thermal noise at each
receiver is modeled as additive white Gaussian noise (AWGN)
with variance o2.

The probability density function (PDF) and the cumulative
distribution function (CDF) of the channel gains can be
expressed by

)\j 771/]
' (my)

L exp (=), (1)

Fy, (y) = T(my)

2)
where A; = m; /S, I'(-) is the gamma function, as defined
by (8.310) of [44] and Y (a,z) = [ exp (—t)t*~ dt is the
lower incomplete gamma function, as defined by (8.350.1) of
[44].

Using (8.352.1) of [44], the CDF of Y; is rewritten as

mj;—1 n
— Ny

Fy, (y) =1 —exp(—\;y) Z e 3)
n=0 ’

The channel capacity between S to the ith relay is given by

1 P
CSRi = §log2 (1 + OEYSRi> ) (4)

where the factor 1

5 in front of log(-) arises from the fact
that relays operate in half-duplex mode and two time slots
are required to complete the transmission of S to D via R;
[15], [37]. Ps is the transmit power at S, Ysg, = |hsr, 2, and
hsr, is the channel fading coefficients between S and R;.
Similarly, the channel capacity from the ith relay to D/E

can be given by

1 P;

Cr,p = 510g2 <1 + 0_2YR7~,D) , ®)
1 j

Cr,E = §log2 (1 + UzyRiE) , 6)

respectively, where P; is the transmit power at the ith relay,
Yr.p = |hRiD 2, Yr.e = |thE 2, hgr,p and hg,g are the
channel fading coefficients between R; and D/ F, respectively.

According to underlay cognitive radio transmission, the
transmit power at S and relays must be limited at a given
threshold to guarantee a reliable communication at P [10].
Due to the maximum interference power constraint and the
maximum transmit power constraint, the transmit power at .S
and ith relay are strictly constrained by?

PS’ :min(PmaxaPI/YSP)7 (7)
P; = min (Pnax, Pr/Yr,P), ®)

respectively, where Py, is the maximal transmit power at
S and all the relays, and P; is the maximum tolerated
interference power at P.

Based on [26] and [37], the ith relay can successfully
decode the received signal when C'sp, is larger than the target
data rate. Otherwise, the relays are unable to recover the signal
from S. So the probability of the ith relay cannot successfully
decode is

Pjoit = Pr(Csr, < Rq)

6—1)02 9
Pr(YSRiS(PS)U>’ )

2As similar to [32]-[43], it is assumed that source and relay nodes are with
perfect CSI in our work. However, considering that the channel estimation is
not perfect and always suffers from estimation errors, our derived results are
optimistic compared to the practical ones. Analyzing the secrecy performance
of CRN with outdated CSI is an interesting topic and will be part of our future
work.
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where R, is the data rate threshold for successfully decode i 2a 12| |2y | 7ty D1
and 0 — 32 g where 3 (-1)'=3% % -y %
- . SRS i=0 n1=1 n;=1 11=0

For notational convenience, let ® denote the set of the relays MRy, D1 ) i
that can successfully decode the received signal. There are 27V X YDA F), A = ] AR B =
possible subsets @ and the sample space of ¢ can be written i hi=0 i =t
as Zt:l )‘RntD’ and M = Zt:l lt.

Proof: The proof is given in Appendix A. [ ]

The relay selected with SRS scheme is only optimum for D,
which means E' and P are not able to exploit any additional
diversity from the multiple relays under this scheme.

(I):{®7¢17¢2a"'7¢)n7"'aq)2N—1}7 (10)

where () denotes an empty subset and ®,, denotes the nth non-
empty subset of ®. we define |®| as the number of the relays
in @, and |®,,| = L.

Next, we will present the relay selection criterion of three D. The Multiple Relay Combining Scheme
different relay selection schemes when successful decode set In this subsection, the traditional DF multiple relay comb-

is @y,. ing scheme is presented for comparison purposes, where all
successful decode relays participate in forwarding the signal to
D. D and E combine its received signals [18]. Without loss
of generality, P also combines its received signals to judge

When the channel state information (CSI) of all links is whether the suffered interference is larger than the maximum
available at relays similar to [18] and [19], the relay that tolerated interference power P; or not. In order to make a fair
maximizes the secrecy capacity in successfully decode set is comparison with other schemes, the total amount of transmit
selected as the optimal relay. The relay selection criterion for power at relays shall be limited to P .x, with equal-power

B. The Optimal Relay Selection Scheme

ORS scheme in set ®,, can be expressed as allocation, the transmit power of each successful relay is given
by
+
b= argmax[Cr,p — Cr.p]", (11) P = min (Puax/L, Pr/Yp), (16)
where b signifies the selected relay, [2]* = max (z, 0). where Yp = Zg{; Yr.p.
Then the secrecy capacity with ORS scheme can be written Hence, the secrecy capacity for this scheme is
as
MRC _ [~MRC MRC]+
CSRS =max [Cgr,p — C'RiE]+ Cs o [CD B ]
e 1 Py 1 Py \1"
1 P, = [logQ (1 + — YD> — —log, (1 + — YE>} ,
1 P, + where Y, = > Yg,4,9 € (P, D, E). Based on [45], the PDF
_ ilogz 1+ ﬁYRiE i€d,
g and the CDF of Y} is
~ - Arg ™t i
C. The Suboptimal Relay Selection Scheme Iy, (y) = my Rg exp (—ArgY) , (18)
. g
When only the CSI of R; to D links are available, the relay T I
that maximizes the power gains of R; to D is selected as the Fy, (y) = M (19)
best relay. The relay selection criterion for SRS scheme in set ' (mpgL)

®,, can be expressed as
III. EXACT SECRECY OUTAGE PROBABILITY ANALYSIS

b= argmaxYp,p. (I3)  SOP is defined as the probability that the instantancous
secrecy rate of the system is less than a predefined target rate
Then the secrecy capacity with SRS scheme can be written R, [2]. According to the law of total probability, the SOP can

as be written as
CgRS = [CRbD—CRbE]Jr Pout:Pr(CS SRS)
1 P, 1 P, + 2¥ 1
= {2108;2 <1 + UQYSRS> - 5108;2 <1 + U2YRbE)] ) =Pr(®=0)+ Z Pr(Cs < Rs;,® =®,)
(14) n=1 (20)
where Cr,p and Cg,g is the channel capacity from the =Pr(®=10)
selected relay to D and E, respectively. P, is the transmit 2N _1
power at the selected relay and Ysrs = max Yr.p. + Z Pr(®=®,)Pr(Cs < R |® =P,).
1€P,
Lemma 1: The CDF of Ysrg is n=1 Ps,,
Fypns (y) = (—1)iAexp (—By) yM, (15) In the case of ® = (), no relay can forward signal to D,
e S%;@ leading C's = 0. In the case of ® = @,,, the relays in set
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®,, can forward signal to D and the relays in set ®,, cannot
forward signal, where ®,, is the complementary set of ®,,, so

Pr(®=®,) = H Pr <Y5Ri > (91)“2)

€D, PS
(0 —1)0?
X H Pr (Ysak <=5 ) @
ked,,

=Pr(® =P, Ps = Pnax)
+PI‘((I) = @n,PS = P]/YSP).

Lemma 2: The expression of Pr(® =®,) is given

by (22), as shown at the top of the next page,
where o = Puax/o?, B = Pr/o? , Y A =
SRS
msry —1 MSRig, "D, | 2 It .
y
TS H%» 5 (<1)f _
11=0 l‘(;,n‘:() t=1 SRS
Bl [Ba]  [Blmrgpt oot
> (=1)" (m # - #na),
i=0 ni=1  ny=1 1,=0 1:=0
. N i
By = Y Asr., My = Yl A = ]I 7.
t=1 t=1 =
By = Zf&:l)‘RmD’ M, = 21:1 l;, and
[(a,z) = [~exp(—t)t*'dt is the upper incomplete

gamma function, as defined by (8.350.2) of [44].
Proof: The proof is given in Appendix B. ]

Next, we will give the derivations of Py, for ORS, SRS,
and MRC schemes, respectively.

A. The Optimal Relay Selection Scheme

Using (12) and (20), Py, with the ORS scheme can be
expressed as

PERS =Pr (CR° < R, | = ®,)

=Pr (max [CRI'D — CRiE}Jr S RS)
i€Py (23)
= H Pr(Cr,p — Cr,e < Ry),

i€P, oRs
:

where

PPRS = Pr(Cr,p — Cr,& < Ry, P; = Panax)
+Pr(Cr,p — Cr,g < Ry, P; = Pr/YR,p)

-1
= Pr <YRiD < OYg,r + (@a ),YRiP < g)

I

+ Pr <YR7D < @YR7E + aYRiP > i)a

" (24)
where © = 228,

Substituting (1) and (3) into (24), and using (3.326.2) of

[44], we achieve

0-1
I =Pr <YRiD < OYg,E + ( - ),YRiP < i)

= FYmP <§) /0(X> FYR,L'D <9y + (6; 1)> fyn,s (y)dy

i

Ar;PB p—1
T(mRiz% = ) MR D
1

[ (mg,p)

X (W)n_l exp <)\R"’D (a® — 15)) )

cla O'A\p, m "R P T( 1) @)
= WARE" O Ar;p P (mp,p+ 1
where =, n,!F(mRiE)(ARiE-'r)\RiE@)mRiE+L and C, =

n!
Mn—0)1"

We rewrite I as

O —-1)Yg
I, =Pr <YRiD < OYgr,p + %,YR,;P > i)
= /B Hy (3?) fYRiP (.Z') dm»
: (26)

where H; (z) = fooo Fyp b (@y + %) Sy, (Y) dy.

Substituting eqs. (1) and (3) into H;, and utilizing eq.
(3.326.2) of [44], we obtain

mr;p—1 p n—l
Hl(l‘):l— ZEI((@—1)$>
n=0 =0 A 27
< )\RiD (@ — 1) :L'>
X exp | — /8

Substituting (27) into (26) and using eq. (3.351.2) and
(8.356.3) of [44], we get

I F<mRiPa)\R1‘P§) )\Rime'iP maD=l n —
T T(mrrp) U'(mr.p) = = -
0—1)\"" App (O — 1)\ " (mmirtn=l)
(55 00
XF(mR¢P+nl,5<ARiP+>%I:.(BM>>.
«

(28)

Then, PiORS can be obtained by substituting /; and s into

(24). Finally, the SOP with the ORS scheme is obtained by
substituting (22) and (23) into (20).
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P ) - T(msp,Aspg) 10 (1_T(mSR”>\SR = ))) 1 <1_ Y (msg,, Asn, (9))>

r (msp) icd, I (mSRi) jes, r (mSRj) (22)
/\SP sr Z e ((9 _ 1)>M1+M2F (M1 + My +mgp, B (7(31%5)(071) + ASP))
I'(msp) e, S B ((BﬁBE)(aq) +)\SP) Mi+Mz+msp
B. The Suboptimal Relay Selection Scheme (3.326.2) of [44], we have
0-1
I3 =Pr <YSRS < OYg,p + ( )7YR¢P < B)
Employing (14) and (20), and using the law of total prob- ) @ @
ability, Py, with the SRS scheme can be written as o (®-1)
= Pr( Ysgs < OYg,E + - fyn,p (z) dx
0

o) ;e (00 50
=Frp|— F (C] d
ng}S — Pr (CgRs <R,|®= ‘I’n) R;P (a o Ysrs Y+ o fYR,iE (y) dy

1 P 1 P 8
— Pr (210g2 (1 + ;’YSRs,) — 5logs (1 + ZYRbE)> T (et
o o =
© —1)0° L' (mg,p)
—1)o , , ,
= ZPr<YSRS<®YRiE+P7b:Z> M_‘ (@_1) M-l B((—)_l)
(@ _ 1) o2 SRS 1=0
= Z Pr(b=1i)Pr|Ysgrs < OYg,p + —F5— |, (32)
, ’ P; = il gl AT(mr;p+l)
i€d, where =25 = (—-1)'C},0 (Borm o) E7"
PpRS Also, we can rewrite I, as
(29 o
where Pr (b =14) means the probability that the ith relay in I, = / Hs () fy,, , (2) da, (33)
set ®,, is selected to forward the decoded outcome to D. IS N
Lemma 3: The expression of Pr (b = i) is where Hy (z) = [ Fyyps (@y R 1)?“) Fyme () dy.
Substltutmg eqs. (1) and (15) into H,, we can obtain
M-l
m -1 B(G-1
Pr(b= i) = Z (—1)kA3/\RiD RPT (M3 +mpg,p) ZZHQ< i )) exp (— (ﬂ/z )>
$5, T(mr.p) Amop + Bg) o Hmme RS0 (34)
st 100t [0ty ot GO Substituting (1) and (34) into (33) and wtilizing eq. (3.351.2)
where S (=)= 2 2 .o 0% S of [44], we obtain
SRS3 k=0 ni=1 np=1 11=0 M—1
MR, D1 . _ 7 >\R P Z Z 1)
X S (=) " (ni#--#£ng), k € &, —i, Az = 4= (mg,p) =2
1,=0 SRS 1=0
k 1 B B(©—1) (35)
H %’ 33 _ Zle )\RntD’ and M3 _ Zf=1 lt y r (mRiP + M — l, P (>\R¢P + 73 ))
t=1 Bo_1)\ "Rp T :
Proof: The proof is given in Appendix C. ] (/\RiP + =5 )
Making use of (8), PSRS can be rewritten as Then, PPRS can be obtained by substituting I3 and I,

into (31). Finally, the SOP with SRS scheme is obtained by
substituting (22) and (29) into (20).

SRS _ ©-1) s
L (YSRS < OVrp + a Yrp < P C. The Multiple Relay Combining Scheme

I It is noted that obtaining a closed-form expression for SOP

_ of MRC scheme is challenging when all the channels are

+ | Ysrs < OYg,E + #,Ymp > o in.i.d. distributed. However numerical SOP results can be
easily obtained through computer simulations. For simplicity,

I 31 in this subsection the channels between relays and P/D/LE are

3D assumed to experience i.i.d. quasi-static distributed as [18],

Substituting (1) and (15) into (31), and making use of eq. [20], and [37]. Then the link between relays and P/D/E can be
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classified into three groups, R; — P, R; — D, and R; — E.
The fading parameter and average channel fading gains of each
groups is m; and §;, where j € (RP,RD, RE).

Based on (17) and (20), the Py, with the MRC scheme is

written as
PYINC = Py (G < R, 0= 0,)
©—-1)0?
=Pr (Y S @YE + (P)J7P7;*:Pmax/L>
e-1)0% _,
(YD %)Pz —PI/YP)

OYg +
- Pr <YD YE—&—(@_DL,YP<M)
o «

+ Pr (
(36)

Substituting eqs. (18) and (19) into (36), and making use
of egs. (3.326.2) and (8.352.1) of [44], we have

Ig

Ig,:Pr<YD<@YE+(®_1)L YP<L5>
(0%
L
:/a Pr <YD g@YE+(@1)L) fyp () dx
0

= Fy, <Lf) /000 Fy, (@y+ (@al)L> fre (y) dy

T (meL7 %)
N r (mRP) (

mrpL—1 n

2 25

n=0 =0

. <(@ al)L>nl exp <(@ - 1;ARDL)> |

C Arp"O' (Arp)™RELT( L+1) ©D
Where o3 = n‘F?ﬂEL’REL)(§§E+>\RD@)mi2L+’ .
Also, we can rewrite Ig as
oo
I@ = /LB Hg, ((E) fyP (JJ) d(E, (38)
where Hj (x fo Fy, (®y+ 1)z )fYE( ) dy
Substltutlng eqs. (18) and (19) into H3, we obtain
mrpL—1 n
Hy(@)=1- 3 Z Zs
n=0 =
-1
-1 — 1A
y <(@ )x) exp ((@)W> _
B B
(39)

Substituting (18) and (39) into (38) and using (3.351.2) and
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(8.356.3) of [44], we have

7anL

P(mRPL M) mRDL 1 n <_
L. b « ‘:

In —
° I'(mgpL) I'(mgpL)

() el
xF(meL+n—l ’B(ARP+(® MRD)))

(40)

Then, P{™C is obtained by substituting /5 and I into (36).
Finally, the SOP with MRC scheme is obtained by substituting
(22) and (36) into (20).

When Mmsr = Msp = MRp =— MRD — MRE = 1, our
results are in compliance with the results of [34]. When N =1
and msgr = msgp = Mrp = Mrp = MrEg = 1, our results
match with the results of [32] and partly with the results of
[35].

—(meL—i-n l)
RD)

IV. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
ANALYSIS

In this section, we consider a special scenario that .S and D
locate quite closer to the relays with Qggr, — 0o and Qr,p —
oo. So the links between relays and D can be assumed as
i.i.d. Nakagami-m fading distributed with mp,p = mprp and
Qr,p = Qrp. These assumptions can help us to obtain the
asymptotic SOP of three different relay selection schemes, and
analyze the secrecy diversity order and the secrecy array gain.

As suggested by [10] and [46], in the high average channel
fading gains regime with Qgp — 00, the asymptotic SOP can
be expressed as

P = (GaQrp) €' + 0 (Qrp ), (41)

where G, is the secrecy array gain, G is the secrecy diversity
order that determines the slope of the asymptotic SOP curve,
and O (-) denotes higher order terms.

Observing (4), (9), and (20), when Qgpr, — oo, all relays

can decode received signal successfully (Pr(|®| = N) =1).
Then the asymptotic SOP can be rewritten as
P;ﬁt:Pr(C?SRS||¢|:N)ﬂ (42)

where C'g° is security capacity when 1pp — oo.
Next we will give the derivations of asymptotic SOP and
analyze G, and Gg.

A. The Optimal Relay Selection Scheme

Based on (23), P5°, of ORS scheme can be expressed as

c0,0RS oS 00
Poui = H (I7°+13°).
1<i<N

(43)

Based on [10], when Qrp — oo, the asymptotic CDF of
Yrp is given by
(Arpy)" ™"

mRD!

(44)

Fyn, (y) = + O (y™rr).
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Substituting eqgs. (1) and (44) into (24), and using eq.
(3.326.2) of [44], we obtain

e e—-1
I7° = Fyy (5) / Fy (@x—i— ( )) fyn, e (x) dx
0 «Q
AR, PB me
— T (mR P’ ) Z E 1— mRD
' (mpg,p) —
45)

m 1
Arp"RDCL,

—m
Ar;p | T EF(mR E)mRD'/\R E

Making use of egs. (1) and (44), and utilizing eq. (3.326.2)
of [44], we obtain

e = [, (v C20T) L

©'(©-1)"RD'I'(mp, g+1)

where =4 = R, BT

MRD
— Z E4BZ_mRD$mRD_l.

1=0
(46)
Substituting (46) into (26) and using eq. (3.351.2) of [44],

we obtain
12 8 Hl fYR P ( )d.%‘
5l—mRD mep T’ (mRiP +mgp — 1, g) @7
= F(mRiP) o 54_1)\RiPMRD_l

Finally, Pd?i with the ORS scheme is obtained by substi-
tuting I7° and I5° into (43).

Henceforth, utilizing (41), G4 and G, for the ORS scheme
are obtained as

ORS
Gy

=mpgpN, (48)

1<i<N 1=0 (mg,p) U (mpp — l)!/\RiEl
T (mR p, 2 Pﬂ) r (mRiP +mgp — I, %)

amrp—l ()\Ripﬂ)mm:)*l

ORS _
G, =

(49)

B. The Suboptimal Relay Selection Scheme

Because the links between relays to D are i.i.d. distributed,
each relay have the same probability to be selected to forward
signal. Based on (29),
as

PS5y, of SRS scheme can be expressed

N
00,SRS _ 1
PoutR _NZ(Igo+IZO)

i=1

(50)

Using eq. (44), when Qrp — oo, the asymptotic CDF of
Ysrs can be given by

N
=117, w

= (72, )"

mpp \ NV
= <>\RD > ymRDN
mRD!

Fyees (v

(51

Substituting (1) and (51) into (50), and making use of eq.
(3.326.2) of [44], we have

00 ﬂ OO o]
IS = FYRiP (a o FYSRS @y+

pN
T (mR'P»)\RiPé> D
l mRDN

B o —_— —
= E il 10% ) B

T'(ma.p) 1=0

(@; 1)) fYRiE (y) dy

(52)

Arp™EDN L DN@z(@ l)mRDN—zF(mRiEJrl)

where =
5 Argp "B (mpp)NT(ma,p) AR, 5P

Making use of egs. (1) and (51), and utilizing eq. (3.326.2)
of [44], we obtain

/ F{ERS <®y + @_/81)33) fYRiE (y) dy
0

mRDN
— E EsﬂlmeDNmeDNfl‘

=0

H3* (x)

(53)
Substituting (53) into (33) and using eq. (3.351.2) of [44],
we get

IZ":/ H3° (

mrpN E T (mRip +mgrpN — 1, g)\Rip)

T (mR.p) ﬂmRDN*lAR.PmRDN_l '

fYR P (.’1?) dx
(54)

=0

Finally, Pg° with the SRS scheme is obtained by substitut-
ing (52) and (54) into (50).

Henceforth, based on (41) G4 and G, for the SRS scheme
are obtained as

GRS = mppN, (55)
_ N mgr;pN mrpN (Ol l
mRpp N GSRS Z C DNGF( )
=1 1=0 mRD) (© — 1) ey g
1 T (mRinARin)
% NT (mRip) omrpN—l

r (mRiP +mppN —1, %M%m) - Rpy

o)™
(56)

C. The Multiple Relay Combining Scheme
Based on (36), Pg° of MRC scheme can be expressed as

oo,MRC
Pout

= I 4 I, (57)

Based on [10], when Qrp — oo, the CDF of Yp can be
written as (44)
Arpy)™™ N + 0 (ymeoN) o (58)

1
W) =
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Substituting eqs. (18) and (58) into (36), and making use
of eqgs. (3.326.2) of [44], we achieve

I = Fy, (?) /O FE (@y + (th)> fre (y) dy

T (mRPNa ’\R’;J> mepN g \l=mrpN
o I‘(meN) ; Hﬁ(ﬁ) ’

)\RDmRDN/\REmRENCZ ,RDN@lF(mREN+l)

(59)
where =g = (©— 1) " RDN (Nmpp) T (mps N)Age ™ REN T

Making use of egs. (18) and (58), and utilizing eq. (3.326.2)
of [44], we obtain

/OOO Fy; (G)y + M) fye (y) dy

B
mRDN
Z EGBZ_mRDNmeDN_l-
1=0
Substituting (18) and (60) into (38) and using (3.351.2) of
[44], we have

oo

H3® (z) fyp (z) dx

NB
a

H3*
(60)

1§°

mapN Zel (mRPN+mRDN— l,NTB/\Rp> 1)

BmRDN—lF (mRPN) ARPmRDN*l

1=0
Finally, Pg° with the MRC scheme is obtained by substi-
tuting (59) and (61) into (57).
Henceforth, based on (41), G4 and G, for the MRC scheme
are obtained as

GMRC — yp N, (62)
mprp N m mprpN—I
game _ [§3 mapo (@ — pme e )
“ —~ I'(mrpN — DO~ App!
1 T (meN, 7)\1?‘1;]\]6)
X F(mRPN) OémRDNlelmeDN
1
r (mRPN+mRDN - 7N7ﬁ/\RP) maps
()\RPﬂ)mRDN?l
(63)

Observing the expression of each G4, we find that the three
different schemes achieve the same secrecy diversity order
that is determined by the number of the relays and the fading
parameters of the links among the relays and D. Furthermore,
one can also observe that the impact of the interference and
wiretap channels is only reflected in the secrecy array gain.

V. NUMERICAL RESULTS

In this section, numerical and Monte-Carlo simulation re-
sults are given to verify the proposed analytical models. The
main parameters used in analysis and simulation are set as
Ry = R, = 0.1bit/s/Hz, 0?> = 1. For simplicity, we
define mgr, = msr, Mr,p = MRpRp, MR,D = MRD,
mpr,g = mge, Qsp = Qpp = Qp, Qgsr, = Qgg,
QRiD = QRD’ QRiE = QRE as [18]-[21], and 1 S 7 S N
We plot the curves for various parameters for comparison

s 10°
Al
107
" O ORS Simulation ]
A SRS Simulation
#* MRC Simulation
107°H —— Anaysis ]
2 4 6 8 10 12 14
N

Fig. 2. SOP versus N with mgp = mrp = mgr = MRrp = MRE = 2,
QP = QSR = QRD = 2, QRE = 1, and P[ = Pmax = 10dBW.

O ORS Simulation |
10°L A SRS Simulation |.
#* MRC Simulation |
— Analysis

-15 -10 -5

0 5
Pr (dBW)

Fig. 3. SOP for ORS scheme versus P; with N = 3, mgp = mgp =
mrp = mrp = mre = m, Qp = Qsg = Qrp =6, Qrp =1, and
Pmax = 10dBW.

purposes with N, P, Ppax, or Qgp varying. As shown in
Figs. 2-8, analysis results match very well with Monte Carlo
simulation curves.

Fig. 2 shows the SOP with different schemes versus the
number of relays. One can observe that the SOP decreases as
the number of relays increases, which signifies that cooperative
communications can improve the secrecy outage performance
of the wireless transmissions in the presence of eavesdropping.
Besides, the SOP of ORS decreases faster than the ones of SRS
and MRC schemes, which means ORS is the most effective
scheme with increasing N.

Figs. 3-6 plots the exact SOP with different schemes while
interference power constraint P; varies. With P; increasing,
the secrecy outage performance is enhanced, because a higher
P; implies a larger transmitting power at S and the relays.
Furthermore, there exists a saturation for the SOP in the higher
Pr region. It is because as P; — oo, the transmitting power
at S and the relays approach Pp.x leading the system to fall
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N >
D
mpgp = mgrp =1 D
——mpg =1,mprp =2

mpg = %7mRD :421 A

mpp =1, mpp = o ~
107" H =———mgp = 1,mpp =4 %00 q

O Simulation
-15 -10 -5 0 5 10 15
Pr (ABW)
Fig. 4. SOP for ORS scheme versus P; with N = 3, mgp =1, Qp =

Qsr = Qrp = Qreg = 2, mgp = mgr = mgrp = 1, and Ppax =
10dBW.

: :
MSR = MRp
——mgp =1, mp
mggr = 1,mpp
mprp =1, mgr
mprp = 1, msr
O Simulation

=

DN = DD

Fig. 5. SOP for ORS scheme versus Py with N = 3, mgp = 1, Qp
Qsr = Qrp = Qrp = 2, mgp = mgp = mre = 1, and Pnax
10dBW.

into a non-cognitive model wherein the interference power
constraint from the PUs can be ignored. From the fig. 3, we
can also observe that the ORS scheme always outperforms
SRS and MRC schemes with different fading parameters. But
SRS scheme performs better than MRC scheme only in the
lower fading parameters scenario.

The impact of the fading parameters of the interference
links, the transmission links, and the wiretap links on the
secrecy outage performance is illustrated in figs. 4 and 5,
respectively. For simplicity, we only consider ORS scheme
as an example. It is observed that the fading parameters of the
transmission links and wiretap links have great impact on the
secrecy performance. The secrecy outage performance with a
higher mrp or lower m g outperforms the ones with a lower
mpp or higher mrg. This is because a higher mprp implies
a stronger received SNR at D and a lower mpg implies a
weaker received SNR at E. Furthermore, higher mprp means

O SRS Simulation
A ORS Simulation
#* MRC Simulation
Analysis

Fig. 6. SOP versus Pr with N = 3, mgp = mgrp = msr = MRp =
MRE — 2, QRE = 1, QSR = QRD = 5, and Pmax = 10dBW.

O ORS Simulation
A SRS Simulation

* MRC Simulation D
— Analysis
107 : : ; ; ;
-20 -15 -10 -5 0 5 10

Pinax (ABW)

Fig. 7. SOP versus Py with N = 3, mgp = mrpp = MsR = MRpD =
MRE = 2, Qp :QSR = QRD = 1., and Pr = 1dBW

higher secrecy diversity order of the model, which can be
proved by the conclusion of section IV. One can also observe
from fig. 5 that the fading parameters of the interference links
(mgp) have little impact on the secrecy outage performance.
This is in compliance with the results in [26]. Besides, secrecy
outage performance for a higher mgpr outperforms the ones for
alower mgp since the received SNR at the relays are enhanced
and the number of successfully decoded relays increases.

Fig. 6 shows the SOP versus P; with Q2p varying. One
can find that the SOP with a smaller Qp outperforms the
one with a larger (2p scenario since transmit power at S and
relays increase as )p decreases. It is also observed that in the
high P; range (P; — 00), different Qp of the same scheme
achive the same secrecy outage performance, this is because
the transmit power at .S and relays is Ppax.

Fig. 7 illustrates the impact of the average channel power
gains Qpp on the secrecy outage performance with Py .y
varying. We can see that with P,y increasing, the secrecy
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O ORS Simulation
10°H A SRS Simulation
* MRC Simulation
Analysis

- = - Asymptotic

0 5 10 15 20
Qgrp (dB)

Fig. 8. The exact and asymptotic SOP versus Q2rp with N =2, mgp =
mRrp = Mgr = Mrp = MRe = 1, Qgp = 105, Qp = Qre =1,
Praz = 1dBW, and P; = 2dBW.

outage performance is enhanced, and there exists a floor in
the higher P, ax region. this is because there exists a ceiling
for secrecy capacity in the high transmit power region, which
is testified in [47]. Besides, the SOP for a lower Qrg is less
than the one for a higher Q g, since decreasing (g g implies
that the eavesdropper channel condition is getting weaker.

Fig. 8 presents the exact and asymptotic SOP versus (Qrp
for three different relay selection schemes according to Sec-
tions III and IV. One can observe that the asymptotic curves
tightly approximate the exact curves with 2gp increasing and
the slope of each asymptotic SOP curve is the same. It means
that our asymptotic results accurately predict the secrecy
diversity order and can be utilized to effectively evaluate the
secrecy outage performance of this model in the high SNR
regime. The secrecy diversity order of each scheme is mrp N,
which is consistent with the slope of the asymptotic curves in
this figure.

VI. CONCLUSION

In this paper, we analyzed the security outage performance
for an underlay cognitive DF relay network with three different
relay selection schemes over i.n.i.d. Nakagami-m fading chan-
nels. The exact and asymptotic closed-form expressions for
the SOP were derived and validated by simulations. Numerical
results illustrated that with the number of relays increasing, the
security outage performance of underlay CRNs transmissions
can be improved. Besides, the ORS scheme is always the best
scheme when the global CSI of all the links are available.
According to the expressions for each G4, we concluded
that each scheme achieves the same secrecy diversity order
of mrp N, and the impact of the interference and wiretap
channels is only reflected in the secrecy array gain. The
model will be beneficial for designing practical cognitive
relay systems, especially when the PLS issues and cooperative
communications are considered.

APPENDIX A

Making use of (13), the CDF of Yggrg is written as
Fygps (y) =Pr <?§%X Yr.p < y)

= H FYR.L»D (y)

ie‘bn

—H 1—a;),

me—l ()\R Dy)li .

;!

(64)

where z; = exp (—Ag, DY)

The product term in (64) can be described in a more
tractable form with the help of the identity product [25] given
by

|®n |
i=1
|| ] |®n| (65)
Z Z ZHxntv nl?’é #nl)
ni=1 n;=1t=1
The product of x,, - --x,, can be described by
mRTLlD*l 7rLR,”1_D—1
H Ln, = €XP (_By) Z Z Ay]wv (66)
=1 11=0 ;=0

where A = H "’t ,B=Y_ 1AR,, D, and M = POy

By subst1tut1ng (65) and (66) into (64) the CDF of YSRS is
obtained as

Fyges () = Z (—1)iAeXp (=By) yJVI (67)
SRS
;12 20l |®n| MAn, D1
where > (=1)'= 3> > - > >
SRS i=0 n1=1 n;=1 11,=0
THRnLvD_l )
X lZ (=1 (e # -+ # na).
=0
APPENDIX B

Based on (7) and (9), the expression of Pr(® = ®,,) can
be written as

Pr(q):@n) :Pr(q):(pnyps :Pmax)
—‘,—PI‘((I):@,,“PS:P[/YSP)

= (0) 5 () 2 ()

7 (68)
o[ 2 () e
Ja
where o = pmax/oz’ g = P1/02 Ny =
1 (0= Frog, (1), and 25 (y) = ps (Frer, )
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Substituting (3) into J1, we have

T <m5P, /\SP§>

J =
! I'(msp) o, I'(msg,)
T by =1
T (o s, (452)
]€<I> F (mSRj)
(69)
Substituting (3) into Z; (y), Z1 (y) can be written as
A (y) = H (1 - FYSR,i (y))
i€d, (70)
= > Ayexp(-Biy)y™",
SRS,
msgry; —1 mSR\‘Pn\_llq)n‘ (,\ )lt
where > A;= > .- > HS’};it,y,Blz
SRS: 11=0 g, =0 t=1 v
[ @ [@n]
Z /\SRU and M1 = Z lt
i=1

Substituting (3) 1nt0 Zg( ) and using the conclusion of
appendix A, Z5 (y) can be written as

Zs (y) = H (FYst (y))
jed, ‘ 71)
= > () Azexp (< Bay) y™",
SRS,
A
where > (-1)'= > 2 >

SRS =0 n1=1
mRniD71 .
(=)', (n1 #--- #ni), A

x>

. ;=0 .
> i—1 AR,,psand My =30 1

Substituting (1), (70), and (71) into (68), and using (3.351.2)
of [44], we obtain

n;=1 11=0

1
=TI A"f , By =
t=1

(0 — 1)\ M+
)

I‘(M1+M2+msp, ((B1+Bz)(9 1) +/\SP))

Mi+Mz+mgsp
((BI+B§)<9—1) + /\SP)

B S Y (-

1)" 4, Ay (
SRS, SRS,

)

(72)
where I (a, ) = [~ exp (—t) t*~'dt is the upper incomplete
gamma function, as defined by (8.350.2) of [44]. Substi-

tuting (69) and (72) into (68) we obtain the expression of
Pr(® = ®,,) as shown in (22).

APPENDIX C
Utilizing [20], the probability of b = ¢ is written as

Pr(b=1i)=Pr <kmax Yr.p < Vg, D)
€db,—1i

/Ooo fYRiD (y) H 'FYRkD (y)dy

ke®, —

(73)
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Using the conclusion of appendix A, we have

[I Freo@®= ) (~1)"Asexp(=Bsy)y

ke, —i

(74)

|®y]—1 MRy D1

where S (—=1)F = X::

SRS3 k=0 mni=1 np=1 11=0
MRy, D=1 i koo
x 3 (=D)T (m#F ), A = [ T, Bs =
l=0 t=1 )

Zle )\RntD’ and M3 = Zle lt
By substituting (1) and (74) into (73) the probability of
b = 1 can be determined as (30).
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