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Abstract—In this paper, we consider an underlay multiple-
input-multiple-output (MIMO) cognitive radio network (CRN)
including a pair of primary nodes, a couple of secondary nodes,
and an eavesdropper, where the secondary transmitter is powered
by the renewable energy harvested from the primary transmitter
in order to improve both energy efficiency and spectral efficiency.
Based on whether the channel state information (CSI) of wiretap
links are available or not, the secrecy outage performance of
the optimal antenna selection (OAS) scheme and suboptimal
antenna selection (SAS) scheme for underlay MIMO CRN with
energy harvesting are investigated and compared with traditional
space-time transmission scheme. The closed-form expressions for
exact and asymptotic secrecy outage probability are derived.
Monte-Carlo simulations are conducted to testify the accuracy of
the analytical results. The analysis illustrates that OAS scheme
outperforms SAS scheme. Furthermore, the asymptotic result
shows that no matter which scheme is considered, the OAS and
SAS schemes can achieve the same secrecy diversity order.

Index Terms—Multiple-input-multiple-output, cognitive radio
networks, energy harvesting, secrecy outage performance, trans-
mit antenna selection.
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NERGY harvesting (EH) technology is integrated into

wireless communication as a powerful solution to the
problem of limited network lifetime, which collects energy
from natural resources (solar, wind, vibration, etc.) and syn-
thesized resources (microwave power transfer) and transforms
into electricity to power wireless equipments [1], [2]. In recent
years, simultaneous wireless information and power transfer
(SWIPT) has gained a great deal of attention from researchers,
which transport both energy and information to destinations
by utilizing the same emitted electromagnetic wave [3], [4].
Two practical receiver designs for SWIPT, time splitting (TS)
and power splitting (PS) schemes, were proposed for practical
SWIPT receiver designs to realize receiving the information
and energy simultaneously in [5] and [6]. A dynamic gradient-
aware hierarchical packet forwarding mechanism is designed
in [7] to extend the SWIPT networks life. The outage and ca-
pacity performance of a wireless sensor networks with TS/PS
schemes over Nakagami-m fading channels was investigated
in [8].

Cognitive radio networks (CRNs) have been a research
focus since they can effectively resolve the spectrum scarcity
issue [9]. In CRNs, secondary users (SU) can make use of
the wireless spectrum with primary users (PU) in underlay,
overlay, and interweave modes [10]. The underlay mode is the
most simple mode wherein PUs allow SUs to utilize the same
wireless spectrum concurrently when the interference caused
by SU is below a given threshold. Since SU is allowed to
share the spectrum with PU, security issue in such networks
becomes more complex [11], [12], [13]. The physical layer
security technique can provide secure communication through
time-variability of wireless channel without secret key [14].
It can greatly improve the security of wireless communication
system both in theory and in practical engineering applications
[15]. If the physical layer security technique is utilized in
underlay cognitive systems with EH technique, it will ensure
secure communications under the premise of saving energy
and spectrum.

B. Related Works

Recently, many works have studied the performance for
SWIPT. The outage probability for a cooperative system with
an EH relay in [16]. The secrecy performance for a single-
input multiple-output (SIMO) with an information receivers
and multiple EH eavesdroppers was studied and the secrecy
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outage probability (SOP) and average secrecy capacity (ASC)
were derived in [17]. The SOP and ASC for a multiple-input
single-output (MISO) system were derived when transmit an-
tenna selection (TAS) scheme was utilized at base station and
imperfect channel state information (CSI) is available in [18].
The authors of [19] studied the secrecy rate of a multiple-input
multiple-output (MIMO) wiretap channel for SWIPT, in which
the eavesdropper pretended to be an EH receiver, and designed
the optimal transmit covariance matrix at the source node. The
joint information and energy beamforming design to maximize
the secret capacity to the information receivers is investigated
and effeicient algorithms are proposed in [20]. The authors
designed a resource allocation algorithm minimizing the total
transmit power for secure MISO systems with EH receivers
as a non-convex optimization problem in [21]. The robust
transceiver design problem in underlay MIMO SWIPT CRNs
was investigated and the alternative optimization scheme was
utilized to optimize the transmit covariance matrix at the SU
transmitter and the preprocessing matrix at the SU receiver in
[22].

In CRNs, the secondary transmitter powered by the EH
technology can improve both energy efficiency and spectral ef-
ficiency [23]. Thus the CRNs with EH technology has become
a focus in recent years [24]-[30]. The idea of utilizing radio
frequency (RF) signals from the primary transmitter to power
the secondary devices was proposed firstly in [24]. Cognitive
SWIPT relay system was investigated and a near optimal joint
relay selection and a power allocation scheme was proposed
in [25]. In order to maximize the secrecy performance and
minimize the energy consumption, a relay selection scheme
was proposed that considered both the best relay selection and
dynamic power allocation in [26]. The secrecy performance of
the primary system where the SUs are potential eavesdroppers
was analyzed in [27]. The authors investigated the secrecy
performance of the device-to-device transmission in cognitive
cellular networks with an energy constrained transmitter and
proposed three different wireless power transfer schemes in
[28]. The secrecy outage performance of cognitive SWIPT
was investigated where the EH receivers act as eavesdroppers
in [29]. The secrecy performance of an underlay CRN is
investigated in [30] when the interference level of the primary
users is not available at SU.

TAS is a very flexible approach method to make full use
of the advantages of MIMO system [31], [32], [33], [34].
Zhu J. et al. proposed optimal antenna selection (OAS) and
suboptimal antenna selection (SAS) schemes depending on
whether the channel state information (CSI) of the wiretap
channels is available at the source or not in [35]. The secrecy
performance of the OAS and SAS schemes in underlay CRNs
MIMO system over Nakagami-m channels were investigated
and compared with the space-time transmission (STT) scheme
in [36]. A simple protocol was proposed to enhance security
via TAS and the closed-form expression for SOP and success-
ful transmission probability were derived in [37]. But the EH
technology was not considered in these works.

C. Motivation and Contributions

To the best of the author’s knowledge, no open literature
addresses the secrecy performance for underlay cognitive
MIMO systems with EH and TAS schemes. In this work,
we consider that the cognitive transmitter is powered by the
renewable energy harvested from the primary transmitter in
order to improve both energy and spectral efficiencies. Com-
pared with existing works, the main difficulties in our works
are: 1) Both the proportional interference power constraint
and the fixed interference power constraint must meet at the
cognitive transmitter; 2) Furthermore, when the EH technology
is utilized at transmitter, the maximal transmit power is not a
constant any longer since the harvested energy is a function of
EH efficiency, channel power gains between the primary user,
and the cognitive transmitter. We analyzed the secrecy outage
performance in such scenario and investigated the relationship
between secrecy performance and all the systems parameters.
The main contributions of our work are listed as follows:

o We study the secrecy outage performance of a MIMO
underlay CRN consisting of a primary system and a cog-
nitive system, and each network includes one source and
one destination. There is an eavesdropper that attempts to
decode the signal received from the secondary transmitter
that has no power supply due to unfortunate reasons
(for instance: exhausted battery) and relies on the energy
harvests via RF signals received from the primary source
to communicate with the primary destination.

« The exact and asymptotic closed-form expressions for the
SOP with the OAS and SAS schemes are derived, and the
accuracy of the analytical results is validated by Monte-
Carlo simulations. Furthermore, the secrecy array gain
and the secrecy diversity order of different schemes are
obtained.

o Although the security performance of EH systems was
analyzed in some references, such as [17], [19], and [29],
the EH technology was utilized at receivers. Relative to
these works, a more complex and practical CR scenario
is considered in our work, wherein the transmitter of the
secondary system is powered by the renewable energy
harvested from the primary transmitter in order to im-
prove both energy and spectral efficiencies, and multiple
antennas are equipped with all the CR systems.

D. Structure

The rest of this paper is organized as follows. In Section
II, the system model considered in our work is described.
The exact and asymptotic secrecy performance are analyzed
in Sections III and IV. Section V presents and discusses the
numerical and Monte-Carlo simulation results. Finally, we
conclude the paper in Section VI

II. SYSTEM MODEL

As shown in fig. 1, we consider an underlay cognitive
network where an energy constrained secondary source (S)
communicates with an energy sufficient secondary destination
(D) utilizing the same spectrum licensed to the primary
network, and there is an eavesdropper (£) near D. The primary
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Fig. 1. System model demonstrating a primary transmitter (P7°), a primary
receiver (PR), a secondary transmitter (.S), a secondary receiver (D), and an
undesired eavesdropper (E).

network consists of a primary transmitter (P7") and a primary
receiver (PR). All primary nodes are equipped with a single
antenna and S, D, and E are equipped with Ng > 1,
Np > 1, and Ng > 1 antennas, respectively. S is equipped
with a rechargeable EH battery that harvests the RF energy
broadcasted from P7T, and E can overhear the transmitting
signal via wiretap channels when S communicates with D.
The thermal noise at each receiver is modeled as additive
white Gaussian noise (AWGN) with variance 2. Tt is assumed
that all the channels experience independent and identically
distributed (i.i.d.) Rayleigh fading with average channel power
gains Qg, Qr, p, and Q g, respectively. Further, we assumed
that maximal ratio combining (MRC) scheme is adopted at D
and E

Two time phases are required to complete the transmission
from S to D that include o (0 < o < 1) portion for EH and
1 — «a portion for information transmissions (IT) [38]. In EH
phases, S harvests the energy from the RF signal received
from PT by utilizing all antennas, and stores the harvested
energy in an infinite capacity buffer!. The harvested energy at
S can be written as

ES = nothYS, (1)
where 0 < 1 < 1 denotes the EH efficiency [42], P, denotes
Ns
S |hps, |, and hpg, is the
i=1

channel fading coefficients between PT and the ith antenna
at S.

The probability density function (PDF) and cumulative
distribution function (CDF) of Y is given as [43]

transmit power at PT, Yg =

fys (W) = AT yNs—lemAsy 2)
s (Ns — 1)! :
_,\SUNS_1 1 k
Fyy (y) =1—¢" 3 ()", 3)
k=0

respectively, where A\g = é
Based on eq. (1), the maximal transmit power at .S can be

I'To simplify the analysis, the infinity capacity EH buffer and the linear EH
model are assumed at the CR transmitter. The non-linear EH model [39], [40],
[41] and finite capacity EH buffer will be considered in our future works.

written as
Eg naP;Ys
Pmax = = . (4)
11—« 11—«

In IT phases, only the optimal antenna at .S is selected to
send messages to D. According to the underlay spectrum shar-
ing technique, the transmit power at .S is strictly constrained

by [36], [44]
. Py
PS = min (Pmaxa }/R) y (5)

where Pr is the maximum tolerated interference power at PR,

Yr = |hs, R|2, hs, r is the channel fading coefficient from the

bth antenna at S to PR, and b denotes the selected antenna.
The PDF and CDF of YR can be presented as

fyn (y) = Ape™ 1Y, (6)
Fy, (y) =1—e, ™)
respectively, where A\p = Q—lR
The channel capacity between the ith antenna at S and the
destination or the eavesdropper is

P.
Cs,v =In (1 + :ijw) : ®)
g

2 .
’ hS,;’Uj 18

Ny
respectively, where v € {D, E}, Ys,u = 3 |hs,o,
j=1

the fading coefficients between the ith antenna at S and the
jth antenna at v.
The PDF and CDF of Yg,, can be expressed as [43]

D VR R R 9

fYSiv (y) - (N _ 1)'y € ’ ( )
N,—1 1

Fyo, (y)=1-e 37 20w, (10)
k=0

respectively, where \, = %

A. The Optimal Antenna Selection Scheme

In the OAS scheme, in which the global CSI knowledge re-
mains known?2, the antenna at .S that maximizes the achievable
secrecy rate of the secondary system is selected and used to
transmit signals to D [35], [36]. Mathematically, the indices
of the selected antenna with the OAS scheme is expressed as

(1)

bOAS = arg max Cj,
1<i<Ns

where C; is the achievable secrecy rate via the ith antenna at

S. Thus the instantaneous secrecy capacity of OAS scheme

can be written as [36], [45]

Cs = max Cj
1<i<Ns
= max [Cs,p—Cs,g|" (12)
- ISiSNS SID SlE 9’
where [z]" = max (z,0).

%In active eavesdropping scenarios, all the CSI are perfect and available at
the transmitter; in passive eavesdropping scenarios, the source node has perfect
CSI of the main channel and the distribution information of eavesdropping
channel fading. These fundamental assumptions have well been adopted to
study the physical layer security in various systems [45], [46], [47], [48].
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B. The Suboptimal Antenna Selection Scheme

In the SAS scheme, in which the eavesdropper’s CSI is un-
available (called passive eavesdropping scenario), the antenna
at S that maximizes the achievable rate of S-D is selected as
the best antenna [35], [36]. Mathematically, the indices of the
selected antenna with the SAS scheme is expressed as

SAS _
b arglglg}]% Cs,p. (13)
The CDF of Yg, p is expressed as

N

FYsz (z) = [FYsiD (x)} °
_ ZAmCe—Bx (14

ss
N, Mooy e\
where A = ND% I1 (—h) , B =
H n;! p=1

i=1 ND
Ap(Ns —nnp+1), and C = Y n,(p—1). SS

p=1

denotes a set of Np + 1 tuples satisfying the condition:
Np+1

SS = =N S} n;, € N s
=1

where N refers to the set of natural numbers.

The instantaneous secrecy capacity of the SAS scheme can
be written as [36]

Cs =[Cs,p

(n17n2,~-~ ,TLNDH)

- CSbE}Jr)

where Cg,p =  Jnax Cs,p and Cs,p = In (1+ L5V, p).

5)

It should be noted that selecting the best transmit antenna for
D means selecting a random transmit antenna for F, and the
PDF of Yg, g is the same as Yg, g [36], [49].

C. The Space-Time Transmission Scheme

To evaluate secrecy performance with TAS scheme, the
traditional space-time transmission (STT) is considered in
this subsection as a benchmark. In the STT scheme, all the
antennas are utilized to transmit the signal encoded by space-
time coding with power (ﬁ—i) since the perfect CSI of the
channels are known. Thus the channel capacity between S and
the the destination or the eavesdropper is

Ps STT
1 Ys,
( +Ns

S
respectively, where YSTT = > Z |hs v | . Similar to (9)

CSTT

(16)

1=17=1
and (10), the PDF and CDF of Y$TT can be expressed as
AYs e NgN,—1_—X
— v SNy — —AvY
fYSS;rT (y) - (NSNU _ 1)'y € ) (17)
NsNy-1 4
_ k
Fygre(y)=1—¢™ 37 20w (8)
k=0
The PDF and CDF of Y5TT = Z |hs, r|? can be expressed
i=1
: W i
_ —1,~ARy
ngTT (y)_ (NS*].)' s € " ) (19)

Ng—1
Fygre (y) =1—e 3 5 0ry)'. Q)
k=0
The PDF and CDF of Y§™™ = Y |hpg,|” can be expressed
i=1
as
fystr (y) = 7)\]\’3 Ns=lg=Asy 21
Yg Yy) = (NS _ 1)' )
Ns—1 4
Fygrr () =1—ev 37 S0sy)'. (22)

III. EXACT SECRECY OUTAGE PROBABILITY ANALYSIS

The SOP is defined the probability that the instantaneous

secrecy capacity is less than a target secrecy rate and expressed
as [36], [44], [45]

Pout (Rs) =Pr {Cs < Rs} 3 (23)

where R, > 0 is the target secrecy rate® and Cy, = Cp — Cg,
where Cp and Cpg signify the capacity of the main and
eavesdropper’s channels, respectively. The operational signifi-
cance of this definition of SOP can be explained as follow
i.e. for a given constant R;, the source node is assuming
that the maximum rate of the eavesdropper’s channel is given
by C’}; =Cp—R,. If C;; > (g, perfect secrecy can be
achieved. In other words, perfect secrecy cannot be guaranteed
by the wiretap codes utilized by the source node if C’IE < Cg.
In this following, the closed-form expression for the SOP with
two different TAS schemes are derived and compared with the
tradition STT scheme.

A. The Optimal Antenna Selection Scheme
The SOP of the OAS scheme can be expressed as

PO4S(R,) = Pr(Cs < Rs)

out
=Pr max C'D_C'E <R
(1S1§Ns[ S Si ] S

Ns (24)
=[IPr(Cs.p0 - Cs,5 < Rs)

i=1
= (Pout(Rs))Nsa

where P,,t(Rs) = Pr(Cs,p — Cs,g < Rg) signifies the
SOP when S is equipped with a single antenna while D and £
are equipped with Np > 1 and Ng > 1 antennas, respectively
[36]. Making use of egs. (5) and (16), we obtain P,,; (Rs) by

Eq. (25), as shown on the top of next page, where © = efts,
¢ = (- 1)c(y1P a)o? &= P,n(;Pa) and w — (®P1)a
Substltutmg eq. (4) into eq. (25), I; can be written as

L= /0 fre (@) Fy, (i) H, (¢) da,

3Generally, the target secrecy rate Ry is chosen based on the specific appli-
cation scenarios. A common method in choosing a suitable R is to maximize
the secrecy throughput, which is expressed as n (Rs) = (1 — Pout (Rs)) Rs.
It should be noted that Poy: (Rs) will increase w1th increasing Rs. So there
must be a Rs to maximize the secrecy throughput. Based on the results in
this work, one can easily obtain the optimal Rs by solving a simple convex
problem.

(26)
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©—1)0? ©—1)0? P
Pout (Rs) =Pr YS-D S @YS,vE‘FQaPS - Pmax —|—PI‘ YS,-D S @YS'E"FQaPS = L
' ' Ps ' ' Pg Yr
(@71)0’2 P[ (@71)}/30'2 P]
=Pr|Ys p <OYs Yr < Pr(Ys p <OYs. — Y] —_—
r( s = OXS T RS ) s S Bse T R = ) @s)

=Pr(Ysp < @Y53E+L,YR < i + Pr YS p < @YS g+wYgr,Ys > i
' Y Ys Yr

I

Iz

where H (z) = fooo Fyg b (Oy+2) fys,s (y) dy.

Substituting egs. (9) and (10) into H; (x), and using eq.
(3.326.2) of [50], we obtain

Np—1 k
)\ENE _2DS < S k=l
H (2) = 1 =Y Y (3)
—_ 1)
(NE 1) k=0 1=0 t
)\DkG)l Ne+l—1,—As+ApO)y
d 27
0 (k:—l)/o voen
Np—1 k
_’\D‘ § k-1
Y YE(S)
k=0 1=0

- O'NgNEAR T (Ng+1) .
where =, = (Ve D)ot Ap6) VT and T'(-) is the

Gamma function as defined by eq. (8.310.1) of [50].

Substituting egs. (2), (7), and (27) into (26), and using eq.
(3.471.9) of [50], we obtain

Ng
225V FARE\ 2
I —1- S( Rg) K. (2 AsAgg)

(Ns — D1\ A
7szli2)\s s k: l*—*l )\D§ 2 o )
(Ns 1)1 SADS
k=0 (=0
Np—1 k Y1
26" AD§+AR§ ;
EDID I Ns—l ( )
k=0 (=0
xKUl( s (AD<+>\R§)),
(28)

where v; = Ng + 1 — k and K, (z) is the modified Bessel
function of order v1, as defined by eq. (8.407.1) of [50].

By substituting eq. (4) into eq. (25), I5 is expressed as

IQ / fyR (1 - FYS (i))HQ (l‘) dm, (29)

where H (z) = [ Fys, » (Oy+wz) fys,» (y) dy.

Substituting (9) and (10) into Hs (x), and utilizing (3.326.2)
of [50], we obtain

(30)

By substituting eqgs. (3), (6), and (30) into eq. (29), and

utilizing eq. (3.471.9) of [50], we obtain

Ng—1 t 1-—t
2Ar(As&)" (AR 2
tz; 0 e Ky (2 )\R)\Sf)
_ Nil NDzl i 2ARE 1 ( )\Sf <)\R + >\Dw) Kl
t=0 k=0 [=0 As§
x Ky, (2 (A + A\pw) Asg) ,

I =

(31)
where vo = k+t—1[141. Then, P,,; is obtained by substituting
egs. (28) and (31) into eq. (25). Finally, we obtain the SOP
of the OAS scheme by substituting eq. (25) into eq. (24).

B. The Suboptimal Antenna Selection Scheme

Similar to (25), we can express the SOP of the SAS scheme
by (32), as shown on the top of next page.
Substituting eq. (4) into eq. (32), we obtain J; as

Jl = / st (l’) FYR (f’l)Gl (l‘) dx (33)
where G (x fo Fyg (®y+ )fys » () dy.
By substltutlng (9) and (14) into G (z), we obtain
Yy ()7 e

SS j=0

= _ CIAGIANED(Ng+7)
where =5 = e S N DB AR VE T

Substituting egs. (2), (7), and (34) into eq. (33), and using
eq. (3.471.9) of [50], we obtain

Yy
5S j—0 Ns_l
v3
Bg+ A\ 2
w [woof BeTAREN * p (2 )\S(B<+>\R£)> :
As
35)
where v3 = Ng + j — C and V¥ =
I'(vs)

2(£) ¥ Koy (2VASBR)  Ns £ niwpar

By substituting eq. (4) into eq. (32), we obtain J, as

)= / T (15 (8))e@an co

where G (z) = [;° Fyg,p (Oy +wz) fys,p (y) dy.
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6
O —1)¢2 0 —1)c2 P
PSS (Ry) = Pr (Yoo < OVep+ OV po_p Vb (vap < 0Ven+ OV po B
Pg Pg Yr
¢ ¢ (32)
=Pr YSbD<@YSE+ ,ZYr< = |+Pr YSbDSGYS,-E+WYR7YS>7
Y Ys : Yr

J1

Ja

Substituting eqs. (14) and (9) into G2 (x), we obtain

C .
= Z Z Soe BT ()9

5SS j=0

(37

Substituting egs. (2), (7), and (37) into eq. (36), we obtain
(Asﬁ)k

C Ng-—1

CEDMIDIESS

SS j=0 k=0

Asé Ea
x (M> K,, (2 AgE (Bw—i—/\R)),

where vy =C —k —j+ 1.

(38)

Then, the SOP of SAS scheme is obtained by substituting
(35) and (38) into eq. (32).

C. The Space-Time Transmission Scheme

Similar to (25) and (32), we express the SOP of the STT
scheme by (39), as shown on the top of next page, where
o = Ngs and wg = Ngw.

Substituting (4) into (39), we obtain the K7 as

oo
K1 = / fySTT (ac) FYsTT (£> T1 (:,C) dx, (40)
S R x
where ¢y = % & = %, and T} (x) =
I Fyszr (Oy + “’) fyszr (y) dy. By substituting (16) and
(17 1nto T1 (z) and makmg use of (3.326.2) of [50], we obtain

NsNp—1 k @l)\NSNE)\D % k—1
i (3)
Z Z (NgNg — D) (k—1)! \ z
X e_ADzico /OO e_)‘D@y_/\EnySNE"rl—ldy
0
NsNp—1 k

Sy )

ONNSNE K D(NgNp+1)
(NsNeg—D)W(k=)!(Ap+ApO)NsNE+l*

(41)

where =3 =

Substituting (19), (20), and (40) into (40) we obtain

Ns—l 2>\NS(AR£)t )\Ré_
t'é%W( As ) Kns - t<2 /\s)\R{)

Ng+i—k
) Kngti—k (2 )\S)\DCO)

Ng+l—k—t
_ (ARO[ ArE+ A =z
£33 3 sl ()

X KNgi—k—t (2 As (A€ + /\D<o)>

(42)
- 2T ANS gt
where 24 = =2 fl(’),

Substituting (4) into (39), we obtain

KQ / fbeT (1 — FYsTT (i)) Tg (.I) dl‘, (43)

where Tj (z) = [;° Fystr (Oy +woz) fysrr (y) dy.
Subst1tut1ng eqgs. (16) and (17) into Ty ( ) we obtain

NsNp—1 k o
T5 (z) = Z Zu3e ’\Dwo”“ (wox)™ . (44)
k=0 =0

Substituting egs. (18), (21), and (44) into eq. (43), we obtain
Ns t

K=Y 2A°(As§) (/\SE

P t! (Ns—l)! AR

Ns—1 k NgNp-—1

— Z Z Z Kngtk-i- t(2\/)\55 /\RJF)‘DWO))

t=0 [=0 =

Ng—1

) Kot (2v/AsARE)

Ngtk—l—t

Asé > >
AR + Apwo

253AgSwO’f—l(Asg)

t!(Ng —1)! (

45

Then, the SOP of STT scheme is obtained by substituting
egs. (42) and (45) into eq. (39).

IV. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
ANALYSIS

In this section, we investigate the system behavior in a
special case that D is located quite closer to .S with Qp — oc.
This assumption can help us obtain the closed-form expres-
sions for asymptotic SOP, and analyze the secrecy diversity
order and the secrecy array gain with different antenna selec-
tion schemes.

As defined in [49], the asymptotic SOP in the high SNR
regime with Qp — oo is given as

P2, = (Gop) %+ 0 (Qp~ ), (46)
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(@ - 1)N30'2
Pg

out

PSTT (Rs) P (YSTT < @ STT

— Pr <Y55T < @ STT

, Pg = Pmax> + Pr (YSTT < OYIET

YSTT <$ ) +Pr (YSSgT <OYSET +wYr, YR >

NCESTL L
Ps Y§TT

£
Ys

~ Ys
Kl K2
(39)
where G, is the secrecy array gain, G4 is the secrecy diversity  [50], it deduces
order, and O (-) denotes higher order terms. oo
A5 @)= [ Fran @yn) frso () d
(51

A. The Optimal Antenna Selection Scheme
Utilizing (24) and (25), PS5y, of OAS scheme can be written
as
Po™™ = (I + 1),
where I7° and I5° is the asymptotic expression of /; and I
with Qp — oo, respectively.

(47)

According to lemma 2 of [36], the asymptotic CDF of Yg, p
can be expressed as

B, (yy=1-—e

Apy) ™
(ekDy_(?vyD)! +O(yND)> 48)

Qo)
7?\77D.+0( F

Substituting (9) and (48) into (27) and utilizing (3.326.2) of
[50], we obtain

1 @) = [ R, (00+2) o )y

Np _
= Z:‘g))\ND (E)ND F
D T )
k=0

I'(Ng+k)OF
AeFEI(Np—k)(Ng—1)!"

Substituting (2), (7), and (49) into (26), and utilizing
(3.326.2) and (3.471.9) of [50], we have

/ frs (z FYR(£>H1 (x)dx

—ADYy

X

(49)

where =5 =

Ané s (50)
= 256 (A—2<R> K., (2 /\5/\R§)> ,
As
k=0
=\ Ng Np—k
where Zg = “5’\’3]@;—?;]3, vs = Ng — Np + k,
g(v5) Vs > 0
A = Lus=0 ,and I'(o,z) = [~e o ldt is
Figi,}?),% <0

the upper incompletely Gamma function as defined by eq.
(8.350.2) of [50].

Substituting (9) and (48) into (30) and utilizing (3.326.2) of

Np
= Z AN (wa)NP 7,
k=0

Substituting (2), (7), and (51) into (29), and utilizing
(3.471.9) of [50 one can achieve

Ns 1 Np (52)
- Y Y=k, (2 )\5/\35).
t=0 k=0
1-Y6 t+“
where =, = 2552 pPwD” k)‘R MGEL and vg = Np +

t—k-+1. Then, PS;, of OAS scheme is obtained by substituting
I7° and I5° into (47).

Making use of (46), we obtain

(53), as shown on the top of next page.

G9*S = NpNg and G, by

B. The Suboptimal Antenna Selection Scheme

Based on (32), the asymptotic SOP of SRS scheme can be

written as
pSAS.0

out ch + Jgo ’ (54)

where J7° and J3° is the asymptotic expression of J; and J
with QQp — oo, respectively.

Based on (14), the asymptotic CDF of Yg, p can be written
as

oo oo NS
B, (@) = [F, (@)]
_ (py)Pe

(Nph)™s
Substituting (9) and (55) into G (), and utilizing (3.326.2)
of [50], one can have
0o o 00 S
G @) = [ B, (00 2) frow )y
NDNS NDNs—T'

PRERTAS
T )

Jj=0

(55)

(56)

(NpNs)!II'(Ng+5)67
JU(NpNs—)D(Np)NSAg™(Ng—1)!"
Substituting (2), (7), and (56) into eq. (33), and using eq.

where =g =
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Np 2
GOAS — <Z (56 (A - 2(%) K., (2 Astﬁ)) +
S

Ng—1

3 =K, (2 AS/\R§)>> .

t=0

(53)

(3.471.9) of [50], we obtain

JrT = /OOO fyvs (x) Fy, (i) GS° (2) dx

Nivs SgAp PN g5 NDNs =]
- Y] (57)
= (Ng —1)!
vr
>\ 2
X (A 2< Rg) K,, (2 AR)\SS)> ;
As
22)1,77),1}7 >0
where v; = Ng — NgNp + j and A = 1,7 =0
71—‘)(\1;77;70) ,ur <0

Substituting (9) and (55) into G2 (), and utilizing (3.326.2)
of [50], we can achieve

G (0) = [ PR, (O +w) o () dy

NpNg
= NpNs—j
= E ZgAp PN (wr) VPN
Jj=0

(58)

Substituting (2), (7), and (58) into eq. (36), and using eq.
(3.471.9) of [50], it deduces

5= [ o) (1= 7 (£) )65 @)as

NpNs Ns—1 . v
DINS INS— 2:8)\DNDNS(UNDNS j()\sf)Q

Jz; 22: Ar T k!

x Ko, (20/ARAs€)

where vg = NpNg — j — k — 1. Then, P55, of SAS scheme
is obtained by substituting J° and J3° into (54).

Based on (46), the expression for G4 and G, of SAS scheme
are obtained as

(59)

SAS
Ga

= NpNs, (60)

—1)!
2 T (N5 - D)

ARE
x (A—2<>\S) K,. (2 ARAS§)> o

NpNg Ng—1

n ZO Z QHSWNDNS ]()\35)78
j -

SAS _
G0 =

Rk
xK (2vAm0s€)) T,
respectively.

One can easily observe that the ORS and SRS schemes
achieve the same secrecy diversity order which is determined
by the number of antenna on S and D. Furthermore, one can
observe that the impact of PT, PR, and E is only reflected

in the secrecy array gain.

C. The Space-Time Transmission Scheme

Similarly, the asymptotic SOP of STT scheme can be written
as

Poi ™ = K7 + K5, (62)
where K7° and K35° is the asymptotic expression of K; and

K, with Qp — oo, respectively.

The asymptotic CDF of YS5T can be expressed as

(Apy) ™™

(63)
(NsNp)!

Fysrre (y) = +0 (yshe).
Substituting (16) and (63) into (41) and utilizing (3.326.2)
of [50], we obtain

Tr° (;E) = / FYSSET,OO <®y + ) stTT (y) dy
0
NsNDH NsNp S0 NsNp—k (64)
= Z E9Ap (7) ’
k=0 v
where =g = O L(NsNptk)

(NsNp—k)!(NsNg—1)IEINE *
Substituting (19), (20), and (64) into (40), and utilizing
(3.326.2) and (3.471.9) of [50], we have

Kfo S / fYSSTT (1’) FYETT <§) Tloo (x) dx

NsNp :gANsND)\NS NsNp—k
o Z (Ng —1)!
Ns—1 o=t
2(ArE)" (AREY ?
X <<I> — ZO 2 e Kyy_¢ (2 >\s)\R§> )
t=
(65)
where  vg = Ng — NgNp + k and @ =
I'(vo) 0
NG NSND+ka'U9 >
S
1, Vg = 0
ANSF—%% vy <0
S
Substituting (16) and (63) into (44), it deduces
T5° ( / FYSTT w~ (Oy + wox) fySTT (y)dy
NsNp (66)
= Z Eg)\gSND (wo.CL')NSND_k.
k=0

Substituting (18), (21), and (66) into (43), and utilizing
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(3.471.9) of [50], one can achieve

K3°

[ g1 (1 B (£)) 17 010

NsNp Ns—1 Ng—o _ v10 !
B ] — 1)
= = t!(Ng —1)!
% Ko (VA5 E) o o
(67)
where v1g = Ng+ NgNp —k—t. Then, PS5, of STT scheme : :
is obtained by substituting K2 and K5° into (62). 107 i gg ssfgfﬁff:fiﬁ
Finally, we obtain the G4 and G, of STT scheme as O OAS Simulation
—— Analysis
TT
GS = NpNs, (68) 10 £ : ‘ ‘ i i i i i 1
NeN Neel .  Ne_¥10 . wig 25 20 15 10 -5 0 5 10 15 20
GSTT _ SX:D i 259\ 5" 2 woNsNp—k(\g&)"F 2 P; (dBW)
@ t!(Ng —1)! ! )
k=0 t=0 Fig. 2. SOP versus P;r with a = 0.5, Qp = 10dB, Qg = Qg = Qrp =
ZgANS gy NsNp—k 0dB, Np =3, N = 4, and P, = 5dBW.
X Ky, (2V/AARE) + =
V10 S Rg (NS _ 1)!
Ng—1 t vo—t
. Q(ARf) ARE 2 10%5%
-2 TGy
=0 : S
~NpNs 10"
X (Kvg—t (2 ASAR&)))) ) A
(69) . kK
respectively. 10 )
Obviously, the three different TAS schemes achieve the of
same secrecy diversity order, which is equal to the product 10°
of the number of antennas at .S and the number of antennas at
D. Furthermore, we can find that the secrecy diversity order 104+ | & STT Simulation
is independent of the number of antennas at F and . * SAS Simulation
O OAS Simulation D
105k —— Analysis ]
V. NUMERICAL RESULTS ‘ ; ‘ | ‘ ‘ ‘
. . . . . -15 -10 -5 0 5 10 15 20 25
In this section, numerical and Monte-Carlo simulation re- P, (dBW)
sults are presented to highlight the impact of different related
parameters on the SOP of the considered cognitive MIMO  Fig. 3. SOP versus P, with a« = 0.5, Qp = 5dB, Q5 = Qp = Qr =

system. The main parameters used in analysis and simulation
are set as = 0.8, 02 = 1, and Rg = 1 nat/s/Hz. As shown
in Figs. 2-5, analysis results match very well with simulation
curves that verify the proposed analytical results. Further, one
can find that the OAS scheme strictly achieves the best SOP
than the SAS and STT schemes.

As shown in Fig. 2, one can find that SOP is enhanced while
Pr increasing since a higher P; implies a larger transmitting
power at S. Meanwhile, we can also observe that there exists
a floor in the higher P; region. It is because as P; — oo,
the transmit power at S approaches P,,,, and the system
falls into a non-cognitive model wherein the interference to
the primary users is ignored. Furthermore, we can see that
SOP is improved while increasing Ng because increasing Ng
signifies more diversity gain at .S, and the EH ability of S is
improved and more antennas can be selected for transmitting
information.

Figs. 3 and 4 demonstrate SOP versus P; with Ng and
Qs varying, respectively. It can be observed that the secrecy
outage performance can be improved while increasing P; or
Qg. This is because a higher (g signifies a better primary
channel quality and a higher P; signifies a higher transmit

—5dB, Np = Ng = 3, and P; = 5dBW.

power at S. One can also observe that there exists a floor in the
higher P, region, which means increasing power at S cannot
improve the secrecy performance unlimitedly, as testified in
[51]. Furthermore, one can find that the OAS scheme strictly
achieves the best SOP than the SAS and STT schemes with
Ng or g increasing, also noting that the OAS scheme must
pay more to obtain the CSI of the eavesdropping node.

Fig. 5 plots the SOP versus with « and Np varying. It can
be observed that the security outage performance of OAS and
SAS schemes can be improved while increasing o« or Np.
This is because higher a means more energy at S is harvested
and less time will be allocated for IT phase. Based on (4), the
P4 would become more large as improving «. However,
higher o will cut down the reliability of the cognitive systems
since most of time is in harvesting energy. We observe that
there is a floor in the higher o region, which is similar to Figs.
3 and 4. Therefore, we can find out a superior « to achieve
the tradeoff between the EH and the information transmission
at S. Therefore the best « will be an interesting topic in our
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ol —— Analysis S
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Fig. 4. SOP versus P; with Qp = 10dB, Qr = Qp = 0dB, Np =

Ng =3, Ng =4, and P = 0dBW.

/A STT Simulation
103} % SAS Simulation
O OAS Simulation B
—— Analysis
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
«
Fig. 5.  SOP versus a with Qp = 8dB, Qg = Qr = Qg = 0dB,

Ng = Ng =3, P, = 0dBW, and P; = 10 dBW.

future works.

Fig. 6 plots SOP versus 2p with Np varying. It can be
observed that a higher Np outperforms the ones with a lower
Np as the MRC diversity gain increases at D. Furthermore,
one also can observe that all the asymptotic curves tightly
approximate the exact curves in high Qp regime.

VI. CONCLUSION

In this paper, we investigated the secrecy outage per-
formance of an underlay MIMO CRN with EH and TAS.
The closed-form expressions for the SOP of OAS and SAS
schemes over Rayleigh channels were derived and validated
by simulations. Numerical results illustrated that when the
number of antennas at S and/or D increases, the secrecy
outage performance of the system can be improved. The
results in our work will be beneficial for designing practical
cognitive systems with EH and TAS, where security issue is
considered. The outdated CSI and channel estimation errors
will be considered in our future works.

10

10 1
Al
10°® i
/\ STT Simulation
> SAS Simulation
108 | O OAS Simulation
—— Analysis
- = Asymptotic
10-10 . | |
5 10 15 20 25 30 35
Qp (dB)
Fig. 6.  Asymptotic SOP versus Qp with « = 0.5, Qg = Qg = Qp =
10dB, Ng = 3, Ng = 2, P, = 0dBW, and P; = 0dBW.
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