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Abstract. Universal hash function based multiple authentication was
originally proposed by Wegman and Carter in 1981. In this authentica-
tion, a series of messages are authenticated by first hashing each message
by a fixed (almost) strongly universal2 hash function and then encrypt-
ing the hash value with a preshared one-time pad. This authentication
is unconditionally secure. In this paper, we show that the unconditional
security cannot be guaranteed if the hash function output for the first
message is not encrypted, as remarked in [1]. This means that it is not
only sufficient, but also necessary, to encrypt the hash of every message
to be authenticated in order to have unconditional security. The security
loss is demonstrated by a simple existential forgery attack. The impact
of the attack is also discussed at the end.
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1 Introduction

Since its first introduction by Wegman and Carter [11] in 1979, Universal hash
functions have been extensively studied over the years. They have diverse ap-
plications from cryptography to computer science to coding theory. In cryptog-
raphy, they can be used for, among others, constructing unconditionally secure
message authentication codes (MACs). There has been various Universal hash
function constructions for authentication by Wegman and Carter, Stinson, and
others [3, 5, 6, 8, 9, 12, 14–16,18, 20–24].

Typical use of Universal hash functions, more accurately ε-Almost Strongly
Universal2 (ε-ASU2) hash functions, in MACs is such that a one-time key (used
to identify a hash function in the family) is used to authenticate one message; be-
cause two uses of the same key may reveal the key through the message-tag pairs.
In this sense, this version of the Wegman-Carter authentication is similar to the
one-time pad (OTP). Hence, the key consumption rate of the authentication in
this scheme is usually quite high. In this paper we focus on another proposal by
Wegman and Carter [24] that uses a fixed ε-ASU2 hash function (identified by
a fixed key), followed by OTP encryption of the hash function output, so that
the hash function can be reused. This scheme is also called counter-based multi-
ple authentication [1] when the OTPs preshared between Alice and Bob can be
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identified by counters. The key consumption rate of this scheme asymptotically
approaches the tag length.

Contribution. This short paper addresses a simple existential MAC forgery
attack when the universal hash function based multiple authentication is used
as remarked in [1]. In its original proposal in [24], Wegman and Carter proposed
to apply the OTP to the hash of every message that is exchanged. In [1], however,
the authors stated that it is not necessary to apply the OTP to the hash of the
initial message. As we will see later in Section 3, not using the OTP in the
initial round, or in any other round for that matter, will result in the adversary
being able to forge the correct tag for his/her chosen message without knowing
the authentication key at all. The attack is very simple and straightforward,
and also very cheap in terms of computation and storage depending on the
properties of the underlying hash function family. But the impact can be deep if
such authentication is used in, for example, Quantum Key Distribution (QKD).

2 Background

Definitions. First, some definitions are in order. In what follows, we let M and
T be finite sets, and H a class of hash functions from M → T .

Definition 1. A class H is Universal2 (U2), if there exists at most |H|/|T |
hash functions h ∈ H such that h(m1) = h(m2), for any two distinct m1,m2 ∈
M. If there are at most ε|H| hash functions instead, the class H is ε-Almost
Universal2 (ε-AU2).

Definition 2. A class H is XOR Universal2 (XU2) if there exists at most
|H|/|T | hash functions h ∈ H such that h(m1) = h(m2)⊕ t, for any two distinct
m1,m2 ∈ M and any t ∈ T . If there are at most ε|H| hash functions instead,
the class H is ε-Almost XOR Universal2 (ε-AXU2).

Definition 3. A class H is Strongly Universal2 (SU2) if (a) the number of
hash functions in H that takes an arbitrary m1 ∈ M to an arbitrary t1 ∈ T
is exactly |H|/|T |, and (b) the fraction of those functions that also takes an
arbitrary m2 �= m1 in M to an arbitrary t2 ∈ T (possibly equal to t1) is 1/|T |.
If the fraction in (b) instead is at most ε, the class H is ε-Almost Strongly
Universal2 (ε-ASU2).

Here we note that SU2 is the optimal case, corresponding to 1/|T |-ASU2, since
ε ≥ 1/|T | [21]. Also, note that ASU2 families are AXU2 and AU2, and that
AXU2 families are AU2; however, the reverse is not true.

Definition 4. A hash function h from M → T is called XOR-linear if, for
any two m, m′ ∈ M, h(m⊕m′) = h(m)⊕h(m′). Similarly, a family H is called
XOR-linear if any hash function h ∈ H is XOR-linear.
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Unconditionally Secure MAC. Unconditionally secure authentication theory
was first developed by Simmons in [19] and later by Wegman and Carter in
[11,24]. Wegman and Carter proposed using the classes of ε-ASU2 hash functions
for unconditionally secure MAC constructions. The application of ε-ASU2 hash
functions to construct provably unconditionally secure MACs is straightforward.
In these constructions, Alice and Bob share a secret key k to identify a hash
function hk in a family H of ε-ASU2 hash functions from M → T . When Alice
wants to send a message m to Bob, she computes t = hk(m) and sends it
along with m. Upon receiving m and t, Bob checks the authenticity of m by
computing hk(m) using his share of the key and comparing it with t. If hk(m)
and t are identical, then Bob accepts m as authentic; otherwise, he rejects it.
If Eve tries to impersonate Alice and sends m′ without knowing the key k,
that is, without knowing hk, the best she can do is to guess the correct tag
for m′. The probability of success in this case is P1 = 1/|T |. If Eve waits and
intercepts a message-tag pair (m, t) from Alice and substitutes m with m′, then
the probability P2 of guessing the correct tag t′ for m′ is at most ε (≥ 1/|T |). In
other words, even seeing a valid message-tag pair does not increase Eve’s success
probability above ε. Therefore, by using a family of ε-ASU2 hash functions with
suitably chosen ε, one can achieve unconditionally secure message authentication.
Practical applications require not only ε to be small but also the length l of the
key k identifying a hash function in ε-ASU2 family to be as small as possible.

The most attractive property of unconditionally secure MACs is that the
security does not depend on any computational complexity assumptions, as is
the case for other MAC schemes like CBC-MAC based on AES or HMAC based
on SHA. Also, in terms of speed, Universal hash function based MAC such
as UMAC is much faster than its counterparts. Unconditional security, however,
comes at a price: the key consumption. This is because the key cannot be reused;
repeated use of a key may reveal the whole key through the message-tag pair.
For this reason, Wegman and Carter proposed in [24] an efficient and effective
way to resolve this by proposing to encrypt the hash function output with an
OTP in order to reuse the same key many times. In particular, their proposal
is as follows. Alice and Bob share a secret but fixed hash function h ∈ H and a
series of keys Ki, i = 1, 2, · · · , of length log |T | to be used as OTP to encrypt the
output of h. Then a series of messages mi, i = 1, 2, · · · , can be authenticated by
using h(mi)⊕Ki as the authentication tag. An efficient way to implement this
is to use a counter c that is incremented by 1 after each message transmission.
In this case, the authentication tag for a message (c,mc) is computed as

t = h(mc)⊕Kc, , c = 1, 2, · · · . (1)

This counter-based multiple authentication scheme is provably unconditionally
secure. It has also been stated in [1] as a remark that in this scheme the OTP
in the initial round can be omitted, since in the authors’ own words “it is not
necessary”. That is, for the first message m1, h(m1) can be sent as is. So with
this small revision the above scheme becomes as follows: The authentication tag
for a message (c,mc) is now computed as
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t =

{
h(m1), c = 1,

h(mc)⊕Kc−1, c = 2, 3, · · · .
(2)

We will see in the next section that this new scheme is not secure in general and
there may exist a very simple MAC forgery attack in this case.

Related Work. Different variants of the above scheme were proposed after
Wegman and Carter’s original proposal, such as stateful mode by Shoup [18] and
computationally secure version by Brassard [10] and so on. The stateful mode by
Shoup [18] is also referred to as Wegman-Carter-Shoup (WCS) authentication.
The security bounds for the WCS scheme were improved by [4]. The security of
these schemes for various Universal hash function families were studied in Black
and Cochran [7] and Handschuh and Preneel [13]. They have demonstrated that
for some families of Universal hash functions a single forgery is enough to find
another forgery and for many families a few successful forgeries lead to efficient
key recovery.

3 The Attack

In this section, we show that the scheme in (2) is not in general secure and
present a simple existential forgery attack that exploits the structure of the
hash function family used. In particular, if the underlying hash function family
is for example XOR-linear, then the attack is straightforward. And there exists
(A)SU2 families of hash functions that are XOR-linear, e.g., the SU2 family H3

in [24].
Let us first note that for (1) to be (unconditionally) secure, h (or H) at least

needs to be AXU2 [15]. So, for (2) to be secure, the subset Hm �→t of H that
Eve identifies after seeing the first message-tag pair (m, t) should be AXU2. We
will now see shortly that this requirement does not necessarily be satisfied even
when H is SU2, the strongest family of all Universal2 hash function families.

As described in (2), the first message (1,m1) is sent along with the au-
thentication tag t1 = h(m1) from Alice to Bob. Eve intercepts the three-tuple
(1,m1, t1) and identifies the set Hm1 �→t1 := {f ∈ H : f(m1) = t1}. Note that
|Hm1 �→t1 | = |H|/|T | by Definition 3(a). So, at the end of the first round, from
Eve’s point of view, the (fixed) secret hash function h is taken from Hm1 �→t1

instead of H. If, for any two distinct m,m′ ∈ M and any t ∈ T ,

|{f ∈ Hm1 �→t1 : f(m)⊕ f(m′) = t}| ≤ ε|Hm1 �→t1 |, (3)

then the scheme in described by (2) is secure, since this would mean that Hm1 �→t1

is ε-AXU2. Here, ε is Eve’s success probability when attacking the system. The
definitions of (A)SU2 hash functions, however, does not guarantee that (3) holds.
In fact, |{f ∈ Hm1 �→t1 : f(m) ⊕ f(m′) = t}|, for some distinct m,m′ ∈ M and
t ∈ T , could be as large as |Hm1 �→t1 |. If this is the case, then there is a very
simple existential forgery attack that Eve can use to attack the authentication.
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In particular, in the second round, Alice sends (2,m2, t2), where t2 = h(m2)⊕K1,
to Bob. Eve intercepts the three-tuple (2,m2, t2) and searches for mE such that
f(m2)⊕f(mE) = t is fixed by all f ∈ Hm1 �→t1 . And then, she sends (2,mE, t⊕t2)
to Bob, since

h(mE)⊕K1 = h(mE)⊕ h(m2)⊕ t2 = t⊕ t2. (4)

From the above discussion, we naturally arrive at the following theorem about
the security of the scheme in (2).

Theorem 1. Let AUTH be the authentication described in (2) where the secret
hash function h is chosen from an ASU2 family H. Then, the success probability
of an adversary A attacking AUTH is only upper bounded by the trivial bound
1, that is,

P success
AUTH (A) ≤ 1. (5)

Proof. Suppose that (1,m1, t1) with t1 = h(m1) is the first message-tag pair and
the message number that Alice has sent to Bob. By intercepting the three-tuple,
A identifies Hm1 �→t1 := {f ∈ H : f(m1) = t1}. Now, the proof follows directly
from the fact, for some distinct m,m′ ∈ M and t ∈ T ,

|{f ∈ Hm1 �→t1 : f(m)⊕ f(m′) = t}| ≤ |Hm1 �→t1 |. (6)

It might seem that the computational complexity of the attack is huge at first
sight, since identifying the set Hm1 �→t1 requires an exhaustive search. But, Eve
does not need exhaustive search if she knows the structure of the underlying hash
function family H. Consider as an example the case when H is XOR-linear. As
mentioned earlier, there are (A)SU2 hash function families that are XOR-linear.
In this case, Eve simply observes the first three-tuple (1,m1) with t1 = h(m1)
from Alice to Bob, and saves a copy of m1 and t1 in her memory. Then in the
second round, she intercepts (2,m2, t2) with t2 = h(m2) ⊕ K1, and replaces it
with (2,mE, t1 ⊕ t2) where mE = m1 ⊕ m2. Eve now knows that mE will be
accepted as authentic, because the hash function h is XOR-linear and then

h(mE)⊕K1 = h(m1 ⊕m2)⊕K1 = h(m1)⊕ h(m2)⊕K1 = t1 ⊕ t2. (7)

Upon receiving (2,mE, t1⊕t2), Bob verifies the authenticity of mE by computing
h(mE) ⊕ K1 and comparing it with t1 ⊕ t2. As we have just seen, the correct
tag for mE is t1 ⊕ t2. In the subsequent rounds, Eve uses the same strategy to
forge the MAC for a new message chosen similarly to mE above. In general, at
the i-th round, Eve replaces the three-tuple (i,mi, ti) that she intercepted with
(i,m1 ⊕mi, t1 ⊕ ti).

Note that this attack is very simple and that Eve does not need to know the
actual secret key that is being used. All she needs to do is store the initial message
and tag pair from the initial three-tuple. Even if there does not exist mE ∈ M
such that f(m2) ⊕ f(mE) = t is fixed by all f ∈ Hm1 �→t1 , Eve can choose a
messagemE for which f(m2)⊕f(mE) is fixed by majority of f ∈ Hm1 �→t1 and still
have a high probability of success. It all depends on the structure and properties
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of the underlying hash function family used in the authentication. Therefore, we
stress that when the counter-based multiple authentication scheme is used it is
very important to encrypt the hash function output of every message that is to
be exchanged. And Wegman and Carter were right to propose to encrypt the
hash of every message. After all, since both (1) and (2) require asymptotically
the same amount of secret key, one does not sacrifice much by masking the hash
of every message, should this authentication be used.

4 Impact

We now discuss the impact of the existence of the straightforward attack pre-
sented in the previous section in the context of Quantum Key Distribution
(QKD). First, let us briefly recall what QKD is and why authentication is needed
in QKD.

QKD, first proposed by Bennett and Brassard in 1984 [2], is a provably secure
(or universally composably secure) key agreement technique that consist of two
parts: quantum transmission over a quantum channel and classical postprocess-
ing over a classical public channel. In QKD, the legitimate users first exchange
quantum signals over the quantum channel to generate a raw key. Then, they
agree on a shared secret key from the raw key by performing a joint postprocess-
ing by communicating on public channel. QKD is proven to be unconditionally
secure, provided that the public channel is immutable; see, for example, [17]. If
the public channel is not not authentic, QKD is, like any other key agreement
protocol, susceptible to a man-in-the-middle attack. Therefore, authentic public
communication channel is a must. Moreover, to guarantee unconditional security
of QKD an unconditionally secure authentication is needed.

The standard choice for authentication in QKD is the Wegman-Carter type of
authentication, based on ε-ASU2 hashing. To kick-start the authentication, the
legitimate parties use preshared secret key. In the first round the users use the
pre-shared key, which is long enough to authenticate the messages exchanged in
this round. In the following rounds, a part of the key generated in the previous
rounds is used for subsequent authentication. Therefore, the key-consumption
rate of the authentication directly affects the key output rate of QKD, and so
one needs an authentication with less key-consumption rate. Moreover, in QKD
no limit is put on Eve’s computational power and memory.

When the authentication in (2) is used in QKD, only h is preshared by Alice
and Bob. The OTP key in the second round is a portion of the QKD generated
key in the first round, and the OTP key in the third round is a portion of the
QKD generation in the second round, and so on. So, the OTP keys are not, and
need not be, preshared by Alice and Bob. Now in the first round, Eve identifies
Hm1 �→t1 and searches for mE such that f(m2) ⊕ f(mE) = t is fixed by all or
most of f ∈ Hm1 �→t1 . If the attack is successful, then Eve breaks the QKD in
this round and as a consequence learns the QKD generated key, and thus the
OTP key K2 used in the next round. We stress here that the success probability
is in general quite high. So in the next round Eve will know h(m3) = t3 ⊕K2,
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and together with the knowledge of h(m1) she will be able to find h. Therefore,
the consequence of not masking the hash value of the first message can be serious,
at least, in QKD.

5 Solution

As we have seen in Section 3, masking the hash function output of every message
with an OTP is both necessary and sufficient for unconditional security of the
authentication scheme under review. One might, however, wonder whether there
are other solutions than to encrypt the hash of the first message in scheme (2). We
answer this question in the negative if one aims for unconditional security, unless
one uses another unconditionally secure encryption than OTP. Since the attack
exploits the fact that the hash value is known for the first message message,
masking the hash value of the first message, or any other message for that
matter, is necessary.

6 Conclusion

We have reviewed the universal hash function based multiple authentication. We
pointed out that masking the hash value of every message is not only sufficient
but also necessary to guarantee security. Furthermore, we presented an existen-
tial forgery attack. The attack is straightforward and exploits the property of
the underlying hash functions. The impact of the attack is also discussed in the
context of QKD.
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