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ABSTRACT This work deals with the secrecy performance analysis of a dual-hop RF-FSO DF relaying

network composed of a source, a relay, a destination, and an eavesdropper. We assume the eavesdropper

is located close to the destination and overhears the relay’s transmitted optical signal. The RF and FSO

links undergo (α−κ−µ)-shadowed fading and unified Málaga turbulence with pointing error. The secrecy

performance of the mixed system is studied by deriving closed-form analytical expressions of secure outage

probability (SOP), strictly positive secrecy capacity (SPSC), and intercept probability (IP). Besides, we

also derive the asymptotic SOP, SPSC, and IP upon utilizing the unfolding of Meijer’s G function where

the electrical SNR of the FSO link tends to infinity. Finally, the Monte-Carlo simulation is performed to

corroborate the analytical expressions. Our results illustrate that fading, shadowing, detection techniques

(i.e. heterodyne detection (HD) and intensity modulation and direct detection (IM/DD)), atmospheric

turbulence, and pointing error significantly affect the secrecy performance. In addition, better performance

is obtained exploiting the HD technique at the destination relative to IM/DD technique.

INDEX TERMS Intercept probability, Málaga turbulence, physical layer security, secure outage probabil-

ity.

I. INTRODUCTION

A. BACKGROUND

Free space optical (FSO) technology has drawn significant

attention of the research communities compared to traditional

radio frequency (RF) technologies in wireless communica-

tion applications due to advantages of high-frequency band-

width, high speed, high security, large transmission capac-

ity, disaster recovery, fast deployment, unlicensed spectrum,

back-haul for wireless cellular networks, solution for the

last-mile access problem, fiber backup, and no interference,

among many others [1]. However, pointing error and atmo-

spheric turbulence highly impact the system performance of

FSO schemes [2]–[5] that can be mitigated by utilizing a

dual-hop mixed RF-FSO relaying system.

B. LITERATURE SURVEY

Since the wireless medium is time-varying in nature, recently,

researchers are devoting their concentrations to composite
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fading models that can unify the characteristics of a wide

range of classical multipath / generalized fading models,

thereby applicable to more practical / real-life scenarios [6].

α−µ [7], (α−µ)-shadowed [8], κ−µ [9], (κ−µ)-shadowed

[10], and η − µ [11], [12] are widely used as generalized

models in the literature. To obtain further generalization,

authors in [13] proposed α−κ−µ and α−η−µ distributions

that were further generalized by α − κ − η − µ model

[14]. It can be noted that the authors considered randomly

fluctuated dominant specular components, non-linearity of

the propagation medium, non-line-of-sight (NLOS), line-of-

sight (LOS) propagation link, etc., criterion for channel mod-

eling. Considering all of those channel effects, (α − κ − µ)-

shadowed (AKM-shadowed) model was formulated in [15]

that possesses a good mathematical tractability and offers

a natural generalization to all the aforementioned channel

models.

In recent years, researchers have carried out a mesmerizing

amount of works on FSO communication systems [16]–

[21]. The analysis of the system performance considering

the FSO scheme was first performed in [22] focusing on the

impact of turbulence-induced fading. This model was further

upgraded with multiple receive and transmit apertures in the

existence of both background and shot noises [23]. Data

transmission using series and parallel relays in FSO com-

munication scheme was introduced in [24]. The authors in

[25], [26] performed the error control coding for two different

FSO models. A Unique multi-input multi-output (MIMO)

model was proposed in [27] with multiple transmitters and

receivers considering the effect of fading and pointing error.

The adverse effect of boresight pointing error on a FSO link

for both intensity modulation / direct detection (IM/DD) and

heterodyne detection (HD) techniques was analyzed in [28].

The unification of the existing FSO models was done by

introducing the Málaga turbulence model in [29].

Recently, mixed RF-FSO systems have been investigated

thoroughly to eliminate atmospheric turbulence dependency

of the FSO links. In such types of scenarios, long-distance

communication is performed over the RF hop whereas

shorter distance is accomplished over the FSO hop. The

authors in [30] studied the performance of amplify-and-

forward (AF) fixed gain relaying technique in terms of outage

probability (OP) considering Rayleigh-ΓΓ fading scenario.

The performance of a nearly similar model was analyzed

[31] for both HD and IM/DD techniques. Authors in [32]

investigated the impact of aperture averaging of the FSO link.

In [33]–[35], authors considered both decode-and-forward

(DF) and AF relaying methods for dual-hop RF-FSO network

and derived closed-form expressions (CFE) for OP, ergodic

capacity (EC), and bit error rate (BER). Similar performance

parameters were also investigated [36] where the authors

choose different fading models as for both RF and FSO link.

The increment in atmospheric temperature causes the thermal

expansion in the buildings around us which in turn produces

non-zero boresight pointing error. Authors in [37] modeled a

RF-FSO system to analyze the impact of such error.

With the rapid growth of wireless networks, secret in-

formation transmission in presence of adversaries is an ex-

tremely critical issue. The traditional security methods de-

pend on cryptographic techniques at upper layers of wireless

networks that are difficult to utilize. In this perspective,

physical layer security (PLS) is the only solution that utilizes

the randomness of the propagation channel to enhance the

secrecy level [38]–[41]. The effect of imperfect channel state

information was considered in [42] and the performance

analysis was carried out in terms of secrecy outage probabil-

ity (SOP) adopting the fixed gain relaying technique. In [43],

the authors observed that RF hop has a little impact on SOP

and average secrecy capacity (ASC) performances relative

to FSO hop. The position of eavesdropper was considered

close to the destination in [44], [45] where the authors

presented the expressions of SOP and strictly positive secrecy

capacity (SPSC) with DF relaying system. A passive RF

eavesdropping scheme was used in mixed RF-FSO systems

over ΓΓ [46], [47], Málaga [48]–[50], exponentiate-Weibull

[42], [51], etc., scenarios to obtain ASC, SOP, and SPSC. The

effects of transmit antenna selection (TAS) scheme over the

RF hop in a RF-FSO mixed system was examined by [52].

In [53], [54], authors compared the performance between RF

and FSO eavesdropping over Málaga and double generalized

Gamma (DGG) models and demonstrated that FSO technol-

ogy is more secure than RF technology.

C. MOTIVATION AND CONTRIBUTIONS

Based on aforecited literature,it is seen that among the ex-

isting PLS works on RF-FSO schemes, RF hop is typically

assumed to experience multipath / generalized fading while

none of these works considered the impact of shadowing

on the RF hop. In this work, we consider a mixed RF-

FSO dual-hop DF relaying system where the RF and FSO

links, respectively, experience AKM-shadowed fading and

Málaga turbulence fading model included with pointing error.

We consider the position of the eavesdropper is very close

to the destination and can decipher the transmitted optical

signals from the relay. Our main contributions in this work

are pointed as follows.

• We first realize the probability density functions (PDFs)

and cumulative distribution functions (CDFs) of the

AKM-Shadowed link and Málaga turbulence link for

the individual hops of the considered dual-hop system.

Since our considered RF and FSO models account for

a high form of generality, our obtained results can be

ascertained as a generalization of the existing results in

[44], [49].

• To analyze the secrecy performance, we derive the CFEs

for the SOP, SPSC, and intercept probability (IP). To ob-

tain more practical insights, the asymptotic expressions

for these performance parameters are also provided.

Finally, we present Monte-Carlo simulations to verify

the accuracy of the CFEs.

• Capitalizing on the final expressions of the secrecy

performance parameters, we observe impacts of fading,
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shadowing, atmospheric turbulence, pointing error, etc.,

on the secrecy of the proposed scenario. Additionally,

we also present a comparison between the performance

of two detection techniques i.e. HD and IM/DD tech-

niques.

D. ORGANIZATION

The rest of the paper is arranged in the following manner.

The system model is described in Section II including formu-

lations of the fading channels. In Section III, expressions for

SOP, SPSC, and IP are derived in both exact and asymptotic

forms. Analytical and simulation results are presented in

Section IV, and finally, the concluding remarks are provided

in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

FIGURE 1: Proposed model.

We consider a combined RF-FSO DF-based relaying sys-

tem as demonstrated in Fig. 1. Here, information is trans-

ferred from a stable source S to a destination D via a relay

R that works as an intermediate medium between S and D.

It is considered that an unexpected eavesdropper E tries to

hijack the classified information from R that is supposed to

reach D. Similar to [55], we presume that E is firmly located

around D. S with a single antenna transmits information to

R through an independent and identically distributed (i.i.d.)

AKM-shadowed RF fading link where R consists of one

receiving antenna and one transmit aperture. After receiving

the RF signal, R converts the same to an optical signal

and then re-transmits it. Both R − D and R − E links are

connected linked via FSO technology experiencing Málaga

(M) turbulence with pointing error. Here, D and E both

contain one receive aperture for receiving the optical signals.

A. SNRS OF EACH LINK

As for the considered communication scenario in Fig. 1, the

instantaneous signal-to-noise ratios (SNRs) denoted by S −
R, R −D, and R − E links are γr, γd, and γe, respectively.

These terms take arithmetic forms such as γr = φr‖βr‖2,

γd = φd‖βd‖2, and γe = φe‖βe‖2, where βr, βd, and βe

represent channel gains, and φr, φd, and φe represent average

SNRs of the S − R, R − D, and R − E links, respectively.

As relay R employs DF relaying scheme, end-to-end SNRs

for both main S − R − D receiver link and eavesdropper

S −R− E receiver link are formulated as [56, Eq. (5)]

γsd = min {γr, γd} , (1a)

γse = min {γr, γe} . (1b)

B. RF CHANNEL

As the link between S and R experiences AKM-shadowed

distribution, the PDF can be expressed as [15, Eq. (4)]

fγr (γ) = A1γ
αµ
2 −1e−A2γ

α/2

1F1(x, µ;A3γ
α/2), (2)

where A1 =
xxαφ−αµ/2

r

2dµΓ(µ)(µκ+x)x , A2 = 1

dφ
α/2
r

, and A3 =
µκ

d(µκ+x)φ
α/2
r

. The terms x, µ, α, and κ are all real shape

parameters with non-negative values i.e. α is a power term in-

dicating non-linearity nature of signal envelop [7], κ defines

the ratio of total amount of powers between dominant and

scattered waves [10], and µ and x denote number of cluster

and fading severity parameters, respectively, [15]. Γ(.) repre-

sents Gamma function [57, Eq. (8.310)]. The function 1F1(.)
is the confluent hypergeometric function as defined in [58,

Eq. (13.1.2)]. The constant term d is described as

d =

[
(µκ+ x)xΓ(µ)

xxΓ(µ+ 2
α ) 2F1(x, µ+ 2

α ;µ;
µκ

µκ+x )

]α/2

.

Here, the function 2F1(.) is the Gauss hypergeometric func-

tion as defined in [58, Eq. (15.1.1)]. AKM-shadowed is a

composite fading model that houses many multipath and

generalized fading channel models. Such a model promises

to provide more insights over a wide range of variations of

channel conditions that is treated as more practical propaga-

tion environment by the wireless communication researchers

[59], [60]. Table 1 lists some familiar RF fading channels that

can be obtained as special cases of AKM-shadowed fading

channel.

TABLE 1: Special Cases of AKM-Shadowed Composite

Fading Channel [15, Table I].

Channels AKM-Shadowed Fading Parameters

Rayleigh α = 2, κ = 0, µ = 1
Nakagami-m α = 2, κ = 0, µ = m

κ− µ α = 2, κ = κ, µ = µ, x → ∞

η − µ α = 2, κ = (1− η)/(2η), µ = 2µ, x = µ
Weibull α = α, κ = 0, µ = 1

α− κ− µ α = α, κ = κ, µ = µ, x → ∞

Utilizing [57, Eq. (9.14.1)], (2) is alternatively expressed

as

fγr
(γ) = A1

∞∑

i=0

A4γ
α(µ+i)

2 −1e−A2γ
α
2 , (3)
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where A4 =
xiAi

3

µii! . The CDF of this channel can be found by

utilizing

Fγr (γ) =

∫ γ

0

fγr (γ)dγ. (4)

Placing (3) into (4), utilizing [57, Eqs. (3.381.8) and

(8.352.6)], and performing integration, (4) is obtained as

Fγr (γ) = 1− 2A1

α

∞∑

i=0

µ+i−1
∑

j=0

A5γ
αj
2 e−A2γ

α
2 , (5)

where A5 = A4Γ(µ+i)

j!Aµ+i−j
2

.

C. FSO CHANNEL

Now, PDF of FSO link, formulated by unified M turbulence

model, is expressed as [29, Eq. (9)]

fγm
(γ) =

Z1

γ

b∑

qm=0

hqmG3,0
1,3

[

Z2

(
γ

Um

) 1
sm

∣
∣
∣
∣

ǫ2 + 1
ǫ2, a, qm

]

,

(6)

where m ∈ {d, e} correspond to R − D and R − E links,

respectively,

Z1 =
21−smǫ2aa/2

r
1+ a

2
m Γ(a)

(
rmb

rmb+ ζtm

)b+ a
2

,

Z2 =
ǫ2ab(rm + ζtm)

(ǫ2 + 1)(rmb+ ζtm)
,

hqm = jqm

(
ab

rmb+ ζtm

)− a+qm
2

,

jqm =

(
b− 1

qm − 1

)
(rmb+ ζtm)1−

qm
2

(qm − 1)!

(
ζtm
rm

)qm−1(
a

b

) qm
2

,

Z ∈ {B, C} correspond to R −D and R − E links, respec-

tively, a and b both are related to the turbulence conditions in

atmosphere with a being firmly related to the effective num-

ber that is followed by the large-scale cells and b being related

to the scattering process [61], ǫ is identified as a ratio between

the tantamount beam radius signal beam and the standard

deviation (jitter) due to pointing error misalignment, sm
represents detection type at the receiver (i.e. sm = 1 for HD

technique and sm = 2 for IM/DD technique), Um represents

the electrical SNR of FSO link that is expressed dependent

on the detection technique sm such that U1 = φm for HD

technique and U2 =
aǫ2(ǫ2+1)−2(ǫ2+2)(rm+ζtm )

(a+1)[2rm(rm+2ζtm )+ζ2
tm

(1+1/b)]
φm for

IM/DD technique [29], rm represents the average power of

scattering components that is received by the off-axis eddies

subjected to the FSO link [62], ζtm = ζm + 2h0m̺ +√
2h0m̺ζmcos(θxm

− θym
) i.e. average power subjected to

the coherent contributions in the FSO link, ζm = 2h0m(1−̺)
represents the average power of LOS component, 2h0m is

the average power of all scattered components, ̺ denotes

the total amount of scattering coupled power placed at LOS

component with the limit 0 ≤ ̺ ≤ 1, θxm
and θym

both

are the LOS deterministic phases [62], and G[.] symbolizes

the Meijer’s G function as defined in [57, Eq. (9.301)].

Málaga distribution is one of the most popular FSO fading

models among optical wireless communication researchers

due to its outstanding generic characteristics. Table 2 lists

some classical FSO fading channels that can be obtained

from the unified M turbulence model via tuning some of its

parameters.

TABLE 2: Some Special Cases of M Turbulence Fading

Channel [62, Table 1]

Channels M Turbulence Fading Parameters

ΓΓ ̺ = 1, rm = 0, ζtm = 1
Rice-Nakagami ̺ = 0

Lognormal ̺ = 0, rm → 0
K distribution ̺ = 0, b = 1

The CDF for this link is expressed as [29, Eq. (11)]

Fγm(γ) = Z3

b∑

qm=0

wqmG3sm,1
sm+1,3sm+1

[ Z4

Um
γ

∣
∣
∣
∣

1, lm1

lm2 , 0

]

,

(7)

where Z3 = Z1

(2π)sm−1 , wqm = hqmsa+qm−1
m , Z4 =

Z
sm
2

s2smm
. Both lm1

and lm2
are series, described as lm1

=
{

ǫ2+1
sm

, ..., ǫ2+sm
sm

}

containing sm terms and lm2 =
{

ǫ2

sm
, ..., ǫ2+sm−1

sm
, a
sm

, ..., a+sm−1
sm

, qm
sm

, ..., qm+sm−1
sm

}

con-

taining 3sm terms.

D. SECRECY CAPACITY

For secured transmission between S to D via intermediate

relay R, we have to find out the secrecy rate of the system

wherein confidential and secrete information can be transmit-

ted by dumping the unwanted effects of the eavesdropper. For

the considered dual-hop system in Fig. 1, secrecy capacity

(SC) must be defined for both hops (i.e. S − R and R −D).

The network in Fig. 1 demonstrates first hop is independent

of the effects of eavesdropper, so instantaneous SC for the RF

hop is defined as

TSR =
1

2
log2(1 + γr). (8)

For main FSO link that is largely affected by the eavesdrop-

per, instantaneous SC for FSO hop is defined as

TRD =

[
1

2

{

log2(1 + γd)− log2(1 + γe)

}]+

, (9)

where [z]+ = max {z, 0}. For DF-based relaying network,

the system considered in Fig. 1 can be described as a series

system where such dual-hop network will usually be domi-

nated by worst hop and the instantaneous SC is expressed as

[63, Eq. (13)]

TSD = min(TSR, TRD). (10)

III. PERFORMANCE ANALYSIS

In this section, we derive closed-form expressions for SOP,

SPSC, and IP in both exact and asymptotic forms.
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SOPL =1−
∞∑

i=0

µ+i−1
∑

j=0

ℜ
(

1− B3C3
b∑

qe=1

b∑

qd=1

wqewqd

︸ ︷︷ ︸

,
∑

qd,e

G3se+1,3sd
sM+1,sE+1

[ C4Ud

B4ϕUe

∣
∣
∣
∣

1− ld2 , 1, le1
le2 , 0, 1− ld1

])

. (15)

A. SECRECY OUTAGE PROBABILITY

SOP is an important and crucial performance metric for

secrecy measurement in wireless systems. It is basically a

parameter that indicates the probability of the instantaneous

SC falling below the target SC (Tc). For the proposed RF-

FSO relaying system, SOP can be defined as [64]

SOP = Pr {TSD < Tc} . (11)

We can rewrite (11) by using (10) as

SOP = Pr {min(TSR, TRD) < Tc}
= 1− Pr {min(TSR, TRD) ≥ Tc}
= 1− Pr {TSR ≥ Tc}Pr {TRD ≥ Tc} . (12)

Substituting (5)-(7) into (12), we have

SOP =

∫ ∞

0

Fγd
(ϕγ + ϕ− 1)fγe

(γ)dγ

× (1− Fγr
(ϕ− 1)) + Fγr

(ϕ− 1), (13)

where ϕ = 22Tc . Due to mathematical complexities, we de-

rive the SOP at lower bound. Letting the condition γe → ∞,

the lower bound of SOP can be evaluated from (13) as [65]

SOP ≥ SOPL
∼=

∫ ∞

0

Fγd
(ϕγ)fγe(γ)dγ

× (1− Fγr
(ϕ− 1)) + Fγr

(ϕ− 1). (14)

Plugging (5)-(7) into (14) and integrating utilizing [66,

Eq. (2.24.1.1)] by means of some mathematical simplifi-

cations, actual expression of the lower bound of SOP is

obtained as in (15), where sM = se+3sd, sE = 3se+sd, and

ℜ = 2A1A5(ϕ− 1)
α
2 exp(−A2(ϕ− 1)

α
2 )/α. It is noted

the expression in (15) can be reduced to [44, Eq. (19)] for

Rayleigh-ΓΓ considering the conditions (α = 2, κ = rd =
re = 0, µ = ̺ = ζtd = ζte = 1) and to (Nakagami-m)-

Málaga of [49, Eq. (35)] considering the conditions (α =
µ = 2, κ = 0).

Asymptotic Expression:

To get better analytical and tractable understanding on se-

crecy performance, we derive asymptotic expressions of our

secrecy performance metrics by considering the condition

Um → ∞. Applying the formula given in [49, Eq. (29)] and

performing some mathematical manipulations on the Mei-

jer’s G function in (15), the asymptotic expression of lower

bound SOP is obtained as (16), where L1 = (1 − ld2 , 1, le1)
and L2 = (le2 , 0, 1− ld1

). The asymptotic expression in [49,

Eq. (36)] can be obtained from (16) with α = µ = 2 and

κ = 0.

B. STRICTLY POSITIVE SECRECY CAPACITY

For ensuring a secure communication, SPSC is one of the

fundamental parameters that is used to place importance to

the existence of the SC. According to [67], the probability of

SPSC can be defined as

SPSC = Pr {min(TSR, TRD) > 0}
= Pr {TSR > 0}Pr {TRD > 0} . (17)

The two probability terms defined in (17) can be evaluated as

Pr {TSR > 0} = Pr

{
1

2
log2(1 + γr) > 0

}

= Pr {γr > 0} = 1, (18)

and

Pr {TRD > 0}

= Pr

{
1

2

{

log2(1 + γd)− log2(1 + γe)

}

> 0

}

= Pr {γd > γe} = 1−
∫ ∞

0

Fγd
(γ)fγe

(γ)dγ. (19)

Plugging (18) and (19) into (17), we get

SPSC = 1−
∫ ∞

0

Fγd
(γ)fγe

(γ)dγ. (20)

Placing the values of (6) and (7) into (20), performing inte-

gration utilizing [66, Eq. (2.24.1.1)], and employing mathe-

matical simplifications, the exact form of (20) is evaluated

to

SPSC = 1−
∑

qd,e

G3se+1,3sd
sM+1,sE+1

[ C4Ud

B4Ue

∣
∣
∣
∣

1− ld2 , 1, le1
le2 , 0, 1− ld1

]

.

(21)

The expression of SPSC as given in (21) can be reduced to

the Rayleigh-ΓΓ scenario [44, Eq. (23)] with α = 2, κ =
rd = re = 0, µ = ̺ = ζtd = ζte = 1.

Asymptotic Expression:

Utilizing similar process to (16), the asymptotic expression

of SPSC in (21) is derived as (22).

C. INTERCEPT PROBABILITY

The probability at which the eavesdropper succeeds in in-

tercepting the data upheld at the actual receiving device is

addressed as intercept probability (IP). It basically indicates

the probability that SC is less than zero. For the proposed

5
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SOP∞ =1−
∞∑

i=0

µ+i−1
∑

j=0

ℜ



1−
∑

qd,e

3sd∑

p=1

∏3sd
l=1,l 6=p Γ(L1,p − L1,l)

∏3se+1
l=1 Γ(1 + L2,l − L1,p)

∏sM
l=3sd+1 Γ(1 + L1,l − L1,p)

∏sE
l=3se+2 Γ(L1,p − L2,l)

( C4Ud

B4ϕUe

)L1,p−1


 . (16)

SPSC∞ = 1−
∑

qd,e

3sd∑

p=1

∏3sd
l=1,l 6=p Γ(L1,p − L1,l)

∏3se+1
l=1 Γ(1 + L2,l − L1,p)

∏sM
l=3sd+1 Γ(1 + L1,l − L1,p)

∏sE
l=3se+2 Γ(L1,p − L2,l)

( C4Ud

B4Ue

)L1,p−1

. (22)

IP∞ =
∑

qd,e

3sd∑

p=1

∏3sd
l=1,l 6=p Γ(L1,p − L1,l)

∏3se+1
l=1 Γ(1 + L2,l − L1,p)

∏sM
l=3sd+1 Γ(1 + L1,l − L1,p)

∏sE
l=3se+2 Γ(L1,p − L2,l)

( C4Ud

B4Ue

)L1,p−1

. (25)

communication scenario, IP can be mathematically defined

as [68, Eq. (31)]

IP = Pr {TRD < 0} = Pr {γd < γe}

=

∫ ∞

0

Fγd
(γ)fγe

(γ)dγ (23)

Plugging (6) and (7) into (23), performing integration utiliz-

ing [66, Eq. (2.24.1.1)], and simplifying the expression, IP is

evaluated to

IP =
∑

qd,e

G3se+1,3sd
sM+1,sE+1

[ C4Ud

B4Ue

∣
∣
∣
∣

1− ld2 , 1, le1
le2 , 0, 1− ld1

]

. (24)

Asymptotic Expression:

Applying identical process as was performed for (16) and

(22), the asymptotic expression of IP in (24) is expressed as

(25).

IV. NUMERICAL RESULTS

In this section, we present the numerical results utilizing

the deduced expressions of secrecy parameters i.e. SOP,

SPSC, and IP. Besides, we also plot Monte-Carlo simulation

results to validate our analysis. The AKM-shadowed and

M random variables are generated via MATLAB, where we

make an average of 100,000 channel realizations to obtain

every value of secrecy parameters. The whole analysis is

performed considering α ≥ 0, κ ≥ 0, µ ≥ 0, TSD = 1,

Tc = 0.5 bits/sec/Hz, x ≥ 0, (a, b)=(2.296, 2) for strong

turbulence, (4.2, 3) for moderate turbulence, and (8, 4) for

weak turbulence, sd = se = (1, 2), and ǫ = 1.1 and 6.7.

Figures 2 and 3 depict the impact of channel parameters

of AKM-shadowed fading channel (i.e. x, α, κ, and µ)

on secrecy performance of the proposed system. For this

purpose, the SOP is plotted against φr in both figures. It

can clearly be seen that with the increase in x, α, κ, and

µ, the SOP significantly decreases as testified in [15]. In

fact, an increase in α, κ, and µ decreases the overall fading

thereby improving the secrecy performance. Additionally,

higher values of x denotes lower amount of shadowing and

hence the SOP decreases with x.

FIGURE 2: SOP versus φr for selected values of α and κ
with µ = 1, x = 100, a = 4.2, b = 3, sd = se = 1,

Ud = 15dB, Ue = −5dB, ǫ = 1.1, rd = re = 0.1, and

ζtd = ζte = 1.

Impact of two types of detection techniques (HD and

IM/DD) at the receiver and eavesdropper on secrecy perfor-

mance are demonstrated in Figs. 4-6. Results demonstrate

that better secrecy performance can be achieved while em-

ploying HD technique (sd = se = 1) at both D and E
relative to IM/DD technique (sd = se = 2). The reason

behind this outcome is due to the fact of obtaining a better

SNR at the destination with HD technique compared to

IM/DD technique. Our exhibited results also match with the

results exhibited in [44], [49].

The influence of pointing error on the secrecy performance

is analyzed in Figs. 7-9 by depicting SOP, SPSC, and IP

against Ud. Results reveal that when the FSO link experi-

ences severe (ǫ = 1.1) to negligible pointing error (ǫ = 6.7),

secrecy performance improves dramatically. This is because

a lower pointing error indicates better pointing accuracy.

6
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FIGURE 3: SOP versus φr for selected values of µ and x
with α = κ = 2, a = 4.2, b = 3, sd = se = 1, Ud = 10dB,

Ue = −10dB, ǫ = 1.1, rd = re = 0.1, and ζtd = ζte = 1.

FIGURE 4: SOP versus Ud for selected values of a, b, sd,

and se with α = 2.5, κ = µ = 2, x = 1000, φr = 10dB,

Ue = −5dB, ǫ = 1.1, rd = re = 0.1, and ζtd = ζte = 1.

Similar impacts of pointing error were also experienced in

[44], [49] that proves our analytical and simulation results are

accurate. To gain further insights, we also provide asymptotic

analysis and it is noteworthy that in a high SNR regime, the

simulation, asymptotic, and analytical results match tightly

with each other.

Besides the detection types and pointing error, atmospheric

turbulence also affects secrecy performance as demonstrated

in Figs. 4-9. Analytical and simulation results indicate that

similar to results in [44] and [49], our secrecy performance is

the best at weaker turbulence scenarios and vice versa holds

true too. These outcomes are obvious as severe turbulence

FIGURE 5: SPSC versus Ud for selected values of a, b, sd,

and se with Ue = −1dB, ǫ = 1.1, rd = re = 0.1, and

ζtd = ζte = 1.

FIGURE 6: IP versus Ud for selected values of a, b, sd, and

se with Ue = −1dB, ǫ = 1.1, rd = re = 0.1, and ζtd =
ζte = 1.

affects the received SNR at the destination quite drastically

relative to weaker turbulence.

We observe the impact of electrical SNR Ue of the R− E
link in Fig. 10 with respect to SPSC. Our results demonstrate

the expected outcome as SPSC decreases when Ue increases

from a lower to a higher value. This occurs since higher Ue

signifies a stronger R − E link. A similar type of result was

also exhibited in [49] that strongly justifies our results.

The generic characteristics of AKM-shadowed fading is

demonstrated in Fig. 11 following Table 1. It is observed

from Fig. 11 that not only multipath fading channels (e.g.

Rayleigh, Nakagami-m, and Weibull), but also generalized

7
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FIGURE 7: SOP versus Ud for selected values of a, b, and ǫ
with α = 3, κ = µ = 2, x = 1000, φr = 12dB, sd = se =
1, Ue = −10dB, rd = re = 0.1, and ζtd = ζte = 1.

FIGURE 8: SPSC versus Ud for selected values of a, b, and

ǫ with sd = se = 1, Ue = 2dB, rd = re = 0.1, and ζtd =
ζte = 1.

fading channels (e.g. η − µ, κ − µ, and α − κ − µ) can be

obtained as special cases to our proposed RF model. Figure

12 demonstrates the generic characteristics of M distribution

by utilizing the parameter values as presented in Table 2. It

can clearly be observed that K distribution, Rice-Nakagami,

ΓΓ, Lognormal, etc., models can easily be obtained as special

cases to our work.

Comparative Analysis with Existing Related Litera-

ture:

We assume our RF link experiences the AKM-shadowed

fading model whereas the FSO link experiences the uni-

FIGURE 9: IP versus Ud for selected values of a, b, and ǫ
with sd = se = 1, Ue = 3dB, rd = re = 0.1, and ζtd =
ζte = 1.

FIGURE 10: SPSC versus Ud for selected values of Ue with

a = 2.296, b = 2, sd = se = 1, ǫ = 1.1, rd = re = 0.1, and

ζtd = ζte = 1.

fied M turbulence with pointing error impairment. AKM-

shadowed is a composite fading model that comprises a large

number of multipath and generalized fading models as listed

in Table 1. On the other hand, the M turbulence model

also houses immense generic characteristics (Table 2) that

make it one of the most popular FSO turbulence models

among optical wireless communication researchers. Hence,

our hybrid RF-FSO system model can unify a wide range of

both existing and non-existing RF-FSO hybrid scenarios for

which a summary is deduced in Table 3. Subsequently, Fig.

13 demonstrates this generalization graphically wherein we

8
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TABLE 3: Special Cases of Our Proposed Model

Reference Model RF link FSO link

- Nakagami-m (α = 2, κ = 0, µ = x = 2) Lognormal (ζtm = 2, rm = 0.0001, b = 3)

- Weibull (α = 3, κ = 0, µ = x = 1) K distribution (ζtm = 2, rm = 0.1, b = 1)

- η − µ (α = 2, κ = 0, µ = 4, x = 2) Log-normal (ζtm = 2, rm = 0.0001, b = 3)

- κ− µ (α = 2, κ = 1, µ = 2, x = 100) Rice-Nakagami (ζtm = 2, rm = 0.1, b = 3)

[44] Rayleigh (α = 2, κ = 0, µ = x = 1) ΓΓ (ζtm = 1, rm = 0, b = 2)

[49, (Scenario-2)] Nakagami-m (α = 2, κ = 0, µ = x = 2) Málaga (ζtm = 1, rm = 0.1, b = 3)

FIGURE 11: SOP versus φr for selected values of α, κ, µ,

and x with a = 2.296, b = 2, sd = se = 1, Ud = 15dB,

Ue = 0dB, ǫ = 1.1, rd = re = 0.1, and ζtd = ζte = 1.

FIGURE 12: SOP versus Ud for selected values of rd, re, ζtd ,

and ζte with α = 3, κ = 1, µ = 2, x = 1000, φr = 5dB,

a = 4.2, b = 3, sd = se = 1, Ue = −5dB, and ǫ = 1.1.

can clearly observe the proposed model exhibits significant

generality and novelty relative to the open literature.

FIGURE 13: SOP versus Ud for selected values of α, κ, µ, x,

rd, re, ζtd , ζte , and b with φr = 0dB, a = 4.2, sd = se = 1,

Ue = −10dB, and ǫ = 1.1.

V. CONCLUSIONS

This work focuses on the protection of secret information

against FSO eavesdropping over a RF-FSO mixed system

where the RF and FSO links are assumed to follow AKM-

shadowed and Málaga turbulence fading models. Secrecy

analysis was carried out in terms of closed-form expressions

for three secrecy metrics i.e. SOP, SPSC, and IP that were

validated via Monte-Carlo simulations. Additionally, we also

investigated the asymptotic expressions for each metric to

demonstrate more useful insights and tractability, and it

is observed the asymptotic expressions exhibit appropriate

tightness in high SNR regimes. Numerical results reveal

that fading, shadowing, atmospheric turbulence, and pointing

misalignment error have tremendous detrimental impacts

on the secrecy performance. Moreover, the HD technique

always outperforms IM/DD technique. Since, in our con-

sidered scenario, both RF and FSO links are generalized,

our demonstrated results exhibit superiority over the existing

literature via providing these results to the design engineers

while working on more real-life systems considering higher

order of randomness in the propagation channel.
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