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I n  t i 2  papers (I] r2? - -  
o f  csc=ade couple4 sequene generatnrr .  For applications i n  ciphering 
we a r s  i n t e r e s t e d  t3 know the  l i n e a r  csmplexity o f  such sequencos. In 
t h e  5 l l o w i n g  we f i r s t  c m s i d e r  the examples I an0 2.  

Kjeeldsen derived verj  i n r z r s t i n g  pruperties 

Exacple 1 

1 I ,  
a C L O C K  I T  

Tiis squenco-genera tor  works as  follow^: 
Shii:rzsist2r 1 ( S X  I) i s  s h i i y s d  wich every clack. If the output Of  

:.ti: r z g i s t e r  i s  1 snif;rogistz” 2 ( S 2 G  2 )  i s  shii:ed and the generated 
b i :  3’ S2 2 i s  USBCI f o r  cs. 
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If shiftregister 1 generates a 0 shiftregister 2 will not be shifted 
and the o u t p u t  o f  the generator i s  0. 

If we denote the sequence from shiftregister 1 w i t h  ( a k ) ,  the sequence 
from shiftregi s t e r  2 with ( b k ) ,  the sequence (ck )  a t  the o u t p u t  can be 
computed i n  the following way 

ksN 
b G ( k )  

C k  = ak - 
G (0) = 0 w i  tn 

G ( k )  = 2 ai 
i < k  

k EN 

(The las t  sum denotes a usual a d d i t i o n )  

Example 2 

1 S R G l  m 
I 

CLOCK 
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If we are only interested t o  generate the sequence b G ( k ) ,  we use the 
generator of example 2. This structure works in the following manner: 
Generates shif t regis ter  1 an 1 the register SRG 2 i s  shifted and the 
o u t p u t  o f  SRG 2 is  used for  the output of the generator. Otherwise SRG 2 
i s  n o t  shifted and the previous generated b i t  of S R G  2 i s  used as output 
b i t .  

Later we give further examples. To get some answers about the l inear 
complexity, we begin w i t h  example 2. For i f  we have derived the minimal 
polyncm g(x )  of the sequence ( b G ( k ) ) ,  we can use known theorems (eg. 
Zierler [3] ). Therefore we get for the minimal polynom h ( x )  of the 
sequence (ck) 

h ( x )  1 f l  v 9 -  

f l  v g i s  the polynom with the zeros oc. B ,  dze ro  of f l ( x ) ,  B zero of 

f l  v g i s  also denoted Hadamard product o f  f l  and g. 

g ( x )  * 

B u t  f i r s t  we s t i l l  remember some properties of the sequences generated 
by the generator of example 1. More general formulations and proofs are 
i n  the papers [l] , [2] . 

1. If  the number of 1's computed over the period o f  (ak) is  relatively 
pr im to the period p2 of the sequence ( b k )  then for the minimal period P 
o f  ( c k )  h01 ds the equation 

P = P 1  - P2. 

This conditions are always satisfied i f  the feedback polynoms of the 
shif t regis ter  are primitive polynoms with the degree m. In this case 
we have then 

p = (2m - 1). 
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2. The asumptions of the previous number 
i = 1,2 the weight of (ak)  resp. ( b k )  

resp. p2, then for  the frequency w of 

are satisfied.  Let wi ( p i )  
computed over the period p 1  
the 1's i n  (ck)  i t  holds 

If ( a k )  and (bk)  are PN-sequences with the period 2 m-l, we have 

1 2 p-  1 w = T  2m_l= 8 '  
i= l  

Senera1 asumption f o r  the rest o f  the paper: All feedbacks are 
primitive polynoms . 

These l a s t  two resul ts  can be generalized on cascades w i t h  more than 
two stages. Further i n  the papers rl] - [Z] are results on the autocor- 

I re1 at i  on properties o f  such sequences. 

Computation of the l inear  complexity of the sequence (bG(,,]). 

All  following proofs are based on a theorem, which we found i n  a very 
old book on algebra o f  Dickson [ Z ] .  (1900) 
i t  says : 

In a sl ightly reformulation 

Theorem 

f l ( x ) ,  f 2 ( x ) ,  ... f N ( x )  be the s e t  o f  a l l  irreducible polynoms o f  degree m 
and exponent e 

------- 

e = ( 2  ITI - l ) /d . -  

XEN be a number w i t h  the properties 

(i) (A, d )  = 1 

( i i )  All prime divisors o f  x are prime div isors  o f  2 ITI-l, 

then holds 

a )  x * m i s  the l e a s t  number w i t h  the property x . e l  2h'm- 1. 
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h b )  The polynoms f l  (XI), ... f N  ( x  ) are irreducible o f  degree m - A 
1 and exponent x . e and the se t  f l  ( x  ) ,  ... fN (XI) consists of 

a17 polynoms w i t h  these properties. 

Proof 1 4 ,  page 2 2 1  

the special case 

e = I = 2 ""-1 

d = l  we get 

rn - (Zm -1) = min { k: (Zm -1)21 Zk-1 3 
2m -1 

s ... fN ( x  1 2m -1) The se t  fl ( x  

i s  the se t  of  - a l l  polynoms of degree rn-(Zm -1) w i t h  the exponent 
2 (2m -1) . 

With the help o f  t h i s  theorem we examine the sequence (bG(k ) )  and 

prove 

f2 (x2rn -I) i s  the minimal polynom of (bG(k)) .  

Proof 

prirni t i  ve polynoms 

of degree m 

( a k )  - f l  ( X I  

(bk) - f2 
With p :  = 2m -1 the sum G(k)  has the properties 

G ( k  + n - p )  = G(k) + n - G ( p )  
1 

G (PI = 

P Usins the operator f ( E  ) corresponding to-the polynorn f ( x p ) ,  we get 
{ E  i s  the sh i f t  operator) 
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= 'i b G ( k ) + i - G ( p )  
i = o  

m 

i = o  

m 

i = o  

With the theorem we now get 

1. 

2. 

pn- 1 
f 2  ( x  ) is  the minimal polynom of the sequence ( b G ( k ) ) ,  because . .  
the  polynom is irreducible. 

Thus the linear complexity of ( b G ( k ) )  i s  m - (2" -1). 

The sequence (b  
exponent of f 2  

) has the minimum period (2m -l)', because the 
G (k) 

( x  2 m l )  i s  (2" -I)*. 
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Remarks 

1. With two cascaded shif t regis ters  o f  length61 the linear complexity 
o f  (bG.k)) has the value 

K = 1.4 - 10". 

2. I f  the cascade consists of n registers of length m, we get 
linear complexity f m (2" -1)"' Period = (Zm -1) 

3. I t  i s  possible t o  replace shiftregister 1 through a nonlinear shift-  
register which Generates a de Bruijn sequence. In this case i t  i s  
s t i l l  possible t o  give a lower bound for the linear complexity. 

Lower bound for the l inear complexity in Example I 

From previous considerations we see: The minimal polynom h ( x )  o f  
the sequence (ck)  = (ak - b,.(k)) i s  a divisor o f  the 

polynom f l ( x )  v f 2  ( x  ) .  
p- 1 

2 B u t  w h a t  a b o u t  the degree of h(x)? The period (Zm -1) o f  the sequence 
( ck )  i s  an odd number. The irreducible components of h(x) have the 
power = 1. I f  we write the sequence (ck) with the zeros of h ( x )  there 
must be zeros o f  order (2m -1)2. The degree of each irreducible conpo- 
nent with such a zero i s  equal m(2" -1). For the degree of h ( x )  we get 
therefore the lower bound deg h(x) 2 m - (2m -1). 

I t  i s  only possible t o  get lower bounds, b u t  this i s  sufficient 
for the applications. 
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Example 3 

m 

I 

The sequences of example 1 have bad pseudo-noise properties, because 
the frequency of 1 ' s  a t  the output i s  only 1/4. To remve this defect 
we add (mod 2)  another linear shiftregister sequence t o  the sequence 
(c,). I f  we assume (m,n )  = 1 the following Lermna shows t h a t  the resulting 
sequence has bet ter  pseudo-noise properties. 

The periods of the sequences (a,) und (b,) are relatively prime. Each 
m-tuple of weight w occurs with the frequency fH (l-f)mw i n  (a,) and 
with the frequency gw ( l - g ) w  in (b,). Thenpach m-tuple of the weight 
w in the sequence (a, + b,) occurs with frequency 

hW ( 1 - h )  m-w with 

h f + g - 2 f - g. 
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I 1 S R G 5  

If  the sequence of SRG 
i n  the o u t p u t  sequence 

rn 

3 i s  a PN-sequence of per iod 
each m-tuple of weight w has 

(2’’ -1) (rn,n) = 1) 
t h u s  the frequency 

For the l inear complexity K of the output we have K > m - ( Z m  -1). 

Example 4 

C 

1 7 I 

L O C K  
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This example shows how a repetition of the method of example 1 leads 
t o  sequences o f  very h i g h  complexity. If we assume that a l l  feedback 
polynoms are primitive polynoms, i t  i s  possible t o  proof that  in each 
stage the number of 1 ' s  i s  relatively prime t o  2m -1. The o u t p u t  se- 
quence of  this s t ructure  has the least  period ( 2 m ' - 1 )  . ( Z n l  -19 - 
(2n2 -I) i f  a l l  the s ta r t ing  vektors of a l l  registers are no t  equal 0. 

3 

As an example for  the estimation of the l inear complexity we examine 
the sequence ( c k )  w i t h  the minimum period (2m - l )3 .  ( Z n l  -1). 

v -  

We can represent t h i s  sequence w i t h  the zeros o f  i t s  minimal polynom 
h ( x ) .  Two cases are possible. 

Case 1 

h ( x )  has zeros of order  p3 - q. With  the help of the Theorem i t  is  
easy t o  show that  each irreducible component w i t h  such a zero has t h e  
degree m (2m -1)2 . nl. 

Case 2 

There a re  no zeros of order p . q.  
B u t  i n  th is  case e x i s t s  zeros of order p of the polynom h ( x ) .  Again 
w i t h  the Theorem we get: The irreducible component that contains such 
a zero has the degree m - (2m -1) . 

3 
3 

2 

Both 

From 
rate 

cases yields for the l inear  complexity K 

K 2 m . (P - 1 1 ~ .  
these considerations we can recognize that i t  i s  possible t o  gene- 
sequences w i t h  very hi gh complexities w i t h  such cascades. 
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