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Abstract. At Eurocrypt’91l, Matsumoto and Imai presented a human
identification scheme for insecure channels, which is suitable for human
ability of memorizing and processing a short secret. It prevents an in-
truder from peeping user in typing password on terminal connected to
the central computer. However, in this paper, we are going to propose a
new attack, called the replay challenge attack, where a malicious termi-
nal pretends to be the host and replays the host’s challenges to reveal

the secret password. A modified scheme will be proposed to avoid this
attack.

1 Introduction

It is very often in the computer systems that an end user has to identify him-
self to a host. Though human identifications using personal characters, such as
fingerprint, voice, or the retinal blood-vessel pattern of a human eye, have been
developed and applied actually [5], physical devices for special purpose have to
be designed and the cost of these devices are very high.

The design of human identifications without the help of any auxilary device
has become an important issue. The password authentication scheme, where a
log-in user simply memorizes a short secret and presents it to the host for user au-
thentication, however, suffers both the peeping attacks where an intruder stands
hehind the log-in user to peep the typed password and the replay attacks where
the intruder intercepts the password from the network and then 1mpersonates
the same user by replaying the intercepted password.

In 1991, Matsumoto and Imai proposed a human identification scheme for
insecure channel to avoid both replay and peeping attacks by use of a simple
challenge-response protocol [3]. Each user and the host are assumed to share a
common key. Knowing the common key shared with the user, the verifier (the
host) can decide whether an answer replied from the prover (the user) is correct
or not. In their scheme, what the user has to do are simply to memorize a short
secret and perform very simple operations based on the secret.

In this paper, we are going to study the security of Matsumoto and Imai’s
human identification scheme by proposing a new attack on it. By this attack, a
malicious process first pretends to be the host by rcplaying a challenge to the
login user, and then performs the intercepting or peeping attack to reveal the
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secret by observing the differences in the responses of the login user. Since this
kind of attack is particular useful in the environment where the login process is
limited to hurman ability of performing computations, it is valuable to be pointed
out here for consideration of constructing even more secure human identification
scherme. In addition, we also proposed a modified scheme to avoid this attack.
The structure of this paper is as follows. In Section 2, we review the Mat-
saumoto and Imai’s scheme. Then in Section 3. two attacks are proposed to ana-
lyze the security of Matsumoto and Imai’s scheme. Section 4 proposes a modified
scheme to avoid the replay challenge attack and analyzes the security of the newly
modified scheme. Finally, some concluding remarks will be given in Section 5.

2 Matsumoto and Imai’s Human Identification Scheme

2.1 Notations and Definitions

The following definitions and notations are used in the entire paper.

— < n > : the set of all positive integers less than or equal to n.
~ go f :the composite function of functions f and g.
— §2 : the whole alphabet.
Q : the question alphabet; a subset of £2.
— W : the window alphabet; a subset of Q.
- A : the answer alphabet; a subset of (2.
~ |S] : the number of elements in the set S. Note: 2 < |A| < |W] < |Q| £ |£2].
~ B : the number of blocks.
— « : a threshold value; 1 < o < 3.
- q; : the jth question block, which is a bijection from < |@| > to Q.
— a; : the jth answer block, which is a surjection from < |Q| > onto A.
- SW : a string of secret word, which is a surjection from < |W| > onto A.
— f; : the window in g;, which is an injection from < [W| > into < |@| > such
that
f; = sort ({i €< 1Q1 > g5y € W })

, where the sort function is defined below.

Definition 1 [38] For a totally ordering finite set (S, <), the function ;sort(S) is
defined as a bijection, bf, from < |S| > onto § such that

bf(1) < bf(2) <-- < bf(IS)

2.2 Matsumoto and Imai’s Scheme

The system determines the parameters 2,Q, W, 4, o, 8 first. A string of secret
word SW is known only to P and V. Then, P can identify himself to V by the
following steps.

Stepl: V generates 3 question blocks q1,¢2, - -, g5, and sends them to the prover
P.
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Step2: P selects at least « distinct question blocks out from these 8 blocks to
generate the answer blocks by the following substeps.

Step2.1: For each selected question block g;, P computes the window
fi = sort({i €< |Q| >| ¢; (i) € W }).

Step2.2: P generates the answer blocks
a; (fj (t)) =SW(t),fort=1,2,---,|W|.

Step2.3 For each r, where r €< |Q| >,and r # f;(t),for t = 1,2,---|W|[, P
randomly and uniformly selects an elements from A and allocates it
to a;(r).
Step3: For each question block ¢;, which is not selected by the prover P at
Step2, P allocates a; with a random block R;, which is a surjection
from < |Q| > onto A.
Step4: P sends the answer blocks aj, a3, --,ag to V.
Stepb: V verifies the answers as follows.
Stepd.1: For each question blocks g¢;, V computes the window

fi = sort({i €< |Q| >| ¢;(z) € W }).

Stepd.2: If the number of correct answer blocks, i.e., aj o f; = SW, is greater
than or equal to «, then V accepts P; otherwise, V rejects P.

2.3 An Example

A simplified example with « = 3 = 1 is described here to illustrate Motsumoto
and Imai’s scheme.

In this example, we use the notations a, ¢, and f to denote the answer, ques-
tion and window respectively. Let the question alphabet Q = {1,2,3,4,5,6,7, 8},
window alphabet W = {1,2,4,6} and the answer alphabet A = {1,2,3,4}. The
prover has a string of secret word SW = 3124 shared with the verifier. Figure 1
shows the challenge and response between the prover and verifier. The bars in
the positions of ¢ show the window positions.

a= |2 | 8 |s |17 {3!|%6 | s
a= 31 |211]|3lal2]a
W = {1,2,4,6}
SW = 3124

verify ao f Zsw
Figure 1: An Example of Answer and Question
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If an intruder wants to guess the secret word of the prover, he must guess
the window alphabet correctly. Since the window size |W| = 4 and the question
alphbet size |@| = 8, an intruder has to find the window W in ([lv?/||) = (i) trials
according to the analysis in [3].

3 The Attacks on Matsumoto and Imai’s Scheme

In this section, we propose two attacks on Matsumoto and Imai’s scheme . The
first attack is a passive attack where the intruder passively observe the login
user’s responses to a challenge and then intents to guess his password. The
second attack, called the replay challenge attack, is an active attack where the
intruder actively replay the host’s challenges to reduce the number of trials in
finding out the window W . Both attacks show lower security levels of the scheme
than the original proposed one in [3].

3.1 The passive attack

The idea of this attack is based on the following observation: according to the
definitions, SW contains all elements of the answer alphabet A at least once, and
the other elements in a; are also from A. Then, one can reduce the number of
trials to reveal the password by this observation. Consider the example shown in
Fig. 1 again, since the login user’s answer contains all elements of A = {1,2, 3,4}
exactly twice, an intruder simply selects one from two of the same elements to
guess the window positions and then reveals the user’s password based on the
window positions. The trials will be reduced to (f)4 in this case which are less
than (2) claimed by Matsumoto and Imai.

For simplicity, we consider the case where « = 3 = 1. Let A = {e1, €2, - -€ja( };
t; denote the number of e; in the answer a, for ¢ = 1,2,---,|A|. Then |Q| =

Li’l ;. s; is the number of times the elements e; appear in the secret word

SW . Then, s; + 83+ - -+ s14; = [W|; 1 € 5; < Minimum{|W]|, t;}. Thus, the
password can be revealed in at most 231+32+"‘+3|A|=|W' :1) :z) .. (::::) trials.

We will show that the number of trials mentioned above is less than (I'V?’II) in
the following theorem.

SN 9 f R G R ()]
!1+13+---+5|A|=|W| 51 52 SIA’ ,W'
1<si<Minimum{|W|,t;}

Theorem 1.

Proof. Since |Q| = Zl‘ill t; and |W| = Zlill s5;, we have

(|W{ B > 51/ \s2 s1a1)
srdezdodr 4 =W
0<s, <Minimum{|W|,t,}
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It 1s obvious that

S () )

spdegto s =W
0<si<Minimum{|W],t;}

e
dsgd e amiw) A2 Sl4|
1<s; < Minimum{|W|,t,}

(R SN o R )
Wi BN C VRS 514l
1<s; < Minimum{|W|,t,}

Therefore

(Q.E.D.)

3.2 The Replay Challenge Attack

In this section, we are going to propose a new attack called the replay challenge
attack where an attacker impersonates the host to replay an intercepted challenge
to the login user and then peeps or intercepts the answers from the user. In
an insecure login environment, this attack is considered feasible, since it is not
difficult for a malicious node (terminal) to replay a challenge to the end user and
then return to the normal state after intercepting the response. For simplicity,
we also consider the case where @ = # = 1. By collecting a few answers of the
same challenge, the intruder can figure out the secret word of the prover with
a high probability . Let a(¢), ¢(i) denote the contents of the ith position in the
answer block a and question block g respectively. The positions corresponding

to W in the distinct answer blocks for the same question should have the same
contents, i.e.,

aof=SW=adof
,where a and a’ denote these two distinct answer blocks for the same challenge.
Thus, if an intruder discovers that some corresponding positions in the answer

blocks a and a’ whose contents are distinct, then these positions cannot be the
positions of the window W. Thus, we have the following Lemma.

Lemma 1 Lef a and a’ be two distinct answer blocks of the same question q .
If there exists an i, 1 €< |@Q]| >, such that a(i) # a'(i), then ¢(i) ¢ W.

Theorem 2. The window W of Matsumote and Imai’s human identification

(QI=1WIY| Af— 1% _
scheme with @ = 8 = 1 can be found in ZL(_?__'()_lwl l':qlo(_ljt,l, DU (|C|2JV|1¢)

expected trials if an intruder replays the same question one time.
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Proof. Let the integer k denote the number of i’s such that a(¢) # a'(i), for
i = 1,2, ,|Q] It is true that 0 < k < |Q| — |W|. By Lemma 1, these k
positions do not belong to W. In this case, W can be found in (I?JV-]’C) trials.

Comparing to the answer a, each of these k positions of a’ can only be padded by
(JA| —1) possible elements. So, the number of possible permutations for this case
is given by (1Q|_k|wl)(lA| — 1). In addition, the other (|Q] — |W/|— k) positions
of a’ must be filled by the same elements of the corresponding positions of a.

. Lo 1Q1-iw| (IA|_1)k . R
Thus, the probability for this is gﬁ,@%—_—'ﬁ assuming that each element in
A is equally likely to be selected by P. Thus, the expected number of trials of

. _ IQl—k|Wl |A]~1 k _
finding out W are ELQ:'O Wi W Q(_ DY (|<|2vlvqk)'

(Q.E.D.)

Corollary 1 Similar to Theorem 2, an intruder can find the window W in

MAM(M?MNMW_kalm—k
| A (RI=TWD) 4

k=0

expected trials if the same question is replayed n times.

Proof. To locate the window positions in the replayed question, the intruder
first figures out the positions which do not belong to the window. He replays the
same question n times: Then he constructs a matrix using these answer blocks
{a® at, -, a"} as shown in Figure 2. The element at (z,y) = (row, column)
is denoted as a”(y), where 0 < z < n,1 < y < |Q|. If an intruder finds that the
elements in one column, say g, are not all the same (i.e., a®(§) = a'(9) = --- =
a™(g) is not true), then ¢(§) ¢ W. The probability of finding & non-window
positions is given by

(Chap —
|AR(RI-TWD

Therefore, the expected number of trials of finding W are

lQlil:W| (IQI;IWI)(|A|H - 1)’° y (|Q| - k)

e |A[(RI-TWD) i
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9 o« qrQ)
q LJ N j question
aO I \ orgmal answer
1
TN
32 \ replay answer
n times
a
AN
dUd @ ., AP L. a0Q) Yielg 2, . at

Figure 2. The matrix formed by answer blocks

(Q.E.D.)

Corollary 2 If the number of times an intruder replays the same question tends
to infinity, then the expected number of trials of finding the window W will
degrade to 1

1Ql-|w| Q- IW| Al? —1 k —k

e L |A[~0_I-TW) W]

_We use the following examples to show the validity of our attack.

Q=36 |W|=18,|Al=2 anda=4=1.

Test1:|02| = |
|=1Q] =350, W|=10,|Al=3,anda=8=1.

Test2:|82

Then, the expected number of trials of finding W are as follows

Value of n|Fxpected trials in Testl|Expected trials in Test2
1 3.08 x 107 3.78 x 10°
3 8165.32 174.2
5 65.8 3.328
7 5.3 1.19
9 1.73 1.02

Both attacks discussed previously in this section can be combined into one
to improve the probability of revealing the secret word. The first phase of the
combined attack is to utilize the replay challenge attack to find the positions
of ¢ not belonging to the window W. Then use the passive attack as the the
second phase to guess the correct positions of window. Let m (0 < m < |W|)
be the number of positions not belonging to the window W found in first step.
The number of elements in these positions of answer a can be subtracted from
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the corresponding t; (refer to Section 3.1). Let ¢t} be the results of above process
and t; < t; ; 2l1|1(t,- — t}) = m. The password can be revealed in at most

SY(5) (A i
> T L (sl)(“) Sllgll) trials.
1<si S Minimum{|W|,t'}

4 Modified Identification Scheme

4.1 The Scheme

A modified identification scheme is devised to avoid the replay challenge attack
mentioned in the Section 3. However, the computation required to be executed
by the human may be too complicate in the modified scheme thus it may not be
a practical human identification scheme.

The answer block is divided into two parts. One is called the window-padding
answer portion denoted as a;(f;(t)), for t = 1,2,.--,|W]; the other is called
the random-padding answer portion denoted as aj(r), 1 < r < |Q|, r # fi(?),
fort=1,2,---,|W|. In Matsumoto and Imai’s scheme, window-padding answer
portion is filled with the secret word SW (i.e., a; o f; = SW). However, as
discussed previously, once the question is replayed, the window-padding answer
portion of the answers remains the same. In order to avoid this weakness, we
introduce a new function 7 , which can transfer the scheme from deterministic
to probabilistic. In our modified scheme, let |@Q| be even and |W| = 3|Q| . 7} is
defined as follows.

Let the function g; be an injection from < |W| > into < |@| >, such that

gi = sort ({i €< |Q| >| ¢; (i) ¢ W}) .

Definition 2 The function Srand; is a bijection from < |W| > onto < |W] >,
such that

(i) if a;(g;(?)) < a;(g;(i)), then Srand;(i) < Srand;(i')

(1) if a;j(g;(i)) = a;(g;(¥')), and i < ¢, then Srand;(i) < Srand;(i’)

, where 7, i/ €< |W| > and the order of a; is corresponding to the order of iis
ASCII code.

Definition 3 The function T; is a surjection from < |W| > onto A, such that
T; (Srand;(i)) = SW(i)
, where i €< |W| >,

Using the above-mentioned definitions, we modify the Matsumoto and Imai
scheme on Step2.2 and Step 5.2. The other steps are the same as those proposed
in Matsumoto and Imai’s scheme (see also Section 2)



390

Step2.2: P generates the answer blocks

a; (f; (1)) = Ti(t), fort = 1,2, |W].

Step5.2: If the number of correct answer blocks, ie., a; {f;(1)) = Y;(1), for t =

1,2,---|W]| , is greater than or equal to «, then V accepts P; otherwise, V
rejects P.

Ezample 1. Figure 3 illustrates a simplified version (i.e., &« = 3 = 1) of the newly
modified scheme. Let the question alphabet be @ = {1,2,3,4,5,6,7,8}, the win-
dow W = {1,2,4,6}, and A = {1,2,3,4}. The prover shares with the verifier
a string of secret word, SW - 3124 . Figure 3 shows two answers a; and as
corresponding to the question gq.

SW = 3124
aog =4321
Srand = 4321

T = 4213

a2= 1 2 1 4 4 1 3 2

SW =3124

aog = 2141

Srand = 3142
T = 1432

- Figure 3. Example of Answers and Question
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4.2 Security Analysis

Here, three attacks will be considered. The first one is the known-A random
attack proposed in [3] where an attacker knows the function of the protocol and
knows the set §2, Q, W] and A, but does not know SW and W. The success
probability (p4) of known-A random attack on the modified scheme is given by

N .
pA:Z<j)p’(1—p)ﬂ"
j=a
, where

B |A|lQl=1W) B 1
P el S AT (A el T A — A (e

This result is equivalent to the security level of Matsumoto and Imai’s scheme
under the same attack.

The second attack is the passive attack as described in Section 3.1. The
intruder has to test at most 3° v 4uptte g =wt () (2) - (:"") trials, which

51/ \s3 14|
1<s, EMantmum{|Wl,¢;)
are the same as Matsumoto and Imai’s scheme to reveal the secret.

The third attack is the replay challenge attack as described in Section 3.2.
The modified scheme avoids this attack due to the new function 7. For the same
question to the end user , the window-padding answer portion of the end user
may be changed according to the random-padding answer portion selected by
him. It is obvious that the Lemma 1 docs not hold in our modified human iden-
tification scheme. Therefore, the replay challenge attack will not be successful
on the newly modified scheme.

5 Conclusions

Human identification scheme is an important issue for user identifications in
the network environment. The scheme proposed by Matsumoto and Imai is a
pioneer work . This paper shows an attack, the replay challenge attack, on Mat-
sumoto and Imai’s scheme and proposes a modified scheme to avoid this attack.

It requires further research to devise secure and practical human identification
schemes.
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