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Abstract. Rijndael-like structure is a special case of SPN structure.
The linear transformation of Rijndael-like structures consists of linear
transformations of two types, the one is byte permutation 7w and the
other is linear transformation 6 = (61,602,603, 04), where each of 0; sep-
arately operates on each of the four columns of a state. Furthermore,
7 and 0 have some interesting properties. In this paper, we present a
new method for upper bounding the maximum differential probability
and the maximum linear hull probability for Rijndael-like structures. By
applying our method to Rijndael, we obtain that the maximum differen-
tial probability and the maximum linear hull probability for 4 rounds of
Rijndael are bounded by 1.06 x 2%,

1 Introduction

SPN(Substitution and Permutation Network) structure is one of the most com-
monly used structure in block ciphers. SPN structure is based on Shannon’s
principles of confusion and diffusion [4] and these principles are implemented
through the use of substitution and linear transformation, respectively.
Rijndael [7], Crypton [I2I13] and Square [6] are the block ciphers composed of
SPN structures. They have a common point for the type of their linear transfor-
mations. Each of their linear transformations consists of linear transformations
of two types, the one is byte permutation 7 and the other is linear transforma-
tion 8 = (01, 62,03, 04), where each of 6; separately operates on each of the four
columus of a state. Furthermore, each of bytes of each column of y = 7(z) comes
from each different column of z, and we can determine the branch number of
each of 6;. In this paper, we call such a SPN structure Rijndael-like structure.
The security of SPN structures against differential cryptanalysis [2J3] and
linear cryptanalysis [I4] depends on the maximum differential probability and
the maximum linear hull probability. In [I1], Keliher et al. proposed a method
for finding the upper bound on the maximum average linear hull probability for
SPN structures. Application of their method to Rijndael yields an upper bound
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of 277 when 7 or more rounds are approximated. In [10], it was proposed that
the improved upper bound on the maximum average linear hull probability for
Rijndael when 9 or more rounds are approximated is 2792, corresponding to a
lower bound on the data complexity of 2°7. This is based on completion of 43% of
the computation. It is estimated that the running time to completion is 200,000
hours on a single Sun Ultra 5.

In this paper, we present a new method for upper bounding the maximum
differential probability and the maximum linear hull probability for Rijndael-
like structures. We prove that the maximum differential probability for 4 rounds
of Rijndael-like structures is bounded by 4p'® + 6p'® + 4p'7 + p'®, when the
maximum differential probability for S-boxes is p(< 273). Also, we prove that
the maximum linear hull probability for 4 rounds of Rijndael-like structures is
bounded by 4¢'? + 6¢*8 + 4¢'” + ¢'%, when the maximum linear hull probability
for S-boxes is ¢(< 273). By applying our method to Rijndael, we obtain that
the maximum differential probability and the maximum linear hull probability
for 4 rounds of Rijndael are bounded by 1.06 x 279,

2 SPN Structures

One round of SPN structures generally consists of three layers of key addition,
substitution, and linear transformation. On the key addition layer, round sub-
keys and round input values are exclusive-ored. Substitution layer is made up of
n small nonlinear substitutions referred to as S-boxes, and linear transformation
layer is a linear transformation in order to diffuse the cryptographic character-
istics of substitution layer. A typical example of one round of SPN structures is
given in Figure [1

On r rounds of SPN structures, the linear transformation of the last round,
generally, is omitted, because it has no cryptographic significance. Therefore, 2
rounds of SPN structures is given in Figure 2

S-boxes and linear transformations should be invertible in order to decipher.
Therefore we assume that all S-boxes are bijections from Z3* to itself. More-
over, throughout this paper, we assume that round subkeys are independent and
uniformly distributed.

Let S be an S-box with m input and output bits. Differential and linear
probability of S are defined as the following definition:

Fig. 1. One round of SPN structures
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Fig. 2. 2 rounds of SPN structures

Definition 1. For any given a,b,I,, 1, € Z3*, define differential probability
DP%(a,b) and linear probability LP%(I,,I},) of S by

DP5(a,b) = #{x € Z|S(x) @ S(z ® a) = b}
b 2m

and

LPS(I,, T) = (#{”“’ €2l e =1, S@) _ 1)2,

gm—1
respectively, where x -y denotes the parity(0 or 1) of bitwise product of x and y.

a and b are called as input and output differences, respectively. Also, I, and
I, are called as input and output mask values, respectively.

The strength of an S-box S against differential cryptanalysis is decided by
maximum differential probability maxaop DP?%(a,b). The strength of an S-
box S against linear cryptanalysis is decided by maximum linear probability
maxr, r,#o LPS(FG, Fb>.

Definition 2. The maximum differential probability p and the maximum linear
probability q of S are defined by

p = max DP%(a,b)

a#0,b
and
q= max LP%(I,, T}),
respectively.

The maximum differential probability p and the maximum linear probability
q for a strong S-box S should be small enough for any input difference a # 0
and any output mask value I}, # 0.

Definition 3. Differentially active S-box is defined as an S-box given a non-zero
input difference and linearly active S-box is defined as an S-box given a nonzero
output mask value.
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Since all S-boxes in substitution layer are bijective, if an S-box is differen-
tially/linearly active, then it has a non-zero output difference/input mask value.

For SPN structures, between the differential probability and the number
of differentially active S-boxes, there is a relationship which is close. When the
number of differentially active S-boxes is many, the differential probability comes
to be small, and when the number of differentially active S-boxes is small, the
differential probability comes to be big. Therefore, the concept of the branch
number was proposed []. We call it the branch number from the viewpoint of
differential cryptanalysis, the minimum number of differentially active S-boxes
of 2 rounds of SPN structures. Also, we call it the branch number from the
viewpoint of linear cryptanalysis, the minimum number of linearly active S-boxes
of 2 rounds of SPN structures.

The linear transformation L : (Z3*)" — (Z3*)™ can be represented by n X n
matrix M = (m;;) and L(z) = Mx, where € (Z5*)" and the addition is bitwise
exclusive-ored. For the block cipher E2 [15] and Camellia [1], m;; € Z2 and the
multiplication is trivial. For the block cipher Crypton [12|13], m;; € ZJ* and the
multiplication is the bitwise logical-and operation. For the block cipher Rijndael
[, m;; € GF(2™) and the multiplication is defined as the multiplication over
GF(2™).

It is easy to show that L(z) ® L(z*) = L(zx ® z*) and DP*(a, L(a)) = 1 [5].

Definition 4. Let L be the linear transformation over (Z§*)™. The branch num-
ber of L from the view point of differential cryptanalysis, Bq, is defined by

Ba = mingzo{wt(x) + wt(L(x))},
where, wt(z) = wt(ry, xa,...,T,) = #{1 < i < n|z; # 0}.

Throughout this paper, we define wt(z) = wt(xy,za,...,2,) = #{1 < i <
n|z; # 0} when © = (x1,22,...,2,). If x € Z§*, then wt(x) is the Hamming
weight of .

It is proved that, if m;; € Za, then LPL(M'I}, I},) = 1. Therefore, we know
that LPE(I,, (M~1)'I,) = 1. Also, if m;; € GF(2™), then it is proved that
LPY(r,,CT,) = 1, for some n x n matrix C over GF(2™) [9]. Therefore, we
can define the branch number §; from the view point of linear cryptanalysis as
follows:

5 = minr, zo{wt(L,) + wt(M 1))}, i my; € Zo,1 <1i,j <n,
— \ minr, zo{wt(I,) + wt(CT,)}, if m; € GF(2™),1<1i,5 < n.

3 Rijndael-Like Structures

Rijndael is the block cipher composed of SPN structures and its linear transfor-
mation consists of ShiftRows transformation and MixColumns transformation.
We analyze some interesting properties of ShiftRows transformation and Mix-
columns transformation of Rijndael.
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Xip | Xor [ Y51 | Xa Xin | Xar | X310 | X
X2 | X2 | Y32 | X4z HD|£> X220 | X32 | X2 | Xi2
X13 | X3 | X33 | Xa3 X33 | Xa3 [ Xy3 | X3
Xig | Xoq4 | X34 | Xaq Xaq | X1g | X2 | X34

Fig. 3. ShiftRows transformation of Rijndael

’x44 |x43 |x42|x41 |x34|x33 |x32 |x31 |x24|x23 Ixzz |x21 |x14 |x13 |x12 Ix“ ‘

iﬂ

Fig. 4. Another representation of ShiftRows transformation of Rijndael

A
‘x34|x23 |x|2 |x41 |x24|X13 |x42 |x31 |x14 |x43 |x32 |x21 |x44|x33 lxzz |X11 ‘

Let 7 : (Z8)' — (Z8)'6 be the ShiftRows transformation of Rijndael. Let
xr = ($1,$2,$3,$4) = ($11,$12,LL‘13,LL‘14, T21y « -y L34, {E41,JJ42,$4375L‘44) be the input
of 7. Figure [l and [4] illustrate the ShiftRows transformation 7 of Rijndael.

Let y = (yl,yz,y3,y4) = (y11,y12,y13,y14, Y21, - -5 Y34, y41,y42,y43,y44) be the
output of m. It is easy to know that, for any i(i = 1,2,3,4), each of bytes
of y; comes from each different x;. For example, for y1 = (y11, Y12, Y13, Y14) =
(11, T22, 33, T44), 11 IS & byte coming from x;. Furthermore, x22, z33 and x44
are elements of xo, 3 and x4, respectively.

The MixColumns transformation of Rijndael operates on the state column by
column, treating each column as a four-term polynomial. Let 6 = (61, 63, 03,04)
be the MixColumns transformation of Rijndael. Let y = (y1, y2, y3, ¥4) = (y11,
Y12, Y13, Y14s Y21, - - - Y34, Y41,Y42,Y43,Y44) be the input of § and z = (21,22,23,24)
= (211,212,213,214, 221, - - -, 234, 241,%42,243,244) be the output of 6, respectively.
Each of 6; can be written as a matrix multiplication as follows:

Yi1 02 03 01 01 Zil
Yi2 . 010203 01 252
yis |~ [ 01010203 | zi3
Yia 03 01 01 02 Zia

In the matrix multiplication, the addition is bitwise exclusive-ored and the mul-
tiplication is defined as the multiplication over GF(28). Figure[d illustrates the
MixColumns transformation 6 of Rijndael. We can consider each of ; as a linear
transformation and we know that the branch number of each of 8; is 5.

Definition 5. Rijndael-like structures are the block ciphers composed of SPN
structures satisfying the followings:

(i) Their linear transformation has the form (01,04,603,04) o 7.
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|J/44 |J’43 |y42 |y41 |y34 |y33 |J’32 |y31 |J’24 |y23 |J’22 |J/21 |J’14 |y13 |y12 |J’11 |

V. _V N A A A A A A vV V VvV VvV V VvV YV

e J_ & J_e Jl__e& |

y v N A 4 A A 4 A A 4 A A 4 A A 4 A A 4 A A 4
|Z44|Z43|Z42|Z41 |Z34|233|Z32|231 |Zz4|223|222|221 |214|213|212|211|

Fig. 5. The MixColumns transformation of Rijndael

(i) (The condition of w) Each of bytes of y; comes from each different x;,
where © = (x1, X2, x3,x4) is input of T and y = (y1,Y2,Ys,ya) s output of
7, respectively.

(i1i) (The condition of 0 = (61,02,0s,04)) When we consider each of 0; as a
linear transformation, the followings hold:

31: 32: 23:/834 andﬁflz 292: l93: l04'
Rijndael, Square and Crypton are examples of Rijndael-like structures.

Definition 6. For x = (x1,...,2y,), the pattern of x, v, is defined by v, =
Y1y 37n) € Z8, where, if x; =0, then v, =0, and if ©; # 0, then v, = 1.

If © = (x1,22,23,24), where 21 # 0, z2 # 0 and x5 = x4 = 0, then v, =
(1,1,0,0).

Definition 7. Let x = (x1, x2, %3, 24) be the input of m and y = (y1,Y2,Y3, Ya) be
the output of T, respectively. For arbitrary v € Z3 and u = (uy, us, us, uy) € Z*,
We define N[vy,u] as following:

Ny,u]l = #{y = 7(z) |72 = v, wt(yi) = ui, 1 < i < 45,

N[v,u] means the number of y = m(z) such that wt(y;) = u;(1 < i < 4),
when the pattern of input of 7 is 7. N[y, u] is well-defined and, for any linear
transformation which satisfies the condition of m, the values of N[vy,u] are all
the same for some fixed v and u = (uy,us, us, uqg). The followings are the main
properties of N[, u]:

— For some 4, if u; > wt(y), then N[y, u] = 0, because wt(y;) < wt (7).
— If uy + ug + uz + ug < wt(y), then N[y,u] = 0, because Zle wt(y;) =

Yoy wh(ws) > wi(yz).
— If max{uy,...,us} = wit(7y), then N[y, u] = (wz(j)) e (wz(])).
— For any permutation ¢ and p over {1,2,3,4},

N[(’Yl,’y% 3, 74), (ul, Uz, U3z, ’U,4)]
= N[(Vo(1): Y6(2)» Y6(3) Vo (4)) > (Up(1) Up(2)5 Up(3)> Up(4))]
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Ezample 1. For some ~ and u, it is easy to determine the value of N[, u]. The
followings are the examples:

- N
- N
- N

N

4 The Upper Bound on the Differential and the Linear
Hull Probabilities for Rijndael-Like Structures

To compute the upper bound on the maximum differential probability for r(r >
2) rounds of Rijndael-like structures, we assume the following:

31:32: ﬂ94f5and691f92f293: 294:5.
and we need the following notations:

—a=(a1,...,a4) = (11,012,013, 014, - . . , 41, A42, Q43, A44): input difference.

— b= (b1, ey b4) = (bu, b12, 513, b147 ey b41, b42, b43, b44)2 output difference.

— DP,(a,b): differential probability of r rounds whose input difference is a and
output difference is b.

) — (xgi), o ,xff)) = ( @ .G @) ) (@ .G @) (i))

L], T1g, 18, T1gs - Ta1s Lyg, Tys, Taq): the input

of 7 at i-th round.
— y(l) = (ZAZ), ceey yff)) (y£1)7 y&)v y%)v y&)v s 7y4(111)7 yz(é)v yz(é)v y44 ) the output

of 7 at i-th round, i.e. the input of # at i-th round.

— 2 = (zy), el ziz)) = (7:87 zg, zgg), z&), .. zé(fl), zfu), 24(13 , 24(12) the output

of 0 at i-th round.

When the branch number is n or n+ 1, it is known that the upper bounds of
the maximum differential probability and the linear hull probability for 2 rounds
of SPN structures are as follows:

Lemma 1 ([8/9]).

— If Ba=n+1 orn, then DPy(a,b) < pPa~1.
— If Bi=n+1 orn, then LPy(I,, I}) < g%~ 1.

The upper bound on the maximum differential probability for 2 rounds of
Rijndael-like structures is obtained by Lemma [Il

Theorem 1.

perO@)BaD - if oy =,

DP2(a7b) < {O

, otherwise.
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Proof. Let w(a) = (a%,a3,a%,a%). Then DPy(a,b) = IT- DPY (a¥,b;), where,
DPza ¢ is the differential probability of 2 rounds of SPN structure whose linear
transformation is 6;. By Lemmal[l], we know that the upper bound on DP29 “(af,b;)
is the followings:

pﬂd_lv if a? 7& 07 bl 7é Oa
DPYi(al,b;) << 1, if af = 0,b; =0,

0, otherwise.

Therefore, the proof is completed.

By Theorem [1] the upper bound on the maximum differential probability for
2 rounds of Rijndael-like structures is p®~1. By applying Theorem [to Rijndael,
we obtain that the maximum differential probability for 2 rounds of Rijndael is
bounded by 2724, because 34 = 5, p = 276,

Now, we compute the upper bound on the maximum differential probability
for 3 rounds of Rijndael-like structures. To do this, we prove the following:
Lemma 2. Let L : (Z*)™ — (ZF*)™ be the linear transformation whose branch
number is Bq. Fory € Z§ and b= (by,...,b,) € (Z5)™ with wt(y)+wt(b) > Ba,
we define the set A as following:

A={y=(y1,..-,yn) € (Z3")"|7y =,y = L(x) for some = such that v, = ~}.
Then, the following holds:

ST DPi(y.b) = > DP(y1,b1) - DP(yn,by) < pmex{0famwt)=1}
yEA yEA

Proof. Since }_, .y DPi(y,b) < Zye(zgn)n DP;(y,b) = 1, it is sufficient to con-
sider the case 85 — wt(y) — 1 > 0. Without loss of generality, we assume that

wt(b) =k and by #0,...,b; #0,bg4+1 =--- =b, = 0. Then
> DPi(y,b) = > DP(y1,b1)--- DP(yx, by)- (1)
yEA yeA

We proceed the proof with two cases: wt(vy)+wt(b) = B4 and wt(y)+wt(b) > Ba.

(Case 1: wt(y) + wt(b) = Bq). For any i(1 < i < k), let y;1,¥i2,.-.,Yis be all
possible values of y; in Equation (I)). Then, for each (1 <@ < k), y;1,¥i2,- -, Yis
are distinct, because L is linear and wt(y) +wt(b) = B4. If, for some i(1 < i < k),
Yi1:Yi2,---»Yi,s are not distinct, then there exist a pair (y;;, ;) such that
Vi1 = Yi,r, where y; ; is i-th component of y = L(x) and y; ; is i-th component
of y = L(a'), respectively. Since L(x) ® L(z') = L(z & z’), i-th component of
L(z @ 2') is equal to zero. This is a contradiction of the definition of branch
number. Therefore, we can establish the following:

> DPi(y.b) <p" 1Y DP(y1,by) < pFt = plem 7
yeEA yeA



184 Sangwoo Park et al.

(Case 2: wit(y) + wt(b) > Bq). In this case, yi1,¥i2,---,Yis are not necessarily
distinct, We fix t = k 4+ wt(7y) — B4 components of nonzero components of y, i.e.,
Y1,Y2,- - -, Y. Then, all possible values of each of another components (yi41, - .,
yi) are distinct. Therefore, we can establish the following:

> DPi(y,b)

yeA
om_1 om_1
< Y DP(ubi)-- Y DP(jesb) DY DP(yesi,best) - DP(yr, by)
ji=1 je=1 yEAYi=J;,1<i<t
om_1 1
< ph-i-t Z DP(ji,b1)--- Z DP(j;,by) Z DP (Y41, bi41)
ji=1 ji=1 y€A,y;=7;,1<i<t
2m_1 -1
<P Y DP(uby) e Y DP(rbe)
Jji=1 je=1
_ pkftfl _ pﬁdfwt('y)fl'

Theorem 2. Let wt(yr(q)) = | and wt(b) = k. Let by,,...,bs, be the nonzero
components of b = (by,ba,bs, by). Then

DP3(a‘ab)
l l
k -
S pl(ﬁd_l) Z e Z N[Wﬂ(a)7(u17u2au33u4)] . pzi:l max{0,fa—ji 1}3
J1=Ba—wt(bs;) Jr=PLa—wt(b, )

where, each of u;(1 < i < 4) is the following:

s, if i =1ts for some ts
U; =
' 0, otherwise.

Proof. Without loss of generality, we assume that t; = 1,...,t; = k. By Theo-
rem [T]

DPj(a,b) =Y DPy(a,z®)DPy(z*),b)

z(2)

Z DPy(a,z®)DPy (2 b)

Yz (2) =V (a)
< max DPsla, 2 ZDPl ) ,0)
Y (2) =Vn(a) )
< pl(ﬁd—l) Z DP (2(2)7 b)’
2(2)

where, 22 = L(z?) = (91(y£2)),02(y§2)) 03(y (2)) 94(y£2))). Furthermore, the
following three conditions hold:
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1) 7@ =7 = Ve == 7, =0,
e @' L0 y@ — @ g

(i) ;7 # 0,y #0450 ==y =0,

(111) VY2 = Vr(a)-

For each i(1 <1 < k), since y(2) and 3(2 are the nonzero input and nonzero
output of ;, respectively, we know that wt(y; (2 )) + wt(z; (2) ) > 4. Furthermore,
since wt(b;) = wt(z Z( )), we know that wt(y (2)) + wt(b;) > Bq. Therefore, since
wt(yl(z)) < wt(y42 ), we can establish the following equation:

Ba — wit(b;) < wi(y; @ )) L Wt(Yr()), 1 <0 < k.

Now, we consider j;(1 < ¢ < k) such that 85 — wt(b;) < j; < wt('yw(a)) For
(71, --.,74) which satisfies that if 1 <14 <k, then wt(y;) = j; and if k+1 <14 < 4,
then wt(y;) = 0, we define the set A, .. ,,) as following:

Aoy = 22 = (7,2, o =7,1<i<4}

where, 2(?) satisfies the three conditions (i), (ii) and (iii).
The set‘ Ay can be.empty set, but, the number of non-empty set
Aty 18 N[¥r(ays (15 Jk,0,...,0)]. If Ay, 4,y is not empty set, by

Lemma [2],
> DPi(z,0) = DPi(=% b)Y DPi(2”, by)
2P EAG ) PIg P
S Hl_k::1pmax{0,5d—ji—1}'

Therefore,

> DPi(z?),b)

2(2)

1 l .
< D Y Nlywey (un,up, ugyug)] - preim MO Samaim )

J1=Ba—wt(bs;)  jr=La—wt(b, )
Therefore, the proof is completed.

To derive the upper bound on the maximum differential probability for 4
rounds of Rijndael-like structures, we prove the following three lemmas:

Lemma 3. Ifwt(yx(q)) = 2, wt(b) = 3, then DP4(a,b) < 4p'?+6p'+4p'74p'0.
Proof. We assume that v, = (1,1,1,0). Then we can represent DPy(a,b) as

following:

DPy(a,b) = Y DPs(a,z®)DPy (2™ ,b)

z(3)

4
=Y Y DPsa,2®¥)DPi(z¥,b)
=1 wit(z(®)=q

=1+I1T+1IT+1V.
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We know that wt(y, (2 )) < wt(z®) = wt(Yr(a)) = 2 and wt(zz@)) = wt(xz(-g)) <
wt(b) = 3. Since ﬁd‘ =5, wit(z; (3 )) = 3, where :c( ) is nonzero component of (3.
Now, we compute the value of I. We can represent I as following:

I= Z DPs(a,z®)DP (2 b) + Z DPy(a,2®)DP, (-3 p)
’Ym(3):(170)070) 71(3):(071,0,0)
+ Z DPg(a,x(g))DPl (z(g),b) + Z DP3((1,$(3))DP1 (2(3)’17)
¥,(3)=(0,0,1,0) 7,.(3)=(0,0,0,1)
=L+ L+13+ 14

At first, we compute the value of I;. Since wt(z; (3 )) = 3, by Theorem [,
2
max DP. ayx(f)’) < p8 N[vriay, (7,0,0,0)]p 7 = p'©
7,3 =(1,0,0,0) 3 )< ]Z:; [m(ay (7 )]p p

1,1,0), the number of patterns, (y§3),y§3),y33),0)
]

= 1. For the pattern (71, v2,7s,0), by Lemma

Since wt( )*Sand Yo = ( » Ly
is equal to N[(l 1,1,0),(3,0,0,0)

2
> DP(zP)

7,3 =(1,0,0,0)

= Y DR b)) Y DR b)) Y DPy(2Yby)

’ngs) =7 ’Yy;3) =72 ’Yyés) =73

< p12—(wt('y1)+wt('yz)+wt(’ys)) < p9.

Therefore,

I < max  DPs(a,z®) Z DP; (2 b) < p'*.

=(1,0,0,0
T=(® ( ) V2(3)=(1,0,0,0)
By applying the same method, it can be determined that the upper bounds of
I, Is and I, are the same with that of I;. Therefore, we arrive at I < 4p'°
Furthermore, using the same method, we have that 1T < 6p'® and I11 < 4p'7.
At last, the upper bound on IV can be computed by Theorem [l as follows:

IV < max DPs(a,z®)
wt(z(3))=4

= max ZDPl(a,x(l))DPQ(z(l),x(3))

(3))=
wt(z(3)) 4z(1)

< max max DPy(zM z3)) < pt6,

wt(z(3))=4 21
Therefore,

DPy(a,b) =T+ 1T+ 11T+ IV < 4p'° + 6p'® 4 4p'7 + p'S.
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Lemma 4. Ifwt(Vx(q)) = 3, wt(b) = 2, then DPy(a,b) < 4p*°+6p'8+4p'"+p'C.

Proof. The proof is similar to that of Lemma 3 and is omitted.

Lemma 5. If wt(vr)) = 3, wt(b) = 3, then DPy(a,b) < 184p%2 + 912p?! +
438p?Y + 72p!? + 4p'® 4 plb.

Proof. We assume that v, = (1,1,1,0). Then we can represent DP,(a,b) as
following:

DPy(a,b) = Y DPs(a,z®)DPy (™), b)

4
=> > DPsa,2®)DP1 (2P, b)

i=1 wi(z(®)=i

=1+I1T+11T+1V.

We know that wt(ygz)) < wt(z®) = wt(Yr()) = 3 and wt(zZ@)) = wt(:cES)) <

wt(b) = 3. Since ﬁgi =5, wt(xz(-g)) = 2 or 3, where xz(s) is nonzero component of
). Now, we compute the value of I. We can represent I as follows:

I= Y DPaa®)DP(zP b))+ Y DPy(a,2®)DP(:®),b)
71(3):(1’&0’0) ’Ym(g):(o,l,o,o)

+ Y DPy(a.z®DP(zP.b)+ > DPsy(a,2®)DPi(z%),b)
’Ym(3):(0,07170) 71(3):(0,0,0,1)

Z:.[1+IQ+I3+I4.

At first, we compute the value of I;. Since 2?21 wt(xl(-g)) > wt(b) = 3, if x§3) #
0, then wt(xgg)) = 3. Therefore, using the same method as in Lemma 3, we
know that I; < p?2 and I < 4p?2. Secondly, we compute the value of I1. For

. = (1,1,0,0), we have the following:

> DPy(a,a®)DPi(2?),b)

Ye(3)=(1,1,0,0)

3 3
=>>»> > DPs(a,z)DPy (2% b)

i=2 j=2 wt(z(lg)):i,wt(x(;’)):j

Since wt(z®)) = 2, wt 23 = 2, by Theorem 2,
1 2

3 3
max DP3(a,2™) <p > N " N[ya(a), (1,42, 0,0)]p" 77>

3 3
wt(:cg )):2,wt(m(2 >):2 j1=3 j2=3

= p12 ' N[(]_, ]-7 ]-7 0)7 (373’ O’ 0)]p2
:p14.
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Since wt(xgg)) = 2,wt(x53)) = 2 and v = (1,1,0,0), the number of pattern
whose form is (zf)’), zéB), zé?’), 0) is equal to N[(1,1,1,0),(2,2,0,0)] = 6. For each
of (71772a7370)7 by Lemma 27

> DP, (2, b)

7,3 =7:,1<4i<3
= Z DPl(ZE?)),bl) Z DPl(ZéS),bQ) Z DP1(2§3)7b3)
’ngs) =71 ’Yyés) =7 ’Yyés) =7

< p12—(’UJt(’Yl)+Wt(’Y2)+wt(’YS)) — pS.

2, wt())=2 DP;(23)b) < 6p® and we arrive at the follow-

Therefore, Zwt(m@))
. 1

ing:
> DPs(a,z®)DPy (23, b)
wt($(13) ):2,wt(;c§,3) )=2
< max DPs(a,z®) Z DP, (2 b)

- (3) (3)
wt(x =2,wt(x =2
(1) (37) wi@®)=2,wt(@)=2

< 6p>2.
Using the same method, we can have the followings:

> DPs(a,z®)DPy(z®),b) <3(3p" + p**)p",

wt(acgs))=2,wt(ac;3))=3

> DPs(a,z*)DP (2P, b) < 3(3p" +p'*)p",
wt(x(IS))ZB,wt(m§3)):2
> DPs(a,z®)DPy(z®) b) < (6p'¢ + 6p*° + p'*)p°.
wt(xgs)):&wt(z?)):fi
Therefore, we arrive at

> DPy(a,2®)DP (2P, b) < 6p*+6(3p'*+p'*)p" +(6p'*+6p'° +p')p°
'Ym(g):(171,070)

and
IT < 6[6p* + 6(3p™ + p")p™ + (6p™° + 6p'® + p™*)p°],

because the upper bound on summation for distinct ~,s) such that wt(y,@ ) = 2
is the same as the upper bound on summation for v, = (1,1,0,0). Using the
same method, we have the following:

ITT < A[24p*" + 27(3p'% + p™®)p° + 9(9p"" + 6p'® + p'%)p*
+ (24p™ 4 27p'" + 9p1® 4+ p'%)p3).
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At last, the upper bound on IV can be computed by Theorem 1 as following:

IV < max DPs(a,z®)< max DPy (2 23y < pt®

wt(z(3))=4 wt(x(®))=4,2(1)
Therefore, we arrive at
DPy(a,b) = [+ IT+IIT+1V < 184p?% +912p*! + 438p0 + 72p'% + 4p'8 4 p'6.
Therefore, the proof is completed.
Theorem 3 shows the upper bound on the maximal differential probability
for 4 rounds of Rijndael-like structures and this is the main result of this paper.
Theorem 3.

DPy(a,b)
S maX{4p19+6p18+4p17+p16, 184p22+912p21+438p20+72p19+4p18+p16}
Proof. We compute the upper bound on D Py(a, b) for the value of wt(yx(,)) and

wt(b). Since By = 5, if wt(Vx(q)) +wt(b) < 4, then DPy(a,b) = 0. Therefore, it is
sufficient to compute the upper bound on DPy(a, b), when wt (v, (q)) +wt(b) > 5.

(i) If wt(Vr(a)) = 4, then, by Theorem 1,

DPy(a,b) = > DPy(a,2®)DPy(,b) < m(aXDPg(a @) < pt6

z(2)

(ii) If wt(b) = 4, then, by Theorem 1,

DPy(a,b) ZDPQ a, 22 DPy (2 b) < max DPy(a,z?) < p'°.

@ x(2)
(iii) If wt(Yr(a)) = 2, wt(b) = 3, then, by Lemma 3,
DPy(a,b) < 4p*® + 6p'® + 4p*7 + p'C.
(iv) If wt(Vr(a)) = 3, wt(b) = 2, then, by Lemma 4,
DPy(a,b) < 4p'® + 6p'® + 4p!™ + p'S.
(v) If wt(Yr(a)) = 3, wt(b) = 3, then, by Lemma 5,
DPy(a,b) < 184p?% 4+ 912p?* + 438p%° + 72p'% + 4p'® + p'S.
When p < 273, the maximum differential probability for 4 rounds of Rijndael-
like structures is bounded by 4p'® + 6p'8 + 4p'7 + p16.

Using the similar method as in Theorem 3, we can compute the upper bound
on the linear hull probability for 4 rounds of Rijndael-like structures.



190 Sangwoo Park et al.

Theorem 4.

LPy(a,b)
S maX{4q19+6q18+4q17+q16, 184q22+912q21+438q20+72q19+4q18+q16}

We know that the differential probabilities for 5 rounds of Rijndael-like struc-
tures are smaller than or equal to the maximum differential probability for 4
rounds of Rijndael-like structures.

DP;(a,b) =Y DPy(a,a™)DPy () ,b) < m&);cDR;(a,x(‘L)).

z(4)

Similarly, we know that the differential probabilities for r(r > 5) rounds of
Rijndael-like structures are smaller than or equal to the maximum differential
probability for 4 rounds of Rijndael-like structures. Therefore, the upper bound
on the maximum differential probability and the linear hull probability for 4
rounds of Rijndael-like structures in Theorem 3 and Theorem 4 is the upper
bound for r(r > 5) rounds of Rijndael-like structures.

By applying our method to Rijndael, since p = ¢ = 27% and 8; = 3; = 5, the
upper bound on DPy(a,b) and LP,(a,b) is the following:

4x 271 46 x 27108 g x 27102 4 2796 ~ 1,06 x 279,

5 Conclusion

In this paper, we have proposed a new method for upper bounding the maximum
differential probability and the maximum linear hull probability for Rijndael-
like structures. We have proved that the maximum differential probability for 4
rounds of Rijndael-like structures is bounded by 4p'® + 6p'® 4 4p'” + p'®, when
the maximum differential probability for S-boxes is p(< 273). Also, we have
proved that the maximum linear hull probability for 4 rounds of Rijndael-like
structures is bounded by 4¢'® + 6¢'® + 4¢'7 + ¢'%, when the maximum linear
hull probability for S-boxes is ¢(< 273). By applying our method to Rijndael,
an improved upper bound 1.06 x 279 is obtained.
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