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Abstract—This paper aims at a critical review of the signal
processing scheme used in WiFi-based passive radar in order to
limit its complexity and enhance its suitability for short range
civilian applications. To this purpose the exploitation of a
reciprocal filtering strategy is investigated as an alternative to
conventional matched filtering at the range compression stage.
Along with the well-known advantage of a remarkable sidelobes
control capability for the resulting range-Doppler response, the
use of a reciprocal filter is shown to provide additional benefits
for the specific sensor subject of this study. Specifically, it allows
to streamline the disturbance cancellation stage and to
implement a unified signal processing architecture which is
capable to handle the different modulation schemes typically
adopted in WiFi transmissions. Appropriate adjustments are
also proposed to the theoretical reciprocal filter in order to cope
with the inherent loss in term of signal-to-noise power ratio. The
effectiveness of the revised signal processing scheme
encompassing the reciprocal filtering strategy is proved against
both simulated and experimental datasets.

Keywords—passive radar, WiFi signals, short
surveillance, range compression, multipath removal.
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L INTRODUCTION

The concept of passive radar (PR) has been mostly
investigated for long-range defense applications by
parasitically exploiting the high-power transmitters of radio
and television broadcast [1]-[3]. However, aiming at
monitoring critical infrastructures and/or small private or
public areas, several studies have also looked at the use of
alternative RF emitters able to guarantee the persistent
illumination of the areas of interest, though with a limited
power density [4][5]. Such emitters include satellite-based
transmitters for communication, broadcast and navigation
services, which potentially provide global coverage [6]-[9].
However, a quite interesting alternative is offered by the
transmitters for networking, which are proliferating at rapid
rate and may allow the implementation of a PR for the
surveillance of metropolitan and local areas, there including
indoor applications [10]-[15]. Noteworthy, the exploitation
of such illuminators of opportunity paves the way to the
emerging technology of integrated sensing and
communication (ISAC) systems, critical to addressing
increased congestion of the RF spectrum [16].
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With particular reference to local area and indoor
applications, the use of modern WLAN transmissions
represents the most effective solution. In [17]-[25] and
related works, the suitability of WiFi signals as waveforms of
opportunity for PR has been investigated and appropriate
signal processing strategies have been proposed for detecting
and localizing moving targets against the competing
background, namely the direct signal from the transmitter, its
multipath replicas and the receiver noise. The effectiveness
of such approaches has been proved in several experimental
tests against drones, vehicles and people.

However, much still needs to be done to enable practical
implementation of WiFi-based PR in civilian applications
where low-cost, compactness and easy deployment represent
the driving factors in the system design. To this purpose,
commercial-off-the-shelf (COTS) components should be
preferably employed together with appropriate architectures
and signal processing strategies able to limit the system
complexity. In fact, given the large bandwidth of the
waveforms of opportunity and the variety of IEEE 802.11
based Standards that can be adopted at the physical layer
level, quite demanding requirements could be set in terms of
computational complexity when operating with conventional
approaches.

In this paper, we take this perspective and we investigate
possible modifications to the conventional signal processing
scheme presented in [18] aimed at reducing the
computational cost and the complexity of the signal
processing architecture. Special attention is devoted to the
most demanding processing blocks dedicated to the adaptive
cancellation of unwanted signal contributions from the
transmitter and the stationary scene as well as the range-
Doppler map evaluation, especially the range compression
stage. Since these processing stages are modulation
dependent, they require multiple, parallel, processing chains
to be implemented, tailored to the Standard adopted for the
transmitted packets [18],[26]-[29].

Therefore, we first reorganize the corresponding signal
processing blocks more efficiently based on the
characteristics of the WiFi transmissions, which are of a
pulsed type, in order to reduce the computational load and
simplify the data management.

Then we resort to a reciprocal filter (RpF) in lieu of a
conventional matched filter (MF) to implement the range
compression stage. Such approach has been investigated in
PR applications as a mean to mitigate the undesired sidelobes
appearing in the signal Ambiguity Function (AF) when
digital transmissions are used, which are caused by periodic



and/or deterministic components in the adopted modulation
schemes, especially with OFDM transmissions (e.g. pilot
tones and guard intervals) [30]-[34]. Also, its benefits have
been demonstrated for OFDM-based PR on moving
platforms for ground moving target indication (GMTI) due to
its capability to reduce the effects of the data-dependent
variability of the system impulse response on the clutter
cancellation stage [35].

In this paper, the use of RpF is investigated for WiFi-based
PR exploiting different modulation schemes, there including
OFDM and DSSS [36]. To this purpose, its application is not
constrained to the framing of the emitted packets but rather
performed on a packet-by-packet basis without any prior
assumption and/or knowledge of the adopted Standard. This
approach enables the design of a unified processing
architecture which does not dependent on the specific
modulation adopted at each packet and is capable to handle
mixed transmissions, which are typical of WLANs
connecting users with different requirements. Moreover, the
use of the RpF is shown to simplify the adaptive estimation
of the cancellation filter coefficients [37] thus reducing the
corresponding computational cost. Appropriate supervised
approaches are also proposed for an effective implementation
of the RpF in order to cope with the inherent signal-to-noise
power ratio (SNR) loss with respect to the MF. The
effectiveness of the resulting WiFi-based PR signal
processing scheme is proved against simulated data and then
verified with experimental tests.

The paper is organized as follows. The conventional
processing scheme for a WiFi-based PR is recalled in Section
IT where also a revised signal processing architecture is
illustrated, in which the most demanding signal processing
blocks are rearranged more effectively. The range
compression based on a RpF is introduced in Section III and
its benefits on the overall processing scheme are investigated,
above all the sidelobe control and the clutter cancellation
stages. In Section IV we propose appropriate supervised
strategies for RpF implementation needed to control the
expected SNR loss and we extensively investigate their
robustness. Section V reports the results obtained with the
derived processing scheme against experimental data.
Finally, we draw our conclusions in Section VI.

II.  CRITICAL REVIEW OF THE CONVENTIONAL WIFI-
BASED PR PROCESSING SCHEME

A WiFi-based passive radar sensor exploits the WiFi
access point (AP) as an illuminator of opportunity and detects
moving objects by properly processing the signal s(t)
collected by the surveillance antenna. Since the exploited
signal is of a pulsed type, namely it takes non-zero values
only at given time periods corresponding to the transmission
of Wi-Fi packets, we arrange in a sequence s®[n] the
samples of the surveillance signals corresponding to the p-th
packet transmission, i.e.

s®[n] = s(No®)/f; + n/f5)

1
n=0,..,N@p) —1,p=0,...,Np—1 M

where

- fs is the sampling frequency;

- Ny(p) is the number of samples elapsed from the start
of the observation up to the reception of the first
sample of the p-th packet;

- N;(p) is the number of samples within the p-th packet
and we assume that different packets may have
different durations;

- N, is the number of packets contained in the
considered coherent processing interval (CPI).

Despite the WiFi signal is of a pulsed type, the short-range

operation implies the direct signal from the AP, its multipath
replicas, and the Doppler shifted echoes from potential
targets to be simultaneously received by the sensor.
Consequently, appropriate signal processing techniques are
required to extract the weak target echo from the competing
background and to estimate its position [18][20][37].
Moreover, the required signal processing techniques might be
modulation dependent [26]-[28].

A complete signal processing chain is sketched in Fig. 1
for a passive radar exploiting WiFi packets with mixed
modulation schemes as typically emitted by an 802.11 AP
implementing different Standards. It can be conceptually
divided into three main stages as illustrated in the following.

1) Pre-processing stage

First of all, the WiFi packets are identified and extracted
from the received data stream. Then the adopted modulation
scheme is recognized which allows different packets to be
routed to the most appropriate processing chain.

In order to guarantee an effective operation for the PR, a
good copy of the signal emitted by the AP should be made
available at the receiver, namely the reference signal. In the
considered short range application, there are two different
ways to obtain a clean reference waveform ([15][18]).

i.  If the transmitter of opportunity is directly accessible, a
solution is to spill the signal from the AP itself, e.g., by
means of a directional coupler inserted between the AP
and its antenna. This approach is well suited for
monostatic (or quasi-monostatic) configurations but,
whilst providing quite a good copy of the signal of
opportunity, it requires an additional receiving channel
to be used to collect the reference signal.

ii.  If the WiFi router in not accessible, then the reference
waveform must be extracted from the signal collected
by the surveillance antenna. Specifically, the
transmitted signal can be reconstructed by
demodulating and re-modulating the received signal
packet s [n] according to the employed IEEE 802.11
Standard. This approach can be implemented also in
bistatic configurations and it avoids the need for a
dedicated reference channel; however, it may suffer
from reconstruction errors, especially in unfavourable
multipath conditions.

For illustration purposes, the sketch in Fig. 1
encompasses both strategies. The reference signal source
selection then provides the reference signal samples, r®[n],
to be used for the current packet in the subsequent stages.



2) Modulation-dependent processing stage

The processing scheme must typically include the
clutter/multipath cancellation stage for the disturbance
removal. Different approaches could be employed to
implement this stage. In particular, the Extensive
Cancellation Algorithm (ECA) and its modified versions
have been shown especially effective aiming at mitigating the
effect of the returns from the stationary scene while
preserving slowly moving target echoes [37]. The ECA-
based approaches operate by subtracting from the
surveillance signal properly scaled and delayed replicas of the
reference signal:

K-1
s [n] = s®[n] — Z aPr®n — k] @
=0
n=0,..,Np —1,p=0,..,Np— 1

The filter length K is set according to the maximum expected
delay for the multipath rays and its coefficients @® =

T
[&(()p) &ip) &I((p_)l] are evaluated by resorting to a Least
Square (LS) approach that minimizes the power of the signal
at the output of the filter:

Ng(p)-1
a® = argmln Z Z | @[y 3)
q€l(p) n=0

denoting I (p) as the set of indices corresponding to the signal
packets actually used for the estimation of the filter
coefficients to be used at the p-th packet The conventional
ECA is obtained when I(p) = {0, .. — 1}, namely when
all the Np packets of the con51dered processmg interval are
used. In contrast, the batch and the sliding version of the
ECA, respectively referred to as ECA-B and ECA-S, could
be obtained by using sub-sets of the available packets
forming juxtaposed or overlapped batches, respectively [37].
The solution of (3) yields the following expression of the
filter coefficients when a pulsed type transmission is
exploited:

a® = [M® ] @ )

Surveillance Surv.signal e

where M®) is a K x K matrix defined as

M(p) = {fflgg)}l,k=0,..,K—1

Ns(p)-1 (5)

fﬁg{)) — Z Z r*(q)[n _ l]r(q)[n _ k]

q€l(p) n=0

and ¥® is a K x 1 vector evaluated as

v® = {57}
1=0,.,K-1

Ns(p)-1 (6)

p® = Z Z @ — 115D [n]

qel(p) n=0

It is interesting to observe that, the filter coefficients are
largely dependent on the autocorrelation characteristics of the
employed signals and these should be averaged across
packets sharing the same modulation scheme. In other words,
the set of packets I(p) to be exploited for the estimation of
M® and 9 should be actually limited to those transmitted
using the same Standard for the physical layer, i.e., [(p) =
I(p) N J,, where ], is the set of indices corresponding to the
signal packets transmitted using the r-th modulation scheme.
This observation in turn explains the need for parallel
processing chain to process different packets flows.

The signals packets at the output of (2) then undergo the
range compression stage that evaluates the cross-correlation
between the clutter cancelled surveillance signal and the
reference signal on a packet-by-packet basis:

Ns(p)-1

z r*®[n — ] sép) [n] (7

n=0

xP1 =

If the reference signal is a perfect copy of the transmitted
signal, this step basically implements a matched filter. A
properly modified version #®[n] of the reference signal
could be used instead in (7) with the aim to limit the sidelobes
level of the signal AF in the delay dimension [17]. Notice
that, the technique to be applied for the signal conditioning
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Fig. 1. Signal processing scheme for a WiFi-based passive radar exploiting mixed type transmissions.



depends on the adopted modulation scheme so that different
approaches are implemented at the modulation-dependent
parallel processing chains among those proposed in the
technical literature [26][27].

3) Doppler processing stage

Subsequently, the results obtained for all the Np
available packets within the CPI are coherently integrated
according to a bank filters tuned to different target bistatic
Doppler values defining a grid with spacing Af, namely
different slopes for the target motion induced linear phase
law:

Np—1 "
. m
ll)[l,m] — Z e—]Z?T—fS No(p))((()p)[l] (8)
p=0

This provides the final bistatic range-velocity map Y [l, m]
to be exploited for target detection and localization. For
packets of limited duration, this operation approximates the
cross-ambiguity function between the reference signal and
the surveillance signal at the output of the cancellation stage.
This is certainly the case in WiFi sensing application against
slowly moving targets, especially when exploiting
transmission standards at carrier frequencies f,, in the 2.4
GHz and 5 GHz bands. In fact, with the exploited wavelength
A, the echo signal phase variation induced by typical target
velocities v}, (in the order of few m/s) within the packet
duration 7p (K1 ms) is largely negligible:

Ap = 2m 22Ty < 2m, 9)

Again, proper tapering windows could be used in (8) for
Doppler sidelobes control. Conventional windows can be
verified to be ineffective against the Doppler sidelobes
structures arising from a non-uniform sampling in the slow
time as well as the amplitude modulation produced by the
packets energy variation. To cope with this limitation, the
WiFi packets available in the current CPI can be limited to a
common length, i.e., an equal number N of samples are
processed at each packet via the previous stages; in the
following, we will work under this assumption which is very
easy to be guaranteed. Moreover, the adaptive sidelobes
control technique presented in [29] can be exploited which is
based on the solution of a constrained problem to identify a
suitable weighting window.

The signal processing scheme described above has been
shown to be effective in a number of scenarios where a WiFi-
based passive radar was tested for. Nevertheless, the
computational complexity may limit its practical application,
especially when a real-time processing is required. In
particular, the most demanding processing blocks are those
included in the modulation-dependent processing stage since
they implement adaptive disturbance cancellation and range
compression by operating against the raw signal samples
across the whole processing interval. In contrast, the
following Doppler processing stage takes as input the range
compressed data that is produced at packet rate and the
computation in (8) can be limited to the range bins of interest

by discarding the samples of y,[l] for [ > [,,,,,. Notice that a
few range bins are typically included in short range
surveillance applications.

The computational complexity of the modulation-
dependent processing stage could be lowered by observing
that some operations performed in the cancellation and the
range compression stages are in common and could be
performed just once if the corresponding processing blocks
are properly arranged.

To this purpose, by substituting (2) in (7), we rewrite the
output of the range compression stage as:

K-1

AP =P =Y PPtk -1 (10
k=0
where
Ns—1
P[] = z r*®[n - 1] s®[n] (11
n=0
is the range compressed version of the input signal, and
Ng-1
P =) O -1 7Pn]
(12)
= z r*®[n — (1 + k)] r®[n — k]
n=0

is the range compressed reference signal, namely the point-
like target response, and we have assumed that the exploited
signal of opportunity has quasi-stationary characteristics.
Therefore, based on (10), the output range compressed signal
for the p-th packet is computed as a combination of the
corresponding range compressed input signals.

In addition, we observe from eqgs. (4)-(6) that the
evaluation of the cancellation filter coefficients is based on
the same range compressed signals which are then averaged
across an appropriate number of packets. Specifically, using
the definitions in (11)-(12), the elements of matrix M® and
vector ¥® in egs. (5)-(6) can be easily expressed as:

=) _

AP = > A=k (13)

q€l(p)

which yields a Toeplitz matrix M® and

3P = > xen (14)

q€l(p)

Based on these considerations, the modulation-dependent
processing stage can be modified as sketched in Fig. 2.
According to the modified implementation, the range
compression stage is first applied to both the surveillance and
the reference signal on a packet-by-packet basis.

The corresponding outputs are then used for evaluating
M® and 9 and for updating the cancellation filter
coefficients. Eventually, the clutter cancelled output is
obtained by linearly combining the range compressed inputs
with coefficients given by @®.
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Fig. 2. Revised modulation-dependent processing stage.

Notice that this modified implementation reduces the
computational cost since the most demanding operations,
namely the range compression of the input signals, are only
performed once. Clearly, the overall computational burden
reduction will strictly depend on the employed parameters.
Moreover, we observe that the output of the range
compression stage could be truncated in the range dimension
before being sent in input to the cancellation stage therefore
significantly relaxing the data management requirements.

Despite these simplifications, the complexity of the overall
signal processing architecture is still quite high due to the
presence of modulation-dependent parallel processing
chains. We recall that the dependency is inherent in the range
sidelobes level control and in the adaptive estimation of the
cancellation filter coefficients since the employed techniques
exploit the auto-correlation properties of the signals of
opportunity, which depend on the adopted modulation
scheme.

Based on the considerations above, we investigate in the
following the use of the RpF in lieu of the MF to operate the
range compression stage as a mean to relax the dependency
on the transmitted signals characteristics, thus allowing a
further simplification of the signal processing architecture.

III. RECIPROCAL FILTER BASED RANGE COMPRESSION
AND ITS IMPACT ON THE SIGNAL PROCESSING SCHEME

Let S®[m] and R®[m] denote the Discrete Fourier
Transform (DFT) of the surveillance and reference signals at
the p-th packet (p = 0, ..., N, — 1), respectively, i.e.

S®[m] = DFT{sP[n]}

R®[m] = DFT{r®[n]} (15)

Based on these definitions, the MF based range
compression stage in (11) can be replaced by its RpF based
version performed as

¥®[l] = IDFT %-rect [m] 16

R [m] | (16)

Note that, to avoid the issues due to overweighting

possibly caused by the RpF, we limit its application to an

appropriate bandwidth B?®) | e.g., BOOFPM) =16.6 MHz for

OFDM packets and B(P559) > 11 MHz for DSSS packets,
forcing the output outside that band to be zero.

When this approach is applied against the reference signal,

a rectangle-shaped output spectrum is obtained that takes

non-zero values over the useful bandwidth B®. Therefore,

the point-like target response provided by the RpF at the p-th
packet can be evaluated as:

o) R®[m]
Xr [l] = IDFT R(T[Tn,] ' Tect{B;Sp)Ns] [m]
® )
sin <T[NL B—NSD
s| fs
sin (T[E)

Eq. (17) clearly shows that the point-like target response

of the RpF at the p-th packet )Zﬁp) [1] is independent of the
transmitted signal, i.e., it does not change with the
information content. The dependence on the modulation
scheme adopted at p-th packet is limited to the extent of the

useful bandwidth B® . Therefore, ¥*[I] can be easily
computed based on the well-known dsinc function n [l ; B(p)].

The considerations above have significant consequences
on the overall signal processing scheme as well as on the
achievable performance, as discussed in the following sub-
sections that separately address different aspects.

A. Range sidelobes control

Eq. (17) shows that, when the RpF is applied, we deal
with a rectangle-shaped output spectrum, regardless of the
employed modulation. This implies that an effective sidelobe
control (SLC) in the range domain can be easily obtained with
conventional tapering windows (e.g., Hamming), without
requiring the design and implementation of ad hoc
approaches. Notice that the SLC does not alter the good
properties observed in (17) since the tapering simply yields:

s

where wy,[m] is the selected window and the dependence on
the modulation scheme adopted at p-th packet is again limited
to the band extent where the window is applied.

Instead, it is worth recalling that, when the MF is used,
the tapering window must be properly adapted to the
employed modulation. For instance, when DSSS modulated
packets are received, an ad hoc tapering window is needed to
account for the sidelobe structures due to the employed 11-
chip Barker code. To this purpose, in [ 18] a Barker Weighting
network (BWN) was derived as the result of a constrained
optimization problem which starts from the knowledge of the
Barker code auto-correlation function (ACF). Additionally,
in [18] an adaptive filter is proposed aiming at counteracting
the additional sidelobes depending on the average correlation
among consecutive symbols. In contrast, when using OFDM
transmissions, conventional tapering windows have been
exploited [27][28]. However, their effectiveness has been
shown to be limited due to the non-perfectly flat signal
spectrum.

The effectiveness of a conventional tapering window
when the RpF is employed is shown in Fig. 3(a-b) where we
compare the point-like target response obtained with the RpF
and the MF for a given WiFi packet, when DSSS and OFDM
modulations schemes are adopted, respectively.
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In both sub-figures, the blue lines represent the results
obtained with the MF while the orange lines are for the RpF.
Continuous lines are for the results without any SLC
approach while dashed lines are obtained when the range
sidelobe level is controlled with the aforementioned
weighting functions. All curves are normalized to their
maximum peak in order to focus on the obtained sidelobe
level and the resolution degradation.

Based on Fig. 3 we confirm that:

(i) For DSSS packets, an effective SLC is obtained when
the MF is used for range compression and the tapering
window is properly optimized (blue curves in Fig. 3(a)).

(i) For OFDM packets, when the MF is applied for range
compression, the limited effectiveness of the
conventional Hamming function is apparent (blue
curves in Fig. 3(b)). This suggests the need for ad hoc
solutions as for the DSSS case, which however require
a dedicated design.

(iii)) When the RpF is considered, a conventional tapering
window (e.g., the Hamming function) is a simple and
effective solution for both the DSSS and OFDM
packets, yielding a comparable SLC as the MF for the
DSSS case while further reducing the sidelobe level of
approx. 20 dB in the OFDM case. The slight resolution
degradation in the DSSS case is due to the application
of the RpF over a bandwidth of B(PSS9) =14 MHz,
which implies filtering out the signal spectrum tails.

B. Clutter removal

After the range compression stage has been performed
using the RpF approach, the output can undergo the clutter
cancellation stage as described in Section II. According to the

ECA approach, the output of this stage is obtained as in (10),

but replacing )(fp) and y® with their counterparts at the

output of the RpF. Similarly, the cancellation filter

coefficients @) are obtained using (4), with M® and ¢

estimated as in (13)-(14) where y

7 P[1] and 7 ®[1], respectively.
However, the result in (17) suggests the possibility of a

simplified clutter cancellation stage that leverages the data-

independent characteristics of )Zﬁp)

(10) can be simplified as

and y® are replaced by

[1]. In fact, using (17), eq.

K-1
)Z(()p)[l] = 7®[1] - Z &,E”)nw[l —k; B(X)] 19)
k=0

where B®) is either B(OFPM) or B(PSSS) depending on the
parallel processing chain considered and the coefficients &®
are used to build up a linear combination of known functions.
Moreover, these coefficients are evaluated using an a priori
computed matrix M®=M whose generic element is given by

m® = my, = P, [l -k BY) (20)

where P is the cardinality of set I(p), V p.

In other words, the estimation and the inversion of matrix
M are no longer needed and the estimation of the cancellation
filter coefficients to be applied at the p-th packet can be
simplified using the clairvoyant version of M:

a® =M-1o@® @20

In the following, this approach will be referred to as ECA-
a priori and can be regarded as a direct consequence of the
equalization of the transmitted signal spectrum yield by the
RpF. Accordingly, the processing block in Fig. 2 simplifies
as in Fig. 4. Note that the complexity reduction obtained with
the ECA-a priori is particularly evident when the estimation
and inversion of the matrix needs to be repeated along the
CPI, e.g., using ECA-B or ECA-S [37].

To prove the effectiveness of the ECA-a priori, we
consider a simulated scenario including the direct signal from
the AP, with input direct signal-to-noise ratio (DNR) of 40
dB, thermal noise, and several multipath contributions with
delays (with respect to the direct path) between 1.5 ns and
82.6 ns and SNR levels between -13 dB and 36 dB, depending
on the distance traveled. Additional details on the simulated
scenario are reported in Table 1.

First, in Fig. 5, we show the output of the range-velocity
map for a CPI of 0.5 s with SLC but when the cancellation is
not applied, using the conventional MF (a) or the RpF (b).

Surveillance
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s P! —fp)[” ){f,‘”l-’]
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Signal for range
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control

Fig. 4. Revised modulation-dependent processing stage with ECA-a priori.



In this case, a WiFi transmission including only OFDM
modulated packets is used. Both maps have been scaled for
the output noise level to be around 0 dB. In both cases, the
stationary contributions of both the direct signal and the
strongest multipath rays are evident. However, when
applying the RpF, the map appears generally darker since (i)
the SLC is more effective, and (ii) the RpF strategy is
expected to yield an SNR loss compared to the MF. However,
this also suggests that, when the RpF is applied in low clutter
scenarios, a cancellation stage might not be strictly necessary
to discriminate targets that do not lie around the zero-Doppler
axis.

Table 1 Employed Simulation Parameters.

Parameter Value
Carrier frequency (f0) 2.4 GHz
Wavelength () 0.1249 m
Sampling frequency (fs) 20 MHz
Modulation OFDM/DSSS
Pulse repetition interval (PRI) 3 ms
Packet length 0.16 ms

, ”
|

Bistatic JI“.\:\.- (m Bistat! ‘:.l-.._ m|
(a) (b)
Fig. 5. Range-Velocity map without disturbance cancellation using MF (a)
or RpF (b) for range compression, including SLC.

In contrast, in highly cluttered scenarios, the stationary
disturbance cancellation is an essential stage for both MF
based and RpF based processing schemes. The results of the
application of the clutter removal stage are reported in Fig. 6
for the considered case study. As a first result, we investigate
the use the ECA when applied after the MF (Fig. 6(a)) and
the RpF (Fig. 6(b)), showing that it keeps its effectiveness
whichever the technique adopted for range compression is.
This is not the case for the ECA-a priori which fails at
removing the clutter returns when the MF is used (Fig. 6(c))
since the simplifications discussed in this sub-Section do not
apply. Incidentally, note that this result is obtained with
OFDM transmissions, which, among the typical WiFi signal
modulations, present the flattest spectral shape. Therefore,
even higher background levels are expected when the cascade

(a) (b) "

2
B
.
;

of the MF and the ECA-a priori approach are applied to
DSSS modulated packets. In contrast ECA-a priori provides
remarkable performance when applied after the RpF (Fig.
6(d)); as expected, in this case, the simplified ECA version
and the conventional ECA yield identical outputs. This result
has been shown to hold also when different modulation
schemes are considered thanks to the modulation-
independent characteristics of the RpF output.

C. Mixed modulation transmissions

Based on sub-sections III.A and II1.B, a modified signal
processing scheme has been obtained which requires
identical strategies for SLC and clutter cancellation
regardless of the adopted modulation. Still, the capability to
recognize the packets modulation and the subsequent parallel
processing chains might be required if the above scheme is
applied against different signal bandwidths, tailored for
OFDM and DSSS packets.

Therefore, an effective way to further simplify the overall
processing scheme when the RpF is used is to filter the packet
bandwidth to a common value B, which yields the block
diagram shown in Fig. 7. Note that, depending on the
expected packet stream, the value of B might change. If the
system expects that the majority of the collected packets are
with DSSS modulation, one might consider using B =
BPSSS)  However, the predominance of OFDM packets in
modern WiFi systems makes a 16.6 MHz cutoff more
convenient, aiming at also preserving the range resolution.
Based on this consideration, in the following, when referring
to a unified processing scheme with a common bandwidth,
we set B = BOFPM) = 16.6 MHz.

First, we investigate the effectiveness of the proposed
unified processing scheme of Fig. 7 in terms of SLC. To this
purpose we consider a reasonable configuration in terms of
mixing ratio between OFDM and DSSS packets appearing
within the CPI, i.e., 80% OFDM packets — 20% DSSS
packets. Basically, in the considered mixed transmission
case, we admit the presence of users with different equipment
operating according to different standards. In contrast, the
case of 100% OFDM packets considered in the previous sub-
sections is representative of a modern WiFi system where the
presence of DSSS modulated packets is only due to beacons,
transmitted with a very large beacon interval.

The point-like target response for mixed transmissions is
reported in Fig. 8 using different strategies. As already noted
in Fig. 3(b), the capability to obtain a proper SLC is
jeopardized when the MF based signal processing chain is
applied in conjunction with a conventional Hamming
tapering window. This is overall confirmed here where the
OFDM modulated packets represent most, although not all,

———

-

Fig. 6. Range-Velocity map for the simulated scenario:
(a) MF with ECA (b) RpF with ECA (c) MF with ECA-a priori (c) RpF with ECA-a priori
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Fig. 7. RpF based signal processing scheme for a WiFi-based passive radar with unified SLC and ECA-a priori.
of the employed packets. To this end, we consider the case scenario simulated for

In fact, comparing the dashed blue lines in Fig. 3(b) and
Fig. 8, namely increasing the number of DSSS packets, the
obtained sidelobe level only slightly decreases. Similarly,
using a unified MF based scheme, namely treating all packets
as if they were OFDM modulated, does not yield a significant
SLC degradation (compare the dashed and the dashed-dot
blue lines).

Moreover, as stated above, the RpF based scheme allows
an effective SLC, regardless of it not being adapted to the
packet bandwidth. Comparable results are obtained with a
modulation dependent RpF strategy (dashed orange curve),
recalling that the dependence only lies in the employed
bandwidth.

Finally, comparing the sidelobe level obtained with the
modulation dependent MF based strategy and the unified RpF
based scheme, the latter yields an improvement of approx. 20
dB. This would enable the detection of small RCS targets that
might be buried below the range sidelobes in the first case.

Now that the range SLC capability of the unified RpF
based processing has been demonstrated, it is worth
investigating the robustness of the proposed ECA-a priori for
clutter cancellation, also when mixed modulated
transmissions are employed.

0 | 1
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-10 | - = MF with madulation dependent STLC |-
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e MF with unified SL.C
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Fig. 8. Point-like target response using different approaches for range

compression and SLC with mixed modulation trasnmission.

Section III.A and we add four point-like moving targets with
different input SNR (SNR;) and at different delays to emulate
a short-range surveillance application. Details on the
considered targets are reported in Table 2, where we report
their positions in the bistatic range-velocity plane as well as
the SNR; values. In Fig. 9 we analyze the two different
mixing configurations and we compare the obtained range-
velocity maps when the modulation dependent MF based
scheme (a-b) or the unified RpF based scheme (c-d) are
applied. All maps are scaled for the output noise level to be
around 0 dB so that the target peaks correspond to the output
SNR, reported next to each peak for convenience.
The following considerations are in order:

- When the RpF based unified processing scheme is
used (see Fig. 9 (c-d)), the clutter cancellation block
can be simplified with the ECA-a priori approach, that
preserves the disturbance rejection capability even
when mixed modulated transmissions are exploited. In
order to achieve similar results, the modulation
dependent MF based scheme (see Fig. 9 (a-b))
requires the conventional ECA to be used with filter
coefficients separately adapted at each processing
chain. This is confirmed by Fig. 10(a-b) where the
ECA-a priori is used after the MF based range
compression for the two different modulation mixing,

using a unified SLC.
Table 2 Simulated target characteristics.

Parameter Value

Bistatic Range 22.53 m
E" T Bistatic Velocity 1 m/s
Input signal-to-noise ratio (SNRy) 0dB

Bistatic Range 92.96 m

E" { Bistatic Velocity -2.3m/s
Input signal-to-noise ratio (SNRy) -10 dB

Bistatic Range 122.5m

E‘) W Bistatic Velocity 1.1 m/s
Input signal-to-noise ratio (SNRy) -28 dB

Bistatic Range 164.8 m

E" b Bistatic Velocity 7.06 m/s
Input signal-to-noise ratio (SNRi) -30 dB




100% OFDM packets

SNR = 24.48 dB
| —

SNR =30.57 dB

signal processing

50 o0 150 200

Bistatic Range (m)

(a)

MF-based modulation dependent

SNR = 16.99 dB

SNR=45.52 dB SNR =18.41dB

ocity (m/s)

e
SNR = 35.68 dB

Bistatic Vel

RpF-based unified
signal processing

50 o0 150 200

Bistatic Range (m)

()

Bistatic Velocity (m/s)

80% OFDM — 20% DSSS packets

SNR = 24.85 dB
| —

SNR = 30.48 dB

o 50 100 150 200
Bistatic Range (m)

(b)

SNR = 12.77 dB

SNR'=42.57 dB SNR =15.8dB

|
SNR =32.66 dB

00 150 200

Bistatic Range (m)

(d)

Fig. 9. Output range-velocity map for the simulated scenario when applying either the MF-based modulation dependent signal processing scheme or
the RpF-based unified signal processing scheme to different packets configurations.

- When the modulation dependent MF based signal
processing scheme is applied (see Fig. 9 (a-b)), the
reduced SLC capability might cause the weak target
echoes to be masked by the high sidelobes of the
strongest targets. For instance, in the considered case
study, target #3 is buried in the sidelobes of target #1.
In contrast, the robust range SLC of the unified RpF
based strategy results in the possibility to discriminate
the different target contributions.

- Asexpected, all targets suffer from an SNR loss when
the RpF is applied for range compression in lieu of the
MF. In this case, the loss is between 7.5 and 12 dB.
Such loss might not be an issue in clutter-limited
scenarios while it might jeopardize the detection of
small RCS targets in noise-limited scenarios. The next
section will be devoted to tackle this issue.

Fig. 10. Range-velocity map using the MF-based scheme with unified SLC
and ECA-a priori, for: (a) 100% OFDM packets (b) 80% OFDM — 20%
DSSS packets.

IV. SUPERVISED RECIPROCAL FILTERING STRATEGIES

We have shown in Section III that the application of the
RpF for the range compression stage yields a non-negligible
target SNR loss. This might become an issue when aiming at
detecting very weak target echoes in noise-limited scenarios.

The SNR loss of the RpF has been theoretically evaluated
in [33]-[35] when operating at OFDM symbol level and, in

that case, it is expected to be in the order of few dB. The
increased loss observed with the proposed approach that
operates against the entire WiFi packet can be explained by
observing the deep notches that appear in each packet
spectrum R®[m] (an example is reported in Fig. 11 for an
OFDM packet scaled to its mean square value). When such
spectrum is inverted to build the RpF, these notches produce
spikes that determine a significant amplification of the noise
level thus reducing the resulting target SNR. The effect is
larger when longer packets are exploited since that implies a
larger oversampling in the frequency domain.

Based on these considerations, an intuitive approach to
mitigate the observed SNR loss, is to introduce an appropriate
supervision strategy to keep the impact of the deep spectral
notches under control. In this Section, we tackle this issue by
considering two possible simple approaches.

Zeros — Reciprocal Filter (Z-RpF): According to this
strategy, the output of the RpF at the frequencies that trigger
a selected threshold ¢ is forced to be zero. Specifically, let us

denote with / ((p) the corresponding set of frequency values:
2
1P = {m | [R®[m]|” < ¢ P@} 22)
P® being the mean power level of the reference signal

spectrum at the p-th packet, measured within the useful
bandwidth B®. Eq. (16) is modified as:

FP = IDFT{u® [m]} (23)
where

s® [m]

R(p)—[m] . TeCt\B(p)NSJ [m] m ¢ I(ZP)
u®m] = s (24)

0 m € I(g’)
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Fig. 11. Reference signal spectrum for OFDM modulated packet.

Interpolated — Reciprocal Filter (I-RpF): In this case, the
frequencies that trigger a selected threshold ¢ are excluded
from the reciprocal filter evaluation. The value of the output
spectrum at those frequencies is instead obtained via
interpolation of the results at adjacent frequencies. In other
words, eq. (23) holds with

S®[m]

R®[m]
fs
pPm] =

“rect gz

(p)

(25)

Flu@[mlm ¢ 1P} m e 1P

where F{x,,x,,...} indicates the selected interpolating
function. A straightforward linear interpolation strategy can
be used when long WiFi packets are exploited, namely when
the corresponding spectra are largely oversampled, and
moderate thresholding is applied so that only a few isolated
samples are excluded (see for example Fig. 11). Obviously,
depending on the complexity of the scenario of interest,
alternative interpolation approaches could be considered.

In the following, the performance of these two supervised
strategies is extensively studied as a function of the employed
threshold with the purpose of investigating the robustness of
the simplified processing scheme, presented in Section III, to
the proposed modifications.

First, the SNR loss is analyzed, measured with respect to
the conventional MF based processing scheme described in
Section II operating without the additional loss due to the
SLC stage. The results are evaluated for an OFDM only
transmission, averaging the obtained values over 10
consecutive CPIs, and are reported in Fig. 12(a) across a non-
uniformly sampled grid of threshold values between —40 dB
and 5 dB. Specifically, the SNR loss curves are shown for the
unified RpF based processing scheme with the two
supervision strategies, with the application of the SLC stage.
Additionally, the value obtained with the conventional MF
based processing scheme when the SLC is applied is reported
for comparison.

The SNR loss curves obtained when the supervision
strategies are applied follow the same behavior. Specifically,
there is an initial decay as the threshold increases. Then, both
curves reach a minimum and the SNR loss starts increasing

again for higher ¢ values. The threshold value where the
minimum SNR loss is obtained changes with the employed
strategy. The Z-RpF strategy yields a minimum SNR loss at
approx. { = —2dB while the I-RpF strategy curve reaches is
minimum at approx. { = —10dB. The minimum SNR losses
measured with respect to the MF based processing with SLC
(blue line) are equal to approx. 1 dB and 4 dB when the Z-
RpF and the I-RpF strategies are applied, respectively.

The results of Fig. 12(a) show that, by properly selecting
the threshold, the SNR loss yield by the RpF can be largely
reduced with any of the two considered approaches.
However, since the implementation of these strategies
inherently implies significant distortions to affect the output
of the range compression stage, especially with the Z-RpF
strategy, it is expected that the use of high threshold values
might jeopardize the good characteristics of the RpF, which
allowed tremendous simplification of the WiFi-based passive
radar processing scheme. Therefore, the threshold selection
should also take into account the capability of preserving the
results of Section III, both in terms of SLC and in terms of
cancellation stage requirements.

To this purpose, the cancellation capability is investigated
in Fig. 12(b) where we report the average background level
(above noise) measured on the output range-velocity map,
under the H, (target absent) hypothesis, when different
processing schemes are used. The curves obtained with the
two supervised RpF strategies are shown as a function of the
¢, using either the ECA-a priori or the conventional ECA. As
a reference, the values obtained with the MF-based
processing schemes are also reported.
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Fig. 12. Performance of the Z-RpF and I-RpF versus threshold for OFDM-
only config: (a) SNR loss with respect to the MF strategy (b) measured
background level.



As in Fig. 12(a), the results are evaluated for an OFDM
only transmission, and averaged over 10 consecutive CPIs.

First of all, we note that, with the conventional MF based
processing scheme employing the ECA (continuous blue
line), the background level on the map after cancellation is
around 0 dB, denoting an effective clutter removal. However,
if the ECA-a priori is applied within the MF based processing
scheme, the clutter cancellation is not at all effective and the
measured background level is around 35 dB in the considered
case study. Note that the dash-dot blue line in Fig. 12(b)
confirms what shown in the range-velocity map in Fig. 6(c).

Similarly, when the Z-RpF strategy is applied, the
background level after cancellation is kept under control only
when the ECA is applied. On the contrary, using the Z-RpF
with the ECA-a priori, the background level remarkably
grows with { since the insertion of an increasing number of
zeros jeopardizes the assumption of a flat output spectrum.
Following the same considerations, the capability of
controlling the range sidelobes is also expected to decrease.

When the I-RpF strategy is applied, an effective clutter
cancellation is obtained, both when the ECA and the ECA-a
priori are used, up to very high values of the threshold ({ <
0 dB). This is due to the increased robustness of the spectral
interpolation approach which does not significantly alter the
characteristics of the original spectrum. For this reason, also
the SLC capability is better preserved. A degradation is
observed at higher values of the threshold due to the
progressive reduction of the spectral samples available to
obtain a meaningful interpolation.

By combining the metrics in Fig. 12(a) and (b), we built
Fig. 13(a), which reports the performance of the different
approaches in terms of output signal-to-clutter plus noise
ratio (SCNR) for a reference target whose expected
maximum output SNR is equal to |4z =20 dB when an ideal
MF is applied without SLC. Specifically, each curve is
obtained as SCNR|gg = 0lqg — Loss|qg — BL|qg , wWhere
Loss|qg and BL|4g are the SNR loss and the background
level in decibel. Similarly, Fig. 13(b) shows the SCNR curves
obtained when a mixed modulation transmission is employed
using one of the mixing configurations previously
considered, i.e., 80% OFDM packets — 20% DSSS packets.

These figures confirm what already noted separately
observing Fig. 12(a) and (b) and prove that the proposed
supervised RpF strategies are effective also when applied
against packets exploiting different modulations.

More precisely, in all cases, the Z-RpF based processing
scheme yields the highest SCNR among the RpF based
strategy but only if followed by a conventional ECA for
clutter removal. As for the MF based processing scheme, due
to the high background level, the use of the ECA-a priori
after the Z-RpF yields unacceptable SCNR values. However,
we note that the processing scheme encompassing the Z-RpF
and the ECA still guarantees a reduced complexity with
respect to the conventional MF based scheme since a single
(modulation-independent) processing chain is required.

When the [-RpF based processing is considered and the
threshold is properly selected, the output SCNR is only 4-5
dB less than that obtained with the MF based scheme for both
ECA and ECA-a priori in both cases (Fig. 13(a-b)).
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Fig. 13. SCNR versus threshold for (a) OFDM-only config: (b) 80%
OFDM - 20% DSSS mixing config.

Therefore, the I-RpF preserves the possibility to operate with
the unified processing scheme of Fig. 7 while mitigating the
SNR loss yield by the direct application of the RpF.

Consequently, in the following, the I-RpF supervision
strategy is considered as the preferred solution and its
threshold is set as { = —10 dB, which yields a SCNR loss of
4dB with respect to the MF based modulation dependent
processing scheme.

The effectiveness of this selection is proved in Fig. 14
where the resulting unified processing scheme encompassing
the ECA-a priori is applied to the same simulated case study
reported in Fig. 9. Fig. 14(a) and (b) report the obtained
range-velocity maps for the two considered configurations,
namely 100% OFDM packets and 80% OFDM — 20% DSSS
packets, respectively. As is apparent, in all maps, the clutter
cancellation is effective and the background level is around 0
dB. Moreover, with the selected threshold, the target loss is
of approx. 4 dB for all targets, if compared to the results in
Fig. 9(a) and (b).

It is worth recalling that the limited loss is obtained with a
substantial reduction in the processing chain complexity,
especially when dealing with mixed modulation packets, that
would otherwise need a modulation recognition stage and ad
hoc processing blocks.
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V. EXPERIMENTAL VALIDATION

A dedicated acquisition campaign has been carried out in
June 2021. The acquisition geometry is reported in Fig. 15(a)
where the WiFi AP and the receiver antennas are shown. A
commercial wireless AP (TP-Link Archer VR600 AC1600),
was used as transmitter of opportunity and connected to a
transmitting directive antenna. The AP was configured to
transmit packets according to the 802.11n only standard in
channel 13 of the WiFi band ( f, =2.472GHz , A =
0.1214m) with a nominal beacon interval (BI) of 100 ms.
Three TP-Link TL-ANT2409A antennas were employed and
steered towards the monitored area to collect the surveillance
signal. In this work, we consider the data extracted from the
right-hand antenna in Fig. 15(a). Two people were present
and acted as cooperative human targets walking in the
monitored area (Fig. 15(b)). One was moving away from the
Rx-Tx pair (Target 1), while the other was moving in the
opposite direction (Target 2).

In this work, we show the results for one scan obtained
with a CPI of 0.3 seconds, during which 764 packets are
collected. During the considered CPI, 759 packets (99.35%)
are with an OFDM modulation whilst 5 (0.65%) are with a
DSSS modulation. In Fig. 16 the range-velocity maps
obtained for the considered scan are reported when applying
the different processing schemes described and extensively
compared in this paper. In all cases, a sliding approach for the
clutter cancellation has been considered, resorting to either a
conventional ECA-S [37] or its a priori version, with a time
interval of 0.05 seconds for the estimation of the cancellation
filter coefficients and an update rate corresponding to the
packet rate. Note that all maps have been scaled for the output
noise level to be around 0 dB.

The results obtained on experimental data confirm what
has been already demonstrated with extensive simulated
analyses, namely that:

- When the modulation dependent MF based signal
processing scheme is applied (see Fig. 16(a)), the
highest SNR is obtained for both targets. On the other
hand, the reduced range SLC capability is evident,
especially for the strongest target (Target 1) and this
might yield masking effects on lower RCS targets. This
is due to the predominance of OFDM packets.

- When the unified RpF based signal processing scheme
of Fig. 2 is applied (see Fig. 16Fig. 14(b)), a target SNR
loss is experienced. In this case, the loss is of 10.3 and
11.1 dB for Target 1 and Target 2 respectively.
However, we incidentally notice that this does not
represent a significant limitation in the case at hand
since the target detection performance is not noise-
limited but rather -clutter-limited. Moreover, as
expected, with the RpF the range sidelobes are clearly
better controlled and overall a lower background level
is obtained.

- When the unified I-RpF based signal processing scheme
is applied (see Fig. 16(c)) with a properly selected
threshold { = —10 dB, the SNR loss is reduced to its
minimum value. Specifically, the final SNR loss with
respect to the MF based processing scheme is around 3-
4 dB for both targets. Furthermore, the SLC and the
clutter cancellation capability are effectively

maintained using the simpler unified processing scheme
and employing the a priori version of the ECA-S. This
is clearly apparent from the resulting background level
which appears to be pretty much controlled. These
results match with the theoretical curves in Fig. 12 and
Fig. 13.
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Fig. 15. Acquisition Campaign: (a) geometry (b) moving targets.
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VI. CONCLUSIONS

In this work, we devised a novel and simplified signal
processing for WiFi-based passive radars. First, we adjusted
the conventional signal processing architecture in order to
reduce the computational load and simplify the data
management. Such simplification is obtained based on the
pulsed nature of these transmissions of opportunity by range
compressing the data first and then cascading the cancellation
block and the Doppler processing. Then, we investigated the
possibility of using the RpF for range compression stage in
lieu of the MF and we studied its impact on the overall
processing chain. In particular, the use of the RpF has been
demonstrated to allow an effective sidelobes control by
resorting to conventional tapering function and to enable an
efficient clutter cancellation strategy, referred to as ECA-a
priori and regarded as a direct consequence of the
equalization of the transmitted signal spectrum yield by the
RpF. Finally, appropriate supervision strategies have been
proposed to handle the inherent SNR loss obtained with the
theoretical RpF. The effectiveness of the proposed
approaches has been demonstrated against both simulated
and experimental data, showing that the resulting simplified
signal processing scheme represents a viable solution in
practical applications.
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