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Abstract

The latest COVID-19 pandemic outbreak posed a significant risk to millions of people worldwide who are safe and well-
being. As the environment continues to be open from lockdowns and becomes unprecedentedly tenuous or what many called
a “new norm,” it makes sense to focus on what the society has experienced, re-examine our fundamental beliefs, and map
the path of designing and creating a sustainable world. This article has summarized the latest technologies that have been
recently implemented to control the spreading of COVID-19 through embedded smart monitoring systems and communicate
effectively with the building management infrastructure. This article also discussed the statistical research analysis, which
motivates the achievement of the targeted sustainable development goals (SDGs). Last but not least, the implemented tech-
nologies and their related variables to be controlled, challenges, and new perspectives were also addressed.

Introduction

At the end of 2019, a coronavirus was discovered in China,
and it has been spread worldwide ever since until 2020. A lot
of countries have faced economic crash since the existence
of COVID-19. This virus has caused many companies to
shut down, and it affects the country’s financial side. Despite
the virus that still exists, engineers and scientists try their
very best to innovate and discover a new cure to fight against
this virus [1, 2].

COVID-19 is a virus that attacks the respiratory tract,
causing trouble in breathing, fever, and cough. This virus
spreads mainly through close contact and coughing and
sneezing, which is not considered an airborne disease. The
droplets from an infected person can spread to other indi-
viduals. More future technology developments are coming
through in this era, and much equipment can detect certain
diseases [3]. The most commonly used tool to detect dis-
eases like fever is a thermometer gun used in every building,
restaurants, and malls. To follow the SOP (standard operat-
ing procedure) implemented by the government [4, 5], they
have to get records of body temperature from each person,
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phone number, time, and date. This system is to ensure to
have forms of data if there are any future outbreaks. They
must scan the visitor’s temperature as a safety measure to
ensure that none of them brings a disease through. Although
it is not the primary diagnostic tool to identify a person’s
coronavirus symptom, it acts as a security measure [6].

The Internet of things (IoT) has, on the other hand,
changed people’s way of life, business, and interaction [7,
8]. As a result, the smart, more complex, more connected
buildings and homes are becoming. This massive link leads
to new efficiencies and capabilities and gives customers,
companies, and cities tremendous value. However, these
benefits pose significant challenges and cybersecurity risks
because the COVID-19 pandemic crisis, protecting intel-
ligent homes and intelligent buildings from cybersecurity
hazards, is becoming more critical than ever. Smart cameras,
wearables, and telecommunications are widely used to keep
people in touch with their businesses, doctors, governments,
schools, friends, and families. Using modern technology,
people are productive for their work and home maintenance
and more susceptible to threat attacks by actors who con-
tinue to exploit human nature to cash. Based on the Scopus
data accessed on September 05, 2020, extensive researches
were carried out on the topic of “Smart Building and Moni-
toring System” according to the statistical analysis provided
in Fig. 1(a-c).

Monitoring systems are critical in helping the community
store the data capable of supporting the police, medical, and
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Fig. 1 Scopus data analysis with keywords of “Smart Building and Monitoring System” provides a statistical analysis on research article: a coun-

try based, b document based, and ¢ subject area based

fire departments. These monitoring systems are considered
to have closed-circuit cameras as it can record data of date,
video or picture, and even time. This paper summarizes the
recent technologies that have been implemented to tackle
the spreading of COVID-19 and thus help society and com-
munities to overcome this viral crisis.

Types and implementations of smart
infrastructure building

The smart infrastructure building is mainly utilized to help
society as one target of sustainable development goals
(SDG) to provide a healthy and well-being life and help the
medical authorities find infected individuals [9]. It can be
used in buildings and even in many different applications.
For instance, it can be used in apartments, hotels, malls, and
many more. These technologies’ advantages are to detect a
specific body temperature by using infrared scanning and
alert the management or the authorities [10, 11]. Moreover,
it could alert the management, but it also has face recogni-
tion to send details and information to the management via
email or mobile application [12, 13].

Most companies would benefit a lot, which can help
secure the building’s safety and be cautious of future acci-
dents or outbreaks. For instance, when people still have to
go to work, this technology can be used as auto-surveil-
lance inside the buildings to monitor their staff, residents,
or pedestrians in monitoring their body temperatures as the
first sign of safety. This monitoring system could help as
well in easing the community and also a security measure-
ment. Figure 2 shows the various monitoring technologies
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implemented to give a secure view against COVID-19
spreading.

Swann thermal sensing PIR security camera

This type of security camera feature called Swann’s True
Detect PIR Thermal Sensing technology [14] can reliably
detect moving objects that generate heat, such as people or
any related heat sources. It could also have more reliable
notifications, record with more accurate motion detection,
and eliminate false triggers such as dropping leaves, bugs,
and rain. The camera’s bullet shape makes it more visible
for potential intruders to resolve SMP, night vision distance
of 30 m, and PIR sensor within a distance of 10 m. The
camera’s viewing angle is 70 degrees and can be used either
indoors or outdoors with an IP66 rating. The security cam-
eras are usually implemented in the house, outdoor, build-
ings, and also apartments.

Swann 1080p alert indoor security camera

This security camera [15] is not a better comparison to its
thermal sensing PIR security camera because it does not
have certain features. It is simple for house use and can be a
baby monitor system as a budget option. The video quality
is 1080p full HD, but it has a much higher viewing angle
within a 110° range. It has a thermal and heat sensing PIR
up to 10 m sensing distance, which is not as far from their
thermal sensing PIR security camera as it has 30 m of range
night vision distance which has the same distance limit of
10 m. It also uses a secure cloud and internal offline backup
for storing its recording data.
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Fig. 2 Different types of body
temperature monitoring as port-
able and fixed devices

This camera also has two-way input and output audio as
a microphone and speaker, respectively. The audio range
from two cameras is 5 m and also equipped with a siren. The
downside of this camera is that it can only be used indoors.
Still, this camera’s primary purpose is to have easy installa-
tion as it does not use any hubs or DVR, as it only connects
through Wi-Fi and can be monitored online through their
application software. The primary target is for such a low-
cost use of home security systems, but maintaining thermal
security cameras’ outdoor use.

Yobekan KV-11 non-contact infrared thermometer

Yobekan has a contactless infrared thermometer gun that
does not cost a lot to manufacture and produce. Since it
is contactless to check a person’s body temperature with a
limited distance of 3 to 5 cm from the forehead, the accuracy
of detecting a person’s body temperature is 32 °C to 42.9 °C
and an object from 0 °C to 50 °C. It also has an internal
capacity memory of 30 assemblies of readings recall, and it
recognizes all 30 scans with an auto-temperature converter
from Celsius or Fahrenheit. It mainly uses this camera in
front of restaurants, hospitals, or security doors.

Fluke 568 contact and infrared temp gun

Infrared thermometer Fluke 568 [16] is a combination
of contact and contactless thermometer, and it offers a
broader temperature range than most other infrared ther-
mometers while providing more user-controlled features via

an intuitive graphical display and thermal menu analysis.
The simple on-screen three-button menu interface is pro-
grammed to be displayed in seven languages with a quick to
use and employing user-friendly measurements. It only takes
a few pushes of a button to change emissivity, record data,
or switch on and off alarms. The distance-to-spot ratio of
50:1 allows you to assess smaller items from further afield,
which gives easy access to advanced features with soft-key
buttons and graphical display. The system can capture up to
99 data points for quick download via USB connection to
a PC and includes FlukeView ® Forms software to analyze
trends and data quickly. It can be switched on via USB from
your laptop to extend battery life and quickly identify issues
with the functions MIN, MAX, AVG, and DIF. It is also
featured with a confident measurement of a wide range of
surfaces with adjustable emissivity and a built-in table of
materials. With a two-level backlight, it adapts easily to the
lighting conditions and instantly alerts the audible and visual
alarms to measure outside set limits and provide an accuracy
of 1% per measurement.

PerfectPrime IR0001 thermal camera

The thermal imaging camera IR0001 [17] is the best cheap
thermal camera used to detect leaks and identify problem
areas within household insulation. It is assured to deliver
reliable and accurate results with several different fea-
tures to adjust depending on its application. It has 3232,
1024 pixels and a temperature range of —20 °C to 300 °C.
Its accuracy temperature is+2%. This thermal camera is
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competitive in the market as its price is low, and it uses a
cheaper component of the IR sensor as it is only a grid of
32x32. It causes the cost to lower down a little but still
maintains an expensive thermal gun’s function and features.
The range of this exact model is from 0.5 to 4.5 m for accu-
rate temperature scanning.

Recent research on smart infrastructure
buildings

WSN- and 10T-based smart homes and their
extension to smart buildings

SEAT, Massey University, Palmerston North 4442, New
Zealand, conducts this research to explain the design and
develop a reliable, efficient, flexible, economical, real-time,
and realistic network of wellness sensors for smart home
systems [18]. The heterogeneous sensor and actuator nodes
are deployed into the home environment, based on wireless
networking technologies. Such nodes produce real-time data
about the use and movement of objects within the home to
forecast an individual’s wellness. Wellness here stands for
how effectively someone stays fit in the home environment
and performs their daily routine to lead a long and healthy
life. They intend to initiate the research to implement the
smart home approach and introduce it to track an inhabit-
ant’s behavior for wellness detection under different home
conditions (other houses). Besides, their work extends the
smart home concept to intelligent buildings and models the
design issues pertaining to the smart building environment;
these design issues are related to concept efficiency and

Fig. 3 Functional description
of the developed smart home
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loT as an application: cloud-based building
management systems for the Internet of things

In this research, it shows of IoT as an application for the
cloud-based building management system. Recently, excel-
lent by the Internet of things (IoT), the age of everything
linked to computers is coming. However, the applications
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on IoT and cloud-based technologies to conduct collabo-
ration and productive activity in buildings and facilities
with various sensing devices. Smart construction is critical
because a large amount of building energy is used by the
building management system [19].

The proposed network consists of four modules, includ-
ing Smart Construct, Data Centre, Building Energy Projec-
tion (BEF), and the BMMC server, as shown in Fig. 4. The
datacenter has a cooling energy data update and an energy
prediction module. A local agent is present in each building.
Different elements (sensor devices) are available for col-
lecting real-time data on building resources such as humid-
ity, outside temperature, discomfort index, solar irradiation
index, and wind speed [19].

loT-fog-cloud-based architecture for smart city:
Prototype of a smart building

The research was conducted by Joy Dutta and Sarbani Roy,
Department of Computer Science and Engineering, Uni-
versity of Jadavpur, Kolkata, India [20]. They introduced a
prototype of an intelligent building for intelligent cities using
emerging technologies like IoT, fog, and cloud. Demand for
intelligence increases frequently, but the main stumbling
block is its high price. Thus, their goal is to enhance the
home and office quality of life by offering newly improved
workplaces. The entire system is automated, functional, and
controlled by the user through his/her smartphone or com-
puter; however, the costs remain within an expected human

budget. The IoT, fog, and cloud convergence is all accom-
plished, and the assimilation is performed by open-source
hardware and software to reduce costs significantly. Moreo-
ver, it over other existing solutions and incorporating them
in an ideal and creative way without sacrificing the quality
of service that other existing solutions provide a QoS (qual-
ity of service) [20]. The designed intelligent construction
framework is a three-tier architecture, as shown in Fig. 5.
The following definition is given as:

(i) IoT layer

Tier 1 integrates sensing and communication capacities
into physical buildings to prepare them for IoT. The primary
circuit diagram of interfacing for this approach is shown in
Fig. 6.

For the monitoring of sensors and communication
devices, a microcontroller is used. Now, these things can
feel the environment and communicate through Bluetooth or
Wi-Fi with other devices. Many such items can be found in
smart construction applications. For Arduino, a relay module
controls a group of high-voltage electrical devices [20].

(i) Foglayer
In Tier 2, the fog portal server is held, and some
local decisions can be made based on the sensor’s
data. The data is stored, filtered, and pre-processed
by this layer. It also acts as an Internet gateway to
connect IoT via VPN with the Internet.

Fig.4 System architecture for =
smart buildings management I:'m.n(a
[19] 2 -—— Filtering mht:cm
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@i1)) Cloud layer
In Tier 3, fog-layer data is transmitted to the
cloud for storage and computation; a cloud server-
controlled database is maintained for smartphone or
device IoT control.

Thermal image scanning for influenza border
screening: Results of an airport screening

This study demonstrates how seasonal influenza B is
detected at airports. Thermal infrared image scanning (ITIS)
was used in 1275 aviation travelers who agreed to measure
tympanic and respiratory temperatures for dermal tempera-
tures. In the recipient operating characteristic curves (ROC),
the ITIS predictive of tympanums temperatures (37.8 °C and
37.5 °C) and influenza infection was assessed, and the sen-
sitivity, specificity, and predictive positive (PPV) estimates
were calculated. In total, during this time of the study, 5,274
travelers returned a questionnaire, of whom 823 (15%) were
by definition symptomatic [21]. Figure 7 shows the pathway
of potential participants through the study.

Thermal imaging today and its relevance
to diabetes

This study was carried out in diabetes and thermal imaging by
Francis Ring [22]. Consequently, the infrared imagery offers
details about the distribution of skin temperature. Because
the human body’s environment influences this (Fig. 8), it is
vital for any experiments using this approach to be as objec-
tive as possible and standardized. A significant benefit of ther-
mal imaging is its non-contact and non-invasive characteris-
tics. The camera simply receives the typical thermal energy
released by the body by remote temperature sensing. Since
the imaging process does not use harmful resources, it is quite
acceptable over time to repeated research [22].

Variables to be controlled for smart
infrastructure building

As the current situation and demanding, the variables
needed to be controlled and to be understood. For thermal
scanning and face recognition, there are many variables to
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Fig. 7 Study of flow chart showing how participants were selected from arrivals during the study period [21]
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Fig.8 Standard views for infra-
red thermography [22]

be controlled and discovered. Firstly, the situation of infrared
thermal image scanning needs to be thoroughly researched.
There are different types of infrared cameras in the market.
Every type has ranges, the difference in price, and specifica-
tions. Here in this system, the camera that will be used is
Adafruit AMG8833 thermal infrared camera. This type of
camera is an 8 X 8 grid thermal IR sensor from Panasonic,
and it offers an increase in performance than its predecessor,
the AMGB8831. This component will calculate temperatures
between 0 °C and 80 °C (32°F to 176°F) with a precision
of £2.5 °C (4.5°F). It can detect a person from up to 7 m
away. This improvement shows that the proposed system is
suitable to be used with this type of thermal infrared camera
as it can be used to detect a person up to 7 m and has to be
considered on how to mount this system inside a building. It
is recommended to be used in the entrance and close quar-
ters, such as elevators, stairs, and even doors.

Moreover, the other variable that needs to be controlled
is the face recognition system. As we can agree and under-
stand, biometrics are used by a facial recognition program to
map facial features from an image or video. To find a match,
it compares the details to a database of recognized faces.

@ Springer
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As we are using this system, a data cloud is used in order
to detect the amount of face recognition data stored. Many
algorithms can be used as well as data of face stored in the
data cloud. For example, the facial recognition system algo-
rithm can be used for front facial scanning only or front and
side facial scanning. The algorithm that we choose inside the
system is crucial as it is a variable that has to be controlled.
For this variable, it is to maintain the facial scanning angle
and algorithm chosen for the system to get a precise face
recognition scan.

Open challenges, perspectives, and new
directions

As it is well known in the industry, there are quite a few
products that can serve thermal infrared scanning and face
recognition; however, these systems can be used as a con-
tinuous thermal scanner in scanning people walking by or
coming through the building. Therefore, the challenge is
designing a system that can be used simultaneously as both a
thermal scanner and a face recognition system. In the market
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Table 1 Summary of the recent systems and devices

Author/company Product

Advantages

Disadvantages Ref

Swann Swann Thermal Sensing PIR Security Long-range night vision The local connection uses DVR [23]
Camera Outdoor use rating ip66, with weather-  Low view angle
proof
Swann Swann 1080p Alert Indoor Security Wireless connection Not weatherproof, indoor use only  [24]
Camera Two-way audio The short range of night vision
Wider viewing angle
Yobekan Yobekan KV-11 Non-contact Thermom- Cheap production The short range of scanning [25]
eter Gun Small and portable Short infrared temperature range
Fluke Fluke 568 Contact & Infrared Temp The more extended range of scanning No thermal imaging system [26]
Gun Higher infrared temperature range Manual operation
Expensive
PerfectPrime PerfectPrime IR0001 Thermal Camera  Showing range of temperature on the Manual operation [17]
screen Expensive

Better temperature range than cheap
temperature gun

for this device, there is no software or coding available yet.
This is a challenge to solve, as this is a modern method.
The specific viewpoint of this whole system is to help
and promote community support for the medical authorities
while promoting management protection. To warn them to
be prepared and ready at any time if there is any potential
future scenario. These systems are assessed (Table 1) to help
the country improve and encourage workers’ access to work
and facilitate pedestrians’ access to and from buildings.

Conclusion and future directions

The pandemic of COVID-19 brings distinct changes to soci-
ety, and thus, humanity must make plans and adopt the steps
for future outbreaks of disease. Residential buildings are
vital to the welfare of the population as they assess social
well-being. Homes were of vital importance during locking
times during which people were forced to stay home to avoid
the spread of infection. The essence of this home quarantine
experience varies from person to person. This calls for a sub-
stantial rethink of housing to brace humanity for potential
future outbreaks of disease.

With the devastating effect of COVID-19 on people
worldwide, researchers from various fields are increasingly
committed to addressing current and possible pandemic
solutions through technology diversity. Researchers should
address this latest major challenge and demonstrate how
technical analysis would help us understand the technology’s
mechanism and make the world safer. In addition, learning
from this pandemic and learning to solve significant prob-
lems and related to facilitating the SDGs in the future are
essential. Therefore, this article summarizes recent research-
ers on how to solve the most recent hassle issue that we

are facing nowadays. As a group, we are embarking on an
increasingly critical journey to tackle COVID-19 spreading
by advancing digital sustainability values and practices.
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