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Abstract requires simplification of the trust graph into a DSPG (Di-

rected Series-Parallel Graph) before computing the derive

Trust network analysis with subjective logic (TNA-SL) trust. The simplification consists of gradually removing th
simplifies complex trust graphs into series-parallel graph most uncertain trust paths until the whole graph can be rep-
by removing the most uncertain paths to obtain a canoni- resented in a series-parallel form. As this process removes
cal graph. This simplification could in theory cause loss of information it could intuitively be considered sub-optima
information and thereby lead to sub-optimal results. This  In this paper we describe a new method for trust network
paper describes a new method for trust network analysisanalysis which avoids this problem by splitting dependent
which is considered optimal because it does not require trust edges into independent parts, so that each part can be
trust graph simplification, but instead uses edge splitting taken into account during the computation. This approach
to obtain a canonical graph. The new method is comparedis considered optimal because it does not remove informa-
with TNA-SL, and our simulation shows that both methodstion. Simulations show that thew new method produces the
produce equal results. This indicates that TNA-SL in fact same results as TNA-SL. This implies that the information
also represents an optimal method for trust network analy- removed through trust graph simplification is irrelevant fo
sis and that the trust graph simplification does not affeet th the trust network analysis, and that TNA-SL therefore pro-
result. duces optimal results.

2 Transitive Trust Paths
1 Introduction
Trust transitivity means, for example, that if Alice trusts

Trust networks consist of transitive trust relationships Bob who trusts David, then Alice will also trust David. This
between people, organisations and software agents con@SSUmes that Alice is actually aware that Bob trusts David.
nected through a medium for communication and interac- This COU'Q e.g. b_e aChIeved_thro'ugreaommenda.tmfrom
tion. By formalising trust relationships, e.g. as repaati  B0b to Alice as illustrated in Fig.1, where the indexes on
scores or as subjective trust measures, trust betweengparti €aCh arrow indicate the sequence in which the trust rela-
within a domain can be derived by analysing the trust graph tionships/recommendation are formed.

consisting of all the paths linking the parties togetherAFN Indirect functional trust
SL (Trust Network Analysis with Subjective Logic) [7, 6]
takes directed trust edges between pairs as input, and can  Alice —

used to derive a level of trust between arbitrary parties tha Direct refer%.,, trust

are interconnected through the network. Evenin case no e N 4

plicit trust paths between two parties exists, subjectigid ‘R;;(,;;Ja;on

allows a level of trust to be derived through the default vacu

ous opinions. TNA-SL therefore has a general applicability

and is suitable for many types of trust networks. This car Figure 1. Transitive trust principle

also be combined with Bayesian reputation systems [5]. Ir

case of a complex network with dependent paths, TNA-SL  Thetrust scopés the specific type(s) of trust assumed in
*In the proceedings of the 2nd International Conference oergimg a given trust relationship. In other words, the trustedypart

Security Information, Systems and Technologies (SECUR®ARO0S), is relied upon to have certain qualities,_e}nd the scope is wha
Cap Esterel, France, August 2008. the trusting party assumes those qualities to be.




Let us assume that Alice needs to have her car servicedneeds some method for combining these conflicting rec-
so she asks Bob for his advice about where to find a gopodommendations in order to derive her trust in David. Our
car mechanic in town. Bob is thus trusted by Alice to know method, which is described in Sec.6, is based on subjective
about a good car mechanic and to tell his honest opinionlogic which is suitable for analysing such situations.
about that. Bob in turn trusts David to be a good car me-
chani_c. Bob’§ trust in David is functional whereas Alice’s 4 Structured Notation
trust in Bob is referral because Bob only refers to a me-
chanic. Both trust relationships are direct and have theesam » ) o
scope, namely that of being a good mechanic. Alice’s trust ~ 'ransitive trust networks can involve many principals,
in David is indirect because it is derived, and functional be and in the examples below, capital lettér®,C andD will
cause David will actually do the job. This situation is iHlus P& used to denote principals instead of names such as Alice
trated in Fig.1, where the indexes indicate the order in tvhic &nd Bob. _ _
the trust relationships and recommendations are formed. We will use basic constructs of directed graphs to rep-

The examples above assume some sort of absolute trusiSent tralj5|t|ve trust networks, and add some nqtatlon ele
between the agents along the transitive trust path. In real-ments which allow us to express trust networks in a struc-
ity trust is never absolute, and researchers have proposed ttured way. _ _ _
express trust as discrete verbal statements, as prolesbilit A single trust relationship can be expressed as a directed
or other continuous measures. TNA-SL assumes that trus€dge between two nodes that represent the trust source and

relationships are expressed as subjective opinions. the trust target of that edge. For example the eldg8]
means tha# trustsB.

The symbol “:” will be used to denote the transitive con-
nection of two consecutive trust edges to form a transitive

) ) ~ trust path. The trust relationships of Fig.1 is expressed as
It is common to collect advice from several sources in

order to be better informed when making decisions. This
can be modelled gzarallel trust combinationllustrated in
Fig.2, where again the indexes indicate the order in which  Let us now turn to the combination of parallel trust paths,
the trust relationships and recommendations are formed. as illustrated in Fig.2. We will use the symbel“to denote

the graph connector for this purpose. Tké Symbol visu-

ally resembles a simple graph of two parallel paths between
a pair of agents, so that it is natural to use it for this puepos

L)
x5 David i ice’ inati
Ah‘ce‘,, ” Ff% FA In short notation, Alice’s combination of the two parallel

3 Parallel Trust Combination

([A.D]) = ([A.B]:[B,D]) . 1)

Bob

fust trust paths from her to David in Fig.2 is then expressed as:
o«
fec. ‘
\@‘)g\ Just ([A.D]) = (([A.B]:[B,D]) « ([AC]:[C,D])) (2
Q) ‘[st[ o
Claire 5 Trust Graph Simplification

derived if-trust

Trust networks can have dependent paths. Subjective
logic requires trust graphs to be expressed in a canonical
form that has no dependent paths. An example of graph

Let us assume again that Alice needs to get her car ser-Slrnpllflcatlon is illustrated in Fig.3.

viced, and that she asks Bob to recommend a good car me- =) )
chanic. When Bob recommends David, Alice would like *u I:> ﬂ“ﬂ
to get a second opinion, so she asks Claire whether she
has heard about David. Intuitively, if both Bob and Claire

recommend David as a good car mechanic, Alice’s trust  Figure 3. Network simplification by removing

in David will be stronger than if she had only asked Bob. weakest path

Parallel combination of positive trust thus has the efféct o

strengthening the derived trust.

In the case where Alice receives conflicting recom-  The expression for the dependent graph on the left-hand
mended trust, e.g. trust and distrust at the same time, sheide of Fig.3 would be:

Figure 2. Parallel combination of trust paths



([A’D]): (([A’B]:[BvD])
o ([A,C]:[C,D])

o ([A,B]:[B,C]:[C,D]))

3)

The problem with Eq.(3) is that the edggs B] and
[C,D] appear twice. TNA-SL requires graphs to be ex-

Binomial opinions are expressed as = (b,d,u,a)

whereb, d, andu represent belief, disbelief and uncer-

tainty respectively, under the constraint tatl, u € [0, 1]
andb+d-+u=1. The parametex< [0,1] is called the base
rate, and is used for computing an opinion’s probability ex-
pectation value that can be determined és/ = b+ au.
More precisely,a determines how uncertainty shall con-

pressed in a form where an edge only appears once. Thigsipte {0 the probability expectation valugd). In the

will be called acanonical expressigrwhich is defined as
follows:

Definition 1 (Canonical Expression) An expression of a
trust graph in structured notation where every edge only
appears once is called canonical.

A method for canonicalisation based on network simpli-
fication was described in [6, 7]. Simplification consists of
removing the weakest, i.e. the least certain paths, uril th

network becomes a directed series-parallel graph which can

be expressed on a canonical form.
Assuming that the patfiA, B]:[B,C]:[C, D]) is the weak-
est path in the graph on the left-hand side of Fig.2 , network
simplification of the dependent graph would be to remove
the edgeB,C] from the graph, as illustrated on the right-
hand side of Fig.3. Since the simplified graph is equal to
that of Fig.2, the formal expression is the same as Eq.(2).
An alternative canonicalisation method caléstfje split-
ting will be described in Sec.7. The next section describes
subjective logic operators for analysing trust networks.

6 Trust Computation with Subjective Logic

absence of any specific evidence about a given party, the
base rate determines the default trust.

The opinion space can be mapped into the interior of an
equal-sided triangle as illustrated in Fig.4 where thedhre
parameter®, d andu determine the position of the opinion
point in the triangle, withwy = (0.7, 0.1, 0.2, 0.5) as an
example.

Uncerltainty

Example opinion:
wx=(0.7,0.1,0.2,0.5)

Probability axis

Figure 4. Opinion triangle with example

The base ratey is indicated by a point on the probabil-
ity axis, and the projector starting from the opinion post i

Subjective logic is suitable for analysing trust networks Parallel to the line that joins the uncertainty vertex anel th
because trust relationships can be expressed as subjectie2Se rate point on the probability axis. The point at which

opinions with degrees of uncertainty. TNA-SL requires
trust relationships to be expressed as beliefs, and trist ne

the projector meets the probability axis determines the ex-
pectation value of the opinion, i.e. it coincides with théo

works to be expressed as a DSPG (Directed Series-Parallgforresponding to expectation valuga).

Graph) in the form of canonical expressions.
6.1 Subjective Logic Fundamentals
Subjective logic [3] is probabilistic logic that use opin-

ions as input and output variables. Opinions explicitly ex-
press uncertainty about probability values, and can espres

degrees of ignorance about a subject matter such as trust.

An opinion is denoted by} which expresseA’s belief in
the truth of propositiorx. Alternatively, an opinion can fo-
cus on an entityX expressed arsaQ which can be interpreted
as“Party A believes that party X is honest and reliable re-
garding a specific scopeivhich can be interpreted ass
trust in X within the given scope.

The probability density over binary event spaces can be
expressed as Beta PDFs (probability density functions) de-
noted by Betda, 8) [2]. Let r ands express the number of
past observations of andx respectively, and led express
thea priori or base rate, thea and3 can be determined
as:

a=r+2a, f=s+2(1-a). 4
The following bijective mapping between the opinion
parameters and the Beta PDF parameters can be determined
analytically [3].

b=r/(r+s+2) r=2b/u
d=s/(r+s+2) s=2d/u 5
u=2/(r+s+2) 1=b+d+u )

a = base rate ok a= base rate oX



This means for example that a totally ignorant opinion wé:B. The symbol &'’ is used to designate this opera-

with u=1 anda = 0.5 is equivalent to the uniform PDF tor. The uncertainty favouring version of the transitiv-
Beta(1,1). It also means that a dogmatic opinion with- O ity operator [9] is expressed as:
is equivalent to a spike PDF with infinitesimal width and
infinite height expressed by Bdta}, dn), wheren — co. u@’B —wh® wg
Dogmatic opinions can thus be interpreted as being based
on an infinite amount of evidence. bA® = bAbE
After r observations ok ands observations ok with GAB _ pAdE (6)
S C BUC
base ratea = 0.5, thea posterioridistribution is the Beta UAB — dA £ LA + bALB
i c B T Ug T Uglc
PDF witha =r+1 andf3 = s+ 1. For example the Beta aCA:B _ ag .
PDF after observing 7 times and observing once is il-
lustrated in Fig.5, which also is equivalent to the opinion The effect of transitivity discounting in a transitive
illustrated in Fig.4 chain is that uncertainty increases, not disbelief.
s e Cumulative Fusion is equivalent to Bayesian updat-
o ing in statistics. The cumulative fusion of two possi-
— 4r T .. .. . ..
= bly conflicting opinions is an opinion that reflects both
3.l i opinions in a fair and equal way. Let? ar_w!wE bg
z A's andB'’s trust inC respectively. The opmmn@<>
s 1 is then called the fused trust betwesfl and wg, de-
'f;} noting an imaginary ageA, B)’s trust inC, as if she
& g represented botA andB. The symbol &' is used to
designate this operator. The cumulative fusion opera-
05 = = L S tor B = wf @ wf is expressed as:
Probability p
Figure 5. A posterioriBeta(8,2) after 7 observa- ué«oB _ wé@ wg

tions of x and 1 observation of X

be*® = (bug +b2ug)/ (ug + ug — uEug)
A PDF of this type expresses the uncertain probability de”® = (doug +diug) /(ug + U@ — ueug)
that a process will produce positive outcome during future U® = (ugud)/ (ug + ug — ugug)
observations. The probability expectation value of Fig.5 i aéQB = aé
E(p) =0.8. @)
where it is assumed tha§ = a8. Limits can be com-
6.2 Operators for Trust Network Analysis puted [4] forug = Ug = 0. The effect of the cumulative
fusion operator is to amplify belief and disbelief and
Subjective logic defines a number of operators[3, 8]. reduce uncertainty.

Some operators represent generalisations of binary logic

and probability calculus operators, whereas others are7 Trust Network Canonicalisation by Edge
unique to belief theory because they depend on belief own- Splitting

ership. This presentation focuses on transitivity (also
called discounting) and thieision (also called consensus)
operators that are used for trust graph analysis. The transi
tivity operator can be used to derive trust from a trust path
consisting of a chain of trust edges, and the fusion opera-
tor can be used to combine trust from parallel trust paths.
These operators are described below.

The existence of a dependent edge in a graph is recog-
nised by multiple instances of the same edge in the trust
network expression. Edge splitting is a new approach to
achieving independenttrust edges. This is achieved by spli
ting a given dependent edge into as many different edges as
there are different instances of the same edge in the trust
e Transitivity is used to compute trust along a chain of network expression. Edge splitting is achieved by spittin

trust edges. Assume two ageAtandB whereA trusts one of the nodes in the dependent edge into different nodes

B, denoted by, for the purpose of judging the trust-  so that each independent edge is connected to a different

worthiness ofC. In additionB has trust inC, denoted node.

by oog. AgentA can then derive her trust @ by dis- A general directed trust graph is based on directed trust

countingB's trust inC with A's trust inB, denoted by  edges between pairs of nodes. It is desirable not to put



any restrictions on the possible trust edges except that the  The reverse mapping of these evidence parameters into
should not be cyclic. This means that the set of possibletwo separate opinions according to Eq.(5) produces:
trust paths from a given sourcé€to a given targel can

— b
contain dependent paths. The left-hand side of Fig.6 shows by = o(b+d)+u
an example of a trust network with dependent paths. o
dy = 55—
@(b+d)+u
5 W : (12)
u‘-.-n [} Ty u U= g
c
ai=a
Figure 6. Edge splitting of trust network to Lo
produce independent paths by = %
dy = (1-¢d
The non-canonical expression for the left-hand side trust W (1-¢)(b+d)+u (13)

network of Fig.6 is: u
W2 = m=g)bra)ru
[AD]= ([AB]:[B,D])
o ([A,C]:[C,D)) (8) a=a
o ([AB]:[B,C]: [C,D])

It can be verified that; & w, = w, as expected.

In this expression the edgé#,B] and [C,D] appear When deriving trust values from the canonicalised trust
twice. Edge splitting in this example consists of splitting network of Eq.(8) we are interested in knowing its certainty
the nodeB into B, and By, and the node into C; and level as compared with a simplified network, as described

C,. This produces the right-hand side trust network in Fig.6 in [6]. ) ) ) )
with canonical expression: We are interested in the expression for the uncertainty of

wé corresponding to trust expression of Eq.(9). Since the

[AD]= ([ABy]:[B1,D]) edge splitting introduces parameters for splitting opisio
o ([A,C4] 1 [C1,D]) (9) the uncertainty will be a function of these parameters. By
o ([A,By] : [B2,Cy] : [C2, D)) using Eq.(6) the expressions for the uncertainty in thet trus

Edge splitting must be translated into opinion splitting paths of Eq.(9) can be derived as:

in order to apply subjective logic. The principle for opin- up™  =db +uf +bf ugt
ions splitting vinI be to separate the c_)p_inion on the de- UIS:C:L — dé1+uél+bélugl
pendent edge into two independent opinions that when cu- WB2C  _pA ¢B2 L gA 1A (14)
mulatively fused produce the original opinion. This can b B2a"Cy T By By

B By, C.
be called fission of opinions, and will depend on a fis- +bg,up’ + b, b U’
sion factor @ that determines the proportion of evidence By using Eq.(7) and Eq.(14), the expression for the un-

assigned to each independent opinion part. The mappingertainty in the trust network of Eq.(9) can be derived as:
of an opinionw = (b,d,u,a) to Beta evidence parameters

Betd(r, s, a) according to Eq.(5), and linear splitting into two Up = By AC AByCy
parts Betars, s1,8;) and Betdrz, s, ;) as a function of the . A:Bg;cz “9\:01“3:82:% _—— (15)
fission factorg is: Up “Up “Hip TUp © TSIy TUp CT2Up Uy TUp

By using Eq.(12), Eq.(14) and Eq.(15), the uncertainty
value of the derived trusmé according to the edge splitting
principle can be computed. This value depends on the edge
Betari,si,a1) 1§ s = %9 (10)  opinions and on the two splitting parametegsand¢f.

As an example the opinion values will be set to:

2b
r= 45

ag=a
! wh = wB = b = wl = B =(0.9,00,0.1,05) (16)
_ (1-¢2b . . -
2= Lo u) The computed trust values for the two possible simplified
g graphs are:
Betarz,,a2) 1 { s, = % (11)

(wh®wd) @ (@) =(0.8950.0,0.1050.5) (17)
ap=a whowB®wS =(0.7290.0,0.271,0.5) (18)



The uncertainty levellj when combining these two
graphs through edge splitting as a functiongdf and ¢
is shown in Fig.7

Uncertaintyu§

0.3

0.25

)
N et}
0.2 Y aas'yeV
AR A
015 | R OO

0.1

0.05

Figure 7. Uncertainty uj as a function of ¢

and ¢S

The conclusion which can be drawn from this is that the [4]

optimal value for the splitting parameters agé = ¢S =

1 because that is when the uncertainty is at its lowest. In

fact the uncertainty can be evaluatedufp= 0.105. This

of network simplification. This shows that network simpli-
fication with TNA-SL in fact does produce optimal results.
Our analysis was based on a fixed set of edge opinion
values. Because of the large number of parameters in-
volved, it is a relatively complex task to verify if our con-
clusion is valid for all possible trust edge opinion valuss,
a complete study must be the subject of future work. The
present study has given a strong indication that trust net-
work simplification produces optimal results even though
edges are removed from the trust graph.
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