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Overview of Web Spammer Detection
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Abstract: With its rising popularity, as evidenced in social networks, online shopping platforms and email systems, detection of Web
spammer has already become one of the hottest topics in the data mining field. The main challenge of Web spammer detection is how to
recognize spammer behavior patterns by examining spammer features and attributes from big dataset in order to limit the proliferation of
Internet spam and insure quality of Internet service. This paper presents an overview of Web spammer detection, along with a comparison
over the difference between traditional and burgeoning spammer detection approaches. The key techniques and evaluation methods are
classified and discussed from several aspects. At last, the prospects for future development and suggestions for possible extensions are
emphasized.

Key words: Web spammer detection; social network spammer; online shopping Websites spammer; E-mail spammer; spam bot
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Fig.3 Domain and methods of Web spammers detection
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Table 2 Different detection rate of Web spammers’ target domain

T2 A HAR AU 2% 7K A PRI ST IR 5 3008 b

CEAFN AR KA ER e W75 UM (%)
74 2012.4 R M 1 %5 BT H AT A RRAT 98.50
9] 2010.4 [IZESIRIN FET IR B RRAE 98.20
1 2008.4 Youtube 5T H AT A HEE 98.10
6 2013.2 A2} JET BT RRAE 98.00
2 2010.12 Facebook BT H AT AR 98.00
84" 2008.6  BookmarkingSys T )7 3 RERE 97.47
3 2010.7 Twitter JET G5 G R 96.40
22" 2011.11 LS BT H PR REE 95.40
79 2007.3 iges T O R 95.00

Table 3 Different detection accuracy of Web spammers’ target domain

T3 A H AR AU 2% 7K A2 I 5 PR U0 RS LX) L

SCEN fERE RERIT] ERIIEE W55 1k UK FE (%)
16 2010.7 MySpace T AT R 99.21
76 2010.4 WP A FETH AT DR 96.24
22" 2011.11 liges T H PR REFAE 93.00
25 2012.2 AR5 FETH AT WHRAE 91.00
104 2011.11 Sina+Sohu i1z FET LA R 88.79
84" 2008.6  BookmarkingSys 3T )13 R 86.11
19 2012.1 AN JETH P REE 85.10

8 (1 W 2 7K ZE AR BIE T 2 A ROM PR A R R PPN UR R DL, 1T Web 2.0 199 2% 7K 42 U0 AT 58 A A R0 2%
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