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Abstract. A key distribution scheme for dynamic conferences is a method
by which initially an (off-line) trusted server distribuies private individ-
unal pieces of information to a set of users. Later any group of users of a
given size (a dynamic conference) is able to compute a common secure
key. In this paper we study the theory and applications of such per-
fectly secure systems. In this setting, any group of ¢ users can compute
a common key by each user computing using only his private piece of
information and the identities of the other £ — 1 group users. Keys are
secure against coalitions of up to k users, that is, even if k users pool
together their pieces they cannot compute anything about a key of any
t-size conference comprised of other users.

First we consider a non-interactive model where users compute the com-
mon key without any interaction. We prove a lower bound on the size of
the user’s piece of information of ("':'_:1) times the size of the common
key. We then establish the optimality of this bound, by describing and
analyzing a scheme which ezactly meets this limitation (the construction
extends the one in [2]). Then, we consider the model where interaction is
allowed in the common key computation phase, and show a gap between
the models by exhibiting an interactive scheme in which the user’s infor-
mation is only k + ¢ — 1 times the size of the common key. We further
show various applications and useful modifications of our basic scheme,
Finally, we present its adaptation to network topologies with neighbor-
hood constraints.

1 Introduction

Key distribution is a central problem in cryptographic systems, and is a ma-
jor component of the security subsystem of distributed systems, communication
systems, and data networks. The increase in bandwidth, size, usage, and ap-
plications of such systems is likely to pose new challenges and to require novel
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ideas. A growing application area in networking is “conferencing” a group of
entities (or network locations) collaborate privately in an interactive procedure
(such as: board meeting, scientific discussion, a task-force, a classroom, or an
bulletin-board). In this work we consider perfectly-secure key distribution for
conferences. (Note that key distribution for two-party communication (session-
keys) is a special case of conferences of size two).

If users of a group (a conference) wish to communicate in a network us-
ing symmetric encryption, they must share a common key. A key distribution
scheme (denoted KDS for short) is a method to distribute initial private pieces
of information among a set of users, such that each group of a given size (or up
to a given size) can compute a common key for secure conference. This informa-
tion is generated and distributed by a trusted server which is active only at the
distribution phase.

Various key distribution schemes have been proposed so far, mainly to pairs of
users (session keys). A basic and straightforward perfectly-secure scheme (which
is useful in small systems) consists of distributing initial keys to users in such
a way that each potential group of users shares a common key. In the case of
session keys, if n is the number of users, the server has to generate n(n — 1)/2
keys and each user holds n— 1 keys, one for each possible communication. When
n gets large it becomes problematic or even impossible to manage all keys. This
is known as the n? problem. For conferences, when we allow all possible subsets
of a given size to join together (what we call the dynamic conference setting),
the number of keys becomes prohibitively large.

Given the high complexity of such a distribution mechanism, a natural step is
to trade complexity for security. We may still require that keys are perfectly se-
cure, but only with respect to an adversary controlling coalitions of a limited size.
This novel approach was initiated by Blom [2] for the case of session keys (other
related schemes are given in [10, 14]). We are motivated by Blom’s (somewhat
forgotten) pioneering work. We consider key-distribution for dynamic confer-
ences and study the theory and applications of such systems. Our scheme has
two parameters: ¢, the size of the conference (group), and k, the size of adversary
coalitions. Another characteristic of such schemes is whether they are interactive
(users discuss during common-key establishment phase) or non-interactive.

1.1 The results

We give a precise model of our setting and then we analyze and design perfectly-
secure key distribution schemes for dynamic conferences. We show the following:

1. Lower bound: We consider the non-interactive model and prove that the size
of the piece of a user’s information is at least (k’t":zl) times the size of the
common key.

2. Matching upper bound: We propose a concrete scheme and show that it indeed
gives pieces of this size, thus establishing the optimality of the bound.

3. Gap: We compare the interactive to the non-interactive settings. We show an
interactive scheme where the user’s information is only k +t — 1 times the
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size of the common key, proving a separation between the interactive and
the non-interactive cases.

4. Constrained Conferencing: In Section 7 we present modifications of the schemes
to systems in which conferences are generated according to neighborhood
constraints (of the network communication graph).

5. Applications: We then extend the ideas to show numerous applications and
uses of the scheme, such as: hierarchical key distribution schemes, asymmet-
ric user-population, access-control validation, partial key revocation, etc.

Our analysis applies information-theory and its basic notions of entropy and
mutual information, as well as their conditional versions. In Section 2 we review
these notions and present basic equations to be used in the analysis.

1.2 Related work

The two common approaches to key distribution, taken in order to reduce the
inherent complexity of the basic straightforward scheme are schemes based on
public-key cryptography [5] or on an authentication server [19]. Numerous sug-
gestions for key distribution schemes based on computational assumptions are
known, as well as a number of suggestions for conference keys. We note that
“Merkle’s puzzles” [17] is also a pioneering key generation scheme which is com-
putational, for a seemingly negative result concerning such methods see [11].
The interactive model is related to (but different from) the recent models basing
perfectly-secure common key generation on an initial card deal [6, 7]. Blom’s
innovative method (and thus our setting) is a key distribution which is ID-based
that predated the formal definition of this notion by Shamir [21]; his technical
tool was MDS linear codes. Later, Matsumoto and Imai [16] extended the work
of [2] to general symmetric functions, and systematically defined key distribution
schemes based on such general function; our schemé can actually be viewed as
a special case of their general system. (Another related recent work is in [23]).
Fiat and Naor have suggested recently a key distribution scheme which is not al-
gebraic, and Alon has given a lower bound for their scheme [18]. Remark: finally
we note that various suggestions for computational key distribution in different
settings (e.g., [15, 20, 25, 24, 8]) and conferencing (e.g., [12, 3, 22]) have appeared
in the last years, (mainly in the Crypto and Eurocrypt conferences proceedings
series).

Organization: In Section 2 we recall the definition of the entropy and some
of its property. In Section 3 we formally describe the model of a KDS in terms
of the entropy. In Section 4 we prove the lower bound on the entropy of each
user in a k-secure t-conference KDS. In Section 5 we then describe and analyze
the actual schemes for k-secure t-conference KDS. In Section 6 we show how
interaction can be used to dramatically decrease the amount of information
held by each user. In Section 7 we present another result: a protocol to realize
a conference KDS when not all of pairs of users are able to communicate. In
Section 8 we present applications, in particular the scheme can be combined with
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authentication procedures, as the ID of the owner and other meaning attached
to a key owner can be naturally supported by such a system.

2 Background

In this part we review the information theoretic concepts we are going to use.
For a complete treatment of the subject the reader is advised to consult [4] and
(9.

Given a probability distribution {p(z)}..x on a set X, we define the entropy
of X, H(X), as

H(X) = - Y p(z)logp(z)".
zeX

The entropy H(X) is a measure of the average information content of the ele-
ments in X or, equivalently, a measure of the average uncertainty one has about
which element of the set X has been chosen when the choices of the elements
from X are made according to the probability distribution {p(z)}scx. It is well
known that H(X) is a good approximation to the average number of bits needed
to faithfully represent the elements of X. The following property of H(X) can
somehow illustrate the soundness of our first claim:

0 < H(X) < log|X], (1)

where H(X) = 0 if and only if there exists g € X such that p(zo) = 1;
H(X) = log|X]| if and only if p(z) = 1/|X|,Vz € X.

Given two sets X and Y and a joint probability distribution {p(z,¥)}zex,yey
on their cartesian product, the conditional entropy H(X|Y), also called the
equivocation of X given Y, is defined as

H(X|Y)= =) p(v)p(«ly) log p(z|y).

yeY zeX

The conditional entropy can be written as H(X|Y) = ), . p(y)H(X|Y = y)
where H(X|Y =y) = - . x P(z|y) log p(x|y) can be interpreted as the average
uncertainty one has about which element of X has been chosen when the choices
are made according to the probability distribution p(z|y),,x, that is, when it
is known that the value chosen ;jfrom the set Y is y. From the definition of
conditional entropy it is easy to see that

H(X|Y) > 0. (2)

If we have n + 1 sets X1,...,Xn,Y the entropy of X;... X, given ¥ can be
written as

2 All logarithms in this paper are of base 2
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The mutual information betwéen X and Y is defined by
I(X;Y) = H(X) - H(X]Y) (4
and enjoys the following properties:
I(X;Y) = I(Y; X), (5)
and I(X;Y) > 0, from which one gets |
H(X) > H(X|Y) (6)

with equality if and only if X and Y are independent. Given sets X,Y,Z and a
joint probability distribution on their cartesian product, the conditional mutual
information between X and Y given Z can be written as

I(X;Y|2)=H(X|2)- HX|Z Y). (7)
Since a property of the conditional mutual information is I(X;Y|Z) > 0 we get
H(X|2) > H(X|Z Y). (8)

3 The Model

In this section we present the key distribution problem and model. A key distri-
bution scheme (indicated by KDS for short) distributes some information among
a set of users, so that any ¢ of them can join and generate a secure key. We as-
sume a trusted off-line server active only at initiation (unlike an on-line server
approach put forth in [19] which we call server-based KDS). We say the system
is k-secure if any k users, pooling together their pieces, have no information on
keys they should not know. These schemes can be further classified into two cat-
egories: interactive (where users are engaged in a protocol, prior to usage of the
common key), and non-interactive where keys are generated privately by the in-
dividuals. Next, we formally define non-interactive key. distribution schemes. Our
definition of security is based on the notion of entropy and is thus unconditional.

Let U = {Uy,...,Uy} be a set of users. The algorithm used by the server to
generate the pieces of information, that will be distributed to the users, is ran-
domized. The server generates the vector (ui, u2, .. ., u,) according to some prob-
ability distribution on the cartesian product Uy x - - - x U, . The piece u; denotes
the information given by the server to user U;. In order to simplify notation we
denote by U; both the user U; and the random variable induced by the value w;,
and by S, . we denote both the set of common keys among users Us,, ..., U;,
and the random variable induced by these common keys. Each user Ui; can de-
terministically compute, on input only U and #1,..., 8 -1, 541, - - - bty hls com-
mon keys s, , ., for all permutations & {il,iz,.. B} — {z’l,iz, .,z',},
to be used with users U;,,...,U;;_,,U;,,,,- .-, Us,. Each common key 8 iy is
generated according to a probability distributlon {p(s,i M psiss induced by
the fact that each user calculates deterministically the common key by using the
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initial information received ;from the server, which has been generated by a ran-
domized algorithm. The probability p(s, . ) denotes the a prior: probability
that the common key among users U;,,...,U;, is 8 omie
The maximum value that the security parameter k can take in any t-conference
KDS for n users is n — ¢ since any adversary coalition can contain at most n — ¢
users. Formally we define a k-secure ¢-conference key distribution scheme for n

users as follows.

Definition 3.1 Let U be a set of users 7a'nd,lct k, k< [U|—t, be an integer. A
non-interactive key distribution scheme for'll is k-secure if

1. Each t-uple of users can non-interactively compule the common key.
For all U,,..., Ui, €U, it holds p(s; .l )=---=p(s, . |4)=1

2. Any group of k users have no information on a key they should not know.
For all Uy,,...,U;,, U, ,...,U, € U such that ji,...,jk ¢ {ir,..., 2}, it
holds
pls,, i, e w,) = pls,,)-

Property 1. means that given the value held by the user U;,, [ =1,2,...,¢, a
unique value of the common key exists. Property 2. states that the probability
that the common key among users U;,,...,U;, is s, . given the information
held by users U, ,...,U, 1s equal to the a prior: probability that the common
key is s, .. This means that random variables and U x---x U,

..... 1 Sy 5.ty

are statistically independent, so the values u; ,...,u, reveal no information on
the common key s, . . By using the entropy function it is possible to give an

equivalent definition of a k-secure non-interactive ¢-conference KDS.

Definition 3.2 Let U = {Uy,...,Un} be a set of users and let k, k < n — ¢,
be an integer. A non-interactive t-conference key distribution scheme for U 1is
k-secure if

1. Facht users can non-interactively compute the common key.
For all different ;,...,%, € {1,2,...,n}, H(S,  |U,)=---=H(S, . IU,)=
0.

2. Any group of k users have no information on a key they should not-know.

Forallusers U, ,...,U, suchthatji,...,jk ¢{ir, .. &}, H(S IV, ..U, )=

H(S,, )
Notice that H(S . |U, ) =---=H(S ,IU,)=0,forall different i,... i1 €
{1,2,...,n}, means that each set of values held by the user U, ,1=1,2,...,t, cor-
responds to a unique value of the common key. In fact, by definition, H(S, _, |U, )=
0 is equivalent to the fact that for all u, € U, w1th p(y,) >0, a umque value
8. €S, . suchthatp(s . |y ) = 1 exists. Moreover H(S, G, ..U )=
( ie) is equivalent to saying “that Sy and U x o x U are statlstically

mdependent, ie,forall (u,...,u, ) €U x -xU, "we have p(‘si ety ) =

P(s.'l,...,i, )-

’]k
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Property 1’. in Definition 3.2 states that any ¢ users can compute the same
common key. Actually, each user U; can calculate ¢! keys for the same con-
ference. Property 1’. does not say anything on the relationship among these
t! keys: all t! keys could be equal so one key uniquely determines the other
~ keys, that is H(S,, )  .i01S,.....) = 0, for all permutation o : {i,2,..., 8} —
{41,42,...,18}; or the keys could be all different and given one key we do not know

anything on the other keys, that is H(S,(',l)wc(‘.t)I.S;l,_._,..‘) = H(S,,). o60)
Our lower bounds are valid in both cases, since they are based only on Property
1’/ and 2’.. On the other hand, in this paper all schemes that realize k-secure
t-conference KDS are symmetric, that is schemes in which the common key
is symmetric: s for all permutations o : {iy,d2,...,3:} —
{il,iZ)""it}'
Definition 3.2 does not say anything on the entropies of random variables
and S, . For example, we could have either H(S, . )> H(.S'_.,l,_",i,)

t

1 1 .
o) S H(S, ). Our results apply for the general case of arbitrary
1000y

pertt 7 Brlig)sena(ie)

St
or H(S,

Y

entropies on keys, but for clarity we often state our results for the simpler case

that all entropies on keys are equal, i.e. H(S,  .)= H(S, ) for all t-uples
17N

of users (U;,,...,U;,) and (U, ... Uy ), and we denote this entropy by H(S).

The next simple lemma proves that if a t-conference KDS is k-secure then it
is k'-secure for all integers k' < k.

Lemma 3.1 LetU = {Uy,...,U,} be a set of users and let k, k < n—t, be an
integer. In any k-sccure key distribution scheme for U, for any integer k' < k it

holds
H(S.

1,00

IUﬁ []Jkl)zH(‘S:l """ "f)'

For all users Lfil,...,U U

PERLTE I

.,U}k, such that j1,..., 7% & {31,...,%t}.

Proof : From 2’. of Definition 3.2 we have H(S;l,“_,,.')\= H(S, ..U

U )
From (8), one gets :

e -U)

H(S,

.'1,...,.',|

U

U ) S H(S, LG

—

Thus, H(S, ..., U U, )=H(S,, . .,) 0

17T

From Lemma 3.1 one has that Property 2’. can be equivalently written as

2". Any group of k' < k users have no information on a key they should not

know.

For all users U..l,...,U..‘,U;.l,...,UJ.k, such that jy,..., 7k € {é1,..., %}, it
holds :

H(Sl,u.,.“ IUh - ‘U_;‘k,) = H(Sq ..... .',)-
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4 Lower Bound: Conference Key Distribution

RN

In this section we prove a lower bound on the size of user’s information for a
k-secure ¢-conference KDS. Let U, ...U, be t users and let A = {71,-..,73t} be
a set of t indices. With S, we denote both the set of common keys among the
users U, ...U, and the random variable induced by these common keys, and

with U, we denote both the set of users {U, ,...,U, } and the random variable
induced by the value y,_,...,u,.

In a k-secure t-conference KDS the knowledge of k keys does not convey any
information on another key. This is formalized by next lemma.

Lemma 4.1 Letd = {U,,...,U,} be a set of n users and letr and k, k < n—t,
be integers. Let X,Yy,...,Y,,Z be subsets of {1,2,...,n} such that |Z| = &k,
ZNX=0,ZnY; #0and | X|=|Y;|=t, fori=1,...,r. Then, in any k-secure
t-conference key distribution scheme for U

H(SXIS}’I 8, ) = H(S, )

Proof : From (6) we have H(S;) > H(5|S,, ---5,, ). To prove the lemma it is
enough to prove that H(S,|S,, ...S,,) > H (S, ) Note that Z N X = 0.

First note that the conditional mutual information between S, and §, ...S,
given U, is

IS, ..., ;S|U;)=H(S, --- 8. |U;) — H(S,, ---&,|U;S) (from (7))
< H(S, ... 5, |0;) (from (2))

r
<Y H(S,1U;) (from (3) and (8))
< ([)z(lfrorn (8) and 1'. of Deﬁn{tvion 3.2)
Since the mutual information is non-negative we have
IS, -8, i %I) =
From (5) it follows I(Sy ;S ...S, |U;) = I(S,, ...S,, ;S¢|U;) and thus
H(S,|U;) = H(S, U, ... ). ®
Finally, one gets

H(S,IS, ---8,) > H(S|U, S, - -5,) (from (6))
= H(S5|U;) (from (9))
= H(S, ) (from 2'. of Definition 3.2)

which proves the lemma. 0
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We assume that all keys have the same entropy,i.e. H(S, . )= H(S) forall
different 7, ..., j:. Next theorem states a lower bound on the size of information
held by each user.

Theorem 4.1 Let U be a set of n users and let k, k < n — 1, be an integer.
In any k-secure t-conference key distribution scheme, the entropy H(U;) of each
user U; satisfies

nwoz (1171 Hes)

Proof : Consider the set of indices I = {j,...,4,,_, } and an index ¢ such that

igI Letm = (k't":zl) —1. Construct A, By, ..., By, C as follows. Set C is equal

to C = {3,.- >4} set Aisequal to A = {4,5,,,.-,44._, ), and, finally, set
B;, for I = 1,...,m is constructed taking the element i along with any (¢ — 1)
elements from the set I, with the exception of {5 ,,..., 4., }, that is,

Bf € {{iyzla' "th-l}lxli ey Bt—1 c I’ {xl)- . "xt—l} # {jk.{.l)‘ . '1J;e+1—l}}'

)

We have

H(U,) = H(SBI .. ‘SBmSA) — H(SBI .. 'SBmSAIUi) + .F.'I'(U,'I.S\'B1 .. ‘SB,,.SA)
(from (4) and (5))

> H(S, -5, 50) = D H(S,, WU:) — H(S,IU) + HUIS;, - -5, 5)
=1 .

s (from (3) and (8))
=H(S,, -5, 5)+ HUilS, - =%, S,) (from 1. of Definition 3.2)
> H(S, .5, S,) (from (2))
= H(S,)+ H(S,185,) + -+ H(S |5, -5 _) +H(S|S, ---56,,)
(from (3))

Sets Z7 = A, X = C,Y; = By for I = 1,...,m satisfy the hypothesis of
Lemma 4.1. Thus we have H(S,|S; ...5;,,) = H(S,). Moreover, for each h,
1<h<m,sets X =By, Z=I\BpandY; = B;,forl=1,...,h—1, satisfy
the hypothesis of Lemma 4.1. Thus, H(S,, |5, .- S, _,) = H(S,, ) and,

H(Ui) 2 H(Ssl)+H(SBg)+”'+H(SB,,.)+H(SA)
= (m+ DH(S)

- (" jﬁ N 1) H(S)

Hence the theorem follows. 0
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A particular case of Theorem 4.1 is when ¢ = 2 and k¥ = n — 2. In this case
the key of a pair of users cannot be computed (even one of its bits cannot be
computed) by an adversary coalition of the other n — 2 users. Each user holds
at least » — 1 pieces of information of size equal to the size of the common key.
The total number of pieces of information held by all users is at least n(n ~ 1)
This is the well know problem of n? keys. The bound H(U;) > (*I*1)H(S) is
achieved by the protocol we next propose.

5 Protocols for Key Distribution

In this section we design and analyze protocols for k-secure t-conference key
distribution which are applicable to hierarchical KDS as well (as will be later
explained). The scheme we propose whefrapplied to 2-party KDS is a particular
case of the Blom’s scheme [2] based pn MDS linear codes, and, in particular
based on polynomials.

Blom’s protocol for a k-secure (2-conference) KDS for n users is as following.
Let G be a (publicly known) generator matrix of a (n,k + 1) MDS linear code
over GF(q) (see [13] for definitions and analysis of such codes) and let D be
a secret random matrix with elements in GF'(q). From the matrices G and D,
construct a n X n symmetric matrix K whose entries will be the users’ keys. The
matrix K is equal to K = (DG)TG. The information given to user U; consists
of the row i of (DG)T. If user U; wants to communicate with user U; then he
computes the inner product of the held vector with the column j of G and he
obtains the common key s; ; = K(4, j). ¢

We propose the following protocol (to be extendible to various other ap-
plications in the sequel) for a k-secure t-conference KDS. Let P(zy,...,z:)
be a symmetric polynomial in ¢ variables of degree k with coefficients over
GF(q), ¢ > n, that is, P(zi,...,2;) = P(2,(1),- -, %o(:)) for all permutations
o:{1,2,...,t} —{1,2,...,t}. To each user U; the server gives the polynomial
fi(zg,...,2) = P(i,z,...,2;), that is the polynomial obtained by evaluating
P(zy,...,z¢) at £y = 4. Ifusers U, , ..., U, want to set up a conference key then
each user U, evaluates f, (z2,...,2:) at (z2,..., %) = (]1, ey Jim1y Jidls e s J)-
The conference key 1s equal to s5,,.. 4, = P(]l, .y Je)-

As we mentioned above, when ¢ = 2 our scheme is a particular case of Blom’s
scheme. Indeed, the generator matrix &G of the MDS code is constructed by
setting the entry G(3, ) to 7*~!.

Theorem 5.1 In the scheme based on symmetric polynomial, if all coefficients
of the symmetric polynomial in t variables of degree k are uniformly chosen in
GF(q), then the t-conference key distribution scheme is k-secure, and optimal.

The scheme proposed meets the bound provided by Theorem 4.1, when all co-

efficients are uniformly chosen. Indeed, in a symmetric polynomial P(z;,...,z,)
the coefficient g, , isequaltoa,, _. ., forall permutationse : {i1,iz,...,i;} —
{iy,12,...,% }. Thus, the number of coefficients of a symmetric polynomial in r

variables of degree k is equal to the number of possible ways of choosing with
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repetitions r elements (corresponding to indices 4y,...,%,) from a set of k£ + 1
elements (each i; can assume k + 1 values). This is equal to (k"")

6 Non-Interactive versus Interactive Schemes

In Section 4 we proved that in a non-interactive k-secure t-conference KDS, for
each user U; it holds H(U;) > (*¥:71) H(S). In this section we prove that if we
allow interaction among users (not with the server!) to set up a common key,
then the lower bound can be beaten!

The idea of the protocol is the following. We construct a non-interactive
(k +t — 2)-secure 2-conference KDS using the protocol in [2]. Given a group of ¢
users that want to compute a conference key, the user with the largest identity
in the group chooses as conference key a random value in GF(g¢). Then he sends
this value to the other ¢ — 1 users by using the (k + ¢ — 2)-secure 2-conference
KDS. More formally the protocol for users Uy, ...U,, is the following (based on
the scheme presented above).

1. The server chooses a symmetric polynomial P(z, y) of degree k+1 — 2, with
coefficients over GF(g), ¢ > n, by randomly choosing its coefficients.
2. To each user U; the server gives the polynomial f(y) = P(s,y), that is the
polynomial obtained by evaluating P(z,y) at = i.
3. If users U;,,...,U;,, where iy < i3 < -+- < i;, want to set up a conference
key, then:
3.1 User U, randomly chooses a secret key s in GF(g).
3.2 User U, evaluates the polynomial f (y) at y = i;, for | =
1,...,t—1, and, then, he computes tempora.ry keys s, . = £, (&)
(whxch is equal to P(is,%)).
3.3 User U, sends to user U, thevalueay = 5, ; ®s,forl=1,...,1-
1, where ® is the bitwise xor.
34 Forl=1,...,t-1
User U, , ﬁrst computes 5, . = s, ,, = f, (i) (which is equal to
P(ij, i) = P(it, 4)). Then, U, computes s by taking the bitwise

xor between g, , and the value a; received by U,, .

The above protocol is k-secure, since the KDS that is established at steps 1
and 2 is (k +t — 2)-secure.

In the above protocol only k41 — 1 elements of GF(g) are distributed by the
server and kept by each user.

This, proves a-separation between the interactive and the non-interactive case
for information-theoretically key distribution schemes for dynamic conferences.

A
P ~

7 /)
7 Ceonference Key Distribution and Communication
Graph

In a non-interactive 2-conference KDS for n users each pair of users is able
to compute a common key. It can be the case that some pairs of users will
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never need to compute a common key. This situation can arise when a computer
network has a topology which is not the complete graph; here each computer
takes the place of a user in a KDS, and two computers can communicate if
and only if there is a link between them. As an example, consider a ring of n
computers R = {Cy,Cl1,...,Cn-1}: computer C; can communicate with only
two computers, C;_; and Cj4; (arithmetic on indices is modulo n) so it will
never need to compute a common key with Cj4,.

In this section we analyze this situation.

Let # = {Uiy,...,U,} be a set of users. A communication structure C is a
subset of i X Y. The communication structure contains all pairs of users for
which the server has to provide a common key. A convenient way to represent a
communication structure is by a graph G, in which each vertex U; corresponds
to user U;, and there is an edge (U;, U;) if and only if (U;, U;) € C. We call the
graph associated to a communication structure the communication graph.

Definition 3.2 can be extended to a key distribution scheme for any commu-
nication structure C, as follows.

Definition 7.1 Let U = {U1,...,Un} be a set of users, let k < n—2, be an
integer, and let C CU x U be a communication structure. A non-interactive key
distribution scheme for C is k-secure if

1. Each pasr of users in C can non-interactively compute the common key.
For all (U;,U;) € C, H(S; ;|U;) = H(Si;]U;) = 0. ]

2. Any group of k users have no information on a key they should not know.
Forall;lsers Us,U;,U,,...,U, suchthati,jé {i,...,&}, H(S;;|U, ..U, )=
H(Si;).

Now, we describe a k-secure (2-conference) KDS for a communication struc-
ture C. First, we do not take into account the communication structure and
construct a k-secure KDS for all users as if each pair has to compute a common
key. User U; could receive more information than needed. If the degree of vertex
U; in the communication graph is less than k, then the piece of information given
to U; could consist of only the actual keys he needs for communicating.

Below we describe a non-interactive k-secure key distribution scheme for a
communication structure C. In the following, deg(U;) denotes the cardinality -of
the set {UjI(Ug, Uj) € C} e

1. The server chooses a symmetric polynomial P(z,y) of degree k with coeffi-
cients over GF(g), ¢ > n, by randomly choosing its coefficients.
2. To each user U;, the server gives the following pieces of information:
2.1 If deg(U;) > k then the server gives to user U; the polynomial
fily) = P(s,y), that is the polynomial obtained by evaluating
P(z,y) at z = 1.
2.2 Ifdeg(U;) <kandl,,...,U,_,where m = deg(U;), are the adja-
cent vertices of U; in the communication graph G, then the server
gives to user U; the pieces oj = P(i,%;), where j =1,...,m.
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This protocol is k-secure. The proof is analogous to the proof of Theorem 5.1.

Theorém 7.1 The above described non-interactive key distribution scheme for
a commaunication structure C is k-secure.

It is easy to see that in previous protocol each user U; receives min{k +
1,deg(u;)} pieces of information, that is the size of the information he has is
mm{k +1, deg(u,)} the size of the common key. The following theorem proves
that the protocol is optimal with respect to the size of the information held

by each user. In the following theorem we suppose that all keys have the same
entropy, i.e. H(S; ;) = H(S) for all i and j.

Theorem 7.2 Let U = {Uy,...,U,} be a set of users, let k, k < n— 2, be
an integer, and let G be a communication graph on U. In any k-secure key
distribution scheme for G, the eniropy H(U;) of each user U; satisfies

H(U;) 2 p- H(S),
where pp = min{k + 1, deg(u;)}.

Proof : Let-(U;, U;,), ... ,(Us, U;, ) be elements of the communication structure
described by graph G. That is, the server has to provide a common key for such
pairs of users. Then, one has

HU;)=H(S,, ---8, ) H(S,, .- .S,; V) +HUS ;, .--S,,)
(from (4) and (5))
> H(S,, .--5,;)— ZH(S,J,IU,)+H(U.|”l...S}’j“) (from (3) and (8))

=1
=H(S,; ... _.,J-H) -E-H(U.I.S:,jl .+.8.,;,) (from 1. of Definition 7.1)
2 H(S, . ;) (from (2))
= H( .,,)+H( 1S )+ H(S 18, -8, ,) (from (3))
= H(S,; )+ H(S,,)+ -+ H(S, ) (from Lemma 4.1)
= uH(S) i

Analogously to KDSs, in t-conference KDS we can consider the case when not
all the ¢-tuples of users need to set up a common key. Let & = {Uy,...,U,} be a
set of users. A t-communication structure C; is a subset of {*. The communication
structure contains all t-tuple of users for which the protocol has to provide
a confereqce key. A convenient way to represent a i-communication structure
is by an hypergraph H in which each vertex U; corresponds to user U;, and
there is a hyperedge (U, ,...,U,)) if and only if (U,_,...,U,) € C;. We will call
the hypergraph associated with a t-communication structure the communication
hypergraph. Definition 7.1, the previously described protocol, and Theorem 7.2
can be extended to a key distribution scheme for any t-communication structure

C:.
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8 Applications: Authentication and Master Keys

The polynomial-based scheme proposed applies to settings where a limited coali-
tion of up to a certain security parameter k of adversaries are expected. A basic
application is a secure conference key generation. The setting is ideal for the
case of a master key generation (to derive further temporal keys), or authentica-
tion of conference members based on conventional cryptosystems using the key
in authentication protocols (such as the ones described in [1]) and without the
need of going to an on-line server (as in [19]). For authentication applications
it has a necessary and elegant feature as it connects the IDs of parties to the
authentication master key (an ID-based authentication method). Further, addi-
tional authenticating information can be attached (as explained in the following
sub-sections). The advantage of the system ;from operational point of view is
the disposal of the necessity to contact an on-line remote server, the alternative
cost is, naturally, the on-line key computation (evaluation) cost, (this can be
somewhat reduced if keys are cached).

8.1 Mixed User‘ Groups

It may be desired to have an asymmetric protocol where the two parties should
not be considered equal. For example, one party is a server, and the other a client
(e.g., a server-user model). The protocol, in this case, will not only authenticate
the name of the user (say), but also the fact that it is an entity with a status of
user (rather than a server); users will not be able to claim to be servers, In this
case we can modify the scheme to use asymmetric polynomials. This asymmetric
scheme can be used to define status (type) of users in various security domains.

8.2 Two-level hierarchical polynomial

Another use for the scheme is for a hierarchical transfer of trust. This can be
done either in the symmetric or in the asymmetric polynomial methods. Let us
demonstrate here a two level hierarchy of authority servers (domains) and users.
The system’s polynomial has four (sets of) variables Q(z,y, z,w). Q(z,y,-,-) =
Qy,z,-,-) and Q(-,-, z,w) = Q(:,-,w, z). The first half of variables are to be
evaluated under the servers’ names and the later half to be evaluated under
the users’ names. This gives an identification of both the user and its domain
(server) in an authentication process. This can be extended to a few levels.

the symmetric polynomial

¢

8.3 Uses for internetworking

In an inter-enterprise environment, using the above method — an organization
(company) can issue permits (authentication polynomials) to its own employees,
without knowing the main polynomial. Whenever an employee of this company
uses the network, it is clear that he indeed has received its authorization ;/from
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that company (since he must send C, otherwise he will not be able to authen-
ticate itself). Moreover, if it is desired to revoke the permit of this company, it
is not necessary to revoke the permit of each of its employees separately, rather
revoke the server’s authorization and eliminate the right to its users.

8.4 Additional control variables

A multi-variate polynomial may have additional uses. Additional meanings can
be assigned to a few additional variables, for example:
(/‘

— Time-stamp: The polynomial can be evaluated at a specific date by the
distributor. The entity using it will have to specify the date it received it
(otherwise it will not be able to generate to authentication key). Thus ,
validity and expiration can easily be decided.

— Group membership: Members of a specific group will be given private poly-
nomials evaluated also under the name of the group (while others will be
given the polynomial evaluated under the names of other groups).

— Permission to access a certain resource for access-control mechanism can be
embedded in the private polynomial computation.

To conclude, we have modeled, analyzed, and designed dynamic optimal con-
ference key distribution schemes, presented the advantage of interaction in this

setting, and presented modifications and essential applications.
t
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