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Summary
Information can easily be acquired over the Internet, as we
know it today. Some are meant to be visible, while others are

considered to be sensitive and meant to be secretive. This however,

brings about the basic problem of susceptibility to abuse if
mistreated. Thus, the proprietor would want sensitive data to
remain sensitive and confidential. In order to do this, the data has
to be secured.

In this study, the security measure that has been selected is
encryption. We have proposed a Web programming language to
be analyzed with four Web browsers in term of their performances
to process the encryption of the programming language’s script
with the Web browsers.

Firstly, we introduce one of the encryption techniques that
can be applied, which is the eXclusive OR (XOR) operation, and
how the text data are converted into hexadecimals. This is
followed by conducting tests simulation in order to obtain the
best encryption algorithm versus Web browser. The results of the
analysis are presented in the form of graphs. We finally conclude
on the findings that different algorithms perform differently to
different Web browsers. Hence, we now determine which
algorithm works best and most compatible with which Web
browser.
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1. Introduction

There are various security measures that can be
imposed in order to secure the information stored. As more
and more technologies evolve, an irresponsible person
may try to find a way to excavate any loopholes within the
system in order to penetrate into the heart of its
weaknesses. This is due to the fact that human-made
designs can also be broken by another human. Thus, over
time security measures must constantly be reviewed and
strengthened in order to combat hackers or culprits hot on
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the heels of system developers who are also using high
technologies.

One of the means to secure the data is to apply a
secret code of encryption. By having it encrypted, the
sender can pass the data to the receiver and only the
receiver or authorized personnel can have access to the
data provided they have been given a key by the sender to
decrypt it in order for them to view the information. On
the other hand, without having the right key, nobody is
able to read the data received or stored. Even if hackers or
unauthorized person managed to intercept or steal the data,
it would be futile because the text looks ridiculous to
them.

Encryption consists of various types known as
algorithms and they have been developed or written by
different people. Since many people developed them, there
are pros and cons that we need to consider. Further more,
the language of the algorithms can also be developed or
written in many forms i.e. in different programming
languages.

2. Conceptual Framework

In this study, we have proposed only one Web
programming language script to be analyzed with four
Web browsers in order to determine which type of
algorithm is suitable to which type of Web browser in
terms of their performance and compatibility.

Active Server Pages (ASP), has been selected and five
different types of encryption algorithms have been chosen
to be analyzed to observe their performance. The
encryption algorithms selected are Blowfish, International
Data Encryption Algorithm (IDEA), Advanced Encryption
Standard (AES), Tiny Encryption Algorithm (TEA) and
Twofish. These encryption algorithms are known to be
able to support 128-bit key size [1]. Furthermore, the five
types will be co-analyzed with the four selected Web
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browsers that are able to process its scripts effectively and
in an efficient manner.

There are quite a number of Web browsers that are
available in the market, but these four are known to be
among the top and most popular. They are Internet
Explorer, Mozilla Firefox, Opera and Netscape Navigator
[2]. From analysis, we hope to find out the most
impeccable Web browsers that can match in the best
possible way with the encryption algorithms for ASP
scripts.

3. Methodology

Before implementing an encryption algorithm, we
need to understand the principle behind the encryption i.e.
to secure data held within a message or file and to ensure
that the data is unreadable to others. The unencrypted
message or file is often referred to as Plaintext, and the
encrypted message or file is referred as Ciphertext. In
encryption, it consists of key length in number of bits. A
key is a long sequence of bits used by encryption
algorithms. Thus, the length of the key determines the
probabilities if one ought to figure it out all its possible
key values.

The commencement of the encryption process begins
after the authorization to use the system has been obtained,
only then that the information inputted be submitted. In
order not to be intercepted by culprits along the way, the
text must first be encrypted prior to storage using the
encryption secret codes along with its key known only to
the sender and the receiver. For the receiver to be able to
read it, the data has to be decrypted simply by reversing
the process using the given key.

4. Encryption Technique

The simplest method of encryption is by considering a
text contain in a single line of text. It is shown as follows:

UniMAP

Based from the ASCII Table and Description [3], the
above text consists of six characters ie. U ni M A P
would be stored as the following series of bytes that have
been converted into hexadecimals: -

Character

55 | 6E | 69 | 4D | 41 | 50 Hexadecimal

Let us say, we would want to encrypt the text
“UniMAP”’ using the following key (or password): -

Perlis

This key (or password) also consists of six characters
i.e.P er | is wouldactually be stored in the following
series of bytes, which also have been converted into
hexadecimals: -

Character

50 | 65| 72| 6C | 69 | 73 Hexadecimal

We could encrypt the text “UniMAP”” by applying say,
an XOR function. If both data (Input A) and key (Input B)
individual bits are the same, then the output (Output X) of
the function is a zero and vice versa. The truth table
adopted from [4] is shown in Table 1.

Table 1: XOR Function in Truth Table

Input A | InputB | Output X
0 0 0
0 1 1
1 0 1
1 1 0

The truth table can also be written as x XOR vy (also
written as x +y, X @y, or x # y) with the following formula

[5]: -
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True(T) = True(T) = False(F)
True (T) = False(F) = True(T)
False(F) = True(T) = True(T)
False(F) = False(F) = False(F)

Hence, x # y using the formula above is as follows [5]: -

X Yy #*
T T F
T F T
F T T
F F F

Now, we can use the XOR function to encrypt the text
“UniMAP”, thus using the key (or password) “Perlis”,
where U encrypt using P; n encrypt using e; i encrypt
using r; M encrypt using I; A encrypt using I; and P
encrypt using s. It is shown below: -

LELLLE

The output of the encryption and its key for characters
U and P respectively is shown in Table 2.

Table 2: Encrypt U Using P-Key

(e}
2
5]
E3
g
S

128 64 32 16 8 4 2 1 Dec Hx

The output of the encryption and its key for characters
n and e respectively is shown in Table 3.

Table 3: Encrypt n Using e-Key

Char Hx Dec 128 64 32 16 8 4 2 1 Dec Hx
N 6E 110 = 0 1 1 0 1 1 1 0
e 65 101 = 0 1 1 0 0 1 0 1

0 0 0 0\1 0 1 1 =

The output of the encryption and its key for characters
i and r respectively is shown in Table 4.

Table 4: Encrypt i Using r-Key

Char Hx Dec 128 64 32 16 8 4 2 1 Dec Hx
i 69 105 = 0 1 1 0 1 0 0 1
r 72 114 = 0 1 1 1 0 0 1 0

0 0 0 1\1 0 1 1 = 27

The output of the encryption and its key for characters
M and | respectively is shown in Table 5.

Table 5: Encrypt M Using I-Key

Char Hx Dec 128 64 32 16 8 4 2 1 Dec Hx
M 4D = 0 1 0 0 1 1 0 1
| 6C 108 = 0 1 1 0 1 1 0 0

)
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The output of the encryption and its key for characters
A and i respectively is shown in Table 6.

Table 6: Encrypt A Using i-Key

(@]
o
5]
53
g
3

128 64 32 16 8 4 2 1

=}
B
S
T
3

I

The output of the encryption and its key for characters
P and s respectively is shown in Table 7.

Table 7: Encrypt P Using s-Key

(o}
92
8
53
g
S

128 64 32 16 8 4 2 1 Dec Hx

I

Therefore, our encrypted text would result with the
following set of numbers compose of Table 2 — Table 7 in
boxes under the column Hx (Hexadecimal): -

B

5. Performance Analysis

In order to verify which of the five encryption
algorithms perform better to the four Web browsers
mentioned earlier, a test have been conducted using two
computers that have been setup and dedicated as Client
and Server via a router. Encryption testing is to test the
performance of five encryption algorithms in encrypting a
set of text and key via Web browsers for ASP scripts. Thus,

the text length starting at 10 will be increase four times its
initial characters, whereas the key length for each text
length remains unchanged.

6. Results

The outcome of the testing will project the response
time i.e. the encryption process and the time taken of the
four Web browsers namely Internet Explorer, Mozilla
Firefox, Opera and Netscape Navigator after performing
the encrypting scripts timed in millisecond onto the
computer screen. Fig. 1 to Fig. 4 were the test results after
having increased the text length for each encryption
algorithms for the four Web browsers by 10 characters,
where it had been observed and noted of their performance
results.

Fig. 1 illustrates the result of Internet Explorer and its
Text Length versus Response Time. From the analysis,
Twofish performs better compared to others and sustain
almost lower response time.

Internet Explorer
Text Length vs. Response Time
(Blowfish + IDEA + AES + TEA + Twofish)

Response Time (Millisecond)

] 20 L] a0 & =
Text Length (Character)

Fig. 1 Internet Explorer’s Text Length vs. Response Time

Fig. 2 illustrates the result of Mozilla Firefox and its
Text Length versus Response Time. From the analysis,
Twofish yet again performs better compared to others and
just about sustaining lower response time. It does however
perform less at 20 and 40 Text Length with a couple of
algorithm namely Blowfish and AES.
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Mozilla Firefox
Text Length vs. Response Time
(Blowfish + IDEA + AES + TEA + Twofish)

Respanse Time (Millisecond)

(] 0 2 2 50 L]

)
Text Length (Character)

Netscape Navigator
Text Length vs. Response Time
(Blowfish + IDEA + AES + TEA + Twofish)

3

028 P / /
-—"/

Response Time [Millisecond)

:‘"/

(] 0 2 2 50 L]

)
Text Length (Character)

Fig. 2 Mozilla Firefox’s Text Length vs. Response Time

Fig. 3 illustrates the result of Opera and its Text
Length versus Response Time. From the analysis, IDEA
performs slightly less than Blowfish at the start. But
nonetheless, it performs better for the remaining text
lengths compared to others in its response time.

Opera
Text Length vs. Response Time
(Blowfish + IDEA + AES + TEA + Twofish)

Response Time (Millisecond)

(] 0 2 2 50 L]

)
Text Length (Character)

Fig. 3 Opera’s Text Length vs. Response Time

Fig. 4 illustrates the result of Netscape Navigator and
its Text Length versus Response Time. From the analysis,
TEA had a good start and performs better compared to
others up until 30 Text Length. Unfortunately, it failed to
sustain its lower response time, whereby AES and IDEA
had outperform TEA in the last two text lengths.

Fig. 4 Netscape Navigator’s Text Length vs. Response Time

7. Conclusions

In an actual observation, the response time sometimes
fluctuates when we ought to run the test twice with an
encryption algorithm on the same Web browser using the
same text length. This could be due to the network traffic or
even the heavy usage of the Server. But in this case, there is
only one Client and a Server, hence there should not be any
traffic at all as only one Client accessing the Server. Thus,
we can safely conclude that it must been caused by the time
it takes for the Server to process the ASP script of an
algorithm on the Web browser, along with many other
processes running at the same time within the Server. This
can cause the Central Processing Unit (CPU) usage
amounting high, hence slows down the encryption process.

Therefore, apart from the network conditions that we
are aware of from using Local Area Network (LAN), Wide
Area Network (WAN) and Internet, Server also plays an
important role for better performance.

From our findings, we came to the conclusion that for a
one-time run simulation test of an algorithm that performs
best on Web browser are as follows: -

(i) Internet Explorer Web browser suited for Twofish
encryption algorithms.

(i) Mozilla Firefox Web browser suited for Twofish
encryption algorithms.

(iii) Opera Web browser suited for IDEA encryption
algorithms.

(iv) Netscape Navigator Web browser suited for TEA
encryption algorithms.
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