Periods on Two Kinds of Nonlinear Feedback Shift Registers
with Time Varying Feedback Functions

Honggang Hu
Department of Electrical and Computer Engineering
University of Waterloo
Waterloo, Ontario N2L 3G1, Canada

Email. h7huQecemail.uwaterloo.ca

Guang Gong
Department of Electrical and Computer Engineering
University of Waterloo
Waterloo, Ontario N2L 3G1, Canada

Email. ggong@calliope.uwaterloo.ca

Abstract

Grain and Trivium are the hardware-oriented finalists of the eSTREAM. They are both based
on nonlinear feedback shift registers. In this paper, we study their generalized classes of nonlinear
feedback shift registers with time varying feedback functions, namely, Grain-like and Trivium-like
structures. Some interesting results regarding their periods are obtained.
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1 Introduction

Although block ciphers can be implemented as stream ciphers using OFB and CTR mode, stream ciphers
are in favor of many applications for two reasons. First, stream ciphers may be implemented much faster
than block ciphers. Second, stream ciphers may be much smaller in hardware implementation than block
ciphers. Many widely employed stream ciphers have been analyzed successfully, e.g., RC4 in Internet
[14], Ey in Bluetooth [10], [11], [12], [13], A5/1 and A5/2 in GSM [8], [9].

Linear feedback shift register (LFSR) sequences are widely used as basic functional blocks in key
stream generators in stream cipher models due to their fast implementation in hardware as well as in
software in some cases, e.g., filtering sequence generators, combinatorial sequence generators, clock-
controlled sequence generators, and shrinking generators. Nonlinear feedback shift register (NFSR)

sequences are known to be more resistant to cryptanalytic attacks than LFSR sequences. However,



the construction of NFSR sequences with guaranteed long periods is an open problem [3]. Grain and
Trivium are the hardware-oriented finalists of the eSTREAM contest [5], [6]. They are both based
on NFSRs. In Grain, one LFSR is used to control one NFSR. In Trivium, three NFSRs with simple
feedback functions are employed. The first one controls the second one, the second one controls the
third one, and the third one controls the first one.

In this paper, we prove some interesting results regarding the periods of two kinds of NFSRs with
time varying feedback functions, namely, Grain-like and Trivium-like structures. For the Grain-like
structure, if the initial state of the LFSR is nonzero, then the sequence generated by the NFSR is
periodic, and the least period is a multiple of that of the sequence generated by the LFSR. The exper-
imental results about those results were first reported in [4]. For the Trivium-like structure, with high
probability, the sequences generated by three NFSRs are periodic, and possess the same least period.
Such results have been verified using smaller version of Grain and Trivium.

This paper is organized as follows. In Section 2, some necessary background on sequences will be
provided. In Section 3, we present the formal definitions of Grain-like and Trivium-like structures.
Section 4 contains the main results. Some specific results regarding Grain and Trivium will be given in

Section 5. Finally, Section 6 concludes this paper.

2 Preliminaries

Let f(z) = 2™ + cp_12" 1 4+ -+ + c12 + 1 be a polynomial over Fo. A sequence s = {s;} is called an

LFSR sequence generated by f(z) if it satisfies the following recursive relation

n—1
Sntk = ZciskJri,k =0,1,---.
i=0
(80,81, "+ ,8p—1) is the initial state of the LFSR which generates s. The sequence s is an m-sequence

if f(x) is primitive [2].

The minimal polynomial of s is a polynomial with smallest degree which generates s. Let m(z) be
the minimal polynomial of s, then m(z) | f(z). The linear complexity (or linear span) of s is the degree
of m(z), denoted by I(s). In general, m(x) can be found using the Berlekamp-Massey algorithm [16]
from any 2I(s) consecutive bits of s. The (left cyclically) shift operator L is defined by Ls = s1, 89, - -,
and L"s = $,.,8p41,+ -+ ,7 > 1. If t = L"s, then we say that they are shift equivalent, and t is a shift of
s; otherwise, they are shift distinct. A sequence s = {s;} is generated by f(z) if and only if f(L)s = 0,
where 0 is the zero sequence.

For any f(z) € Fa[z] with f(0) # 0, the order of f(z) is defined to be the minimal integer [ > 1 such

that f(x) | ' + 1. The period of the sequence s is equal to the order of its minimal polynomial m(z).



3 Two Structures for Nonlinear Feedback Shift Registers

3.1 The Grain-Like Structure
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Figure 1: The Grain-Like Structure

In the Grain-like structure, one LFSR is used to control one NFSR (see Figure 1).

Suppose that the content of the LESR contains n bits denoted by s;, s;41, ..., Si+n—1, and the content
of the NFSR contains m bits denoted by b;,b;11, ..., bi+m—1. The feedback polynomial of the LFSR is
f(z) which is primitive of degree n, and the feedback function of the NFSR is xg + g(21, T2, ..., Tm—1)-
Then the sequence {b;}5°, generated by the Grain-like structure is defined by

bitm =5; +b; + g(bi+1, bita, ..., bi+m71); for any ¢ > 0.

3.2 The Trivium-Like Structure
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Figure 2: The Trivium-Like Structure

In the Trivium-like structure, there are three NFSRs. The first one controls the second one, the
second one controls the third one, and the third one controls the first one (see Figure 2).

Suppose that the content of the first NFSR contains m bits denoted by a;,a;y1,...; @;4m—1, the
content of the second NFSR contains n bits denoted by b;, b;11, ..., b;4n—1, and the content of the third
NFSR contains [ bits denoted by ¢;,¢it1, ..., cir1—1. Let di,ds, and ds be three integers satisfying
1 <di <m,1<dy <n,and 1 <dsg <. The feedback function of the first NFSR is x4, + yo +
fi(y1,y2, -, yi—1), the feedback function of the second NFSR is x4, + yo + f2(y1,y2; - Ym—1), and the
feedback function of the third NFSR is x4, + vo + f3(y1,%2, ..., ¥n—1). Then the sequences {a;}5°,



{b:}20, and {¢;}72, generated by the three NFSRs are defined by
Qitm = Qitd, + Ci + fi1(Cit1, Cita, s Civio1),

bitn = bita, + ai + fa(ait1, Git2, o, Gigm—1),
Citl = Citds + i + f3(biy1,bit2, ...;bizn—1),

for any ¢ > 0.

4 Main Results

In this section, we keep all notations in Section 3.

4.1 The Grain-Like Structure

It is known that {s;} is periodic, and {b;} is ultimately periodic. Let Ty denote the pre-period of {b;},

and T denote the minimal period of {b;}, i.e., b; = b; 7 for any i > Tj.
Theorem 1 If {s;} is not the all-0 sequence, then (2™ —1)|T.
Proof. Because b;y,, = bjy74, for any i > T, we have

8i4+bi +g(biy1,biv2, s bizm—1) = Siyr + biyr + 9(bitr41, biv 425 s bigTm—1)

Si+r +bi + g(bit1, bit2, .o, bitm—1)

holds for any i > Ty. Hence s; = s; 47 for any ¢ > T which means that s; = s; 1 for any i > 0. If {s;}

is not the all-0 sequence, then the minimal period of {s;} is 2” — 1. Thus, (2" — 1)|T. O
Theorem 2 If {s;} is not the all-0 sequence, then {b;} is periodic.
Proof. Suppose that T > 0. Because by, +n—1 = b, 4n—147, We have

sTy—1 + bry—1 + g(bry s by 41, oo b1y 4m—2)
= sry—1+7 T bry—147 + 901017, b1y 11475 s bTytm—24T)
= STy—1+4T +bTo*1+T+g(bToabTo+1a-~~abTo+m*2)

Thus, s1,-1 + br,—1 = s1,—147 + b, —1+7. Since (2" — 1)|T by Theorem 1, we have s1,—1 = s1,—147-

It follows that br,—1 = by, 147 which means that b, = b, for any ¢ > T, — 1. It is a contradiction.

Hence Ty = 0. O
Let By = (by, bry1, -, berm—1) be the state of the NFSR at time ¢, and S; = (8¢, St41, -+ Stn—1) be
the state of the LFSR at time ¢, ¢t = 0,1,---. Then By and Sy are the initial states of the NFSR and

LFSR, respectively.



Theorem 3 Let the initial state Sg of the LFSR be nonzero. If there exists an initial state By =
(bo, b1, ..., bn—1) of the NFSR such that the period of {b;} is (2" — 1)d, then there exist d — 1 initial
states Ban 1, Baan_1y, ..., B(a—1)(2n—1) other than Bo of the NF'SR such that the period of the sequence
generated by Bjan_1y and Sg is also (2" — 1)d, where 0 < j < d.

Proof. Because the period of {s;} is 2" — 1, we have S;n_1) = Sg for any 0 < j < d. The sequence
generated by Bjon_1) and Sjon_1y is {b;yj2n_1)}, the shift of {b;}. Hence, there exist d — 1 initial
states Bon 1, Boan_1), ..., B(g_1)(2n 1) other than By of the NFSR such that the period of the sequence
generated by Bjon_1y and Sy is also (2" — 1)d, where 0 < j < d. |

For the distributions of periods of {b;}, we provide two examples below.

Example 1. Both the contents of the LFSR and the NFSR contain 8 bits. The linear feedback
is defined by s;18 = 8; + Si+2 + Si+3 + Sita,? > 8. The nonlinear feedback g(xg,x1,...,z7) is defined
as g(xo,x1,...,x7) = To + =1 + x3 + a7 + T5xe + x4Tex7, and the recursive relation is given by
bivs = 8;i + g(bs, ..., bix7),i > 8. The distributions of periods of {b;} are listed in Table 1 in the case
that the initial state of the LFSR is nonzero.

Table 1:

Period Frequency
255 x 190 48450
255 x 26 6630
255 x 10 2550

255 x 9 2295
255 x 7 1785
255 x b 1275
255 x 4 1020
255 x 2 1020
255 x 1 255

Example 2. Both the contents of the LFSR and the NFSR contain 8 bits. The linear feedback
is defined by s;18 = 8; + Si+2 + Si+3 + Sita,? > 8. The nonlinear feedback g(xg,x1,...,z7) is defined
as g(xo,x1,...,T7) = To + T2 + g + Tx7 + T5xTe + x4Tex7, and the recursive relation is given by
birs = 8; + g(bs, ..., bix7),i > 8. The distributions of periods of {b;} are listed in Table 2 in the case
that the initial state of the LFSR is nonzero.

Based on such examples, we propose the following open problem.



Table 2:

Period Frequency
255 x 140 35700
255 x 40 10200
255 x 35 8925

255 x 33 8415
255 x 6 1530
255 x 2 510

Open Problem. For fixed feedback of the LFSR and the NFSR, determine the minimal period
2" — 1 of {b;} is achieveable or not. If achieveable, provide at least one pair of initial states By and Sq

explicitly.

4.2 The Trivium-Like Structure

Lemma 1 Lets = {s;} be a sequence with least period N. For any integer 0 < d < N, if ged(d, N) =1,
then the least period of {s; + Si+a} is N.

Proof. Let f(z) be the minimal polynomial of s, and T be the least period of {s; + s;14}. Then
T|N. For any i > 0, we have
Si+ SitN + Sitd + Si+N+da =0
which means that f(z)|(z? +1)(z?+1). The order of (z7 +1)(z?+1) is lem(T, d). Hence N|lem(T, d).
Because ged(d, N) =1, we get N|T. SoT = N. O

Theorem 4 ([15]) Let N = 2Yn with v > 0 and ged(n,2) = 1. Let ly,la,...,1s be the cardinalities of
cyclotomic cosets modulo n. Then the expected value En of the linear complexity of random binary

sequences of period N is given by

(1 — 272
Ev=n-y )
=1

Lemma 2 Let Ey be the expected value of the linear complexity of random binary sequences with period

N. Then we have Exy > 5N/6 — 1 if N is even, and Ex > 2N/3—1 if N is odd.

Proof. Let N = 2Yn with v > 0 and ged(n,2) = 1. Let Iy, 1o, ..., ls be the cardinalities of cyclotomic
cosets modulo n. Assume that I <y < .. <l;. Thenl; =1, and Il > 1. Thus, by Theorem 4, we



have

Li(1—2-2"k N l;
Ey = N- Z S ) N*;fli—lzN*“Z;iniq

> N

Thus, Ex > 5N/6 — 1 if N is even, and Ey > 2N/3 —1if N is odd. O

Lemma 3 ([1]) Let N = 2n with v > 0 and ged(n,2) = 1. Let Vn be the variance of the linear
complexity of random binary sequences with period N. Then we have Vi < 2+ (d(n) — 1) logy(n + 1),

where d(n) is the number of positive divisors of n.

Remark 1 Because d(n) < logyn, by Lemma 3, we have Viy < 2+ (loggn — 1)logo(n +1) < 2+
(logy(n + 1))2.

We will need the following Chebyshev’s inequality later.

Lemma 4 Let X be a random variable with expected value j and finite variance o?.

Then for any real
number k > 0,

Pr(|X — p| > ko) < 1/k.

Lemma 5 Let N = 2n with v > 0 and ged(n,2) = 1. Let s = {s;} be a sequence with least period N.
For any integer 0 < d < N satisfying gcd(d, N) > 1, if d < N/6, then the least period of {s; + Si+a} is

2
N with probability 1 — (%) .

Proof. Let f(z) be the minimal polynomial of s, and T be the least period of {s; + s;14}. Similar
to the proof of Lemma 1, we have f(z)|(zT 4+ 1)(z? + 1). Hence, I(s) = deg(f) < T + d. Suppose that
T < N. Then T < N/2 for N even, and T' < N/3 for N odd. It follows that I(s) < 2N/3 for N even,
and I(s) < N/2 for N odd.

Let E'n be the expected value of the linear complexity of random binary sequences with period N.

For the case of N even, by Lemmas 4, 3, and 4, the probability that {(s) < 2N/3 satisfies

2 + (logy(n + 1))2)2

Pr(l(s) <2N/3) < Pr(|l(s) — Ex| > N/6 — 1) < ( N/6—1

For the case of N odd, by Lemmas 4, 3, and 4, the probability that I(s) < N/2 satisfies

2 + (logy(n + 1>>2>2

Pr(l(s) < N/2) < Pr(|l(s) — Ex| > N/6 — 1) < < N/6—1



‘ 2
Remark 2 If N is large, then 1 — (W) is close to 1.

It is known that {a;}, {b;}, and {¢;} are ultimately periodic. Let T; be the least period of {a;}, Ts
be the least period of {b;}, and T3 be the least period of {c;}. Let T} be the pre-period of {a;}, T§ be
the pre-period of {b;}, and T; be the pre-period of {c;}.

Assumption 1. {a;}, {b;}, and {¢;} are distributed uniformly in the set of binary sequences with

period Ty, Ts, and T35 respectively.

Theorem 5 With the notations as above, if min(Ty, T, T3) > 6 max(m,n,l), then Ty = Ty = T3 with
high probability under Assumption 1.

Proof. For any i > T, we have

Gitm + it Tstm = Givdy + ¢ + f1(Cit1, Civa, oy Citio1)
FaiTytdy + Citms + filCivnut1, CiTyt2, o, CiTyti-1)
= OGitd, + it Ty+d; -
Hence, if the least period of {a; 4 + a;ta4, } is equal to the least period of {a;}, then T7|T5. Similarly, if
the least period of {b;1n + bitd, } is T, then T5|Th, and if the least period of {¢;1; + ¢itd, } is T3, then
T5|T5. Hence, under these assumptions, Ty = Tp = T5.
By Lemmas 1, 5 and Assumption 1, with high probability, the least period of {a;4m + @ita, } is 11,

the least period of {b;1, + bi1a,} is Ta, and the least period of {c;1; + ¢;1q, } is T5. Hence, with high
probability, we have Ty = Ty = T5. O

Theorem 6 With the notation as above, if Ty =Ty = T3, then TO1 = TO2 = Tg =0.

Proof. Let T'= Ty = Ty = T3. Without loss of generality, we may assume that 73 = max(Ty, T3, T5).

3 —
Suppose that Ty > 0. Because a3 14m = Ar473—14m a0d di > 1, we have
ars 144, +erp_1 + filers, ersgn, o ore o)
= aryrp_1ya, T orire 1 T fieryms eryri s o CrTib—2)
= Or3_14d, T Cri13-1 T f1(CT037€TO3+1» '~>CT§+172)'

Hence ¢rs_y = ¢pyrs_y which means that ¢; = cir for any i > T3 — 1. It is a contradiction. Hence

Ty =T =T5 =0. U
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Figure 3: Grain

5 Periods of Grain and Trivium

5.1 Grain

Both of the contents of the registers deployed in Grain contain 80 bits. The content of the LFSR is
denoted by s;, Si+1, ..., Sit+79, and the content of the NFSR is denoted by b;, b;41, ..., bi+79. The feedback
polynomial for the LFSR is defined by

f(I):1—|—£E18+JC29+I42+I57+I67+I80

which means that s;180 = Site2 + Sit51 + Sit+3s + Sit23 + Siy13 + s; for any ¢ > 0. The feedback

polynomial for the NFSR is given by

18,20, 28 | 35, A3, A7 | 52 , 59 , 66 , Tl 80
g(z) = 14+ 4+ 4@+ +a*" +2>+ 227 + 20 42" + 2% +
L1720 4 48,47 4 65,71 | 020,28, 35 | 4T 52,59 | 17,385,562, 71 |

+x20x28x43x47 + I17I20$59$65 + I17$20$28I35$43 + 1,47175217591,651:71 +

+$28$35$43{L‘47{L‘52$59.

For any ¢ > 0, b;1g9 is given by

bitso = Si+b;i +bite2 + biteo + bits2 + bitas + bitsr + bivss + biyos +
+bit21 + biv14 + bito + bitresbireo + bit3sbitsr + bivobivis +
+biya5bits2biveo + biv21bitosbitas + bitobitosbitasbives +
+bit33bi137biv52bi160 + bit15bi+21bir60bit63 +
+bi137bi+a5bi+520i+600i+63 + bitobit15bit210it28bit33 +

+bi121bi428bi 43305 +-37Di 1451 4-52.



The filtering function is defined by
h(zg, x1, 2, T3, Ta) = T1 + T4 + Toxg + TaZ3 + T3Ta + TT1T2 + ToTaL3 + ToTaly + T1TaLs + ToT3La.

Among the input of the filtering function, four bits are from the LFSR, and one bit is from the NFSR.
Finally, the keystream is given by

2i = bit1 + bipa + biga + big10 + biys1 + bijas + biyse + h(sit3, Sitos, Sita6, Sited, bites)-
By Theorems 1 and 2, we have the following results.

Corollary 1 If the initial state of the LESR is nonzero, then the sequence {b;} generated by the NFSR

is periodic, and the period is a multiple of 280 — 1.
Corollary 2 The key stream generated by Grain is periodic.

The following conjecture seems not easy to prove because we only know the information about the

least period of {b;}.

Conjecture 1 The least period of the key stream generated by Grain is equal to the least period of {b;}.

5.2 Trivium

The contents of registers deployed in Trivium contain 93 bits, 84 bits, and 111 bits, respectively.
We denote the content of the first register by a;,a;11, ..., a;192, the content of the second register by
bi,bit1,...,birs3, and the content of the third register by ¢;, ¢it1,...,bi1110- Let {z;} denote the key
stream generated by Trivium.

In each step of the key stream generation, 15 specific state bits are used to update 3 bits of the state

and to compute 1 bit of key stream z;. The output of Trivium is given by
Z; = Qi + Qitor + b + biy15 + ¢ + Cipas, 0 = 0,1, .

The updating functions of three NFSRs are given as follows.

;493 = Qiy24 + C; + Ciyas + Cip1Cip2,1 >0
bitga = bipe + a; + Qiyor + Ai410i42,7 >0 (1)
Ci+111 = Cit2a +b; +bip15 +biyr1bige,9 >0

Using the notation in Section 3.2, the parameters of Trivium are given in the following table.

m =93 n =84 =111
di =24 dy =6 d3 =24
fi(ze, -+, x92) = xas + 122 | fo(T1, - ,x83) = Toyr + 122 | f3(21, -, Z110) = T15 + T122

10



Let T be the minimal period of {a;}, T5 be the minimal period of {b;}, and T5 be the minimal
period of {¢;}. By Theorems 5 and 6, we have the following results.

Corollary 3 With the notations as above,
T, =T, =1T3
holds with high probability under Assumption 1.

Corollary 4 With the notations as above, the key stream generated by Trivium is periodic with high

probability.

6 Conclusion

NFSR sequences are more resistant to cryptanalytic attacks than LFSR sequences, but the construction
of NFSR sequences with guaranteed long periods is an open problem. We study two kinds of NFSRs
with time varying feedback functions, namely, Grain-like and Trivium-like structures. Some interesting
results regarding their periods are obtained. Hopefully, the study of general NFSRs may benefit from

such results.
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