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Ratio Relay Selection Exploiting Broadcasting

With Cooperative Beamforming and Jamming
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Abstract— In this paper, we propose a novel secure buffer-
aided decode-and-forward relay selection that amalgamates the
benefits of the buffer-state-based relay selection, the max-ratio
criterion, the simultaneous activation of multiple source-to-relay
links, and the cooperative beamforming in dual-hop networks.
More specifically, the proposed scheme is designed for selecting a
single or multiple relay nodes for packet reception or transmis-
sion based on the buffer states of relay nodes, while avoiding the
detrimental effects of both an empty buffer state and a buffer
overflow. Analytical bounds on the secrecy outage probability
and the average delay are derived for our proposed scheme,
based on a Markov chain process, in order to verify the system
model of our proposed scheme. Furthermore, we introduce
the concept of cooperative jamming into the proposed scheme,
in order to interfere with an eavesdropper’s reception, while
dispensing with the full channel state information associated with
an eavesdropper at a central coordinator. Our simulation results
demonstrate that the proposed schemes outperform the existing
buffer-based secure relay selection schemes, in terms of both the
secrecy outage probability and the average delay, as the explicit
benefits of our novel introduced concepts.

Index Terms— Broadcast, buffers, cooperative communica-
tions, delay-tolerant network, Markov chain, packet delay, phys-
ical layer security, secrecy capacity, secrecy outage probability,
spatial diversity.

I. INTRODUCTION

P
HYSICAL layer security [1], [2] has attracted much

interest in the field of wireless communications as a

supplement to traditional key-based cryptographic wireless

communications, owing to its unique benefit of allowing us

to prevent unauthorized eavesdroppers from intercepting data

transmitted from a source node to an intended destination

node. While the original concept of physical layer security

dates back to the invention of a wire-tap channel in 1975 [3],

recent investigations in physical layer security have proved
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that signal processing at relay nodes in cooperative networks,

such as relay selection, cooperative beamforming, and jam-

ming, significantly enhances secrecy performance [4]– [8]. The

performance of secure communications is typically assessed

based on specific metrics, such as the secrecy rate and the

secrecy outage probability. Additionally, the delay profile has

to be low for practical network operation.

Recent buffer-aided cooperative communications strategies

[9]– [27] allow us to exploit additional design degrees of

freedom in comparison to the conventional cooperative com-

munication strategies, which do not rely on buffers at relay

nodes [28]– [31]. More specifically, using buffers at relay

nodes enables flexible link selection, i.e., a flexible schedule

of packet reception and transmission at relay nodes. The

beneficial effects of the buffer-aided relaying scheme are

achieved at the sacrifice of the additional overhead that is

required for monitoring the statuses of all the channels and for

selecting the best available communication link. Furthermore,

buffer-aided relaying schemes typically suffer from an increase

in end-to-end packet delay, since source packets are stored in

a distributed manner over the relay nodes and then relayed to

the destination node in an unscheduled link selection process.

Most recently, in [26], [32], and [33], further design degrees

of freedom were added to buffer-aided relay selection with the

aid of the concept of simultaneous exploitation of multiple

source-to-relay (SR) links, which is enabled owing to the

broadcast nature of wireless channels. As a result, the packet

delay of the buffer-aided relaying scheme was significantly

reduced. Furthermore, in [34], not only simultaneous activation

of multiple SR links in a broadcast phase but also that of

multiple relay-to-destination (RD) links in a relaying phase are

invoked by relying on relay nodes’ cooperative beamforming.

Moreover, this multiple-link-activation scheme was introduced

into full-duplex [33] and amplify-and-forward scenarios [32].

In [35], Chen et al. introduced buffer-aided relay selection

in the context of physical layer security, where, based on the

max-ratio criterion, a single relay is selected for packet recep-

tion or transmission in each time slot. Additionally, in [36],

Huang and Swindlehurst investigated the tradeoff between the

secrecy throughput and the secrecy outage probability in a

buffer-aided relaying network while focusing their attention

on a single-relay scenario. In [37], the secure buffer-aided

relaying communication of [35] was extended to a hybrid half-

and full-duplex scenario. Note that all the above-mentioned
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Fig. 1. System model of the proposed secure buffer-aided relaying schemes exploiting multiple SR links. (a) Proposed scheme without cooperative beamforming
and (b) proposed scheme with cooperative beamforming.

secure relaying techniques consider only a single relay selec-

tion in each time slot, while owing to the broadcast nature

of wireless channels, it is possible to simultaneously select

multiple relay nodes, similar to [26], [32], and [33]. Moreover,

while cooperative beamforming of buffer-aided relay nodes

was proposed in [34], it has not been exploited in physical

layer security. Furthermore, the previous secure buffer-aided

relay selection schemes [35], [36] did not take into account

the buffer states of relay nodes, hence potentially giving rise

to the detrimental empty- or full-buffer states, which reduce

the maximum number of available links.

Against this background, the novel contributions of this

paper are as follows.
• We first propose a novel secure buffer-aided relay selec-

tion scheme that is capable of exploiting multiple SR

links in a simultaneous manner. Since the number of

design degrees of freedom is increased in compari-

son to the conventional max-ratio scheme, a signif-

icantly improved performance is achievable in terms

of the secrecy outage probability and the end-to-end

packet delay. Furthermore, our relay selection is car-

ried out, based on buffer states of relay nodes, for the

sake of avoiding the detrimental empty- and full-buffer

states.

• We derive the analytical secrecy outage probability and

packet delay bounds of our proposed scheme, based on

a Markov chain model. Our bounds are used for an

arbitrary signal-to-noise ratio (SNR) regime. Note that

the generalized analytical framework introduced in this

paper is also applicable to the previous max-ratio relay

selection [35].

• The proposed scheme is further enhanced by introduc-

ing the concept of cooperative beamforming into our

proposed buffer-aided relay selection. This is readily

possible since our scheme allows relay nodes to share a

packet in their buffers, while other previous buffer-aided

secure communication schemes [35]–[37] do not. In this

scheme, simultaneous activation of multiple RD links,

i.e., cooperative beamforming, is exploited, in addition

to that of SR links.

• Moreover, the concept of cooperative jamming is also

incorporated into our scheme, in order to enhance the

security, without relying on the use of full channel state

information (CSI) associated with an eavesdropper. More

specifically, a subset of a source, relay, and destination

nodes are allowed to cooperatively transmit jammer to an

eavesdropper, while the source node or the relay nodes

simultaneously transmit a source packet.
The remainder of this paper is organized as follows.

In Section II, the system model of our secure buffer-aided

relay selection is introduced. In Section III, we derive the

analytical bounds of secrecy outage probability and average

packet delay for our scheme. In Section IV, the concept

of cooperative beamforming is introduced into our scheme,

while in Section V, the cooperative jamming technique is

further amalgamated. Furthermore, Section VI provides our

performance results, and finally, in Section VII, the present

paper is concluded.

II. SYSTEM MODEL

In this section, we introduce the system model of our buffer-

state-based (BSB) secure relay selection, which is shown

in Fig. 1(a). We consider a dual-hop cooperative network,

comprising a single source node, K relay nodes, and a single

destination node, with a single eavesdropper. The eavesdropper

is capable of intercepting packets transmitted from the source

and relay nodes. We assume a half-duplex mode for relay

nodes, where either reception or transmission of a packet is

possible in each time slot. Furthermore, no direct link between

the source and the destination nodes exists, and hence a source

packet has to be relayed by relay nodes, in order for the

destination node to successfully receive it.
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The complex-valued channel coefficients of the kth SR,

the kth RD, the source-to-eavesdropper (SE), and the kth

relay-to-eavesdropper (RE) links are respectively represented

by hSRk
, hRkD, hSE, and hRkE, which are independently

distributed quasi-static frequency-flat Rayleigh fading, having

average gains of γSR, γRD, γSE, and γRE, respectively. For

simplicity, we assume that all the channels and all the buffer

states of relay nodes are accurately acquired at a central coor-

dinator, similar to the conventional buffer-aided relay selection

schemes [9]–[26], [32], [33], [35]–[37].1 The kth relay node

is equipped with a data buffer �k having a finite size L in

terms of the number of packets, where data packets flow in

a first-come first-out manner, similar to the previous studies.

At each receiving node, the received signals are contaminated

by additive white Gaussian noise (AWGN), whose power is

assumed to be N0.

In order to elaborate a little further, all the related buffer

states and CSI at the central coordinator have to be updated

every packet interval. However, the overhead imposed by this

CSI update can be reduced for a scenario, having the channel

coherence time longer than the packet interval, since CSI

remains constant during the channel coherence time. A further

overhead reduction is an open issue not only for the proposed

scheme, but also for all the buffer-aided cooperative schemes.

The secrecy rates of the kth SR and the kth RD links are

formulated as

CSRk =
1

2
log2

(

1 + |hSRk |
2/N0

1 + |hSE|2/N0

)

, (1)

CRkD =
1

2
log2

(

1 + |hRkD|2/N0

1 + |hRkE|2/N0

)

, (2)

respectively, which represent the maximum achievable rates

under the assumption that the eavesdropper is unable to

decode the associated packet. Note that since we consider

half-duplex relay nodes, a prelog factor of 1/2 is imposed

on the secrecy rates of (1) and (2). In this paper, we consider

the scenario where there is a fixed end-to-end target rate rsc.

When the target rate is lower than the secrecy rate of a link,

a packet is successful transmitted without being decoded by

the eavesdropper. Otherwise, it becomes an outage event. For

example, the secrecy outage probabilities of the local kth SR

and RD links are represented by P
SRk
out = Pr[CSRk < rsc], and

P
RkD
out = Pr[CRk D < rsc], respectively. Also note that in this

fixed-rate scenario, the transmit power is adapted in order to

minimize the total power consumption [34].

A. The Proposed Relay Selection Exploiting

SR Broadcast Channels

In this section, we introduce our buffer-state-based relay

selection scheme that ensures secure communications while

maintaining a low secrecy outage probability and a low

average packet delay. The basic relay selection criterion is

to choose a link that has the maximum ratio of the channel

gain over the associated eavesdropper channel, similar to [35]

1This idealistic assumption of full CSI associated with an eavesdropper at
a central coordinator is eliminated, by introducing cooperative jamming into
our scheme in Section V.

TABLE I

PRIORITY CLASSIFICATIONS OF AVAILABLE SR AND RD LINKS

and [38], hence selecting the maximum from among 2K

values, i.e.,

ζSRk
= |hSRk

|2/|hSE|2 (3)

ζRkD = |hRkD|2/|hRkE|2 (k = 1, · · · , K ). (4)

However, the novel contributions over the previous secure

buffer-aided transmission schemes [35–37] are two-fold. Our

relay selection is carried out based on the buffer states of relay

nodes, in order to avoid empty- and full-buffer states, which

reduce the achievable performance. Furthermore, we exploit

the broadcast nature of SR channels, where multiple SR links

may be activated in a source broadcast phase, rather than

selecting only a single one.

After acquiring the buffer states of all the relay nodes and

the channel coefficients of 2K +2 links, the central coordinator

activates a single SR link, multiple SR links, or a single

RD link, based on the proposed two-stage criterion. Firstly,

from (1) and (2), each link is judged for whether it is in

outage or not. Here, the numbers of available SR and RD

links, which are not in outage, are denoted by NSR and NRD

(0 ≤ NSR, NRD ≤ K ), respectively. Then, depending on the

buffer states, the central coordinator evaluates the priority

of each available link, according to Table I, similar to [34].

More specifically, the NSR available SR links are classified

into three categories: Levels 1 to 3. The numbers of SR

links having Level-1 (low), Level-2 (medium), and Level-3

(high) priorities are N low
SR , Nmed

SR , and N
high
SR , respectively,

where NSR = N low
SR + Nmed

SR + N
high
SR . The priority of the

kth SR link is Level 1 (low) when the number of packets

stored at the associated relay buffer is �k = L − 1, because

only one additional packet is storable. The priority is Level 2

(medium) for 1 < �k < L − 1. Finally, the priority of the SR

links is Level 3 (high) when the number of stored packets is

�k = 0 or 1. Note, again, that when the priority of an SR link

is low, the buffer state of the associated relay node is close to

full, which is undesirable in terms of the maximum number

of available links.

Similarly, the available NRD RD links that are not in outage

are categorized as Levels 1 to 3, where the numbers of links

of the categories are denoted respectively by N low
RD , Nmed

RD ,

and N
high
RD . By introducing a thresholding parameter ξ (< L),

the priority of the available RD links is classified as shown

in Table I. When the buffer of a relay node is �k = 1,

the priority of the associated RD link is Level 1 (low).

Moreover, the priority is Level 2 (medium) for 1 < �k < ξ

and is Level 3 (high) for �k ≥ ξ . In order to provide further

insights, the thresholding parameter ξ plays an important role

in reducing the maximum number of packets stored in buffers
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Fig. 2. Flow diagram of the decision rule for link activation of the proposed
scheme without cooperative beamforming.

to below ξ . This contributed not only to the avoidance of a

buffer overflow, but also to the reduction of a packet delay,

as described later in Section III-B.

Having decided the priority of the available SR and RD

links, link activation is carried out according to the proposed

decision classification algorithm, which is shown in Fig. 2.

When the number of Level-3 SR links is greater than one,

all of the N
high
SR + Nmed

SR Level-3 and Level-2 SR links are

simultaneously activated, where a source packet is copied to

all buffers of the relay nodes associated with the activated SR

links. When there is no Level-3 SR link, and when there is at

least one Level-3 RD link, a single RD link having the highest

ζRkD value is activated. After the destination node decodes the

relayed packet, the destination node sends an ACK packet to

all of the relay nodes via the stable feedback channels, and the

corresponding packet copied in the buffers of the relay nodes

is deleted. Furthermore, when there are Level-2 SR links but

neither Level-3 SR links nor Level-3 RD links, all of the Nmed
SR

SR links are activated. Moreover, when there is at least one

Level-2 RD link but no Level-3 SR, Level-3 RD, or Level-2 SR

links, a single highest-ζRkD Level-2 RD link is activated.

If none of the above cases holds, we can have only Level-1 SR

and RD links. More specifically, when we have at least one

Level-1 RD link, a single highest-ζRk D RD link is activated.

Otherwise, a single Level-1 SR link having the highest ζSRk

value is activated. Finally, when we have no available links,

this corresponds to an outage event.

III. ANALYSIS OF SECRECY OUTAGE PROBABILITY

AND AVERAGE DELAY

In this section, analytical bounds on the secrecy outage

probability and the average packet delay are derived for the

proposed scheme.

In a similar manner to the conventional bounds introduced

for the previous buffer-aided relay selection schemes [13],

[25], [26], [33], [34], we assume that a sufficiently high

number of packets are transmitted from the source node to the

destination node. Note that in this section, independently dis-

tributed channels are assumed, and hence the bounds derived

here are readily applicable not only to symmetric, but also to

asymmetric channels, such that the average SNRs correspond-

ing to the SR an RD links are different, i.e., γSR �= γRD.

A. Analytical Bound on Secrecy Outage Probability

We consider a Markov chain model that is valid specifically

for the proposed scheme, where the number of states is given

by the combination of packets stored at the buffers of relay

nodes. Note that in our proposed scheme, a packet may

be shared by multiple relay nodes, hence exhibiting more

legitimate states than the conventional buffer-aided secure

communication schemes [35], [36], which do not allow a

packet copy in the buffers of multiple relay nodes.

Let us define �n and �a
n as the set of legitimate links and

the set of available links, respectively, for state sn [34]. Also,

the number of legitimate states is given by Nstate, while Un is

the set of states that have the possibility of having arrived

from state sn through a one-step transition. For instance,

the legitimate states for the scenario of (K , L) = (2, 2) are

exemplified in Table II, similar to [34]. Note that the four

symbols shown in Table II, i.e., ©, △, �, and △, denote four

different packets. The total number of states is Nstate = 19.

Similarly, the related state transition of the proposed scheme

with (K , L) = (2, 2) is also the same as that of [34, Fig. 2(b)].

Furthermore, A ∈ RNstate×Nstate is defined as the transition

matrix of the Markov model, where the element in the i th-row

and j th-column of A is given by

Ai j =
∑

�a
j ⊂� j

PrSR(�a
j )PrRD(�a

j )Pr(s j → si |�
a
j ), (5)

in which si ∈ U j is a state that is directly connected to the state

s j . Furthermore, PrSR(�a
j ) represents the probability of having

available SR links in the subset �a
j , while PrRD(�a

j ) is that of

having RD links in the same subset. Moreover, the conditional

probability Pr(s j → si |�
a
j ) is calculated, according to the

algorithm of Fig. 2. Since the steady-state probabilities π ∈

RNstate are formulated in closed form as [26]

π = (A − I + B)−1b ∈ R
Nstate , (6)

we arrive at the theoretical bound of the secrecy outage

probability as [13]

Pout = diag(A)π . (7)

Here, all the elements in B ∈ RNstate×Nstate and b ∈ RNstate are

ones, while I ∈ RNstate×Nstate is the identity matrix.
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TABLE II

LEGITIMATE BUFFER STATES OF K = 2 RELAY NODES

WITH (L = 2)-SIZED BUFFERS. ©2018 IEEE.
REPRINTED, WITH PERMISSION, FROM [34]

Next, we derive the probabilities PrSR(�a
j ) and PrRD(�a

j )

of (5) in the closed forms, in order to calculate the theo-

retical secrecy outage probability of (7). In [39], a general

cooperative wiretap model, i.e., multiple-input multiple-output

channel in the presence of a single eavesdropper (MIMOSE),

was investigated, which supports multiple source nodes and

multiple destination nodes. The secrecy outage probability of

the MIMOSE wiretap model is formulated by [39]

Pr

(

CM

CE

< r0

)

= F(22r0 − 1) + e

−

(

1

22r0
−1

)

γE G(r0), (8)

where

G(r0) =

∫ ∞

er0−1
e

−θe−r0
γM f (θ)dθ, (9)

and

F(x) =

[

1 −

NS−1
∑

m=0

e−x/γM

m!

(

x

γM

)m
]ND

(10)

f (x) = ND

[

1 −

NS−1
∑

m=0

e−x/γM

m!

(

x

γM

)m
]ND−1

×

[

NS−1
∑

m=0

(

x

γM

− m

)

e−x/γM

m!

xm−1

γ m
M

]

. (11)

Here, CM and CE are the capacities of the main and the

eavesdropper channels, respectively, while γM and γE are the

corresponding SNR values. Also, NS and ND are the number

of source and destination nodes in the MIMOSE model.

Since the SR transmission in the proposed scheme corre-

sponds to that considered in the MIMOSE model with NS = 1,

by applying the theory of order statistics [40], the CDF of

having available SR links in the subset of �a
j is given by

FSR
�a

j
(x) =

(

e
− x

γSR

)SSR
(

1 − e
− x

γSR

)OSR

, (12)

where SSR and S̃SR are the numbers of the SR links in the

subset �a
j and the set � j , respectively, and OSR = S̃SR − SSR.

Moreover, the PDF of (12) is formulated by

f SR
�a

j
(x) =

1

γSR

[

OSR

(

e
− x

γSR

)SSR+1 (

1 − e
− x

γSR

)OSR−1

−
SSR(OSR + 1)

OSR + 1

(

e
− x

γSR

)SSR
(

1 − e
− x

γSR

)OSR
]

=
1

γSR

[

OSR
∑

i=1

(−1)i−1

(

OSR

i

)

ie
−(i+SSR)x

γSR −
SSR

OSR + 1

×

OSR+1
∑

j=1

(−1) j−1

(

OSR + 1

j

)

je
−( j+SSR−1)x

γSR

⎤

⎦. (13)

By substituting (9)–(13) into (8), we arrive at PrSR(�a
j ) as

PrSR(�a
j ) =

(

e
− 22r −1

γSR

)SSR
(

1 − e
− 22r −1

γSR

)OSR

+
e
− 2−2r −1

γSE

γSR

×

[

OSR
∑

i=1

(−1)i−1

(

OSR

i

)

ie−(22r −1)τ1 −
SSR

OSR + 1

×

OSR+1
∑

j=1

(−1) j−1

(

OSR + 1

j

)

j

τ2
e−(22r −1)τ2

⎤

⎦,

(14)

where we have

τ1 =
2−2r

γSE
+

i + SSR

γSR
(15)

τ2 =
2−2r

γSE
+

j + SSR − 1

γSR
. (16)

Similarly, the RD transmission in the proposed scheme

corresponds to that considered in the MIMOSE model with

NS = ND = 1, because each RD link in the proposed

scheme is independently tractable, unlike the SR links. More

specifically, the probability PrRD(�a
j ) of (5) is expressed by

PrRD(�a
j ) = (1 − Pe)

SRD(Pe)
ORD , (17)

where SRD and ORD are defined as the number of available and

unavailable RD links in the j th state, similar to the SR hop.

Also, Pe is the probability that each RD link is in secrecy

outage. More specifically, by substituting the CDF and the

PDF of

Fe = 1 − e
− x

γRD (18)

fe =
1

γRD
e
− x

γRD (19)
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into (8) and (9), we obtain Pe as

Pe = 1 − e
− 22r −1

γRD +
1

γRD
e
− 2−2r −1

γRE
1

τ3
e−(22r −1)τ3

= 1 −
1

1 + 22r0
γRE

γRD

e
− 22r −1

γRD , (20)

where we have

τ3 =
2−2r

γRE
+

1

γRD
. (21)

Finally, by substituting (20) into (17), we arrive at

PrRD(�a
j ) =

ORD
∑

i=0

(−1)i+1

(

ORD

i

)

⎛

⎝

e
− 22r −1

γRD

1 + 22r0
γRE

γRD

⎞

⎠

SRD+i

.

(22)

B. Analytical Bound of Average Packet Delay

Let us assume that the average gains of the SR and RD

links are identical. Then, similar to [34], the average packet

delay at the kth relay node of interest is given by

E[Tk] =
E[�k]

ηk

, (23)

where ηk is the average throughput of the kth relay node. Since

the probability of selecting each relay node is identical in our

assumed system, similar to [19], the average delay is given in

the same manner as (23).

To be more specific, (23) is rewritten as

E[Tk] =
2

1 − Pout

Nstate
∑

i=1

πi�(i), (24)

where πi is the i th element of the states π , and �(i) is the

number of different packets stored at the K relay nodes for

state πi . Additionally, pkj (i) is the probability of selecting the

j th RD link, which decreases the number of packets stored at

the kth relay node.

Note that as clearly shown in (23), the average number of

packets stored in buffers is directly related to the packet delay.

Hence, it is analytically true that the packet delay decreases,

upon decreasing the thresholding parameter ξ , introduced in

our protocol.

IV. THE PROPOSED SCHEME SUPPORTING

COOPERATIVE BEAMFORMING

In this section, we introduce the concept of cooperative

beamforming into our relaying scheme proposed in Section II,

which allows us to exploit not only the simultaneous activation

of multiple SR links but also that of the multiple RD links.

Hence, this allows us to further increase the number of design

degrees of freedom.

The system model of our secure buffer-state-based relay-

ing scheme relying on cooperative beamforming is shown

in Fig. 1(b). Firstly, according to Table I, the priority of

each SR and RD link is assessed by a central coordinator.

Then, the appropriate link(s) are activated from among the

four modes: activation of a single SR link, a single RD link,

multiple SR links, or multiple RD links. The decision rule of

the link activation is similar to the proposed scheme without

cooperative beamforming, with the only difference being that,

in the proposed scheme with cooperative beamforming, mul-

tiple RD-link activation mode (i.e., cooperative beamforming)

is enabled when a packet is shared among the relay nodes.

Define the RD channels corresponding to the cooperative

relay nodes as hc = [h
(1)
c , · · · , h

(Q)
c ]T , where Q is the

number of cooperative relay nodes. When the multiple RD link

activation mode is selected according to the above-mentioned

selection rule, the cooperative relay nodes simultaneously

transmit a shared packet, where the conjugates of normalized

channel coefficients h
(q)∗
c /‖hc‖ are amplified by the symbol

at the qth cooperative relay node before the transmission.

Hence, the associated information rate is given by Cc =
1
2

log2

(

1 + γRD‖hc‖
2
)

.

The beamforming exemplified in this paper corresponds to

simple conjugate beamforming [34], [41], which maximizes

the SNR at the destination node. As the explicit benefit of

conjugate beamforming, overhead imposed by the collabo-

ration between the relay nodes is significantly simplified.

However, in terms of the achievable secrecy rate performance,

a cooperative beamforming scheme that takes into account the

channels associated with the eavesdropper, such as cooperative

jamming, is beneficial. The related detailed investigations are

left for the future study.

Note that while the proposed scheme relying on cooperative

beamforming is expected to achieve a higher performance than

the proposed scheme without cooperative beamforming, this

is achieved at the sacrifice of additional overhead imposed by

synchronization between relay nodes.

V. THE PROPOSED SCHEME SUPPORTING COOPERATIVE

JAMMING

In this section, the concept of cooperative jamming is

introduced into our scheme of Section IV, where artificial

noises are transmitted from the subset of source node, relay

nodes, and destination node, in order to interfere with an

eavesdropper’s reception, hence increasing security. This tech-

nique is especially beneficial, when full CSI associated with

an eavesdropper is unavailable at a central coordinator. In this

section, we assume that the partial CSI of an eavesdropper,

i.e., the average SNRs of SE and RE links γSE and γRE, are

acquired at a central coordinator.

Fig. 3 illustrates the system model of our scheme with

cooperative jamming, where solid lines represent channels of

signal transmissions, while dashed lines correspond to those

of artificial noise transmissions. In this proposed scheme,

cooperative jamming is carried out in a different manner,

depending on the SR broadcast phase and the RD relaying

phase, which are shown in Figs. 3(a) and 3(b), respectively.

A. Cooperative Jamming in SR Broadcast Phase

As shown in Fig. 3(a), in the SR broadcast phase, K relay

nodes are divided into K d relay nodes that receive a source

packet and K j relay nodes that transmit artificial noises, where
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Fig. 3. System model of the proposed secure buffer-aided relaying schemes using cooperative jamming. (a) SR broadcast phase and (b) RD relaying phase.

we have K = K d + K j. Here, we impose the constraint

of K d ≤ ⌈K/2⌉, in order to configure nulls to K d relay

nodes . We assume that the average SNRs of relay-to-relay

and destination-to-eavesdropper (DE) links are represented by

γRR and γDE, respectively.

Similar to [42], the source node broadcasts source signals

x(t) added by artificial noises a(t) as follows:

sS(t) =
√

Px x(t) + wS

√

Paa(t) ∈ C, (25)

where Px and Pa denote the powers of source signals and

artificial noises, respectively. Furthermore, wS is a weight,

multiplied by the artificial noises at the source node.

Here, K j relay nodes and the destination node cooperatively

transmit artificial noises a(t) simultaneously with the source

node’s transmission of (25), where the signals are given,

respectively, by

sR(t) = wR

√

Paa(t) ∈ C
K j

, (26)

sD(t) = wD

√

Paa(t) ∈ C. (27)

Here, wR ∈ CK j
and wD ∈ C are weights, multiplied by the

artificial noises at the K j relay nodes and the destination node,

respectively.

Hence, the signals received at the K d relay nodes rR(t) ∈

CK d
are given by

rR(t) = hSRd

√

Px x(t)

+
(

HT
RjRd wR + hSRd wS + hRdDwD

)

√

Paa(t)

= hSRd

√

Px x(t) + Hjw
√

Paa(t), (28)

where hSRd ∈ CK d
and hRdD ∈ CK d

are the channel

vector between the source node and the K d relay nodes,

and that between the K d relay nodes and the destination

node, respectively. Also, HR j Rd = CK j×K d
represents the

channel coefficients between the K d and K j relay nodes.

Furthermore, we have w = [wS, wD, wT
R]

T
∈ CK j+2 and Hj =

[hSRd , hRdD, HT
RjRd ] ∈ CK d×(K j+2). Furthermore, by setting

the weight vector, such that Hjw = 0 and ‖w‖2 = 1 are

satisfied, the K d relay nodes do not suffer from the effects of

the artificial noises in (28). Note that the total transmit power

of the source node is Px + Pa .

By contrast, the signals received at the eavesdropper

rE(t) ∈ C is given by

rE(t) = hSE

√

Px x(t)

+
(

hT
RjE

wR + hSEwS + hDEwD

)

√

Paa(t)

= hSE

√

Px x(t) + (hE)T w
√

Paa(t), (29)

where we have hE = [hSE, hDE, hT
RjE

]T ∈ CK j+2.

Finally, we obtain the secrecy rate in the SR broadcast

phase as

C J
SR =

1

2
log2

⎛

⎜

⎜

⎜

⎝

1 +
Px |h

min
SR |2

N0

1 +
Px |hSE|2

N0 + Pa‖hE‖2

⎞

⎟

⎟

⎟

⎠

, (30)

where |hmin
SR | represents the minimum absolute value of ele-

ments in hSRd .

B. Cooperative Jamming in RD Relaying Phase

The system model of the RD relaying phase in our coop-

erative jamming is shown in Fig. 3(b). The K d relay nodes

that retransmit source signals as well as artificial noises are

selected, based on the algorithm of Section V-C. Simultane-

ously with the relay nodes’ retransmission, the source node,

the remaining K j = K − K d relay nodes, and the destination

node cooperatively transmit artificial noises a(t).

The signals transmitted from the K d relay nodes

sRd (t) ∈ CK d
are represented by

sRd (t) = v
√

Px x(t) + wRd

√

Paa(t), (31)

where we have v = h∗
RdD

/‖hRdD‖ ∈ CK d
, which is the weight

vector used for cooperative beamforming, and wRd ∈ CK d

are the weights used for the K d relay nodes’ artificial noises.
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Fig. 4. Theoretical and numerical curves of the proposed scheme without
beamforming with parameters (K , L) = (2, 2), SNR γSR = γRD = 20 dB,
and the secrecy rate rsc varied from 0.1 to 3.0 bps/Hz. (a) Secrecy outage
probability and (b) delay.

Furthermore, the artificial noises, transmitted from the source

node and the K j relay nodes, are expressed, respectively, as

sS(t) = wS

√

Paa(t) ∈ C (32)

sRj(t) = wRj

√

Paa(t) ∈ C
K j

, (33)

where wRj are the weights, associated with the K j relay

nodes.

Hence, we arrive at the signals received at the destination

node rD(t) ∈ C as follows:

rD(t) = hT
RdD

v
√

Px x(t)

+
(

hT
RdD

wRd + hT
RjD

wRj

)

√

Paa(t)

=

√

‖hRdD‖2 Px x(t) + (hj)T w
√

Paa(t). (34)

where we have w = [wT
Rd , wT

Rj]
T ∈ CK and hj =

[hT
RdD

, hT
RjD

]T ∈ C
K . Then, the weights are calculated, so as

to satisfy (hj)T w = 0 and ‖w‖2 = 1, hence canceling

out the second term of (34). The signals received at the

Fig. 5. Theoretical and numerical curves of the proposed scheme with-
out beamforming with parameters (K , L) = (2, 2), while considering the
asymmetric channels, having the average SNRs of γSR = 10 dB and
γRD = 0–20 dB. The secrecy rate was given by rsc = 1 bps/Hz. (a) Secrecy
outage probability and (b) delay.

eavesdropper are given by

rE(t) = hT
RdE

v
√

Px x(t)

+
(

hSEwS + hT
RdE

wRd + hT
RjE

wRj

)

√

Paa(t)

=
hT

RdE
h∗

RdD

‖hRdD‖

√

Px x(t) + (hE)T w
√

Paa(t), (35)

where hRdE ∈ CK d
are the channel coefficients between the

K d relay nodes and the eavesdropper, while we have hE =

[hSE, hT
Rd E

, hT
RjE

]T ∈ CK+1.

Hence, the secrecy rate in the RD relaying phase of our

cooperative jamming is formulated by

C J
RD =

1

2
log2

⎛

⎜

⎜

⎜

⎜

⎜

⎝

1 +
Px‖hRdD‖2

N0

1 +
Px

∣

∣

∣hT
RdE

h∗
RdD

∣

∣

∣

2
/‖hRdD‖2

N0 + Pa‖hE‖2

⎞

⎟

⎟

⎟

⎟

⎟

⎠

. (36)
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TABLE III

BASIC SYSTEM PARAMETERS EMPLOYED IN OUR SIMULATIONS

C. Link Selection Algorithm

In this section, we introduce the link selection algorithm

of our cooperative jamming scheme. The underlying concept

of our protocol is that the relay nodes, having the channels

unfavorable for sending a source packet in terms of the secrecy

rate, are assigned for sending artificial noises.

More specifically, in order to judge whether each link is

outage or not, instead of (1) and (2), we herein use the

following rates

C
jam
SRk

=
1

2
log2

(

1 + Px |hSRk |
2/N0

1 + PxγSE

)

(37)

C
jam
RD =

1

2
log2

(

1 + Px‖hRdD‖2/N0

1 + PxγRE

)

. (38)

This is because we assume that only partial CSI associated

with the eavesdropper can be used at the central coordinator

of our cooperative jamming.

Similar to our scheme without cooperative jamming, the link

priority set is first determined, according to Table I. Then,

based on the algorithm of Fig. 2, active link sets are decided,

where we limit the number of relay nodes that receive a

source packet in the SR broadcast phase, or retransmit a source

packet in the RD relaying phase, up to ⌈K/2⌉. Here, the relay

nodes, having the highest secrecy rates (37), are selected.

Then, the remaining unselected relay nodes are set to the ones

transmitting artificial noises.

VI. PERFORMANCE RESULTS

In this section, we provide our performance results based on

Monte Carlo simulations carried out in order to characterize

the proposed scheme. The basic system parameters employed

in our simulations are listed in Table III. In addition, we con-

sidered 104 frames per simulation, each having 105 packets,

and all the channel coefficients were randomly generated in

each time slot. The thresholding parameter was maintained

at ξ = 2 unless otherwise noted. The buffer-aided max-ratio

scheme [35] was chosen as a benchmark scheme. Furthermore,

we considered symmetric channels, i.e., γSR = γRD and

γSE = γRE, with the ratios maintained at ζSRk = ζRk D = 5.

A. Theoretical Results

Fig. 4 compares the theoretical and numerical curves of the

proposed scheme without beamforming, where we considered

Fig. 6. Secrecy outage probability of the proposed schemes with/without
cooperative beamforming and the max-ratio scheme with parameters (K , L) =
(3, 5), SNR γSR = γRD = 40 dB, and secrecy rate rsc varied from
0.1 to 3.0 bps/Hz.

Fig. 7. Secrecy outage probability of the proposed scheme and the max-ratio
scheme with parameters K varied from 2 to 20, buffer size L = 5, SNR
γSR = γRD = 40 dB, and secrecy rate rsc = 1 bps/Hz.

the system parameters of (K , L) = (2, 2), and the SNR was

set to γSR = γRD = 20 dB while varying the secrecy rate rsc

from 0.1 to 3.0 bps/Hz. More specifically, Figs. 4(a) and 4(b)

show the secrecy outage probability and the end-to-end delay,

respectively. Note that the theoretical curves were calculated

from (7) and (24), derived in Section III. As shown, the the-

oretical and numerical curves matched well, and hence the

system model of our proposed scheme is validated.

In Fig. 5, we considered the asymmetric channels, having

γSR �= γRD, where the SNR of SR links was maintained

to be γSR = 10 dB, while varying that of RD links from

γRD = 0 to 20 dB. The other system parameters were the same

as those used in Fig. 4. It was found in Fig. 5 that similar to

Fig. 4, the theoretical and numerical curves coincided.

B. Numerical Results of the Proposed Scheme With and

Without Cooperative Beamforming

Next, in Fig. 6, we compared the secrecy outage probability

of the proposed and max-ratio schemes, where the system
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Fig. 8. Delay of the proposed and max-ratio schemes with parameters L = 5,
SNR γSR = γRD = 40 dB, and secrecy rate rsc varied from 0.1 to 3.0 bps/Hz.
The number of relay nodes was (a) K = 3 or (b) K = 5.

parameters were (K , L) = (3, 5) and the secrecy rate rsc

was varied from 0.1 to 3.0 bps/Hz. Fig. 6 shows that while

the proposed scheme with cooperative beamforming exhibited

a slightly better performance than that without cooperative

beamforming, both proposed schemes clearly outperformed

the max-ratio benchmark scheme over the entire secrecy rate

regime.

In Fig. 7, we investigated the effects of the number of relay

nodes K on the secrecy outage probability of the proposed

and the max-ratio schemes. The number of relay nodes K

was varied from 2 to 20, while the buffer size was maintained

at L = 5. We considered SNR of γSR = γRD = 40 dB

and a secrecy rate of rsc = 1 bps/Hz. Observe in Fig. 7

that the proposed scheme with cooperative beamforming and

parameter ξ = 3 exhibited the best performance. In addition,

the performance advantage of the proposed schemes with and

without cooperative beamforming increased with an increasing

number of relay nodes K .

Fig. 9. The effects of the buffer size L on the achievable performance
of the proposed scheme and the conventional max-ratio scheme, where we
considered K = 5 relay nodes; (a) secrecy outage probability and (b) delay.

In Fig. 8, a comparison of the delay profile between the

proposed and the max-ratio schemes is provided, where we

considered a buffer size of L = 5, and the SNR was set to

γSR = γRD = 40 dB while varying the secrecy rate rsc from

0.1 to 3.0 bps/Hz. The number of relay nodes was K = 3 and

K = 5 in Figs. 8(a) and 8(b), respectively. Observe in Fig. 8

that the delay of the proposed schemes was lower than that

of the max-ratio scheme over the entire secrecy rate region

and for each K value. In addition, as well as increasing the

number of relay nodes, increasing the secrecy rate increased

the performance advantage of the proposed schemes.

Furthermore, in Figs. 9(a) and 9(b), we investigated the

effects of the buffer size L on the secrecy outage probability

and the delay, respectively, where we considered K = 5 relay

nodes. Observe in Figs. 9(a) and 9(b) that both the secrecy

outage probability and the delay converged less than the buffer

size of L = 10. This implies that in both the proposed scheme

and the conventional max-ratio scheme, the buffer size does

not have to be larger than L = 10.



NAKAI AND SUGIURA: PHYSICAL LAYER SECURITY IN BSB MAX-RATIO RELAY SELECTION 441

Fig. 10. Delay of the proposed schemes with/without cooperative beamform-
ing, where we considered the K = 5 relay nodes, buffer size of L = 100,
SNR γSR = γRD = 40 dB, and secrecy rate rsc = 1 bps/Hz.

Fig. 11. Secrecy outage probability of the proposed schemes with/without
cooperative beamforming, where we considered the K = 5 relay nodes, buffer
size of L = 100, SNR γSR = γRD = 40 dB, and secrecy rate rsc = 1 bps/Hz.

Next, in Figs. 10 and 11 the effects of the thresholding

parameter ξ on the proposed scheme’s delay profile and

secrecy outage probability were investigated, respectively,

where we considered the K = 5 relay nodes, buffer size

of L = 100, SNR γSR = γRD = 40 dB, and secrecy

rate rsc = 1 bps/Hz. Observe in Fig. 10, upon decreasing the

ξ value, the packet delay monotonically decreased, as expected

from the analytical bound of (23). Since ξ = 1 is not supported

in our protocol, ξ = 2 is optimal in terms of a packet delay

profile. Furthermore, in Fig. 11 it was found that the secrecy

outage probability remained almost unchanged for ξ ≥ 2 in

the proposed scheme without beamforming, while that of the

proposed scheme with beamforming gradually improved, upon

increasing ξ value. Since the effects of ξ on the secrecy outage

probability is not significantly high, it may be preferable to set

ξ (≥ 2) to be as low as possible, for the sake of attaining a

low delay.

Fig. 12. Average distributions of buffer states at relay nodes with parameters
(K , L) = (5, 5), SNR γSR = γRD = 40 dB, and secrecy rate rsc varied from
0.5 to 3.0 bps/Hz. (a) Proposed scheme without beamforming. (b) Proposed
scheme with beamforming. (c) Max-ratio scheme.

Fig. 12 shows the average distributions of buffer states of

relay nodes for the proposed and the max-ratio schemes. Note

that we counted a packet shared among the relay nodes in

the proposed schemes as one packet. Here, we considered
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Fig. 13. The proposed schemes with and without cooperative beamforming,
having the parameters of (K , L) = (5, 10), while considering the asymmetric
channels, having the average SNRs of γSR = 10 dB and γRD = 0–20 dB. The
secrecy rate was given by rsc = 1.0 bps/Hz. (a) Secrecy outage probability
and (b) delay.

the system parameters of (K , L) = (5, 5) and the SNR was

set to γSR = γRD = 40 dB while varying the secrecy rate

rsc from =0.5 to 3.0 bps/Hz. Figs. 12(a), 12(b), and 12(c)

show the packet distributions of the proposed schemes without

and with cooperative beamforming and the max-ratio scheme,

respectively. As the explicit benefits of the BSB algorithm

of the proposed schemes, the ratio of the empty-buffer state

(�k = 0) was lower in the proposed schemes than in the

max-ratio scheme, especially in the low secrecy-rate region.

This allows us to maintain the number of available links as

high as possible, hence resulting in a better secrecy outage

probability, as shown in the results shown in Figs. 6 and 7.

Moreover, in Fig. 13 we investigated the effects of the

asymmetric channels on the achievable performance of the

proposed scheme, where we considered the system parameters

of (K , L) = (5, 10) and the secrecy rate of rsc = 1.0.

The SNR of the SR links was fixed to γSR = 10 dB, and

that of the RD links was varied from γRD = 0 to 20 dB.

Fig. 13(c) shows the secrecy outage probability, while

Fig. 13(b) represents the delay. Observe in Fig. 13(a) that

Fig. 14. The achievable performance of the proposed schemes with/without
cooperative beamforming, the proposed scheme with cooperative jamming,
and the conventional max-ratio scheme, while assuming that the average SNRs
of the channels associated with an eavesdropper were available at a central
coordinator. Also, we set the ratios of ζSRk

= ζRk D = ζDE = 5 and the
average SNR was given by γSR = γRD = γRR = 20 dB. The secrecy rate
was given by rsc = 1.0 bps/Hz. (a) Secrecy outage probability and (b) delay.

the proposed schemes with/without cooperative beamforming

exhibited a better secrecy outage probability than the conven-

tional max-ratio scheme in entire SNR regime. Furthermore,

as shown in Fig. 13(b), the proposed schemes outperformed

the max-ratio scheme in terms of the delay for the scenario

of γSR ≫ γRD, while the max-ratio exhibited a lower delay

than the proposed schemes for γSR ≪ γRD. This is because

the conventional max-ratio scheme simply tended to select RD

links, owing to γSR ≪ γRD, which reduced the average number

of packets stored in relay buffers. However, this condition

deteriorated the secrecy outage performance of the max-ratio

scheme, due to the increased empty-buffer states.

C. Numerical Results of the Proposed Scheme With

Cooperative Beamforming and Jamming

Having investigated the achievable performance of the pro-

posed scheme with and without cooperative beamforming,



NAKAI AND SUGIURA: PHYSICAL LAYER SECURITY IN BSB MAX-RATIO RELAY SELECTION 443

Fig. 15. The achievable performance of the proposed schemes with/without
cooperative beamforming, the proposed scheme with cooperative jamming,
and the conventional max-ratio scheme, while assuming that the average SNRs
of the channels associated with an eavesdropper were available at a central
coordinator. Also, we set the ratios of ζSRk

= ζRk D = ζDE = 1 and the
average SNR was given by γSR = γRD = γRR = 20 dB. The secrecy rate
was given by rsc = 1.0 bps/Hz. (a) Secrecy outage probability and (b) delay.

now we carried out the numerical study of the proposed

scheme with both cooperative beamforming and jamming,

which is presented in Section V. Here, the CSI associated

with an eavesdropper is not assumed to be fully acquired at a

central coordinator. More specifically, we assumed that only

the related average SNRs, γSE and γRE, were available at a

central coordinator. Furthermore, the system parameters were

given by (K , L) = (5, 10).

Figs. 14(a) and 14(b) compare the secrecy outage proba-

bility and the delay between the three proposed schemes and

the conventional max-ratio scheme, where we set the ratios of

ζSRk = ζRkD = ζDE = 5 and the average SNR was given

by γSR = γRD = γRR = 20 dB. Observe in Fig. 14(a)

that the proposed scheme with cooperative jamming outper-

formed three other schemes in the entire range of the secrecy

rate, since cooperative jamming successfully interferes with

an eavesdropper’s reception. By contrast, the secrecy outage

probability of other schemes deteriorated by the challenging

assumption of the absence of full CSI associated with an

eavesdropper. Furthermore, as shown in Fig. 14(b), the pro-

posed scheme with cooperative jamming exhibited a good

delay profile, comparable to two other proposed schemes,

while outperforming the conventional max-ratio scheme.

Moreover, in Figs. 15(a) and 15(b), the ratios ζSRk
, ζRkD,

and ζDE were changed from ζSRk = ζRkD = ζDE = 5 to 1,

while other system parameters were the same as those used

in Figs. 14(a) and 14(b). As seen in the ζSRk = ζRkD = 1

scenario of Fig. 15(a), the performance advantages of the

proposed scheme with cooperative jamming increased, in com-

parison to those shown in the ζSRk = ζRkD = ζDE = 5 scenario

of Fig. 14(a). Additionally, in Fig. 15(b), it was found that the

proposed scheme with cooperative jamming exhibited explicit

advantage over other schemes, especially for the security rate

of rsc ≥ 2 bps/Hz.

VII. CONCLUSIONS

In this paper, we proposed novel buffer-aided secure relay-

ing schemes that rely on multiple SR- and RD-link selections.

More specifically, simultaneous activation of multiple SR

links owing to the broadcast nature of wireless channels is

used and a source packet is shared among multiple nodes,

which also enables coherent cooperative beamforming by the

buffer-aided relay nodes. Furthermore, BSB relay selection

is also incorporated into our schemes, in order to avoid

the detrimental empty- and full-buffer states. We derived the

analytical bounds of the secrecy outage probability and delay

for the proposed schemes. Furthermore, we introduced the

concept of cooperative jamming into the proposed scheme,

in order to interfere with an eavesdropper’s reception. Our

simulation results demonstrated that the proposed schemes

outperformed the existing benchmark scheme in terms of both

the secrecy outage probability and the delay profile.
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