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Abstract The broadcast nature of wireless communication systems makes wireless trans-
mission extremely susceptible to eavesdropping and even malicious interference. Physical
layer security technology can effectively protect the private information sent by the trans-
mitter from being listened to by illegal eavesdroppers, thus ensuring the privacy and security
of communication between the transmitter and legitimate users. Thus, the main design goal
of physical layer security is to increase the performance difference between the link of the
legitimate receiver and that of the eavesdropper using well-designed transmission schemes.
The development of mobile communication presents new challenges to physical layer secu-
rity research. This paper provides a survey of the physical layer security research on various
promising mobile technologies from secure key generation and keyless techniques, including
secure key generation, directional modulation (DM), spatial modulation (SM), covert com-
munication, and intelligent reflecting surface (IRS)-aided communication. Finally, the future
topics and the unresolved technical challenges are presented in physical layer security for
mobile communications.
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1 Introduction

Wireless mobile communications have been developing very fast [1-5]. Fifth generation (5G) mobile
systems have been started to be deployed worldwide. Due to the broadcast nature of wireless media,
information security has been a critical issue in wireless communication. The traditional method of
addressing communication security is to adopt the secret key encryption. The secure transmission of pri-
vate data is achieved by designing various encryption algorithms in the upper protocol stack. However,
cryptography is of computational security and its security level depends on the hardness of the underlying
mathematical problem it employs. Once an effective method is developed to solve its mathematical prob-
lem, the security of the encryption method will be seriously compromised [6]. The physical layer (PHY) is
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the lowest one in the Open System Interconnect (OSI) model of computer and communication networks.
PHY deals with hardware specifications, encoding and signalling, data transmission and reception, and
finally topology and physical network design [7].

PHY security technology has become an effective solution to the wireless communication security
problem. As shown in Figure 1, the transmitter (i.e., Alice) sends a confidential message to the legit-
imate receiver (i.e., Bob), while the eavesdropper (i.e., Eve) receives the signal and intends to decode
it. The key idea of PHY security technology is to exploit the inherent propagation characteristics of
wireless channels (such as the difference between the main channel and the eavesdropping channel, ran-
domness, and reciprocity) from the perspective of information theory, and to improve the amount of
mutual information between the transmitter and the desired user at the PHY while reducing the amount
of information in the eavesdropping channel through a rational design of the transmit signal. Compared
with traditional encryption technology, PHY security technology has the following notable features and
advantages. First, PHY security includes not only secure key generation techniques but also keyless tech-
niques (i.e., no encryption and decryption operations are required). Second, PHY security techniques can
take advantage of the time-varying and random nature of wireless channels.

The PHY security technology can effectively protect the content of private messages sent by the trans-
mitter from being eavesdropped by illegal Eves [8] and protect the behavior of signal transmission from
being detected or the presence of the user from being discovered by a surveillant [9]. Specifically, the
key generation-based PHY security technology mainly relies on the reciprocity and randomness of the
wireless channel to generate channel keys, ensuring that legitimate users can dynamically generate the
corresponding keys under the observation of the transceiver link [10]. The study of keyless PHY security
techniques originated from the Wyners Wire-tap wireless communication eavesdropping channel model,
which shows that when Eve’s channel is the degenerate channel of the legitimate receiver, there is some
way to maximize the transmission rate from the sender to the legitimate receiver without giving away any
information to Eve. This eavesdropping channel model has been extended to broadcast Gaussian chan-
nels [11, 12]. In particular, signal processing techniques are employed to design reasonable beamforming
or power allocation strategies from the transmitter’s perspective to improve the security performance of
wireless communication systems [13]. Based on the above advantages, solving the communication security
problem from the PHY has aroused widespread concern. The authors in [14] studied the secure transmis-
sion of private information on Gaussian channels, and proved that expanding the difference between the
main channel and the eavesdropping channel can achieve low probability interception and low probability
detection for Eves. Wang et al. [15] further researched the keyless PHY secure transmission technology
over fading channels. The use of multiple antennas can add additional degrees of freedom and further
improve the security performance of the wireless network [16, 17]. In addition, by generating random
artificial noise (AN) at the transmitter to interfere with Eves, the security of the system can be further
improved [18]. Currently, scenarios where Eves exist are considered in various wireless communication
systems.

The basic PHY security techniques have been summarized comprehensively in the literature
[6-8, 13, 19]. However, firstly, the published papers only provided a basic summary of PHY security
on basic transmission content, and did not address the case of transmission behavior subject to detec-
tion. Secondly, the published papers did not conclude the current emerging intelligent reflecting surface
(IRS) which can greatly improves the PHY security performance. Also, we review the latest literature
on directional modulation (DM) and secure spatial modulation (SM). Therefore, as a complement to the
existing surveys, we focus on the following areas.

Specifically, secure key generation technology is an encryption method that uses the random character-
istics of the physical channel of wireless transmission to generate a key and combines it with traditional
upper layer encryption mechanisms to achieve security. It places no restrictions on the eavesdropping
party’s computing power, eliminating the dangers present in traditional wireless key negotiation, allow-
ing independent key generation and extraction, providing unconditional security, and circumventing the
risks of pre-distributed keys [10]. The difficulty lies in designing a key sequence that reflects the unique-
ness, reciprocity, and randomness of the channel to ensure that the two communicating parties in a
legitimate channel can identify the key sequence accurately and unambiguously [20]. Keyless PHY secu-
rity does not need to generate keys. Advanced signal processing techniques such as antenna selection,
beamforming, relay selection, and cooperative jamming are used to increase the transmission difference
between legitimate and eavesdropping links so as to enhance the secure transmission capability of the
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Figure 1. A three-node secure communication model

system. For keyless PHY security, firstly, satellite communications, marine communications, mmWave
communications, and unmanned aerial vehicle (UAV) networks have been widely used in current 5G
networks, and their communication channels are mainly dominated by line-of-sight (LoS) components;
DM is very suitable for LoS channels to achieve a strong directive transmission because it can guarantee
secure transmission in the desired direction while distorting the constellation diagram in all other direc-
tions [21]. Secondly, for the conventional multiple-input multiple-output (MIMO) technology, the large
number of radio frequency (RF) chains leads to high system energy consumption, while SM provides a
low-cost, low-energy, and high-performance communication technology. SM also uses antenna sequences
and modulation symbols to transmit bit information, which reduces the design complexity of transmit-
ters and receivers and reduces the RF link overhead. Therefore, SM has become a promising technology
for MIMO systems because of its ability to address security problems in many scenarios by protecting
the content of the message [22]. It is worth noting that the behavior of the transmission itself exposes
the connection between the parties involved in that communication process, which can trigger further
investigation and attacks. The task of covert communication is to protect the behavior of wireless trans-
missions, thereby reducing the probability that a watcher will discover the communication behavior in a
wireless network. It achieves a higher level of security than cryptography and traditional PHY security
techniques [9]. Moreover, with the development of sixth generation (6G) research, it is realized that the
key issues facing future wireless communication will be the high cost of hardware, the high complexity
of wireless communication networks, and the increasing energy consumption. IRS is the key technology
that has received the most attention in 6G research due to its low cost, low energy consumption, and
programmable nature [23]. Thus, SM and DM are used to protect the privacy of the transmitted content,
covert communication protects the transmitted behavior, and IRS is introduced to further improve the
security of the system while reducing the cost.

Considering the potential of PHY security for mobile communications, the opportunities and chal-
lenges of how to achieve high levels of security at the PHY deserve more attention from the research
community. There are several approaches to achieve security using PHY, such as pre-processing scheme
[24, 25], coding [26], key generation and exchange [20, 27-29], artificial noise scheme [30], game theoretic
schemes [31], signal processing, and cooperation communications. The purpose of this paper is to provide
a summary of the latest PHY security research results for key future wireless network technologies. As
shown in Figure 2, we will focus on the following five aspects of PHY security technologies.

(1) Secure key generation: Key generation is an essential part of cryptosystems. For symmetric key
cryptosystems, the two legitimate parties should agree on a common key to complete the authenti-
cation, privacy, and integrity services. However, key distribution is one of the challenging problems
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Figure 2. An illustration of PHY security

of these services. Moreover, ordinary key generation techniques require much effort in terms of com-
plexity and acceptable secrecy. This work investigates the ongoing efforts for using PHY security
for key generation and key sharing for security solutions in wireless communications.

(2) Directional modulation (DM): The DM technique using phased arrays sends information along the
direction of the desired receiver, making the constellation diagram of the received signal in the
desired receiver direction the same as that of the baseband modulated signal, while the constellation
diagram of the received signal in the undesired direction will be distorted, thus ensuring the safe
transmission of information.

(3) Spatial modulation (SM): SM is a new MIMO antenna transmission technique, which plays an
effective balance between hardware overhead and transmission rate. Because it makes full use of
the channel index information to transmit more bit streams, it enhances the spectral efficiency
of the system without increasing the costly RF links. Since both antenna index and modulation
symbols in SM networks carry private information, interception of either of them may result in
leakage of confidential information. In other words, compared with MIMO communication, the SM
network has serious communication security risks. Therefore, it is strategically important to utilize
PHY security technology to provide security for SM systems.

(4) Covert communication: In covert communication, when the transmitter transmits a message to the
receiver, it is guaranteed that the probability that the illegal watcher can detect the transmission
is small enough. Covert transmission technique, as an important secure transmission technique,
aims to hide the transmission behavior of the transmitter. Compared to PHY security techniques
that aim to prevent the transmitted content from being overheard by Eves, covert communication
techniques can achieve a higher level of communication security.

(5) Intelligent reflecting surface (IRS)-aided communication: An IRS is an artificial surface made of
electromagnetic material and composed of a large number of passive reflective units. By configuring
these reflective units to act on the phase shift and amplitude of the incident signal, fine-grained
three-dimensional beamforming can be achieved, which can be used to improve channel quality,
enhance received power, and extend the communication distance. IRS transforms the traditional
uncontrollable and random wireless communication environment into a programmable and rela-
tively deterministic transmission space, and plays an active role in the signal transmission process.
By introducing IRS into the security system, the security of the system can be further enhanced.

The rest of this paper can be outlined as follows. We first discuss secure key generation in Section 2,
then DM and SM techniques on PHY security in Sections 3 and 4, respectively. Section 5 focuses on
the covert communication, and Section 6 summarizes the security in IRS-aided wireless communication
systems. Finally, conclusions are drawn in Section 7.
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2 Secure key generation

In communication systems, the authentication, confidentiality, and privacy services are usually handled
in the upper layers using private-key and public-key cryptosystems. Nowadays, many researches from
information theory, signal processing, and cryptography suggest that there is much security to be gained
by accounting for the imperfections of the PHY when designing secure systems. Ordinarily, asymmetric
key cryptosystems are the most common methods for distributing a secret key in many wireless communi-
cation systems [20]. Asymmetric key cryptosystems consume significant amounts of computing resources,
bandwidth, and power; thus it might not be available in specific wireless scenarios such as in vehicle
ad-hoc networks (VANETS) [7, 27], mobile ad-hoc networks (MANET) [27, 32], and wireless sensor net-
works (WSNs) [33]. Public key system limitations have motivated many researchers to develop alternative
approaches. Quantum cryptography is one of these attempts, which uses the quantum theory laws for
sharing a secret key [34]. It has been involved in some applications [35], nonetheless, the researches are still
in their initial stages and excessively expensive. PHY security solutions can be implemented using channel
properties without involving traditional secret key mechanism. Such research results can be utilized to
generate secret keys in a cost efficient way without sacrificing much communication capacity.

2.1 Key extraction techniques

The key generation techniques using the PHY can be generally categorized into keyless security and secret
key-based security. Keyless security-aided transmission and secret key agreement fall under the umbrella
of PHY security, which achieves security by exploiting the unpredictable characteristics of the random
channel. Most of secure communication models have not considered the physical reality of communication
channels [28, 36], particularly, the degradation of signals because of fading or noise. This observation
naturally introduced a more realistic communication model, now known as the wiretap channel, where
noise in the main channel and eavesdropper’s channel was explicitly introduced.

Wiretap channel model, which is usually referred to as the keyless security, transmits data without
any encryption and generation of a common key. To illustrate how secrecy could be possible over a noisy
channel without any encryption mechanism, a degraded additive white Gaussian noise (AWGN) wiretap
channel is considered, as shown in Figure 3. The degraded wiretap channel [Alice-Eve| has lower signal-
to-noise ratio (SNR) than the main channel [Alice-Bob]. Consequently, for a given binary constellation
employed by Alice and Bob, the bit error rate (BER) for the main channel is lower than the BER, for
the wiretap channel. Consider that the difference is large enough so that after decoding of the repeated
symbols sent by Alice, Bob is able to identify a unique symbol, while Eve can only see a cloud of points
all over the constellation, which would make her unable to decode the sent symbol. This is one of the
simplest examples of exploiting a physical layer advantage to securely transmit information between two
parties without involving a key distribution technique. Despite the advantage in this scheme, the choice
of the constellation by Alice and Bob depends on their knowledge about the channel state information
(CSI) of the wiretap channel, which is one of the main challenges in the field of PHY security. PHY
secrecy research usually considers complete, partial, or no knowledge of CSI [29, 37, 38].

There are two models of secret key agreement: channel model-based and source model-based. Both
models include a two-way authenticated public channel with no rate limitation, unless stated otherwise.
The channel model-based key agreement follows a similar concept to the wiretap channel model, but
there are some differences.
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Figure 4. Secret key agreement channel model

The channel model-based key agreement securely transmits keys from Alice to Bob, and agrees on
the same key via a two-way public channel [37—40]. It consists of transmission strategies that leverage
the wireless channel as a medium to convey secret information. This model is an extension of the wiretap
channel. There exists a two-way, noiseless, public, and side channel of unlimited capacity. This model is
introduced to analyze the effect of feedback on secret communications. In this model, Alice sends a random
sequence X™ over a discrete memory-less channel (DMC) defined by P(Y Z|X), Bob and Eve observe
outputs Y™ and Z" as shown in Figure 4. Indeed, the wiretap channel (characterized by P(Y Z|X))
is a particular case of common information (characterized by P(XY Z) = P(YZ|X)P(X)) when Alice
chooses P(X) and generates n independent, identically distributed (i.i.d) random realizations according
to P(X) [37-40].

Legitimate party can communicate over a public, authenticated, two-way side-channel of unlimited
capacity. The supposition that the channel is public allows Eve to intercept all messages sent over the
channel, so that the channel does not establish a source of secrecy. However, the assumption that the
channel is authenticated prevents the intruder from interfering the messages. The objective is for the
legitimate parties Alice and Bob to exchange n symbols over the noisy channel and to transmit messages,
denoted by F', over the public channel, so that they eventually agree on the same secret key K. If there
exists a sequence of key generation policies with an increasing number of symbols transmitted in the noisy
channel, a secret-key rate R is accomplished, satisfying the following three requirements. Firstly, with
high probability, legitimate parties reliably agree on the same key. Secondly, the secret key is uniformly
distributed, in order to be used for cryptographic applications. Thirdly, the key is secret with respect to
eavesdropper, who observes the noisy signals and the public messages.

The addition of a public authenticated channel does not underestimate the problem, because it is
not a resource for secrecy. The only resource for secrecy leftovers is the noisy communication channel.
Contrasting the wiretap channel model, the channel model for secret-key sharing allows for two-way
communication and feedback. Feedback turns out to be an essential ingredient for secret key generation.
In addition, the key K is not a traditional message because its value needs to be fixed at the beginning of a
secret-key agreement strategy. This allows the key to be generated interactively based on the observations
and messages of all legitimate parties, and to be processed with non-invertible functions. This differs with
the wiretap channel model in which the secret message from the sender must be received unchanged.
Moreover, secret-key generation strategies are extremely sophisticated. There are some other possible
methods to improve the key generation security at the transmitter side. For instance, the sender party
can make some noise when transmitting the message. However, it requires much efforts from the receiver
to correctly detect and estimate the information. The common challenge of both channel model-based
key agreement and keyless security solutions is the practical implementation.
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The source model-based secret key agreement works in a different manner. It generates the keys from
the wireless channel between Alice and Bob rather than transmitting the keys, which is termed as key
generation from wireless channels. It considers the wireless channel as a source of random information and
not as a transmission support. Legitimate party only has to agree on a key based on common randomness
observations instead of transmitting a particular message. The source model assumes the existence of
a discrete memory-less source (DMS) defined by P(XY Z) with components (X™;Y™; Z™) observed by
Alice, Bob, and Eve, respectively, as shown in Figure 5.

Assume that two legitimate terminals want to agree on a key while preventing Eve from knowing any-
thing about it, but a random guess. When legitimate parties are not collocated, signals observed at outputs
of the main channel and eavesdropper’s channel are usually different. Natural discrepancies are caused by
physical phenomena. For wireless communications, the most notable effects are noise, fading, and path-loss
[29, 34]. The source model of key generation involves two legitimate users, Alice and Bob, and a passive
eavesdropper, Eve. Alice, Bob, and Eve acquire channel observations X" = [z!(A),z2(A), ...,z"(4)],
Y™ = [yY(B),y*(B), ...,y"(B)], and Z" = [z}(E),2%(E), ..., 2"(E)], respectively [40]. These observa-
tions are the main inputs for the key extraction process, which is used to agree upon the same key between
legitimate parties. For legitimate parties, these observations are theoretically equal, while those observed
by Eve are totally different.

To establish a shared secret key, legitimate users measure the variations of the wireless channel by
transmitting probes to each other and measuring the received signal strength (RSS) values of the probes.
Legitimate parties should ideally measure the RSS values at the same coherence time to get identical
readings. However, typical commercial wireless transceivers are half duplex; they cannot exchange the
signals at the same time. Thus, they must measure the radio channel in one direction at a time. However,
as long as the time between two directional channel measurements is within the channel coherence time,
they will attain identical readings. General speaking, the secret key sharing is achieved using four stages
which are channel probing, quantization, information reconciliation, and privacy amplification as shown
in Figure 6 [27]. As channel coherence time is very short, and the bandwidth and capacity in some
communication systems are very limited, the drop ratio should be greatly reduced. Therefore, some
approach uses a quantization method to extract the secret key that increases the range and amount of
quantization levels [20, 41].

Recently, channel state has been widely used to extract a secret key [42, 43]. In this context, Abdelgader
and Wu exploited the physical characteristics of the wireless channel to provide secrecy for transmissions
and key sharing mechanism appropriate for VANET [20]. Many efforts and comprehensive reviews in this
context have been tackled and summarized in [44-47]. In particular, Mathur et al. in [42] proposed a
level-crossing key extraction algorithm that preserves only one bit from m successive 1s or 0s and drops
other redundant m — 1 bits. However, it achieved low match rate while reducing the secrecy rate. To solve

Page 7 of 30



Security and Safety, Vol. 1, 2022007

111010011 Quantization 011010011
S A Vo
i Information i
i 111010011 - - 111010011 !
i Reconcilation !
[ L. R

Privacy
11001100 g - 11001100
L bits Amplification L bits
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this problem, Zhu et al. applied canonical correlation analysis to obtain the optimal weight coefficient
of the sliding smoothing filter in order to improve the correlation of the measurements of transceivers
and accelerate the bit generation rate [48]. Also, to solve the secrecy rate and dependency issue in the
extracted key, Abdelgader et al. employed two orders of Markov chain to scramble the extracted bits and
increase randomness [27], while an adaptive secret bit generation scheme was proposed in [36], which is
an improved version of the scheme [42].

Different from the Mathur quantizer, the measurements in [27] were divided into multiple blocks, and
the quantizer extracted a bit from each measurement of each block, and it depended on further steps to
eliminate the effects of correlated bits. Furthermore, another paper also introduced an adaptive secret
multi-bit key generation scheme using the Gray code, which not only improved the secret rate but also
increased the bit mismatch rate. Abdelgader and Ali et al. [20, 41] put forward the RSS-based high-
bit rate, consistent, and random key extraction for VANETSs scenarios. Exactly, for perfect mismatch
rate, it used an inconsistency removal method to remove the inconsistent measurements between the two
communication parties. This scheme was able to achieve near zero-bit mismatch rate with low secret bit
rate. Afterwards, they solved the secret rate degradation by proposing a multilevel quantization approach,
which reuses each RSS many times.

Many types of research employed the RSS for extracting the shared secret key. However, other param-
eters related to the channel response between the three parties can be used for extracting the secret key
for the legitimate parties without giving useful information to the intruder party. The channel response
between the two legitimate parties is typical and totally different from that between legitimate parties
and the intruder. This fact concludes that there are three different channel responses Hapg, Hag, and
Hpp which are matrices containing many parameters [49]. Therefore, one can investigate and search
these parameters and develop a model for extracting a secret key from it.

Finally, it is important to note that the key generation using PHY has been widely used in vehicular
networks and is very promising to be employed in other types of wireless communication networks such
as Internet of things (IoT), machine to machine (M2M), MANET, and WSN suitable for mobiles, drones,
and helicopter networks. It is also worth mentioning that the PHY-based extracted keys are usually
appropriate for solving the key distribution problem of symmetric key cryptosystems and can replace
public (asymmetric) cryptosystem solutions in the near future owing to the complexity and the bulk
amount of data generated by public key solutions. It is also important to note that the key generation
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methods based on PHY security are much suitable and have a high rate of success in wireless mobile
communication systems, owing to the possibility and presence of Doppler shift, fading, multipath, noise,
and interference, which create a fine venue for acceptable randomness to the generated secret key.

2.2 PHY security limitations and possible attacks

The PHY security solutions may have many limitations. It is also vulnerable to several ordinary security
attacks, such as attack against privacy, authentication, and integrity. In this context, denial of service
(DOS) is a common security attack, which is performed by causing malicious action or deliberate failure
of nodes. It can be performed through consuming the resources of the victim system, by transferring bulk
amounts of unwanted information and hence denying the victim from accessing the resources and service
of the communication system. PHY security solutions for wireless communication systems are widely
susceptible to this kind of attacks.

Brute force attack is also a possible attack when applying PHY security solutions, because some
channel measurements which are as a part of the security system, such as the key agreement, can be
predicted and discovered using a Brute force attack. The good news is that, most of the PHY security
solutions are suitable for limited resource computational capability communication systems. This means
that the Brute force attack in these systems has very limited probabilities.

One of the common attacks in wireless communication systems is the jamming attack. Flow jamming
attack (FJA) is one of the most intelligent attacks because the jamming devices are located in such a
way that the amount of flow to be jammed in the wireless system is greatly maximized while the power
used to jam the flow is minimum [2, 16]. This attack has a great chance when PHY security solutions are
applied. The FJA can have a great influence on the probing stage during the key generation process. FJA
and its model are considered as a linear programming. One of the key areas of research that tackles the
jamming attack is to find scheduling algorithms for collecting real-time data about the data flow in the
communication system during a FJA. The scheduling problem aims at finding a value that maximizes
the use of multiple channels to filter the packet with interference and channel parameter constraints.

When extracting secret key using RSS, the RSS reading and the level fine tuning values, such as mean
and standard deviation, are general statistical values, which can be predicted by the attacker. Therefore,
to ensure that an attacker cannot use his knowledge about the distance between legitimate users to predict
some parts of the key, the mean RSS value is dropped out of the measured RSS in many solutions, because
it can be an expected function of distance. Future key generation solutions based on PHY should find a
trade-off between reducing the drop ratio and closing the security vulnerability accordingly.

2.3 Future challenges

Future PHY key generation solutions should take care of decreasing the mismatch rate and increasing
the secrecy and entropy rate while reducing the number of probes and the amount of the exchanged data
between the two legitimate parties. Future approaches should evaluate their robustness of key extraction
results using the secrecy rate, entropy rate, mismatch rate, and drop ratio as assessment metrics. More
research is needed in terms of secrecy capacity, quantization techniques, information reconciliation with
less information exchange and robust results, and high entropy rate privacy amplification approaches.
Besides, a challenging scenario arises when using PHY security to extract keys where the link between Bob
and Alice is not a direct communication channel. For example, when two parties communicate through
an entrusted relay. It is worth noting that much research is required to determine which type of key
generation method is suitable for a particular communication security system.

3 PHY security of DM

In recent years, as one of the key technologies of PHY wireless transmission, DM has been a research
hotspot in the field of PHY security. DM technology realizes the directionality of signal transmission by
optimizing the design of beamforming and adding AN to the transmitted signal. Using this technology
can not only accurately and efficiently transmit information to desired users, but also achieve signal
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constellation distortion in undesired directions by designing AN projection matrix to transmit AN to
undesired directions. Different from traditional PHY security technologies, DM is mainly suitable for
fading-free Gauss white noise channels. When the distance and direction of the transmitter and receiver
are known, the channel steering vector has static stability.

In Figure 7, a schematic diagram is given to show the basic idea of DM. The system consists of three
nodes: a multi-antenna transmitter (Alice), a desired user (Bob) and an eavesdropper (Eve). Using the
AN technology and the null space projection (NSP) criterion, the AN is projected into the null space of
the desired direction channel, that is, it does not affect the desired user so that the expected receiver
can easily decode useful information. At the same time, since AN makes it difficult for Eve to observe
the changing law of the signal constellation diagram, Eve cannot correctly decode confidential messages
(CMs). In this system, M independent data streams are sent to M desired receiver directions, respectively,
with {x,,}M_, and the direction angles are {041,042, ...,04x}. In addition, it is assumed that there are
J eavesdropping directions, which are {0,1, 042, . .., 0,7} Let the kth symbol modulating of the mth user
be z,,k, and ]E[x*mkxmk] = 1. The transmitter simultaneously transmits the useful signal and artificial
noise at the transmitting end, and the transmission vector of the kth symbol is denoted as

M
S = ﬁl\/FS Z VmTmk + ﬁ? \/sza (1)
m=1

where P; is the total transmit power, 81 and fs are the power allocation parameters of CMs and AN,
and 3% + 82 = 1. v,,, € CN*! denotes the transmit beamforming vector of the mth CM, and W € CV*¥V
is the projection matrix for controlling AN to the undesired direction, where vZv,, = 1. In addition,

z € CN*! denotes the AN vector with complex Gaussian distribution, i.e., z ~ CN(0,Ix). The signal
data stream s is transmitted through the wireless channel, and the kth data received along the direction
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angle 0 is expressed as
yr(0) = 1 (0)s + wy, (2)

where wy, is the complex AWGN vector, distributed as wy, ~ CA(0, Ufuk). The normalized steering vector
h(6) is
1 ; . )
h(9) = ej27r‘119(1)7“-’63271'\1/9(71)’“.76]27r\119(N) T) 3
0)= = | ®)

where the phase function Wy(n) is defined as

1
\Ilg(n)é—<n—N;_) dC;\)897 n=1,...,N, (4)

where 0 is the direction of arrival or departure, n is the index of antenna, d represents the element spacing
in the transmit antenna array, and A is the wavelength.

As an advanced PHY security transmission technology, DM combines beamforming technology and
artificial noise to further improve the security performance of communication systems. Different from
the traditional beamforming technology, the DM technology can realize the directivity of the signal,
ensure the safe transmission of the signal in the desired direction, and interfere with the constellation of
the signal in the undesired direction at the same time. However, different from the conventional MIMO
system, DM is only suitable for the LoS channels due to its effect of gathering AN to Bob in mulitpath
channels. Its main advantage is its directive property, which may improve the physical-layer security and
achieve a high energy efficiency. Its main disadvantages are as follows: (a) Alice with transmit antennas
only transmits one confidential message stream (CBS) towards Bob with multiple receiver antennas due
to the rank-one property of the channel matrix from Alice and Bob in line-of-propagation channel; (b)
The effect of gathering AN towards Bob will significantly degrade the SR performance of Bob. Although
DM is only suitable to the line-of-propagation channels, it still has several potential future applications
such as deep space channel, satellite communication channel, UAV communication channel, and even the
future 6G mmWave and THz channels.

3.1 Realization method of DM

DM can be divided into two categories: one is based on the combination of RF and components, and
the other is implemented by designing algorithms for baseband signals. Babakhani et al. [50] introduced
a near-field direct antenna modulation (NFDAM) technology, which modulates the far-field radiation
signal through the time-varying electromagnetic boundary conditions of the antennas near-field. This
enables the transmitter to send information depending on the direction so as to achieve a safe trans-
mission effect. Daly and Bernhard [51] proposed a DM technique based on phased array generation. By
correctly phase shifting each element, the amplitude and phase required by each symbol in the digital
modulation scheme are generated in a given direction. The disadvantage of this technology is that it only
considers the signal constellation in the desired direction and ignores the consideration of the distortion
of the constellation in the undesired direction. Therefore, Daly et al. [52] designed a phased array-based
PHY secure transmission technology on the basis of [51]. They found through experiments that the
DM transmitter creates a narrower low error rate area around the desired direction, while continuing
to maintain a high error rate in the sidelobe area. Daly and Bernhard [21] then used an array with
pattern reconfigurable elements to switch elements for each symbol, thereby generating a digitally modu-
lated signal in the desired direction, and used this reconfigurable array to demonstrate the improvement
of DM in terms of safety performance. Unlike traditional transmitters that excite the same antenna,
Hong et al. [53] proposed a dual-beam DM technology for PHY security communications, which used
in-phase and quadrature baseband signals to excite two different antennas. In [54], the DM network with
a time-modulated phased arrays was proposed, which can synthesize multicarrier DM symbols for PHY
security.

According to the concept of orthogonal AN in information theory, Ding and Fusco applied orthogonal
vector technology to DM in [55]. By adding orthogonal AN signals at the baseband, the signal constellation
in the undesired direction is distorted, causing Eves to be unable to decipher CMs according to the
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changing law of the signal constellation. At the same time, the orthogonal AN is projected into the null
space (NS) of the channel steering vector of the desired direction, thereby eliminating the influence of AN
on the signal received by desired users. Ding and Fusco [56] further proposed an orthogonal vector method
for DM transmitter to synthesize multiple beams on the basis of [55]. Ding and Fusco [57] showed that
when the non-cooperative receivers are placed separately, the DM system can be regarded as a MIMO
system operating in free space. By transmitting AN that is orthogonal to the useful information, the
security performance of the DM system is thereby improved.

3.2 Robust beamforming and DOA measurement for DM secure system

In actual application scenarios, there will be errors in the measured angle, which will affect the
expected user reception performance and reduce the security of wireless transmission. However, in
the above research, the direction angle is assumed to be the ideal known information, thus further
studies on systems with imperfect information of direction angle are needed. Hu et al. [58] designed
a robust DM synthesis technique based on the principle of minimum mean square error (MMSE) in
view of the uncertainty of the estimated direction angle, which improves the bit error rate (BER)
performance of the system by minimizing the constellation distortion in the desired direction. Shu
et al. [59] considered a multi-beam broadcast DM scenario with an imperfect desired direction. Shu
et al. [59] designed beamforming by minimizing information leakage in the eavesdropping direction, and
maximizing the expected average received signal-to-interference-to-noise ratio (SINR) of the user end
to design a projection matrix of AN, so as to achieve the robustness of CM transmission in the wire-
less communication system. Shu et al. [60] considerd the MIMO system with direction of arrival (DOA)
measurement error, and proposed a robust beamforming scheme based on the combination of main lobe
integration and leakage, which transmits independent and parallel private data streams to multiple legiti-
mate users at the same time, thereby realizing the stable and safe transmission of CMs in the DM system.
Shu et al. further designed a low-complexity scheme in [61] that can accurately and safely transmit CMs
to desired users through the joint use of AN, phase alignment, orthogonal frequency division multiplexing
(OFDM) technology, and DM random subcarrier selection technology.

In addition, there is a key technology in the DM field, DOA estimation technology, which combines
information of different frequencies to obtain the best DOA. Hung and Kaveh [62] characterized the
specific structure of the focus matrix to avoid focus loss, and the focus matrix is preferably a unitary
matrix, which has an important impact on the statistical characteristics of DOA estimation. In [63], the
data were robustly preprocessed through the weighted average of the signal subspace and the enhanced
design of the focus matrix. Ng et al. [64] proposed a wideband structure for processing array signals, and
estimated the order and DOA through the Bayesian method and the reversible jumping Markov chain
Monte Carlo process.

3.3 Future challenges

In wireless communication, the scattering of electromagnetic waves caused by the atmosphere and the
reflection or diffraction of the electromagnetic waves created by the surrounding buildings and other
surface objects will cause multipath propagation of radio signals. In practice, due to the lack of cooperation
between Alice and Eve, the CSI may be imperfect. For DM, if the directional angle from Alice to Eve
is available, AN can be forced to its direction by beamforming. Once Eve communicates with its data
center, Alice or Bob may estimate its directional angle. The basic idea of multiple parallel transmissions
can be extended to the scenario of imperfect CSI. In our view, the joint optimization problem will become
harder to address due to the imperfect CSI constraint.

The PHY security technology provides a guarantee for the security of wireless communication, and
its future research still faces many problems. For example, the problem of secure transmission of DM
in the multipath environment, the problem of information theory, and the key technology of precise
wireless communication under the impact of two-dimensional (distance and direction angle) factors and
its robustness under the condition of estimation error. In the multi-user scenario, from the perspective
of information theory, the problem of the security capacity region of the multi-user system and the
asymptotic upper bound of the secrecy rate sum can be further studied.
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Figure 8. Schematic diagram of SSM network

4 PHY security of SM

As one of the derivatives in the context of MIMO techniques, SM is becoming a hot research area. Its
basic idea is using both the transmit antenna index and the modulated symbol to convey messages, which
improves the spectrum efficiency and reduces the cost of RF chain [22]. SM technology belongs to a special
MIMO technology which only needs a RF' chain to activate one antenna among multiple antennas to send
information, which can reduce hardware cost and avoid inter-antenna interference and synchronization
problems. Accordingly, in SM system, we consider the finite input which is more realistic. However, SM
utilizes a very limited number of RF chains when compared to the transmit antennas (TAs) present in
the spatial-constellation. Due to this, the estimation of the channel gains of all TAs simultaneously is
not possible. Moreover, the number of TAs must be a power of 2, whereas in generalized SM (GSM),
an arbitrary number of antennas can be utilized. As for the application scenario, the basic idea of SM
is using both the transmit antenna index and modulated symbol to convey messages, which indicates
its advantage in higher data rate scenario. Moreover, as SM can reduce the complexity of the design of
transmitter and receiver, SM performs well in massive MIMO scenario. On the other hand, the broadcast
nature of the wireless communication incurs that the desired receiver is vulnerable to hostile users, thus
establishing a set of systematically secure transmission strategies becomes an imperative demand. In this
section, we review the crucial transmission strategies of the PHY security under the typical SM system
and hybrid SM system, respectively.

4.1 Typical SM system

A typical SM system has been shown in Figure 8. In this figure, four important tools including transmit
antenna selection (TAS), AN projection, power allocation (PA), and receive beamformer at the desired
receiver are fully employed to achieve a high-performance secure SM (SSM).

In Figure 8, the transmitter (Alice) is equipped with N, TAs. Without loss of generality, N, is not a
power of two, thus N; out of N, TAs should be selected for mapping binary bits to the antenna index.
Accordingly, the signals observed at Bob and Eve can be, respectively, formulated as follows:

Yy = b1V PsHyTren s, + B2/ PsH TP ann + ny, (5)
Ye = ﬁl V PsHeTk:enSm + ﬁQ V PsHeTk:PANn + g, (6)

where H, and H. are the channel gain matrices of the desired and eavesdropping channels, respectively.
T} is the TAS matrix. n, and n. denote the complex additive white Gaussian noise vectors.

The security of the SM system is characterized by evaluating average secrecy rate (SR) which is
formulated as

Rs = EHbyHe [I (enasm;Yb) - I(en75m§ye)]+’ (7)
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where [ (en, Sm; yg) stands for the mutual information of Bob and Eve, which is expressed as

1
I (emsm;yg> = logy, NeM — W
N¢M N M
<3 Ea, 1oy Y exp (100 PH T (e — ess;) 4 gl + g ?) b (8)
i=1 j=1

where g stands for b or e. Appropriately selecting out an active antenna group is capable of improving the
security performance of SM systems. The authors in [65] proposed two TAS methods: capacity-optimized
antenna selection (COAS) and Euclidean distance-optimized antenna selection (EDAS) which focused
on improving bit-error rate performance. In [66], the authors generalized EDAS method to the secure
SM system and proposed the maximizing signal-to-leakage-plus-noise ratio (Max-SLNR) TAS strategy,
where the Max-SLNR scheme achieved a higher secrecy rate (SR) performance with a lower complexity.
However, Max-SLNR method does not directly maximize the secrecy rate of the SSM system. To overcome
the above disadvantage, the authors in [67] proposed two low-complexity TAS methods for maximizing
SR by analyzing the asymptotic performance of SR when SNR approaches 0 and oco. Furthermore, a
compromise solution that suits for the whole SNR region was further devised, which has the capability of
achieving a close SR performance when compared with the exhaustive search (ES) method. When a rough
CSI of Eve’s channel is obtained, the authors in [68] proposed a simulated-annealing-mechanism-based
TAS scheme which obtained excellent SR profit.

By reasonably generating Gaussian AN at the transmitter, the detection of Eve can be deteriorated,
so as to further improve the security performance of the system [69]. Wang et al. [70] projected AN
onto the null-space of the desired channel to interfere with an unknown Eve. Although NSP scheme
ensures the high security performance in high SNR region, the beamformer design for AN has not been
further explored to improve the security performance of SSM. The authors in [68] proposed a novel
ratio optimization algorithm which reduced computational overhead and achieved near-optimal safety
performance.

As the total power is constrained, elaborately splitting the power allocated to the CM and allocated
to the AN has a great impact on improving the SR performance. In [71] and [72], the approximation of
SR based on cut-off rate was invoked to substitute the non-closed SR expression for secure SM systems.
Using the approximation as the objection function, the authors in [71] proposed a gradient-based PA
method which approached the optimal PA method based on ES. In [72], a novel criterion that maximizes
the ratio of Bob’s SLNR and of Eve’s AN-to-leakage plus noise ratio (ANLNR) was conceived which
was close to the optimal PA factor and also reduced some computational complexity. To further reduce
the computational complexity and approach the optimal SR performance, the authors in [73] proposed a
deep-neural-network (DNN)-based PA strategy whose key idea was to treat the input and output of ES
algorithm as an unknown nonlinear mapping and used a DNN to approximate it.

Consider a SSM system with a full-duplex (FD) malicious attacker (Mallory), where Mallory works on
FD mode, eavesdropping from Alice and transmitting jamming to Bob simultaneously. A game-theoretic
approach was adopted in [74] to deal with a combination of passive eavesdropping and active attacks. The
authors in [75] proposed three effective receiver beamformers with low complexity to eliminate jamming
and improve SR.

4.2 Hybrid SM system

When the number of TAs tends to be large, the circuit cost and complexity will become a burden on the
fully digital SSM. To address this problem, hybrid SM was proposed and fully investigated where the total
antenna array was divided into multiple transmit antenna subarrays with each subarray being connected
to a single RF chain. As for hybrid SSM, two effective tools including the precoder and transmit antenna
subarray selection are used to achieve a high security SSM.

In [76], the authors proposed a semi-definite relaxation based alternating minimization (SDR-AltMin)
algorithm to jointly design the digital and analog precoders. In [77], the authors generalized SDR-AltMin
algorithm to the hybrid SSM system, and proposed two precoders which maximized approximate SR
(ASR) based on the gradient method and alternating direction method of multipliers, respectively.

Page 14 of 30



Security and Safety, Vol. 1, 2022007

4 I I T T T T
s Proposed GD, N,=2

= mem = = Proposed ADMM, N,=2

= o= = Generalized SDR-AltMin, N,=2
== Proposed GD, N,=6

== =f == Proposed ADMM, N,.=6

= B+ = Generalized SDR-AltMin, N,=6

g
[

[

Average Secrecy Rate (bits/s/Hz)
[}

0.5

0 1 1 1 1 1 1
210 -5 0 5 10 15 20 25
SNR(dB)

Figure 9. Comparison of SR performance of various precoders in [77]

Figure 9 shows that the two proposed methods in [77] harvested a higher SR performance than the
generalized SDR~AltMin method. For hybrid generalized SSM systems, the authors in [78] proposed a
novel algorithm to separately optimize the analog precoder and the digital precoder to maximize SR.
As the objective function is non-concave, the authors conceived a pair of concave objective functions to
optimize the analog precoder and digital precoder.

As the number of RF chains is not a power of two, there exists the transmit antenna subarray selection
problem. The authors in [77] proposed two low-complexity transmit antenna subarray selection (TASS)
methods, named maximizing eigenvalue (Max-EV) and maximizing product of signal-to-interference-
plus-noise ratio and artificial noise-to-signal-plus-noise ratio (Max-P-SINR-ANSNR), which performed
better than the generalized Max-SLNR method. The above studies mainly analyzed the system secrecy
performance under the Rayleigh fading channel, and the application of the hybrid precoding algorithm
to AN-aided mmWave GSM system was studied in [79], where the AN-aided mmWave GSM system
adopting Gram-Schmidt precoding was proposed, which can obtain a more satisfactory system secrecy
capacity compared with the SDR-AltMin in [76].

4.3 Future challenges

(1) The existing research on SM was based on the Rayleigh fading model. How to extend the SM system
to other types of fading channels is very important for the practical application and deployment
of SM. In addition, how to construct the security optimization problem in the relevant channel
environment is worth pondering.
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Figure 10. System model for covert communication

(2) Since there is no closed expression of SR, it is a primary task to find a closed form to replace the
original expression of SR. Although there are some approximate expressions, the specific perfor-
mance differences are not clear. This is because communication configuration, modulation mode,
and channel model all have a potential impact on the secrecy rate. Therefore, performance analysis
based on SM system needs to be further followed up to meet the next communication deployment
requirements.

(3) As another important indicator of communication security, the research of secure interrupt prob-
ability in the field of finite input is scarce. Therefore, the analysis of SM system security interrupt
probability is an important performance standard for the next step.

5 Covert communication

While most information-theoretic security studies to date have revolved around the issues of protecting
the content of information, the growing concern around mass communication surveillance programs has
reignited interest in investigating the covertness of communications, also known as low probability of
detection (LPD) [80], in which covertness requires that the communication remains undetectable from a
watchful adversary, named warden. The concept of covert communication has shown tremendous research
value and application value [81, 82]. The warden in covert communication and eavesdropper in traditional
PHY security represent two types of threats in wireless communication, respectively. Specially, the covert
communication considers the external attackers, e.g., warden, which act as the surveillant for detecting
the signal transmission and discovering the presence of the user. On the other hand, the eavesdropper may
be internal attackers, e.g., eavesdropper, which aim to decode the confidential information. Therefore,
there are some scenarios where both types of attacks do exist concurrently, e.g., some military and
governmental applications. Therefore, the secure transmission schemes reviewed in this work aim at
protecting the confidential information from being decoded at the internal attackers (eavesdropper) and
detected at the external attackers (warden).

Specifically, the covert communication scenario is shown in Figure 10, where a transmitter (Alice) tries
to send messages to a receiver (Bob) covertly under the supervision of a warden (Willie), who is detecting
whether Alice is communicating with Bob or not. It means that Willie faces a binary hypothesis testing
problem. The null hypothesis Hg states that Alice did not transmit while the alternative hypothesis H;
states that Alice did transmit, sending covert information to Bob. Dy and D, represent the binary decisions
that Alice transmits or not, respectively. We define the probability of false alarm Pra = P(D;|H,) (or
Type I error) as the probability that Willie makes a decision in favor of the alternative hypothesis, while
the null hypothesis is true. Similarly, the probability of miss detection Pyp £ P(Dy|H;) (or Type II
error) is defined as the probability of Willie making a decision in favor of the null hypothesis, while the
alternative hypothesis is true. The detection error probability at Willie is the sum of Type I error and
Type II error. Therefore, the optimal test is to minimize the detection error probability & = Prpa + Pup.
We have a lower bound on £ according to the Pinsker’s inequality [83], which provides us with a theoretical
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basis for the following analysis and is given by
1
§>1- §D(Po||]?1)7 (9)

where D(Py||Py) is the Kullback—Leibler (KL) divergence from Py to Py, Py and P; are the likelihood
functions under Hy and Hy, respectively. In the following, we present a review of literature considering
the covertness constraint in terms of detection error probability or Kullback—Leibler (KL) divergence
for achieving covert communication, where KL divergence is a statistical distance of how one proba-
bility distribution of null hypothesis is different from another probability distribution of the alternative
hypothesis. The transmitter (Alice) possesses sensitive information that needs to be sent to the legitimate
receiver (Bob), while the warden (Willie) listens to the communication environment and tries to detect
any covert transmission from Alice to Bob with some probable existed uncertainties. These uncertainties
can be formed from Willie’s receiver noise power, imperfect channel knowledge, finite blocklength, and
interference from other network users or artificial noise.

In the following, we present a review of literature considering the covertness constraint in terms of
detection error probability or Kullback—Leibler (KL) divergence for achieving covert communication,
where KL divergence is a statistical distance of how one probability distribution of null hypothesis is
different from another probability distribution of the alternative hypothesis.

5.1 Covert communication with relay

The ultimate goal of covert communication is to achieve shadow wireless networks. Preliminary results
toward this goal have been achieved in the context of relay networks. Covert communication with the
aid of relay was analyzed in [9, 84-86]. The scenario investigated in [9] is that there is a source node
which attempts to transmit information to a destination node via a relay node. The relay node receives
a message from a source node and then attempts to retransmit the source’s original message in addition
to its own covert message to the destination without the source node detecting the covert transmission.
This work presents two schemes (rate-control and power-control) for evaluating the probability that the
covert criteria are satisfied.

In [84], the authors studied covert communications with a self-sustained relay over Rayleigh fading
channels, where the relay harvests extra energy from the source to transmit covert message to destination
by employing a more powerful energy harvester with a higher conversion efficiency factor, while the
source is to detect the covert communication. The work aims to find the maximum throughput, given a
certain level of covertness for two energy harvesting schemes, time switching and power splitting. Covert
communication with a positive rate was shown to be possible in the transmission from a relay node to a
destination when the source is uncertain regarding the forwarding strategy of the relay node.

Two relay selection schemes (i.e., random selection and superior-link selection) in multiple relays-
assisted Internet of things (IoT) systems were proposed in [85], where the source needed to transmit
two types of messages with/without covert requirement. The numerical results showed that the superior-
link selection scheme has significant improvement in terms of covert capacity when compared to the
random selection under the same transmission power at the source. The routing of information in covert
wireless networks with multiple relay nodes and multiple wardens under additive white Gaussian noise
(AWGN)channels has been considered in [86], where the algorithms were developed to find the path with
the maximum throughput and the path with minimum end-to-end delay when considering a single key
and the case of independent keys at the intermediate nodes.

5.2 Covert communication with full-duplex

In the covert communication, there is always a trade-off between the throughput and covertness. Using a
full-duplex receiver offers a two-fold benefit for the covert communication relative to generating AN by a
separate and independent jammer. Firstly, it enables a higher degree of control over the transmitted AN
signals (e.g., its power), thus causing further deliberate confusion at the warden. Secondly, the cutting-
edge self-interference cancellation techniques can be adopted to provide higher data rates for covert
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communications with the full-duplex receiver. In [87], the transmitter Alice aims to send message at a fixed
rate to a legitimate receiver Bob over a fading wireless channel, while the whole communication is under
the surveillance of the warden Willie. Operating at the full-duplex mode, Bob can receive information
from Alice and also simultaneously inject interference to confuse Willie over the same channel, which
can increase the detection error probability at Willie. On the other hand, it can also decrease covert
throughput due to the effect of self-interference at Bob. Based on these discussions, the trade-off between
the achievable rate, the transmission power, and covertness criterion that is the probability of error
minimized over all prior distributions of the fading channel was investigated.

The aforementioned studies in the literature mainly focus on how to hide the wireless transmission
action rather than the transmitter itself, since there is some prior information that can indicate the
existence of the transmitter. To achieve a higher level covert communication, the transmitter itself also
should be hidden from the warden. Taking advantage of the full-duplex and channel inversion power
control (CIPC), the work aims to hide the transmitter by removing the requirement on channel state
information (CSI) [88]. For the CIPC schemes adopted in this work, the transmitter varies its transmit-
ted signal power as per the channel from itself to the receiver so that the received power of the covert
information signal is a fixed value. Therefore, neither Bob nor Willie knows the corresponding CSI per-
fectly, since Alice does not transmit any pilot signal at all. Meanwhile, the full-duplex receiver can further
confuse the detection of Willie.

Ultra-reliable and low-latency communications (URLLC) is envisioned to support mission critical
applications with stringent requirements of latency and reliability, where the codeword is required to be
short, e.g., the order of 100 channel uses. Specifically, with the aid of the full-duplex receiver, the authors
in [89] showed that transmitting AN with a fixed power is still helpful in covert communication with
finite blocklength, since in a limited time period the warden cannot exactly learn its received power. The
blocklength has a significant impact on the detection performance at Willie and the maximal achievable
rate of the channel from Alice to Bob (i.e., the maximal achievable rate decreases as blocklength decreases
for a fixed decoding error probability).

5.3 Covert communication with UAV

For the static covert communication network, the positions of the three participants (Alice, Bob, and
Willie) are fixed. The UAV-assisted communication networks enable the participants to realize more
flexible deployments in covert communication [90]. UAV can establish LoS wireless links for air-ground
communications, which provides significant performance improvement over the conventional non-line-of-
sight (NLoS) terrestrial communications. In some scenarios, the covert rate can be effectively improved
by exploiting the mobility of UAV while the detection by Willie will become easier due to the component
of LoS channel.

In [91], a UAV acted as a mobile relay to enhance covert transmission by dynamically adjusting
its trajectory and transmit power. Specifically, the authors formulated an optimization problem that
maximizes the average covert transmission rate subject to the transmission outage probability constraint
at Bob, covertness constraint at Willie as well as the UAV’s mobility constraint and transmit power
constraint. Such a joint optimization problem is generally difficult to tackle directly due to the non-convex
constraints. To solve this optimization problem, the authors first transformed the intractable transmission
outage probability constraint into a deterministic form using the conservative approximation and then
applied the first-order restrictive approximation to transform the optimization problem into a convex
form, which is mathematically tractable. A multi-hop relaying strategy (e.g., the number of hops, transmit
power) was optimized to maximize the throughput against the surveillance of a UAV warden in [92]. The
beam sweeping-based detection of a UAV’s transmission by a terrestrial warden with multiple antennas
was investigated in [93], where Pinsker’s inequality and Kullback-Leibler divergence were adopted to
derive the detection error probability.

In the aforementioned studies, the UAV’s trajectory designs with the optimization for some parameters
may suffer from several limitations. For example, the objective function or constraints in the optimiza-
tion problems are non-convex and difficult to be tackled. Against this background, the deep reinforcement
learning (DRL) has been serving as an efficient solution to handle the decision-making issue due to its
essential traits, i.e., learning dynamically from the real world. Motivated by the superiorities of DRL, we
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Figure 11. The UAV’s optimized trajectory

intend to address the non-convex problem for considering covert data dissemination with UAV, where
UAV intends to transmit the covert data to some legitimate receivers (Bobs) under the surveillance by
some wardens (Willies). Specially, a twin-delayed deep deterministic policy gradient-based covert data
dissemination (TD3-CDD) algorithm is proposed to minimize the time of covert data dissemination by
jointly optimizing the UAV’s trajectory and Bobs’ schedule. In detail, we first determined the covertness
constraint explicitly by analyzing the detection performance at each Willie. Then, we formulated an opti-
mization problem to minimize the total time for data dissemination subject to the covertness constraint
and other practical constraints, e.g., the UAV’s mobility constraints. By applying the deep reinforce-
ment learning approach, an efficient algorithm named TD3-CDD is developed to solve the optimization
problem.

In Figure 11, we plot the optimized UAV’s trajectory achieved by our proposed TD3-CDD scheme.
where the locations of Bobs are indicated by “x”, the green diamond indicates the initial position of the
UAV, the central locations of Willies are indicated by “e” and the shaded area indicates the surveillance
area of each Willie. In this figure, the UAV is able to sequentially visit all Bobs while avoiding each Willie’s
surveillance. Figure 12 shows the average time for each Bob to complete the data reception achieved by
our TD3-CDD scheme and the benchmark scheme (e.g., UAV’s flight trajectory of keeping away from
Willies without optimization). In this figure, as expected, we observe that the TD3-CDD scheme takes
less time than the benchmark scheme to complete the data transmission to all Bobs.

5.4 Future challenges

The scenarios considered in this work have focused on a single-hop communication between Alice and Bob.
However, due to low transmit power of Alice, the communication range in covert scenarios is essentially
reduced, and in many applications where the end-to-end distance is large, multi-hop communications
become essential, effectively increasing the communication distance. The tradeoff between the communi-
cation distance of hops and number of hops in achieving a long-distance covert communication has not
been analyzed before, although an initial study on multi-hop covert communications was presented in
[86]. It is not yet clear whether more small distance hops or a few large distance hops are better to achieve
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Figure 12. Average time for each Bob to complete data reception achieved by our TD3-CDD scheme and the benchmark
scheme

a higher covertness. An interesting research direction is to design an adaptive strategy of mode selec-
tion between amplify-and-forward (AF) and decode-and-forward (DF') modes for each nodes in multi-hop
covert communication.

6 IRS-aided PHY security

Due to the significant increase in the number of wireless communication devices, various novel technologies
have been proposed in the literature to improve the spectrum and energy efficiencies, as well as the security
and reliability of wireless communication systems. Future wireless networks are expected to support high
(energy and spectrum) efficiency, security, reliability, and flexible design for emerging applications of 6G
and beyond. Relentless efforts have been made in research and development of wireless communications
to achieve this goal. However, overall progress has been relatively sluggish due to the fact that traditional
wireless communication designers have focused only on the transmitter and receiver sides, while treating
the wireless communication environment as an uncontrollable factor. Recently, IRS has been considered
as a promising new technology for the next-generation wireless communications, which can reconfigure
the wireless propagation environment via controlling reflection with software [23]. Specifically, an IRS
composes a large number of low-cost passive reflecting elements, each of which can induce a phase change
to the incident signal independently. By smartly adjusting the phase shift of the reflecting elements, the
IRS-reflected signals and signals from other paths can be combined constructively to enhance the desired
signal power or destructively to suppress undesired signals such as co-channel interference, which thus
significantly improves the communication performance. IRS is particularly suitable for indoor applications
with high density of users (such as stadium, shopping mall, exhibition center, airport.). For PHY security,
when the distance from Eve to Alice is smaller than the distance from the legitimate user to Alice, or when
Eve is in the same direction as the legitimate user, IRS can be deployed near Eve, and the signal reflected
by IRS can be tuned to cancel out the (non-IRS-reflected) signal from Alice at Eve, thus effectively
reducing the information leakage.

The main advantage of having IRS in a communication system is the capability to execute passive
beamforming, which can be done at the midpoint of the channel, unlike the traditional active beamforming
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at Alice. This additional degree of freedom has been shown to improve system performance in several
metrics, including PHY security, which is entirely dependent on the ability of the system to precisely
direct the signal beam to the expected path (or eliminate it). In addition, the coverage area can be further
increased with the assistance of IRS. However, the employment of IRS increases the complexity of the
system. For example, in PHY security applications, traditional active beamforming is optimized in order
to maintain the confidentiality of the system. In contrast, the presence of IRS in the system requires joint
optimization of active and passive beamforming, and the performance of the system depends greatly on
the quality of the acquired CSI. Moreover, under the far-field propagation assumption, the communication
channel of the IRS link suffers from a dual path loss, the so-called product-distance path loss model, which
needs to be compensated in the link budget or by increasing the number of reflective elements. A typical
IRS-aided MISO multi-user secure system is shown in Figure 13. The introduction of IRS in the system
can increase the achievable rate of legitimate users (i.e., Bobs) while suppressing the achievable rate of
illegal users (i.e., Eves), ultimately improving the security performance of the system. Hence, IRS can be
used for strengthening the system security under the wiretap channel, especially when the channel of the
eavesdropping communication link is stronger than that of the legitimate link. In particular, by denoting
the reflecting coefficient matrix of the IRS as © = diag[e’?!, ... e/~] and the transmit beamforming at
the BS as x = Zszl WSk, the achievable SR of user k is

(b4, ©G + 1L ;) wy (nf,0G + bt ) w,

ab,j ae,l
R =logy [ 1+ —logy | 1+ ,
S (0, 0G + bl ) w; + oF e (B, ©G + L) w; + o

(10)

where G, hgp i, hepk, hicy, and hge; are the channels from Alice to the IRS, from the IRS to user
k, from Alice to user k, from the IRS to Eve [, and from Alice to Eve [, respectively. Notice that
unlike the traditional model that contains only direct paths, the IRS is introduced with the addi-
tion of reflected paths, i.e., terms that contain ®. In the optimization process, we optimize not only
the active beamforming wyj at Alice but also the phase shift matrix ® of the IRS, i.e., passive
beamforming.
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6.1 IRS-aided MISO/SISO secure systems

Many recent studies have utilized IRS to secure the PHY of wireless communications. The authors in
[94-96] investigated an IRS-aided secure wireless system where a multi-antenna transmitter communicates
with a single-antenna receiver in the presence of an Eve. In [94-96], the SR was maximized by jointly
optimizing the transmit beamforming and the IRS phase shifts. Specifically, the authors in [94] proposed
an alternating optimization (AO) algorithm to design two variables alternately, in which the optimal
solution to the transmit beamforming was computed directly and the IRS phase shifts were optimized by
using semidefinite relaxation (SDR) method. In [95], the transmit beamforming and the IRS phase shifts
were also optimized in an alternating manner. In each iteration, the solution to the transmit beamforming
was achieved in closed form, while a semi-closed form solution to the IRS phase shifts was obtained by
adopting the Majorization-Minimization (MM) algorithm. The element-wise block coordinate descent
(BCD) and AO-MM algorithms were developed for solving the problem efficiently in [96]. Furthermore,
the authors in [97] investigated a minimum-SR maximization problem in a secure IRS-aided multiuser
multiple-input single-output (MISO) broadcast system with multiple Eves. The problem was successfully
solved by applying the path-following algorithm and AO technique in an iterative manner. Moreover, two
suboptimal algorithms with closed-form solutions were developed to further reduce the computational
complexity.

To further enhance the security, the AN is designed to disturb Eve. In [98], AN was firstly considered in
an IRS-aided secure communication system. Specifically, the achievable SR of the system was maximized
by jointly optimizing the transmit beamforming with AN and IRS phase shifts. An efficient algorithm
based on AO was developed to solve the problem sub-optimally. The authors in [99] considered the
resource allocation design in an IRS-aided multiuser MISO communication system. Aiming to maximize
the system sum SR, the beamforming vectors, AN covariance matrix at the BS and phase shift matrix
at the TRS were jointly optimized by applying AO, SDR and manifold optimization. The authors in
[100] investigated a secure IRS-aided multigroup multicast MISO communication system to minimize
the transmit power subject to the SR constraints. First, an SDR-based AO algorithm was proposed
and a high-quality solution was obtained. Then, to reduce the high computation complexity, a low-
complexity AO algorithm based on second-order cone programming (SOCP) was presented. Simulation
result indicates that these designs can guarantee reliable secure communication with the aid of IRS as
shown in Figure 14. Moreover, secure IRS-aided simultaneous wireless information and power transfer
(SWIPT) system were studied in [101]. To maximize the harvested power of energy harvesting receiver
(EHR), the secure transmit beamforming at Alice and phase shifts at the IRS were optimized subject
to the SR and the reflecting phase shifts at the IRS constraints. The SDR and the low-complexity AO
algorithms were proposed, and the harvested power with the help of IRS approximately double that of the
existing method without IRS. All of the above literature showed that the inclusion of IRS in the protection
of private content achieves a significant increase in the secrecy rate of the system. To investigate the effect
of IRS in covert communication systems, [102] studied IRS-assisted covert wireless communications, and
proved that the perfect covertness can be achieved if the channel quality of the reflected path is higher
than that of the direct path. This also demonstrated that IRSs are also effective in protecting transmission
behavior. A brief summary of the above work is given in Table 1, where MISOSE refers to multiple-input
single-output single-antenna Eve, and MISOME refers to multiple-input single-output multiple-antenna
Eve.

6.2 IRS-aided MIMO secure systems

Recently, the introduction of IRS in MIMO system to enhance the security has also made effective
progress. Dong and Wang [103] and Jiang et al. [104] studied an IRS-aided secure MIMO communication
system, where a base station (BS) equipped with multiple antennas communicates with a multi-antenna
receiver in the presence of a multi-antenna Eve. Particularly, the joint design of the transmit covariance
at the BS and the phase shift coefficients at the IRS was considered to maximize the SR. In [103], the
barrier, Newton and backtracking line search methods were used to search for global optimal transmit
covariance, while the MM algorithm was applied to obtain the local optimal phase shift coefficients. In
[104], the successive convex approximation (SCA)-based algorithm was used to solve the optimization
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Table 1. IRS-aided MISO/SISO secure systems
Paper System model AN Objective
[94] MISOSE Single-user No AN Maximize the system secrecy rate
[95] MISOME Single-user No AN Maximize the system secrecy rate
[96] MISOSE Single-user No AN Maximize the system secrecy rate
[97] MISOSE Multi-user No AN Maximize minimum secrecy rate
[98] MISOSE Single-user Add AN Maximize the system secrecy rate
[99] MISOSE Multi-user Add AN Maximize the system secrecy rate
[100] MISOSE Multi-user Add AN Minimize the transmit power
[101] MISOSE SWIPT No AN Maximize the harvested power of energy harvesting receiver
[102] SISO covert communication No AN Maximize the received SNR at user

of the transmit covariance. For the design of the phase shift coefficients, the closed-form solution of
each phase shift coeflicient was individually provided in an alternating way while fixing other phase shift
coefficients. Hong et al. [105] considered an AN-aided secure MIMO communication system assisted by an
IRS. With the aim for maximizing the SR, the BCD algorithm was exploited to alternately optimize the
variables. Specifically, the optimal transmit covariance and AN covariance matrix were derived in a semi-
closed form by applying the Lagrangian multiplier method, and the optimal phase shifts were obtained in
closed form by utilizing the MM algorithm. An IRS-aided secure DM-MIMO system was studied in [106].
Two confidential bit streams transmitted from Alice to Bob, different from the conventional DM where
Alice only transmits single CBS to Bob. This paper demonstrates that the IRS significantly enhanced
the SR of DM. Hehao and Ni [107] studied a secure IRS-aided MIMO-SWIPT, where the information
receiver (IR) and energy receiver (ER) are all equipped with multiple antennas, and the ER is regarded as
a potential Eve. To address the SR maximization problem, an inexact BCD-based algorithm was proposed,
in which the unit modulus and harvested energy constraints were solved by applying the penalty MM
and complex circle manifold methods.
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6.3 Robust IRS-aided secure system

The above contributions are obtained under the assumption that perfect CSI is available at Alice. How-
ever, obtaining perfect CSI is ideal, so it is necessary to consider robust security performance of the
system. The authors in [108-110] investigated the robust transmission design in an IRS-aided secrecy
system, where the CSI of Eves’ channels is not perfectly known. Particularly, a robust secure beamform-
ing problem was formulated to maximize the worst case of SR in [108]. By replacing the wiretap channels
with a weighted combination of discrete samples and then using SDR technique, an efficient AO algorithm
was proposed to solve the optimization problem sub-optimally. In [109], the authors considered a scenario
where two IRSs are deployed to improve the sum SR of multiple single-antenna legitimate receivers in
the presence of multiple multi-antenna Eves. Considering the imperfection of the CSI of Eves’ channels,
a robust non-convex optimization problem was proposed. Then the design of the transmit covariance,
AN covariance matrix, and IRS phase shifts was handled by adopting AO, SCA, and SDR methods. In
[110], the authors first considered the statistical CSI error model and the imperfect cascaded channels
of Alice-IRS-EVE in IRS-aided secure communications. Then an outage-constrained power minimization
problem was formulated. To solve it, the Bernstein-type inequality was exploited to tackle the outage
rate probability constraints, and then a sub-optimal algorithm based on AO, the penalty-based and SDR.
methods were utilized to optimize the variables alternately.

6.4 Future challenges

To ensure the confidentiality of wireless communication, simultaneous control of transmissions from Alice
and reflections at the IRSs can be an effective solution. Some simulation results verified the overall SR
enhancement of the IRS-assisted system compared with the conventional system. However, there are still
some challenges, open problems and new research directions.

(1) CSI Acquisition: In practice, due to the lack of cooperation between Alice/IRS and Eve, the CSI
may be imperfect. The acquisition of perfect CSI in PHY security is a challenging task. It is mainly
manifested in the following aspects. First, it is especially difficult to obtain the CSI associated with
Eve due to the hidden nature of Eves. However, the CSI of Eves is known in the scenario where Eves
are also active users in the system but untrusted by Bobs. In this case, the CSI can be achieved by
modern adaptive system design, where channels are estimated at Bob and Eve and sent back to
Alice. Second, in IRS-assisted security systems, because of the limited signal processing capability
at the IRS, the perfect CSI of TRS-links is difficult to obtain. Depending on whether the IRS is
equipped with an RF link, there are two ways to obtain the CSI. When each element of the IRS
is equipped with a low-power receiver RF chain for channel estimation, the channels related to
AP-IRS/IRS-user links can be estimated at the IRS based on their training signals. To reduce the
computational overhead, the elements of the IRS could be divided into subarrays based on the rows
or columns. Each sub-array is equipped with one receiver RF chain for channel estimation. If there
are no receiver RF chains at the elements of the IRS, channel estimation becomes very challenging
because the elements have no dedicated signal processing capability. One practical method for IRS
channel estimation is to employ an ON/OFF-based IRS reflection pattern (element-by-element of
IRS is set ON or all elements of IRS are switched ON).

(2) Deployment and design of IRS: The physical design of IRSs including the number, distribution,
and geometry of RISs and the impact of IRS deployment on PHY security may be an interesting
direction of research but is not well explored in the literature. In addition, the impact of a different
number of RIS elements and their distribution on PHY security needs to be further explored.
The positioning accuracy of the IRS-assisted system depends to a large extent on the location
of the IRS. Therefore, it is important to find the optimal physical design and the placement to
enhance TRS-assisted PHY security. In scenarios where no eavesdropper is present, it has been
demonstrated that the user’s achievable rate can be maximized when the IRS is close to the
transmitter or receiver. However, there is no clear conclusion on the location of the IRS when
there is an eavesdropper in the system or when there is a monitor present.
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7 Conclusion

The development of future wireless technologies such as secure key generation technique, DM/SM tech-
nology, covert communication, and IRS has brought new security challenges to future networks. Designing
effective and secure transmission schemes for future wireless communications that exploit the propagation
properties of radio channels in the PHY has recently attracted extensive research interest. This paper
reviewed the currently popular PHY secure communication techniques from both theoretical and tech-
nical perspectives. We investigated the confidentiality issues of PHY security technologies from secure
key generation, DM, SM, covert communication, and IRS. We also discussed potential challenges in PHY
security and point out some possible future research directions.
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