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1 INTRODUCTION

The information era is coming. As a popular technology in the information age, Internet of Things
(IoT) can collect various types of information in real time, realize the ubiquitous connection between
things and people, and process the intelligent perception, identification, and management of things,
processes, and information, and environment protection through various network access methods.
Applying IoT to various fields is like wrapping the Earth with a layer of “digital skin” (Gubbi et al.,
2013; Bauwens et al., 2020; Li and Da Xu, 2020). Moreover, under the trend of global warming, the
emergence of the theme of Energy Saving and Emission Reduction (ESER) undoubtedly poses new
challenges to the development of IoT.

When IoT is widely used in various life scenarios, its main purpose is to provide intelligent
services and environments. IoT applications can connect any sensing device to the Internet for data
transmission, so as to realize intelligent identification, tracking, positioning, and monitoring of
sensing devices. In addition, IoT contains many types ofWireless Sensor Networks (WSN), which, as
a part of IoT sensing layer, can meet the actual needs of people to obtain reliable data in special
environments (Sadowski and Spachos, 2020). WSN is a multi-hop network which is self-organized
by many sensor nodes. It has the characteristics of flexibility, fault tolerance, high awareness, low
cost, strong survivability, and fast layout. Therefore, IoT has a wide range of applications, such as
environmental monitoring, agriculture, military, and medical care, and can collect, process, and
disseminate collected data deployed in various environments (Aman et al., 2020; Fortino et al., 2020).
However, for some special scenes, many sensor nodes are often placed in areas that cannot be
accessed by human beings. While enjoying the convenience brought by WSN, people are also faced
with the problems that illegal personnel obtain illegitimate interests by intercepting the monitoring
data transmitted in the public channel. Therefore, the attention to security issues in IoT cannot be
ignored.

With the increasing commercial scope of 5th Generation Mobile Communication Technology
(5G) communication technology in cities, the application of IoT in power, construction, industry,
intelligent transportation, agriculture, logistics, intelligence, high efficiency, and ESER is being
promoted (Verma et al., 2020). Of course, applying IoT is also inseparable from the combination of
5G communication, Cloud Computing (CC), Edge Computing (EC), blockchain, AI, and other
technologies. IoT can collect many data from the environment, effectively monitor, analyze, and
manage energy consumption, and reasonably improve IoT by identifying and analyzing
opportunities of energy efficiency improvement (Khan et al., 2020; Liao et al., 2020; Saračević
et al., 2020).

In summary, in today’s high-speed 5G communication technology, IoT is widely applied, and
guaranteeing its performance is of high significance. Therefore, taking the practical application of
IoT as the theme, this work explores the application of intelligent power, intelligent building,
intelligent industry, intelligent transportation, intelligent agriculture, and intelligent logistics. In
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addition, it analyzes the intelligent prospect of IoT application
based on the intelligent Information Security (IS) of IoT system
and CE (carbon emission) reduction under the cooperation of
Artificial Intelligence (AI), so as to provide a theoretical reference
for the intelligent development of smart cities (SC) and social
system and ESER.

2 INTELLIGENT CLASSIFICATION OF IOT
SYSTEM
2.1 Intelligent Classification Methods of IoT
System
With the penetration of “everyone connected” to “everything
connected” in various industries, IoT is well-known as a symbol
of SC in the Internet + era. IoT can equip Radio Frequency
Identification Tag (RFID), sensors, two-dimensional code, and
other types of sensors to a variety of real objects, through the
interface and wireless network connection, and then run the
original program for remote control or direct communication
among objects, so as to realize the interconnection and dialogue
between people and objects, and objects and objects, so that the
urban environment realizes self-perception, and lays a foundation
for data collection, mining analysis, and decision support (Abd
El-Latif et al., 2020; Wang T et al., 2020). When IoT is applied in
SC, its architecture is designed based on the initial three-tier
architecture (Figure 1).

IoT system is mainly composed of collection, transmission,
and application layers. Its terminal data-collection layer
contributes to the construction of SC and IoT information
system. The application layer is a critical component to give
full play to the system function, and network transmission layer
to connect the SC information system.

Therefore, the application of IoT system in all walks of life is
described respectively for SC construction. It mainly classifies the
applications of IoT in intelligent power, intelligent building,
intelligent industry, intelligent transportation, intelligent
agriculture, intelligent logistics, and other fields (Figure 2).

2.2 Intelligent Classification Application of
IoT System
The IoT has been expounded in many fields such as intelligent
power, building, industry, transportation, agriculture, and
logistics.

2.2.1 Intelligent Application of IoT System in Intelligent
Power System
Ubiquitous power IoT applies the IoT in power systems. Its
essence is the resource-sharing of all professional perception
layers, the aggregation and collaborative application of all
kinds of data, the real-time online combination of data
accommodation and businesses, the promotion of regional
energy autonomy, and the better support of resource
allocation, business collaboration, and risk prevention and
control, to form a physical entity with self-perception and
intelligent active operation (Adi and Kitagawa, 2019).
Application of IoT in electric power has been studied
extensively. Niu et al. (2019) proposed a power IoT load
distribution mechanism for EC, which further realized the
optimal distribution of workload. Balanced Initialization,
Resource Allocation, and Task Allocation (BRT) algorithms
were presented. The simulation results showed that this
mechanism could minimize the service delay compared with
Simulated Annealing Algorithm (SAA), LoAd Balancing
(LAB), and Latency-awarE orkload offloaDing (LEAD). Fu
et al. (2020) put forward a distributed User Cluster (UC)
algorithm for clustering IoT devices into multiple UC and a
system optimization model to lower the power consumption.
Finally, many simulations suggested the effectiveness of the
algorithm (Fu et al., 2020). Gomez et al. (2020) (Gomez et al.,
2020) introduced the Static Context Header Compression and
Fragmentation (SCHC) to solve insufficient self-adaption based
on 6LoWPAN. Kaur et al. (2021), Lee et al. (2021) used transfer
learning algorithm to deal with challenges related to data storage
and processing and computational complexity in power IoT
system, and finally found that the technology could bring
innovation and higher productivity to intelligent changes in
power systems.

It is found that most scholars optimize the performance of
power systems based on the IoT, but there are few studies on fault
occurrence, efficiency reduction, and function failure in
power IoT system. Moreover, the accuracy and
adaptability of operation state evaluation and Life Cycle
(LC) prediction of complex power equipment in physical
space are difficult to meet. It is unknown whether the
industrial Big Data (BD) shared by various sensing
equipment information and communication information is
fully utilized in the power IoT. In view of the possible
problems and faults in the power IoT mentioned above,

FIGURE 1 | Schematic diagram of the basic composition of IoT system.
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the Digital Twins (DTs) technology is applied to it. The
specific DTs-based power IoT system is shown in Figure 3.

The intelligent management system of DTs-based power IoT
engine monitors the bearing vibration and rotating shaft speed of
the entity in real time using current power sensors and angular
speed sensors. The system uses DTs technology to map the
specification data, stored historical data, and real-time

collected data in the physical entity of power IoT engine into
the virtual space (Kaur et al., 2021), then fuses and extracts the
data, transmits the data features to the cloud platform, and
describes the components of the engine from multiple
dimensions such as physics, information, and behavior. The
engine entity and its DTs information model operate together,
and the twinning data generated includes the data perceived
during operation, as well as the simulation data of shafting wear,
torsional vibration, thermal stress, and other data generated by
the information model (Montazerolghaem and Yaghmaee, 2020;
Rahman et al., 2020). Finally, it is applied to the condition
monitoring, fault diagnosis, optimized operation, and
maintenance guidance services of power IoT engine.

2.2.2 Intelligent Application of IoT System in Intelligent
Building
In the construction field, as the “brain” of the intelligent control of
the whole building, the IoT system can comprehensively and
centrally manage and control each separate intelligence,
including air conditioning, fresh air, lighting systems, energy
metering monitoring, and PM 2.5 concentration monitoring, so
as to realize intelligent, healthy, safe, efficient, and sustainable
development (Spachos et al., 2018). Many scholars have explored
using IoT in architecture. Plageras et al. (2018) put forward a new
system for collecting and managing sensor data in operating
intelligent buildings in the IoT environment. The results showed
that the proposed solution for collecting and managing sensor
data could lead to energy-saving intelligent buildings and green
intelligent buildings. Kumar et al. (2018) mainly focused on the
application of IoT sensor actuators in intelligent buildings, such
as air quality, lighting, and heating/cooling, and proved that the
system could understand the importance of various factors in
intelligent buildings. Jia et al. (2019) summarized the current
technologies of IoT applied to buildings and related fields,
including three different levels based on the traditional IoT
architecture, and discussed the priorities and challenges of
successful seamless IoT integration in intelligent buildings. In
addition, issues were discussed to promote the implementation of
IoT in the construction and operation stages. Yu K et al. (2020)
proposed a IoT-based intelligent building architecture, and found
that the data aggregation of indoor electrical IoT and public
facilities integration system formed building BD. Lv et al. (2021)
constructed the physical world of an intelligent building physical
information fusion system based on IoT, and used Back
Propagation Neural Network (BPNN) for classification and
pattern recognition. Finally, it was found that the combination
of an information physical system and AI could provide a
theoretical basis and practical reference for the intelligent
building industry.

Through the research and analysis above, it is found that many
scholars apply IoT and other intelligent technologies to the field
of intelligent buildings, but the mature application of IoT in the
construction industry has not been fully realized, so researchers in
relevant fields need to pay more attention to its application.

The LC of intelligent building is predicted by using AI, BD,
and IoT. Many scholars have explored its application in
intelligent building. Zhao L et al. (2020) built an Intelligent

FIGURE 2 | Application classification of IoT system.

FIGURE 3 | Schematic diagram of intelligent management system of
DTs-based power IoT engine.
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Digital Twin-Software Defined Virtual Networks (IDT-SDVNs).
The network architecture was simulated and analyzed to verify its
effectiveness. White et al. (2021) found that, as the combination
of Building Information Models (BIM) increased in size and
accuracy in SC and the BD, various data in SC are becoming more
accurate and transparent. Hou et al. (2018) pointed out a link
prediction method for evaluation of the LC of intelligent
buildings, which can predict the missing data. (Antoniadou-
Plytaria et al., 2020) proposed a microgrid energy
management system of intelligent building based on battery
energy storage. Simulation results proved that the framework
could more accurately estimate the building operation cost and
improve the overall battery performance. (Bhamidi and
Sivasubramani, 2020) presented a two-stage optimization
model for home Renewable Energy Resources (RERs) and
battery integration optimization. Its effectiveness was verified.
(Du et al., 2021) predicted the LC of power transformer in
intelligent building, and finally found that the Mean Absolute
Percentage Error (MAPE) of the model was 5.20% on the test set,
showing higher accuracy.

With the increasingly wide application of DTs technology, the
combination of AI algorithm and DTs technology in the field of
intelligent building is significant to its digital development and
security maintenance.

2.2.3 Intelligent Application of IoT System in Intelligent
Industry
After the proposal of “industry 4.0,” manufacturing in China has
further developed in the direction of intelligence. At present,
applying IoT to the manufacturing industry is generally believed
to integrate electronic information technologies such as sensors,
embedded systems, wireless networks, and actuators with
manufacturing technology to realize reliable perception and
real-time transmission of data in the production and
manufacturing process, processing and integration of massive
data, accurate control and optimization of production process,
and trusted service and management of manufacturing products
(Abdel-Basset et al., 2020; Wu, 2020). Liu et al. (2018) analyzed
several key signal processing technologies to improve the
performance of authorization free strategy and found that
large-scale multiple input and multiple output was particularly
suitable for large-scale IoT. This was because the multi
measurement vector compressed sensing technology was
adopted. When the number of antennas at the base station
tended to infinity, the device detection error could
asymptotically approach zero within the limit. Zhang et al.
(2019a) proposed an updated framework to process the
hypergraph signals. Through experimental analysis, it was
found that, compared with some traditional signal processing
solutions, using hypergraph signal processing framework could
significantly improve the performance. Zhao Z et al. (2020)
constructed a random game model to simulate the interaction
between users and access points by the mobile EC network facing
intelligent information services. By applying array signal
processing scheme to users, the system is further optimized to
reduce transmission delay. The simulation results indicated that
the array signal processing scheme could significantly reduce the

transmission delay. (Jbair et al., 2018) analyzed the information
physics system technology, components, and relevant standards,
and conducted relevant research on its potential fields (Tao et al.,
2018); believed that intelligent interconnection was one of the
important difficulties in realizing intelligent manufacturing
instead of other aspects; then the Industrial IoT Hub (IIHub)
integrating various other contents was optimized for intelligent
interconnection. (Lyu et al., 2019) found that the state estimation
of WSN exerted a key effect in the pervasive monitoring of
industrial network physical systems. To meet the reliability
requirements of state estimation, a redundant transmission
strategy is proposed. This strategy combines different channels
to provide sufficient spectrum opportunities for redundant
transmission. Therefore, a joint optimization method of
channel allocation and power control is pointed out to ensure
the estimation performance and maximize the rate of WSN.
(Dowdeswell et al., 2020) used machine learning to create a
sufficiently complete model under the continuous and
extensive use of model-based and data-driven AI in all fields;
it was found that when the physical environment put forward
requirements for the industrial physical information system, it
was difficult to connect the industrial physical information
system together to share enough telemetry data to diagnose
and manage faults. (Li et al., 2020) suggested DTs driven
architecture for the dynamic evolution of the whole LC in
intelligent manufacturing in view of the challenges faced by
the traditional manufacturing industry. The effectiveness of
the architecture was verified. (Lv et al., 2020a) analyzed the
typical information physical system control model based on
spatio-temporal correlation detection model, and determined
the analysis strategy of comprehensive reliability model.
Finally, it was confirmed that the model can help in selecting
appropriate defense resources against the attack and defense
environment of information physical system.

In the industrial field, digital transformation is the trend.
While comprehensively promoting digital industrialization and
industrial digitization, it will comprehensively deploy the
construction of a new generation of information and
communication infrastructure. Thus, it will promote the full
integration of the new generation of the deep integration of
manufacturing and service industries, and accelerate the rapid
development of digital economy and real economy. Industrial IoT
(IIoT) takes data as the core, based on the massive data collected
by sensors, combined with software platform and BD analysis
technology to realize industrial automatic control and intelligent
management. With the empowerment of IIoT, the productivity
and work efficiency of enterprises have been improved, and the
energy use and CE have been effectively reduced, to finally
achieve energy conservation and efficiency increase. The IIoT
system structure is shown in Figure 4.

2.2.4 Application of IoT System in Intelligent
Transportation
During the intelligent transportation development, applications
such as vehicle-road coordination, intelligent parking, and
intelligent transportation planning are generally put on the
agenda. The latest development in intelligent vehicles and
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Intelligent Transportation Systems (ITS) was realized after the
sensor data was captured and processed (Cicconetti et al., 2020;
Zhang et al., 2020). (Jan et al., 2019) designed a model for
analyzing traffic data using Hadoop and Spark to process real-
time traffic data. Aiming at the traffic data sets from various real
sources, the constructed system was tested. The results revealed
that the time of data processing and real-time
communication with citizens was shorter. Yu L et al.
(2020) proposed an intelligent transportation system of
hybrid automatic and manual vehicles of traffic safety
solution based on Deep Learning under 5G network. The
experimental results proved the accuracy was improved
greatly. (Arthurs et al., 2021) focused on the relationship
between CC and intelligent transportation, and believed that
CC and their sensors can solve delay and bandwidth
constraints. (Hammoudeh et al., 2020) proposed an
architecture aiming to realize the interoperability among
various IoT platforms and support service-oriented
modeling at a high level of abstraction. The results
revealed that the architecture abstraction language allowed
the combination of macro programming and node-centered
programming, to realize the development of real-time and
efficient intelligent transportation applications on the IoT.

It is found that the implementation of the Internet of Vehicles
(IoV) depends more on edge devices. Therefore, compared with
CC service, EC can further reduce the delay. It effectively reduces
the prediction limitations, and predicts the road network in the
SC effectively.

For further development of SC, traffic flow (TF) has to be
predicted. (Lv et al., 2018) raised a new government service
platform (Sodhro et al., 2019); verified that the Quality of
Service (QoS) Aware, Green, Sustainable, Reliable, and
Available (QGSRA) algorithm was superior to the traditional
algorithm. Yu K et al. (2020) proposed an intelligent
transportation system of hybrid, automatic, and manual
vehicles of traffic safety solution based on Deep Learning

under 5G network. (Qiu et al., 2019) raised a neighborhood-
based Deep Learning method. By capturing the characteristics of
each section, the trajectory characteristic of adjacent sections
could be an interaction between road network topology and
speed, the constructed model was proved to show a better
performance than the existing models. (Jaleel et al., 2020)
presented a Collaborative and Adaptive Signaling on the Edge
(CASE) for traffic signals control. The performance comparison
suggested that transplanting the controller based on Graphic
Processing Units (GPU) can obtain better performance by greatly
shortening the calculation time.

There are many pieces of research on Short-Term Traffic Flow
(STTF) prediction. However, many defects still can be found in
STTF prediction. This is why 5G network is commercial and
popular. It combines advanced communication technology with
the construction of urban road network transportation system,
and further combines DTs technology to map the TF to establish
an intelligent network integrating people, vehicles, roads, and the
environment (Arthurs et al., 2021). It can finally better predict the
urban TF, so it could be promoted in digital and intelligent
development of intelligent transportation in the network physical
society.

2.2.5 Application of IoT System in Intelligent
Agriculture
Precision agriculture helps to provide green ecological products.
As a large agricultural country, China now relies more on
traditional agricultural production, and land efficiency depends
heavily on chemical fertilizers. The process of producing chemical
fertilizer will also bring CE (Wang X et al., 2020; Rahman and
Hossain, 2021). (Zulkifli and Noor, 2017) introduced the
application of active RFID and Wireless Mesh Sensor Network
(WMSN) technology in agriculture, and supported WSN by
developing agricultural automatic IoT for irrigation systems.
The automatic control system is very practical in agriculture,
but most automatic control systems are based on schedules and
timers, which is independent of soil conditions and temperature,
and the wireless automatic irrigation system for water use and
production has obvious efficiency. (Chen and Yang, 2019) built
an intelligent agricultural system using the IoT technology. The
system can screen the key technologies for production
improvement and quality control of agricultural products.
(Delnevo et al., 2021) used the social IoT to perceive
environmental conditions (solar radiation, humidity, air
temperature, and soil humidity) and communication, and
predicted when plants would get sick with specific accuracy
through data fusion and Deep Learning, to finally make the
agricultural economy develop in the direction of sustainability.
(Friha et al., 2021) comprehensively summarized the emerging
technologies of intelligent agriculture based on IoT, and classified
and compared the latest methods of supply chain management
based on agricultural IoT Blockchain technology. It shows the
excellent performance of IoT in intelligent agriculture. (Xing
et al., 2021) introduced three models to accelerate the
intelligent agriculture development. It is considered that new
technologies in intelligent agriculture are the future directions of
intelligent agriculture.

FIGURE 4 | Schematic diagram of IIoT system structure.
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In summary, using IoT provides intelligent agricultural
machinery interconnection for agricultural operators, carries
out remote monitoring, operation and maintenance, and
health management of Internet agricultural machinery
equipment, and realizes accurate management of agricultural
machinery. Therefore, in the follow-up development of
agriculture, precision agriculture can automatically collect and
analyze data that will help to improve farm efficiency and yield by
combining intelligent algorithms such as Deep Learning with IoT
and predictive analysis. Precision agriculture can help eliminate
the excessive use of fertilizer, reduce the overall impact of
agriculture on the environment, and improve the yield of
crops. It can reduce the consumption of water, pesticides, and
chemical fertilizers, reduce food production costs, reduce runoff,
and minimize the impact on natural ecosystems (Gebremichael
et al., 2020; Manogaran et al., 2020). Moreover, IoT devices
provide farmers with a great opportunity to remotely monitor
the condition of their livestock and obtain data about livestock
and their health, which means that farm managers can make
better decisions faster and bring higher profits.

2.2.6 Application of IoT System in Intelligent Logistics
Logistics is the driving force behind national and enterprise
competitiveness and exerts a vital role in economic growth.
The application of IoT in logistics transportation not only
alleviates the high cost and low efficiency, but also provides
opportunities for the development of intelligent logistics. (Luo
et al., 2019) analyzed the impact of IoT environment on
transportation, put forward a new IoT-based framework of
intelligent transportation system, and introduced the element
deployment, communication network, and three-tier architecture of
the system in detail. It was found that the IoT-based intelligent

transportation system could help decision-makers improve the
utilization of traffic resources, improve scheduling efficiency, and
reduce the travel time of users. (Song et al., 2020) conducted a
comprehensive survey of the literature on applying IoT in
intelligent logistics. The challenges and development direction of
IoT in logistics and transportation were discussed. (Lv, 2020)
discussed the gateway security of the designed edge device to
enhance its reliability. It was found that the model could obviously
lower the risk of data leakage. (Bhutta andAhmad, 2021) developed an
IoT-based security monitoring and reporting system to update the
quality of perishable goods and supply chain management, focusing
on transportation without any human intervention.

Wang et al. (2019), Wang T et al. (2020) designed a multi-
objective and multi-cycle model for urban medical waste (MW)
reverse logistics and constructed a dynamic method of MW
reverse logistics network. The sensitivity analysis results
verified the important impact of this method on network
performance. (Liu et al., 2020) explored the mode of MW
transfer station based on site selection, construction, and
financing. The results verified the effectiveness of the proposed
mode of MW transfer station, solved the key problems related to
the operation of the transfer station, such as where to build, how
to build, and the source of funds, and provided a certain reference
for the actual operation and construction of the transfer station.
(Torkayesh et al., 2021) analyzed the intelligent technology in the
MW management system. The results show that the training of
different stakeholders, market acceptance, transparency, and
professionals are the main factors leading to the failure of
intelligent technology adoption. The results verify the
effectiveness of the proposed intelligent technology. (Kumar
et al., 2021) used AI to classify and intelligently recycle
relevant MW. The classifier based on Support Vector Machine
performs best in classifying waste types under the background of
circular manufacturing, with an accuracy of 96.5% and a
sensitivity of 95.3%, showing the excellent ability of managing
MW. (Zhao et al., 2021) compared 5 MW disposal technologies
and their optimization schemes. The results indicated that the
economic cost of pyrolysis incineration is the lowest. It is
recommended to jointly incinerate the sterilized MW for
optimization, and the impact on the environment can be
reduced by at least 45%.

Although there have been relevant studies on the recovery of
MW, the previous studies are aimed at the recovery and treatment
of MW, but the recovery and treatment of waste medical
instruments and equipment is very rare. Based on the previous
exploration, it optimizes and uses the reverse logistics network to
recycle the waste medical instruments and equipment, which
contributes to the development of low-carbon economy and
environmental protection.

Therefore, applying IoT to the logistics field can optimize the
intelligent logistics supply chain management. In the intelligent
supply chain system (SCS), the most important things can
integrate the existing resources and form an efficient service
system. It can strengthen the management of warehouses and
goods and make enterprise management more convenient.
Especially in product management, it can reduce wrong delivery or
theft, and improve the management efficiency of products. It can

FIGURE 5 | Architecture of IoT-based intelligent logistics system.
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know the product information rapidly by screening the bars.
Therefore, under the background of IoT, logistics SCS can be
managed intelligently. It has certain advantages for enterprises and
customers, and has a positive impact. Among them, the architecture of
IoT-based intelligent logistics system is shown in Figure 5.

Through the application of other simulation control,
algorithm architecture, RFID, and other technical means, an
intelligent logistics system with IoT as the core and
supplemented by a variety of technologies is formed. However,
in the intelligent logistics system, the essence of IoT is a
centralized structure. With the increase of the number of
mobile terminals and fixed terminals, the burden of the
central server is increasing, and the security of information
transmission cannot be effectively guaranteed.

Due to decentralization, openness, tamper resistance,
anonymity, and traceability, Blockchain technology provides a
new solution for intelligent logistics system based on IoT (Philip
et al., 2021). (Perboli et al., 2018) combined Blockchain with the
dataflowof SCS, outlined how to use the Blockchain, and analyzed the
opportunities and challenges in costs reduction and operation
optimization. (Puthal et al., 2018) applied Blockchain in a
distributed framework for convenience of users, and deeply

analyzed its applicability in business applications (Choi et al.,
2019); analyzed how Blockchain technology promoted the risk in
SCS. (Humayun et al., 2020) explored if the IoT can be combinedwith
Blockchain so that they could be applied in intelligent SCS and
highlighted the advantages of them through the analysis of actual
cases. To ensure the security and fast and efficient query of logistics
information (Sun et al., 2021), proposed a logistics information query
algorithm based on the characteristics of Blockchain. Finally, the
correctness, integrity, and security of this scheme are analyzed, and the
feasibility of this scheme is proved.

The application of Blockchain in intelligent logistics IoT
system, the combination of Blockchain technology and IoT
system, and the application of Blockchain technology in the
intelligent processing and information traceability of data and
information in the field of logistics are of great value to the
guarantee of safety performance and the improvement of
intelligent performance in the process of logistics transportation.

3 PROSPECT OF INTELLIGENT
APPLICATION OF IOT IN ALL WALKS OF
LIFE
3.1 Method of Intelligent Prospect
In the process of practical application of IoT, it is not only the all-
round application in many fields, but also the intelligent IS, AI
collaborative optimization, and ESER.

Firstly, 5G network has basically achieved full coverage.
Moreover, the IoT is becoming more and more perfect.
However, in the era of interconnection of all things, when the
collected data can be transmitted and browsed more intelligently
by using the IoT system, IS guarantee has also become the
development trend.

Secondly, the IoT system can cooperate with AI algorithms to
optimize the system and predict CE at the same time. For
example, Blockchain has the characteristics of decentralization,
traceability, and being tamper-proof. Its application in the IoT
can effectively ensure the data IS (Nie et al., 2020). As one of the
AI algorithms, Deep Learning can effectively extract the
information from the collected data to realize energy
optimization and CE reduction (Lv et al., 2020b). DTs
technology can classify and integrate all kinds of data in
physical objects with virtual spatial data (Haghighi et al., 2020).

3.2 Intelligent Prospect Analysis
When looking ahead to the intelligent application of IoT system
in all walks of life, the analysis of intelligent IS, collaborative
optimization by AI, and energy conservation and emission
reduction in the fields of intelligent power, intelligent building,
intelligent industry, intelligent transportation, intelligent
agriculture, and intelligent logistics is shown in Figure 6.

3.2.1 Prospect Analysis of IS
While the IoT system shows its important roles in all aspects of
human life, and although all systems are developing towards
intelligence, its IS problem cannot be ignored. (Al-Turjman and
Alturjman, 2018) found that in medical applications, the 5G-

FIGURE 6 | Schematic diagram of intelligent prospect analysis of IoT.
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inspired IIoT paradigm, through secure WMSN, can realize
interaction between users and machines. However, user self-
verification before each interaction is a lengthy and time-
consuming process, which will interfere with user’ activities
and reduce the overall performance of the medical system.
Therefore, a Context-sensitive Seamless Identity Provisioning
(CSIP) framework is proposed to solve this problem. It was
found that the framework can achieve the security of WMSN
in a moment. (Anand et al., 2020) developed a double watermark
based on compression and then encryption to protect the
Electronic Patient Records (EPR) data of the medical system,
which has some important characteristics. After using medical
sensors to collect medical data, the proposed method was
confirmed to be of use in intelligent medical treatment, and it
provides better performance in robustness and security. Aiming
at the energy imbalance in network systems (Zhu, 2021),
introduced the calculation method of network energy
consumption, and optimized network structure to enlarge the
communication scale. The hardware of the cold chain
collaborative monitoring (CCCM) system can work normally,
the software design of the CCCM system canmeet the enterprises’
basic requirements, and its accuracy has been improved to a
higher degree. (Tan et al., 2020) presented a Blockchain-based BD
access control scheme, which accessed BD in the Blockchain as

the identity, redefined the access control permissions, and stored
them in the Blockchain. The proposed system scheme is feasible
and effective, and can protect privacy and realize secure access in
the network. Yang et al. (2020) (Yang et al., 2020) reviewed the
previous studies on applying visual perception in different
industrial fields. Through investigation and discussion, it is
found that the current challenges of visual perception are
summarized, which is practical for predicting the future trend
of intelligent perception. (Qu et al., 2020) believed that the Cyber-
Physical-Social System (CPSS) realized human social interaction
from cyberspace to the physical world by sharing more and more
spatio-temporal data. Thus, a personalized model was put
forward to realize differential privacy and spatiotemporal
private data sharing by using Generative Adversarial Nets
(GAN). The data can perfectly approximate the space-time
trajectory and provide high-level privacy protection, which can
guide the development of network physics and social intelligence.
(Gielis and Prorok, 2021) aimed at the robot network in the real
world, improved the competition-based network due to its highly
dynamic communication topology and strict real-time transmission
requirements, and realized safer robot motion control in a dense multi
robot environment by using the navigation information between
machines. (Xue et al., 2021) pointed out a fuzzy Operation Safety
Assessment (OSA) and designed a multi model linkage mechanism to
monitor the electrical or mechanical faults of the motor simultaneously
and evaluate its operation safety intelligently. Through the experimental
analysis, the effectiveness of this method is verified.

However, few studies have been made on the correlation of
user data security interaction in IoT systems. Therefore, data
privacy, similar to WSN, is regarded as the most important issue
in the Block-chain-based Service Network (BSN), which needs to
protect data from disclosure.

The secure location of the data can prevent an attacker from
reporting the wrong signal strength to send the correct report
about the user’s location. It avoids various security threats and
attacks such as data modification, counterfeiting, eavesdropping,
and playback. (Lai et al., 2019) proposed a real model to explore
the cascading failure of CPPS, and proposed the deterministic and
random coupling strategy of asymmetric CPPS with different
subnet sizes to improve its robustness to random and intentional
network attacks. It can improve the robustness of the system to
network attacks. Aiming at malicious attacks on information
physical systems (Hussain et al., 2020), suggested using deep
Convolution Neural Networks (CNNs) to detect real network
data, so that the Distributed Denial of Service (DDoS) attacks
planned by botnets controlling malicious devices could be
predicted as early as possible. Aiming at the security when the
IoT system is applied to the power field (Kwon et al., 2020),
introduced an anomaly detection system based on Bidirectional
Recurrent Neural Network, incorporated various specific attack
data in the power system, and of course verified the effectiveness.
(Hu et al., 2021) selected various new technologies and
application scenarios covering the field of CPS and IoT for
analysis and finally their effectiveness was verified.

By eavesdropping on communication and related key
information, an attacker may seriously harm the interests of
users, because the attacker can use the obtained data for many

FIGURE 7 | Schematic diagram of IS and attack detection of IoT system.
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illegal purposes. If an attacker changes the data by adding some
fragments or processing packets, and forwards the changed data
to the coordinator, it may cause great losses to society. Therefore,
effective security monitoring on the IoT system is very valuable.
The IS and attack detection of the IoT system are shown in
Figure 7.

3.2.2 Prospect Analysis of ESER
Under the trend of extensive application fields of AI algorithms
such as Blockchain, DTs, and Deep Learning, its combination
with IoT systems has also become an inevitable trend. (Kumar
and Chaurasiya, 2018) undertook WSN as a necessary platform
for data perception and communication to fully describe the
environment or make robust decisions. In order to improve
efficiency, spatio-temporal data mining is carried out on the
sensing samples collected by sensor nodes, and a redundancy
elimination strategy is proposed. Before forwarding to the base
station or cluster head in WSN, the collected data is mined to
select the appropriate information. The results show that the
proposed scheme has better performance compared with other

schemes in the same simulation scenario. (Khattak et al., 2019)
described the key components of IoT (i.e., architecture, standards,
and protocols) in the security environment of perception layer,
and then the security requirements of IoT. Secondly, after
describing the layered security of general IoT, the two key
enabling technologies of sensing layer, namely RFID and
sensor network, are discussed. Finally, the open research and
challenges related to the perception layer are identified and
analyzed. When applying Blockchain technology to the
decentralized and untrusted environment of IIoT (Zhang
et al., 2019b), pointed out that anonymous and trusted
transactions could be realized, which helped to reduce system
risks, alleviated financial fraud, and reduced operating costs.
(Sodhro et al., 2020) proposed a 5G-based adaptive green
algorithm to enhance the reliability. All transmitted packets
must be transmitted in a specific active time slot. This method
obtained 55% green and 41% reliable ITS platform. (Zhang S et al.
2019) proposed a Cognitive IoT (CIoT), which can improve the
operation efficiency. Lv et al. (2020) (Lv and Kumar, 2020)
analyzed the dual channel architecture using the wireless
sensor software in 6G/Internet of Everything (IoE), and
proposed a solution to reduce transmitting relevant signals.
Therefore, it could decrease the traffic load. (Li et al., 2019)
raised a computing framework and a strategy for resource
scheduling so that the EC-supported intelligent manufacturing
could be satisfied. (Shahbazi and Byun, 2021) combined
Blockchain, EC, and Machine Learning for analysis on
advanced data, which obviously shortened the computing
time. (Zhang et al., 2021) presented a vehicle edge caching
mechanism based on social perception, which dynamically
coordinated the Roadside Units (RSUs) and intelligent vehicles
according to user preference similarity and service availability.
DTs technology is used to map the edge cache system to the
virtual space to facilitate the construction of a social relationship
model. The edge cache scheme has great advantages in optimizing
the cache utility.

The use of intelligent technologies can effectively reduce the
energy consumption of IoT, thus reducing CE.

Analyzing the physical objects faithfully can also reflect the
real changes of the whole digital system. This can not only reduce
the energy consumption of objects, but also reflect the real
changes of the whole digital system. (Laamarti et al., 2020)
established an ISO/IEEE11073 standardized DTs framework
architecture, which could form the basis of the development of
intelligent medical DTs. (Fuller et al., 2020) analyzed the
challenges in AI, IoT, and DTs, and explored the use,
challenges, and role of DTs technology in the field of SC
transportation. (White et al., 2021) found that, with the BIM
combined with BD generated by IoT sensors, a large amount of
data in SC was more accurate and clearer. A DTs model makes
urban planning more accurate. (Lv et al., 2020c) combined the
K-means and fuzzy theory and BD technology to enhance the
performance of the vehicle transportation network and reduce
the network data transmission performance delay, change the
path, and effectively curb the spread of congestion. (Bhamidi and
Sivasubramani, 2020) presented a two-stage optimization model
for home Renewable Energy Resources (RERs) and battery

FIGURE 8 | System architecture of DTs combined with IoT.
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integration optimization. Its effectiveness was verified. (Du et al.,
2021) forecasted the LC of power transformer in intelligent
transportation, and finally found that MAPE of the model was
only 5.20%, suggesting that the accuracy is extremely high.
(Francisco et al., 2020) used smart meters to adjust building
energy in the DTs of SC, making smart energy management
within the geographical scope of medium and large buildings in
SC a key step in SC construction.

DTs technology is of great significance to reduce energy
consumption in a SC. Further, by using the BD backplane
and “urban hub” of spatiotemporal correlation integrated by
IoT system and intelligent CC, it can enable the
comprehensive integration of physical cities and digital
cities and the collaborative management of all fields, and
make it easier for urban managers to conduct urban
simulation and management in many fields, guiding and
optimizing various industries in the SC. Among them, the
system architecture of the combination of DTs technology
and IoT is shown in Figure 8.

4 CONCLUSION

The practical application of IoT has helped to realize the intelligent
drive inmanyfields of society. Aiming at the development status of the
practical application of IoT, it makes a summary analysis from the
perspectives of intelligent IoT systems in various fields. In addition,
various security threats and attacks such as data modification,
counterfeiting, eavesdropping, and playback in the IoT
system are effectively monitored to ensure the IS when the
IoT system is applied. Through effective cooperation with AI
such as Blockchain, Deep Learning, DTs, and EC, the IoT
system is continuously optimized to develop towards
intelligence, high efficiency, and ESER.
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