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Firm organization determines how coworkers communicate and how information
flows within the firm. Banking, accounting, consulting, and legal firms process
proprietary information which their clients wish to protect. The firm’s ability to
safeguard and manage information determines its market demand. Yetemployees
may leak and otherwise abuse information to enhance their personal performance
and wealth. This article analyzes how bureaucracies are erected within the firm to
control information flows and protect cleints.

1. Introduction
Information intermediaries, firms specializing in the collection and analysis
of information, benefit by undertaking complementary activities and servicing
clients with related interests. Leading examples of information intermedi-
aries include investment and commercial banks, accounting firms, consulting
firms and legal practices. For such firms, the knowledge gleaned from per-
forming one activity aids in the performance of related tasks. For example,
an investment bank learns information by underwriting new securities, en-
abling it to effectively market assets to its customers. A law firm representing
clients from related markets acquires knowledge of market contacts, condi-
tions, and regulations enhancing the firm’s performance in future work. For all
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these cases, intrafirm information flows facilitate the creation of information
economies.

Some management consultants have further argued corporations should aban-
don the tendency to keep knowledge confined to the organization. Instead,
knowledge should be allowed to flow across corporate boundaiitss argu-
ment relies on the belief that the global economy is becoming more information
based. Firms utilizing information more rapidly and effectively prosper. Co-
operative generation and sharing of information endows firms with economies
of scale and scop&Barriers preventing information flows defeat this process.
Thus the traditional “need to know” rule for controlling knowledge within a
firm is counterproductive.

However, the unfettered transmission of information within and between
firms is unwise. When information flows are uncontrolled, a client’s sensi-
tive and proprietary information about an unpatented production idea, business
plans, customer lists, and financial situation cannot be protected. Information
property rights cannot be defined, much less enfofckdormation leakages
from employee discussions, betrayal of client confidences by financial and le-
gal advisors, and the careless management of a client's commercial secrets are
some primary information abuses. Opportunities for the illicit transfer of con-
fidential information multiply as buyer and seller links increase and corporate
strategic alliances grow.

Absent safeguards for managing and protecting information, markets for
certain legal, financial, and consulting services may not exist, as clients prevent

1. Stewart (1997) cites several examples of firms pursuing conscious policies to facilitate internal
information transfer. Booz Allen has a system called Knowledge On-Line that allows its consultants
to access other experts of the firm (p. 112). McKinsey has a team trained to connect its people with
the firm’s existing information and expertise (p. 125). Monsanto has a knowledge management
architecture providing its salespeople with both hard and soft information (p. 117).

2. See, for example, Stewart (1997:102), “The biggest risk, however, is not that they will blurt
company secrets or wander off irrelevant intellectual byways but that the heavy hand of manage-
ment will choke them. Learning communities cannot be contiguous with the boundaries of the
corporation, business unit, or department; nor should they be.” Traditional buyer-supplier relation-
ships are also undergoing change. For example, a senior account executive for supermarkets for
Coors Brewing Co. remarks “Like never before, sales reps will be privy to a wealth of confidential
information—a retailer’s category sales, costs and pricing, profit measures and allowances. In
return, with considerable input from the retailer, the reps will be expected to reveal all they know
about marketing the category, in terms that the retailer can use to make decisions.” “Trust, and a
willingness to share”. 199PRrogressive Grocer3(12):SS14-SS15.

3. See Hughes and Kao (1966) for a discussion of the benefits and costs of information flows
in vertically integrated firms. Also see the account by Saxenian (1994) on the importance of
information flows between high-technology firms in the success of Silicon Valley.

4. Laws, professional codes, and commercial practices militate against the breach of commercial
confidences. But the intangible nature of knowledge and information, and the difficulty associated
with determining the source of a leak makes misuse of commercial confidences relatively easy.
Further, the misuse of the confidential information may not even be deliberate. For example, a
consultant’'s recommendation to client B may not make explicit use of confidential information
from another client A. But the ideas or organizing principle that the consultant conveys may reveal
sensitive information about client A.
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their commercial confidences from being leaked to outsiders. The welfare
losses from such market failure are potentially large. Policy makers debate how
best to eliminate mismanagement of proprietary information. One view holds
that competition among information intermediaries to attract and retain clients
should by itself induce these firms to adequately protect client’s proprietary
information® Others argue that market competition is insufficient to prevent
information abuse®. One needs legal and regulatory intervention restricting
firms’ activities and requiring the firms to protect information with physical
and organizational walls.

This article is a first attempt to formally evaluate these alternative approaches
to information managemendtWe model the information intermediary’s internal
organization and consider the strategies for these firms to regulate information.
To be concrete, we model a “consulting firm” who advises clients on some
aspect of their business. Clients retain the firm because of the “brilliance of its
employees,” and the firm’s available stock of information to assist clients. Each
client reveals sensitive information to the firm in the course of being served.
Firm employees wish to access a client’s proprietary information to reduce their
personal costs of assisting other clights.

The firm employs various structural and organizational strategies for protect-
ing clients’ information. One strategy is to regulate the mixture of clients to
reduce conflicts of interests. A second strategy is to select compensation to af-
fectemployees’ incentives to breach information security. Typically employees
are imperfect agents for the firm, and they must be financially motivated to per-
form. High-powered performance incentives may cause employees to breach
information excessively. A third approach is to erect physical and organization
barriers to restricting employees’ access to the firm’s proprietary information
bank. Such barriers are sometimes called Chinese WHlls.

This article is organized as follows: we present the elements of our model in
Section 2. In Section 3 we examine the claim that market forces may discipline
the firm to implement efficient structural and organizational strategies for man-
aging information. We find market forces will typically be insufficient to induce

5. See Fischer et al. (1984), Soare (1988), Kelley (1995), and Saunders (1995) and the references
cited therein for a discussion of this view in the context of accounting firms and banks.

6. Doty and Powers (1988), for example, discuss the requirement of The Insider Trading and
Securities Fraud Enforcement Act for 1988 for securities firms to institute some Chinese walls. In
recentyearsthe U.S. federal antitrust agencies have also negotiated some Chinese wall requirements
as the price to allow some acquisitions to consummate.

7. Previous analyzes of information management have primarily been informal and institutional.

8. Alternatively, as in exploiting insider information for personal profit, the employee may wish
to use a client’s private information for personal profit or gain.

9. See McVea (1993) (especially pp. 213-230) for a discussion of the costs and benefits of
Chinese walls.

10. These bureaucratic and compensatory approaches are specifically designed for regulating
information leaks. Other bureaucratic responses to managing organization including the control
of influence costs (Milgrom, 1988), assignment of authority (Aghion and Tirole, 1997), restricting
the scope of operations (Rotemberg and Saloner, 1994), and the oversight by multiple principals
(Martimort, 1996) are designed to induce certain behaviors from employees.
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efficient information management. Absent legal and regulatory enforcement,
firms are unable to credibly commit to safeguard their clientele’s information.
In a market equilibrium, clients will rationally infer that firms will underin-
vest in information security. Nonetheless, we find that firms can signal their
intention to prevent information leakage, by their client mix, by their client
contracts, and by the organization of production. In particular, we find that
employee-owned organizations and firms where employees are closely moni-
tored may best exploit information economies and prevent information leakage
with minimal distortion of performance incentives.

Section 4 examines legal and regulatory intervention in assigning liability for
harmful information disclosure, and in mandating Chinese walls. We find firms
typically benefit by bearing disclosure liability because they can thereby cred-
ibly commit to protecting a client’s information. Such commitment increases
the client’s value of firm services. Regulations requiring the firm to erect in-
formation walls may also help. However, this policy is dominated by imposing
greater financial sanctions on employees who leak private informétiom:
posing sanctions is a more direct disincentive for employees to breach security
than erecting information walls. However, the limited liability of employees
restricts the sanctions one can practically enforce.

Section 5 concludes with some thoughts and conjectures about organizational
and bureaucratic strategies for information management.

2. The Model

2.1 Customers
Customers require consulting services, like advice on locating a new store,
marketing analysis, assistance in locating and purchasing an input, or litigation
support. The firm’'s efforts can result in two levels of service, high (H) or
low (L). Low service provides the customer with normalized utility of zero.
High service yields customer utility levels &f > 0. The service delivered
is publicly observable, and thus contractible. The client pays the firm a base
fee R, plus a bonusA R if the service provided is high. Contracts with large
rewards for high service are high-powered performance contracts, inducing the
firm to provide superior service.

For now we imagine there is a single firm capable of providing the required
services. Customers may alternatively self-supply services and receive an ex-
pected normalized payoff of zero. Section 5 considers the expanded setting
where customers competing in the same market may be served by a common
firm or by independent consulting firms.

2.2 The Firm
The firm’s service level depends stochastically on the effort firm employees
allocate. We denote bg(e) the probability that service will be high, wheee

11. The beneficial use of legal sanctions to modify employee behavior is discussed in Polinsky
and Shavell (1993).
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is the employee’s effort. We assurpge) > 0, p”(e) < 0. Effort embodies
research, data collection, and information analysis the employee performs for
the client.

The employee’s personal cost of supplying effort to a particular client is
bC(e; s), with C(0:s) = 0, Cg, Cee > 0, andCs < 0. The variables is the
firm’s scope of clientele. Costs are decreasing,ias firms servicing a rich
and wide scope of clients enjoy economies of information and scope, lowering
their employees’ effort costs. For instance, a legal or management consulting
firm advising most of the major corporations within an industry increases its
collective knowledge of the market, participants’ characteristics and influential
contacts, and pertinent regulations. This information reduces employees’ cost
of service. As another example, accounting firms become more adept atauditing
and advising clients, as the clientele scope and scale incr&ases.

The variableb, ¢[b, 1], is specific to each client and is observed by the em-
ployee but not by the clienb reflects the employee’s cost saving by breaching
the confidentiality of the firm’s information trust. For example, an employee
reduces his cost of advising a client by a factor of b by accessing private
information about the strategic plan of the client’s rivals. However, employees
who breach may be detected and fineds the expected cost of breach to the
employee if he is detected. For now we imagine thas exogenously fixed,
postponing until Section 4 an analysis of how employee sanctions are optimally
determined. An employee deciding not to breach incurs the full cost of effort
with b = 1, but he avoids financial sanctions,

The distribution ob, G(b; s), is effected by the firm’s scope of operatian,

G(b; s) is increasing irs, as the opportunities for effort cost savings increase
with firm scope and the greater knowledge of industry conditions and contacts
the firm acquires.

The firm may restrict employees’ information access by erecting a security
system or information wall. The erection of a wall may include physically sep-
arating employees to discourage communication, controlling employee access
to documents, and regulating employees’ exposure to different clients. These
measures affect the firm’s bureaucracy and organization, and we discuss in de-
tail bureaucratic strategies for managing information in Section 5. For now, we
assume erecting a wall reduces the probability the employee may breach and
access the firm’s private information pool—% is the probability an employee
may acquire private information to reduce effort costs. Walls are difficult to
erect, and we assume there is a cb&) of establishing security increasing at
an increasing rate in.

2.3 Employee Behavior
Employee payments are conditioned on the service level they provide. Em-
ployees receive a base paymentuofand a bonus ofAw if performance is
high. There are two types of firms, employee-owned firms and hired-employee

12. Recent mergers in the audit industry presumably reflect these scale and scope effects.



112 The Journal of Law, Economics, & Organization, V15 N1

firms. In employee-owned firms, employees are the residual claimants of the
profits they generat€ Consequently the employee receives a bofusfor
good performance equal to the additional revenie®, which the client pays
for superior performance. In hired employee firms, the bonus paymentis
selected by the firm to be some fraction/oR.

When confronting a client of type the employee decides whether to breach,
and what effort to allocate in maximizing his expected net return as given by

W(b) = max[W®, W], (2.1)
where

W" = maxew + p(e)Aw — C(g, S) (2.2)
WP = maxsw + p(e)Aw — bC(e, s) — L (2.3)

The employee compares expected return when he breaches and when he doesn't
breachto select his preferred action. Employee behavior as characterized above,
is summarized by the followinéf

Observation 2.1.The employee allocates greater effort and the probability
of high service increases whenever he breaches. The employee breaches when-
everb < b*(Aw, L, s) and does not breach otherwise. The break frequency
increases witlhw and decreases with.

(Observation derivations not contained in the text appear in the Appendix.)
Observation 2.1 indicates employees enhance performance by breaching, and
they are induced to breach more often when their pay is sensitive to their
performance. Sanctionk, discourage breach. It is not possible to predict the
effect on employee behavior of varying the scope of activities without placing
greater structure on our model.

2.4 Firm Behavior in Setting Wages
When the firm is employee owned, the employee-owners receive a banus
A Rwheneverthey provide high-level service. When the firm hires an employee
it selects wage payments{ Aw) to maximize its profits. The employee
enjoys limited liability and therefore receives nonnegative payment. For now
we assume the firm does not incur any fines if it's employee breaches, although
the employee is subject to a breach sanctionThe firm sets wagesuy, Aw)

13. In cases where there are several employee-owners, we assume each employee receives wages
equaling the profits that he alone has generated. This is distinguished from employee-owned firms
in which employees share common profits and are therefore not the residual claimants of the
revenues they personally generate.

14. Throughout our analysis, we assume an interior solution to the employee’s problem, with
e> 0.
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to maximize expected profits for each cliént,

V = maxEp[R — w + (AR — Aw) p(e* (b, Aw))], (2.4)
subject to (for hired employee firm)

W = ExW(b) > 0, (2.5)

whereEy is the expectation taken ovierande* (b, Aw) is the agent’s optimal
effort conditional on the breach decision an@. Sincew > 0, it is easy to

see Equation (2.5) is not binding. (The employee always attains nonnegative
wages by not breaching and supplying zero effort.) The firm’s optimal wage is
characterized in:

Observation 2.2.Under the optimal wage contract, the hired employee re-
ceives a fraction of the performance surplus, so that < AR. The wage
differential, Aw, awarded for high performance is increasing\iR.

Observation 2.2 points out an important difference between employee-owned
and hired-employee firms. Since a hired employee receives a fraction of the
surplus generated from superior performance, his incentives to exploit sensi-
tive information for improving firm performance is reduced compared to the
employee-owner. Further, the firm can ensure clients that the employee is
less likely to breach by reducing the employee performance incentive. Ob-
servation 2.2 indicates a credible device, reducing performance incentives not
requiring clients to monitor the firm’s wages is for the firm to negotiate low-
powered performance contracts. Since it's unlikely that clients can observe an
employee’s actual compensation, the setting of the client’s performance con-
tracts is effective for controlling employees’ incentives to breach.

3. Market Force Discipline
This section examines the power of market forces in disciplining the firm to
control the misuse of sensitive information. To abstract from market structure,
and to examine a setting where market forces are most powerful, we envision
the firm captures all the client’'s surplus from service. This occurs when the
firm provides a unique service and therefore has a surplus of clients. (Sec-
tion 5 explores settings where customers have a choice with whom to contract).
Recall, when service is low, the client receives a normalized return of zero.
When service is high, the client receivgs> 0. In addition, the client may
be harmed in subsequent periods if the employee misuses the client’s sensitive
information to assist other clients of the firm. All clients are expected to be
harmed from an information breach, with the same probability. The expected
harm isDG(b*(Aw, L, s); s). D is each client’s expected cost from breach.

15. In the case of a hired employee, we abstract from the possibility that firm owners may offer
different wage schedules conditioned on the employees repbrt®@iven the employee is unable
to make positive payments to the firm, it would be expensive for owners to implement a separating
wage policy. To avoid unnecessary complications, we ignore this possibility.
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For example D reflects the expected cost increase to a client of doing busi-
ness in the future when strategic information is leaked to its competftors.
The probability of breachG (b*; s), is effected by wageaw, by employee
sanctionsL, and by the scope of operatioss For now we imagine = 0,

so employees can freely access the firm'’s proprietary information bank. (We
consider the erecting of walls to restrict access in our discussion of legal policy
and regulation in Section 4. There we show firms will not erect walls to restrict
information flows unless regulated to do so.)

3.1 Employee-Owned Firms
The firm selects a performance contraRt A R) to maximize it's net expected
profit. The base paymerR, is set to tax away all the client’s expected surplus,
and the firm selects the differential performance awa®, to induce the
desired effort from itself, the employee-owner. We first consider the case where
the firm can commit to a breach policy. The firm commits to only breach for
clients withb < b*, whereb* is chosen by the firm. That such a policy could
be feasibly implemented and verified by clients is, we admit, unlikelywe
introduce the possibility as a benchmark to evaluate contracts for more realistic
settings to follow.

For this setting the firm choosesR, andb* to*®

maxEp[p(e")U — bC(e") — DG(b")], (3.1)

(where for convenience, we delete functional arguments where no confusion
exists.) Equation (3.1) is the firm’s expected profit for a representative client.
Notice clients differ by their specific characteristics, as reflected, hyut all
customers face the same expected breach @Gt$h*). Equation (3.1) indi-
cates the firm captures all the client’s surplus; it becomes the residual claimant
of all benefits and costs generated from its behavior. For this setting we find

Observation 3.1.An employee owned firm that commits to a breach policy
will manage information optimally, and will provide socially optimal service.

This benchmark setting identifies conditions for market forces to lead an
expected profit-maximizing firm to optimally manage information. These con-
ditions are (1) the employee is a perfect agent for the firm, and (2) the firm can
commit to an information management policy. Relaxing either condition leads
the firm to act suboptimally.

16. Although we focus on cases whddds a cost, in principleP could be negative, reflecting
a benefit to the firm when its private information is leaked. For instance, rival firms may benefit
from coordination when the marketing plans of one firm are leaked to a rival.

17. It might be possible for the firm to credibly limit leakage of information, by restricting
access to sensitive information by segmenting tasks, and by consciously rotating personnel. Both
are common features in the audit industry. Blackjack dealers are also routinely rotated. The idea
in both cases is to interrupt a building relationship. In one case we interpret this as interrupting the
acquisition of information that could be useful in sabotaging the control system.

18. In deriving Equation (3.1) we assume fines for employee sanctions are paid directly to the
client. This is a transfer of wealth from the firm to the client, which the firm taxes away in s&tting
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Now consider the more realistic setting where the firm is unable to commit
to a breach policy. The compensation contracts now determine the probability
of breach. The firm choosesR to

maxEy[p(e)U — bC(e")] — DG(b*) =V 3.2

Equation (3.2) indicates that the benefits from breach accrue to the firm as a
current reduction in the cost of servicing a client. However, the firm incurs
costs from breach because clients reduce payments anticipating the eventual
harm they may suffer from having their information misused. In maximizing
Equation (3.2) the firm recognizes its own opportunistic subgame behavior.
The first-order condition characterizing the solution to Equation (3.2) is

Eb(PeU — bCe)(d€*/dAR) + {[p(e*(b")) — p(e*(1)]U
— [b*C(e* (b)) — C(e"(1))] — D}g(b*)(db*/dAR) = 0. (3.3)

The first term in Equation (3.3) is the expected return of inducing greater effort
from increasing rewards for succegsR. The second term is the firm’s net
return as breach increases in response to greater incentives to succeed. Notice
this private return from breach coincides with social returns. That is, social
returns equalp(e*(b*) — p(e*(1)]U, the expected value of the increase in the
probability of success, minub{C (e*(b*)) — C(e*(1))], the additional cost of
greater effort, minu®, the client’'s expected breach cost.

The firm’s incentive to breach will depend on the contract it signs and on
the breach sanction the employee incurs. When sanctions are small, the em-
ployee will breach too frequently. Of interest, the firm will benefit from greater
sanctions reducing the frequency of breach. Generally, though, the firm will be
unable to commit to assessing its employees higher breach'fings.alter-
native strategy for the firm to reduce breach is to decrease the employee bonus
from succeeding. The following observation indicates how the firm adjusts per-
formance incentives to affect the breach frequency. In this obsenagtigdb*
is the marginal breach profits defined by

dV/db* = {[p(e"(b")) — p(e*(1))]U —[b*C(e" (b)) —C(e"(1))] - D}g(b")

Observation 3.2.The firm’s preferences for sanctions coincide with social
incentives. In additiotJ (<, =, >)ARasdV/db*(>, =, <)0.

Comparing Observations 3.1 and 3.2 reveals the firm’s benefit of committing
to a breach policy. Absent this commitment, the firm must distort its compen-
sation contract to affect the breach probability. In the most likely case, where
breach sanctions are lod//db* is negative as breach occurs too frequently,
and the firm decreases performance incentixd®, to limit breach. The firm’'s

19. Typically it will not be possible for the client to observe whether the firm enforces a policy
of penalizing its employees when they breach. Further, for the setting of this model the firm will
have no incentive to enforce such a policy since it will deter employees from exerting greater effort
to supply good service.
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inability to directly manage proprietary information forces it to operate under
lower-power incentives.

3.2 Hired-Employee Firm
The firm hiring an employee must solve two agency problems. First, the firm
cannot monitor the agent’s effort to succeed, and must induce the agent to
provide high quality service by offering a bonsv. Second, the employee
privately observe®, reflecting breach benefits. Again the firm must control
the agent’s breach frequency by manipulatixg.
To deal with these two problems, the firm selects compensation to

maxEp[p(e")(U — Aw)] — DG(b*) = V. (3.4)

In maximizing Equation (3.4) the firm must contend with the employee’s sub-
game opportunistic behavior. The first-order condition characterizing the solu-
tion to Equation (3.4) is

Ep[pe(d€ /dAw)(U — Aw) — p] + (dV/db*)(db*/dAw) = O, (3.5)
where
dV/db* = {[(p(e(b®)) — p(e"(1)](U — Aw) — D}g(b*). (3.6)

The first term in Equation (3.5) is the net return from offering employees a
greater performance bonus. Higher bonuses increase the probability of superior
performance, but also increase the employee’s reward.

The second term in Equation (3.5) is the firm’s marginal breach profit,
dV/db*, multiplied by the rate of breach increase resulting from a perfor-
mance bonus increases. Expected marginal breach pa&fitdb*, given by
Equation (3.6), consist of two terms. The first is the firm’s net increase in
breach returns,fd(e*(b*)) — p(e*(1))][(U — Aw). The second;-D, is the
client’s expected breach loss. The firm absorbs this expected loss in lower fees
it can charge clients. Note thatkit the firm must pay the employee
[p(e*(b*)) — p(e*(1))]Aw, which exceeds the additional effort costs from
breachp*C(b*) — C(e*(1)). Combining this with Equation (3.6) implies

dVv/db* = {[p(e"(b*)) — p(e"(1)](U — dw) — D)}g(b*)
< {[(p(e"(b*)) — p(e*(1)]U
— [b*C(e"(b*)) — C(e*(1))] — D}g(b®). (3.7)

The right-hand side of Equation (3.7) is the net social return from breach. This
together with Equation (3.4) implies

Observation 3.3 When employees are hired, the firm undervalues breaches,
given Aw, In addition the firm receives a fraction of the surplus generated
from good performance &9 > AR > Aw, provideddV/db* < 0 and
db*/Aw > 0.

The intuition for the first part of Observation 3.3 is the firm’s hired employee
earns rents because the effort supply cannot be monitored. To induce effort the
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firm pays its employee an expected breach boru®;) — p(1)] Aw, exceeding
the employee’s additional costs of effort under breach. Consequently the firm
undervalues breach, as it does not realize the full social return from breach.

The second part of Observation 3.3 indicates how the dilution of the firm’s
performance incentives results from its need to control its employees’ breach
activity.?® Note if breaching activity is unaffected by small variations in em-
ployee compensation, st /Aw = 0, Observation 3.1 implies thatR = U,
and the firm retains all additional surplus from performing well. The employees
will not adjust his breach frequency in extreme settings where his breach cost,
L, is zero, so he will always breach.

Inintermediate settings, wheleis strictly positive and the employee breaches
occasionally, increasing compensation induces more breach. To credibly con-
trol the breach probability, the firm selects a lower-powered payment scheme.
This reduces the firm’s performance rewards and consequently reduces the per-
formance surplus the firm offers its employees. This results in less frequent
breach and a performance decline.

The performance decline is a necessary cost the firm incurs in managing its
employees when other controls, such as Chinese walls, and monitoring (either
by the firm or concerned client) aren’t available. One would predict that the
firm’s normal agency problems are exacerbated when the firm must also control
proprietary information leaks. This prediction is reflected in the following
observation. Lenw', V', andS S denote the equilibrium performance bonus,
firm profits, and social surplus, respectively, wier O (the firm is employee
owned) @ i = H (employee are hired). Assume in both cases that the firm is
unable to commit to a breach frequency. Then we have

Observation 3.4.In equilibrium Aw" < Aw®, VH < VO andSS' <
S

Observation 3.4 implies employee-owned firms who can closely monitor
their employees can manage information leakage with smaller performance
distortions. Consequently these firms offer their employees higher performance
incentives, and consequently generate greater profit and social surplus. Firms
contending with agency problems respond by reducing employee performance
incentives. While this diminishes performance, it also decreases information
leakage’!

20. WhendV/db* > 0, AR > U, as the firm offers super-powered incentives to induce
employees to breach more often.

21. Weakening of performance incentives in response to information problems has been iden-
tified in other contexts as well. Laffont and Tirole (1991) demonstrate it may be useful to reduce
performance incentives where agents may be bribed or corrupted. Hatmestrd Milgrom (1991)
demonstrate that incentives to perform one task may be diluted to prevent the employee from
shirking on other tasks. The weakening of performance incentives also corresponds to institutional
features of some organizations. Auditors typically operate under low-power explicit incentives.
Professional standards of due care, internal labor markets, and credible professional sanctions are
also factors influencing auditors behavior.
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3.3 Scope of Activities

Aside from setting contract terms and wages, the firm also controls perfor-
mance and employee breach frequency by the scope of clients it serves. Firms
adjust their service scope by selecting service variety. Audit firms, for exam-
ple, routinely offer managerial consulting in addition to accounting services.
Reducing scope decreases employees’ opportunities to leak information, how-
ever, it will also reduce information economies from offering complementary
services?

When a firm’s scope is fixed, by technology or institutional constraints, it is
interesting to know how scope affects the firm’s contracting and wage policy.
Whether wider-scope firms offer higher- or lower-powered employee incentives
cannot be determined without placing additional structure on our model. For
this purpose, consider this special case:

Example: pe) = ke, k>0,0<y <1,
bC(e, s) = be/f(s), f(s) >0
g(b; s)is uniformly distributed overl(s), 1], db/ds < 0

For this example we define effort in efficiency units, with a unit effort cost
b/f (s) which increases witlp, and decreases with The success probabil-
ity is an isoelastic function of effort. The value of information breach, which
decreases with, is uniformly distributed with the expected breach value in-
creasing withs. For this example we assume sanctions are low, so that on the
margin there is excessive breach in equilibrium. This seems most reasonable
because the firm’s ability to impose large employee sanctions is reduced by
employees limited liability responsibility, and by the fact it is difficult to prove
culpability. (If a breach occurred, it is difficult to identify which of several
employees having access to sensitive information is culpable.) We find for our
example:

Observation 3.5.Employee-owned firms and hired-employee firms offering
a wider scope of services (a) operate under higher-powered contracts, (b) offer
their employees higher-powered employee incentives, (c) provide higher levels
of service, and (d) breach more frequently.

Wide-scope firms enjoy information economies, enabling their employees to
supply effort at low cost. The firm offers high-powered employee incentives to
exploit these information economies and generate high effort at low cost. Firm
performance is high. However, by offering large performance rewards, the firm
encourages employee breach, which is already high in wide-scope firms. This
illustrates how firm compensation reinforces the effects of greater scope on
performance and breach frequency.

22. Contracting for a variety of tasks may also allow the firm to better control the activities of its
employees through the use of countervailing incentives [see Lewis and Sappington (1989a,b) and
Antle and Demski (1991)].
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4. Walls and the Regulation of Information Security
This section examines the beneficial role of legal requirements for firms to
establish walls and information security. In the absence of regulation, or the
assignment of liability, firms failing to protect clients from breach costs suffer
revenue loss. Despite the firm’s incentive to avoid excess breach, we find
market forces are generally ineffective in inducing proper levels of security.
This finding is reported in

Observation 4.1.In a market equilibrium without regulation, the firm imple-
ments minimal information security unless clients monitor the firm’s activity
to manage information flows.

Market forces alone are insufficient to induce the firm to control employee
activities?® This occurs because customers are unable to observe and monitor
the firm’s information security system. Absent the ability for firms to commit
to an information security levet > 0, clients rationally expect the firm to
implement the least cost security lewek 0. Once the firm has signed a client
contract, it has no incentives to restrict information flows, unless it is liable
for its customers’ breach damages. However, to establish and enforce liability
requires outside legal and regulatory intervention.

The static nature of our model overstates the firm’s difficulty in policing
breach. In an ongoing customer relationship, a firm might establish walls to
restrict information access to avoid losing clients adversely affected by breach
in the future. However, the firm’s self-policing incentive to restrict information
flows will be imperfect, as some customers will be one time clients and other
customers may eventually exit the market to be replaced by new ones. Though
the firm’s commitment to establishing walls is understated in our model, it
would still be imperfect in a more realistic dynamic setting.

When a client suffers breach damages, she may be partially compensated
from the collection of employee sanctions. The firm will benefit by becoming
liable for any uncompensated breach damages its client suffers. The reason
is the firm may credibly commit to establishing some level of information
security to reduce its liability from employee breaches. If it is unprofitable
to implement walls, due to their expense, the firm does not suffer from the
imposition of liability. The firm recoups the additional liability payments to the
client by charging higher initial service fees. These findings are recorded in

Observation 4.2.The firm benefits from being liable for any uncompensated
client damages from breach.

23. In theory, firms could contract to compensate clients for costs of breach whenever the firm’s
employee is observed breaching. If such contracts could be enforced, then firms could presumably
commit to installing efficient security to guard information. While this is a theoretical possibility,
we doubt it could be practically implemented. The difficulty of observing and convicting guilty
employees, and the possible collusion between the firm and its employee to conceal breach would
render this scheme impractical.
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For employee-owned firms, assigning firms liability for uncompensated ex-
penses willinduce the firm employee to maximize social surplus. The employee
becomes the residual claimant of all costs and benefits from his actions. For
hired employee firms, liability assignment will increase welfare, though it will
be insufficient to induce employees to behave efficiently.

The firm’s incentive to erect walls and restrict information access will depend
on its employees breach frequency, and the firm’s marginal breach profitability.
For instance, if employee breach sanctions are high, so breach is infrequent,
erecting walls is unnecessary. However, if minimal breach sanctions exist,
and breach occurs too often, the firm may strictly benefit from erecting walls
to restrict information leaks. Given the existing level of walls, the firm will
select a performance contract maximizing expected profits. The contract will
determine the employees’ effort in allocation and breach frequency. When the
employee doesn'’t breach, abd= 1, the firm will earn an expected profit
denoted by (1). When the employee breaches, the firm’s profit will depend on
b, the breach information advantage, and the firm will receive expected profit
v(b). The firm’s expected profits &f (z) as a function of the walls, level] is

V(@) =zv() + 1= 2{vD[1 - GO")] + Evprv(®d)} - f(2). (4.1)

The firm’s expected profit consists of the prefit) when breach cannot occur,
arising with probabilityz, plus the expected return when proprietary information
is accessed, arising with probability— z). When breach is possible, it occurs
whenb < b*, yielding a firm profit ofv(b), otherwise fob > b* the firm earns
v(1). The firm’s marginal returns to erecting higher walf&is

dV(2)/dz= —Ep_p-[v(b) — v(D)] — f(2). (4.2)

As the firm erects higher walls it avoids the (possibly negative) differential
profit from breaching over stateb,[b*) and incurs additional security costs.
Noticev(b*) — v(1), the firm’s net breaching return in the marginal staiteis

less than(b) — v (1) for all b < b*, since breaching profits increase with lower
b's. This implies

Observation 4.3 Erecting walls to restrict information access will only ben-
efit the firm if v(b*) — v(1) < 0 and the firm desires to reduce the breach
frequency. However, incentives to reduce breach frequency on the margin are
not sufficient to warrant tighter security.

Observation 4.3 illustrates how employee sanctions and walls are substitutes
for managing information. Only when employee breach sanctions are suffi-
ciently low that breach occurs too frequently will the firm implement walls.
The firm will most likely lobby to increase legal sanctions for breach against
its employee before it erects higher walls. Increasing legal sanctions reduces
the frequency of breach at zero cost to the firm, whereas erecting higher walls
to reduce breach is costly. Further, erecting higher walls is less predictable in

24. Here we are employing the envelope theorem.
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reducing unprofitable breaéh.Compared to increasing breach sanctions, re-
ducing accessto information decreases the opportunities for breach in profitable
instances wherb is sufficiently small.

4.2 Response of Performance and Compensation Contracts to Walls
It is interesting to know how the firm’s compensation varies with the level of
walls. To examine this we return to our example where we?find

Observation 4.4 Firms with higher walls implement more powerful perfor-
mance and compensation schemes.

We find the erection of walls permits firms to implement more powerful
performance contracts, and to provide greater inducement to employee perfor-
mance. The erection of walls reduces the risk of excessive breach which oth-
erwise occurs when performance incentives are high. Naotice it is not possible
to determine the net effect of walls in reducing breach frequency. Higher walls
reduce breach, but breach increases when the firm implements more powerful
performance incentives in response to a tighter security.

5. Bureaucratic Responses to Information Management
To this point we have explored the use of (1) explicit performance incentives,
(2) the choice of clients to serve and activities to perform, and (3) the assignment
of liability as the menu of instruments that might be used to manage information
and, in particular, deal with the potential leakage of proprietary information.
Sensitive information is also managed by the ways in which customers and
firms organize themselves, including their internal operating bureaucracies.
These organizational strategies for managing information are, however, more
difficult to formally analyze. Consequently, at this stage we offer some prelim-
inary and informal conjectures about how corporations, using auditing firms
and clients as a canonical example, might employ organizational strategies to
manage information flows and use. Throughout we continue with the theme of
restricting, rather than encouraging, the leakage of proprietary information.
We have not explicitly modeled the role of repeated interaction between
clients and consultants in managing information. Nonetheless, we acknowl-
edge the importance of reputation in understanding the commercial and social
fabric of information production, destruction, and transmission. Indeed, a folk
theorem analogy might also be applied, arguing for a significant multiperiod
perspective in approaching the breach decision. Auditors, lawyers, and peace
officers are arguably reasonably well modeled in such fashion, at least for some

25. However, if Chinese walls could differentially restrict access so that information was less
likely to leak when it was least valuable to the employee, it would become a more effective
instrument for managing information flows.

26. The results for the employee-owned firm hold generally.

27. This follows a more or less traditional view of organization considerations, such as the
emphasis on decision rights, rewards, and evaluation by Brickley, Smith, and Zimmerman (1996).
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matters?® Entrepreneurs are, apparently, another matténd although an on-

going business relationship may dissuade a firm from exploiting a client’s sensi-
tive information, the incentives to guard information are unlikely to be perfect as
some clients are not repeat customers, and consulting and commercial firms en-
ter and exit the market with regularity. Furthermore, because many of the types
of breaches we discuss are infrequently proven in court, and competing firms
have an incentive to spread false rumors, most reputations may be rather soft.

5.1 Organizing the Firm to Manage Information

Regardless of reputation issues, though, organization appears to matter. Infor-
mally we predict firms become more hierarchical and more decentralized in
their assignment of tasks in response to managing proprietary information. In
particular, we expect such concern will lead the firm to delegate the supervision
and management of particular clients to “employee-owners” or “partners” in
the firm. This partner will be exclusively concerned with serving an identified
set of clients. Exclusive oversight of these clients will provide the partner the
focus and incentives to appropriately safeguard the clients’ sensitive informa-
tion. The compensation of the partner will be closely linked to his perfor-
mance in satisfying these clients, especially in maintaining and expanding the
firm’s relationship with them. Our analysis in Section 3 suggests partners (i.e.,
“employee-owners”) are more easily motivated to perform without abusing
proprietary information (e.g., Observation 3.4). In addition, larger sanctions
can be assessed the partner, thus providing the firm an additional instrument
with which to control information breach (Observation 2.1). Thus we find that
distributing firm ownership among employees is also beneficial in managing
clients’ information as well as solving the traditional agency problems of the
firm identified by Jensen and Meckling (1978).

In complimentary fashion, the size of the partner’s activities will be limited
by his ability to delegate and supervise tasks to subordinates, or hired employ-
ees. The hired employees will be assigned specific tasks, tasks that are more

28. For example, Datar, Feltham, and Hughes (1991). Notice professional sanctions for, say,
auditors suggedt is “large” (recall Observation 2.1). Repetition, in turn, reinforces the incentive
to respect confidentiality. Even here, though, the issue is far from settled. Recent mergers in the
audit industry have led to auditor turnover, ostensibly over security issues. Pepsi, for example,
stresses its auditor must be well distanced from its chief rival, Coke. Apparently auditor reputation
and expertise in internal control and confidentiality are not sufficient to appease some customers.

29. For that matter, the audit industry also exhibits entrepreneurial tendencies. The “Elliott
Committee” (Journal of AccountancySeptember 1996) stresses a broader product focus, one
that emphasizes “assurance services.” In this view, audit firms would become much more en-
trepreneurial, stressing services aimed at improving the quality of information in the hands (and
minds) of various customers. This raises, in our view, important questions of organization design,
both for the audit firm and its customers.

30. Our analysis has focused on how the structure of information flow and access within orga-
nizations impacts the incentives of employees to misuse confidential information within the firm.
A closely related problem for the firm is that employees may choose to leave the firm and exploit
the value of the information via a start-up. See, for example, Anton and Yao (1995) for a model of
this problem.
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generic in character and do not encompass sizable “amounts” of proprietary
information. The tasks will be supervised, and outsourcing some tasks may
also be exploited to advantagfeln addition, the hired employees may be fre-
guently rotated to work on different clients and to perform in different areas
of the firm, thereby reducing their exposure to client-specific information. In
short, we predict bureaucratic frictions will be used to limit breach possibilities.

We further suspect reliance on team production and relative performance
evaluation schemes will be minimal in these instances. Team production will be
discouraged to prevent dissemination of client sensitive information within the
firm. Likewise, explicittournaments will be less frequently used, again discour-
aging widespread dissemination of information within the firm. This suggests
that bureaucratic responses to managing clients’ information may interfere with
comparative compensation programs to enhance employee performance. On
the other hand, the bureaucratic structure designed to prevent information leaks
can also shield the “at risk” employees from heightened external labor market
visibility.

Going further out on the proverbial limb, this sketch of bureaucratic tenden-
cies bears some resemblance to anecdotal impressions of internal organizations
observed in law firms, consulting firms, accounting houses, and advertising
agencies. A common practice in consulting, for example, is for the lead in-
dividual, the partner, to select a team for a specific project, with the partner
maintaining overall responsibility for the engagement. Likewise, audit firm
clients are managed at the partner level, with elaborate task assignments, inter-
nal supervision, and rotation. The hired workers are jointly supervised by the
client firm and by the customer, and the partner’s success or failure is gauged by
his management of the long-term relationship with the cfénthis long-term
relationship, in turn, covers a variety of audit, tax, and consulting services.

5.2 Matching Clients and Firms
Clients also manage their sensitive information through their choice of firms
to employ. Competing clients may, for example, elect to contract with the
same firm for some types of consulting services or with independent firms.
Using a common firm affords the opportunity to exploit industry knowledge.
For example, a particular audit firm might be specialized in agribusiness or in
entertainment services. The common firm may also be positioned to coordinate

31. The typical consulting engagement relies on experts within the client and the consulting
firm, implying both an exchange of expertise and mutual monitoring. Similarly, the typical audit
relies on audit work by both the audit firm and the client’s internal audit staff. And recently, a
trend of outsourcing the internal audit function has surfaced, implying yet a deeper web of mutual
monitoring.

32. The customer sees a great deal of the consultant or the auditor; and customer evaluations
of the personnel assigned by the producing firm are commonplace. In a related vein, a common
practice in disposing of sensitive documents (shredding) is to outsource the service (reflecting a
scale economy, as well as a certain social distance or wall), but to have the hired agent bring the
shredding equipment and perform the shredding service on site, thereby affording an element of
supervision.
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the activities of its clients to their mutual advantage. Toillustrate, the firm might
offer aggregate survey data to each of the common firms, survey data that are
summarization’s of otherwise confidential information supplied by the clients
themselves.

Naturally, too much movement in this direction increases the possibility of
proprietary information leakages, not to mention antitrust concerns. Common
agency frictions as highlighted in Stole (1990) and Martimort (1996) may also
arise. In this instance, firms relying upon a common agent to provide service
and advice must bid against each other to attain the allegiance and loyalty of
their advisor and to avoid being sold out to other clients. This suggests clients
may select different firms on different occasions and yet on other occasions
may rely on internal provision of the service in question. For example, it is
commonly claimed the course of action suggested most often by a consultant
is the plan originally championed by the client management. Cynicism aside,
this suggests a degree of competition between inside and outside professionals,
which further speaks to the information leakage issue.

The ability of the firm to provide service and well manage proprietary infor-
mation will also depend on its composition of clients. This, in turn, affects its
attractiveness to various clients, and highlights the importance of its customer
list. Thus customers will seek to “belong” to firms who service a desirable
mixture of clients, just as individuals choose to belong to a golf club based
on its membership. We expect value-enhancing mixtures of clients will tend
to contract with the same firm as both firms and clients seek to find matches
that enhance the value of servi€eAn interesting issue here is how firms will
set service fees and how they will compete with each other to secure the most
desirable membership or customer f&tSuch lists are, for example, jealously
defended in the audit industry, where auditor turnover is an unusual event (and
one that calls for SEC mandated disclosure).

5.3 The Dynamic Side of Information Management

Turning to more of a dynamic perspective, repetition, as noted, is clearly im-
portant. So, too, is the economic environment. For this purpose, think of the
client as an entrepreneurial organization. It searches for and selectively har-
vests production options in an ever-changing economic climate. It is not well
defined by legal circumscription, as it manages a host of implicit relationships.
In turn, information is a key factor in this ever-changing stock of options and
web of relationships.

Historically, physical architecture was sufficient to control information flows.
Sequestering employees in different buildings was a guarantee they would not
converse or exchange information. The 13th-century trader did not have to
worry about midtrip information leakage. Modern technology, though, has re-
moved many of the attractive features of physical architecture in this regard. In

33. It also brings us to the analysis of clubs. See Sandler and Tschirhart (1980).
34. See the analysis of Scotchmer (1985) on the pricing of club membership to encourage optimal
composition of members.
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its place we see (and envision) the need for frictions of a far more subtle kind:
bureaucracy or organizational architectéitef currently popular management
consultants like Stewart (1997) are correct, generating, processing, and manag-
ing information is likely to become an increasingly important factor influencing
the bureaucratic structure and scope of the modern corporation.

This leads to our stress on endogenous frictions as an important instrument
in controlling the temporal allocation of information (e.g., Observation 4.3).
Moreover, the dynamic perspective leads us to envision an ebb and flow of
various frictions as the environment changes. Varying procedures in internal
labor markets, varying personnel practices, varying affiliations, varying subcon-
tracting activities, and varying customer sets come to mind. More important,
flexibility per se to mold bureaucracies to restrict or encourage information
flows strikes us as being essential. Just as flexible manufacturing is the abil-
ity to quickly adapt, with minimal cost, to changing product specifications,
flexible bureaucracy is the ability to quickly implement the appropriate array
of organization frictions to manage information, a type of flexible wall, so to
speak.

Appendix A

Proof of Observation 2.1The employee’s breach decision is governed by
Equations (2.1)—(2.3) in the text. Denaéh, Aw, s) ande(l, Aw, s) as the
unique choices of efforts maximizirgy® andW", respectively. It is easy to
verify thate(b, Aw, s) is strictly decreasing i, for e(b, Aw,s) > 0, and
therefore the probability of success is greater under breabh<a%, andp(e)
is increasing ire.

The employee breaches for alsuch that

WP > wn

SinceW? is strictly decreasing ib for e(b, Aw, s) > 0, andW" is constant in
b, there exists a unique*(Aw, L, s) < 1 (with <, if L > 0), such that breach
arises for alb < b < b*. Whenb* < b breach does not occur.

Forb* € (b, 1), b* satisfies

[pleb*, Aw, s))Aw — b*C(e(b*, Aw, s),s) — L]

—[p(ed, Aw, s))Aw — C(e(1, Aw, s)s)] = 0. (Al1.2)
Totally differentiating (A1.1) with respect tAw andL reveals that
ab*
= p(e(b*, Aw, s)) — p(e(1, Aw, s)) > 0 (A1.2)
dAw
W s 120 (AL.3)
oL
thus completing the proof of Observation 2.1. u

35. Milgrom (1988) stresses this theme in terms of managing influence costs.
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Proof of Observation 2.2For hired employees\w is chosen to maximize
V as given by Equation (2.4) in the text. The solution fap is characterized
by the first-order condition

dv _ de()
dAw Eb[(AR—Aw)pe'dAw - p(')i|

+ {[p(e(b*, Aw, 8))

db*
— p(e(l, Aw, 9)][(AR — Aw)}g (b*; 5) =0. (A2.1)
dAw
Equation (A2.1) impliee\ R— Aw > 0. Totally differentiating Equation (A2.1)
with respect toA R reveals that

dAw s de(-
2 b{pe &)

} + [p(e(b*, Aw, s))

dAR dAw
db*
—p(e(l, Aw, s))]g(b; s*)—— > 0. (A2.2)
dAw
]
Appendix B
Proof of Observation 3.1The proof is supplied in the text. u

Proof of Observation 3.2Substituting the expression fdiv*/db* in the
text into Equation (3.3) yields the first-order condition foR,

Ep(peU — bCe)d€ /dAR + 9V /db*(db*/dAR) = 0
& Ep[pe(U — AR)] = —(3V/3b*)(db*/dAR)/(d€e* /dAR)
¢ U Z ARasiV/ob* =0, (B2.1)

where the second line of Equation (B2.1) follows from the fact hhat R =
bC,, and the third line results from the fact tiitt* /d AR andde* /dAR > 0.
u

Proof of Observation 3.3The first part of the observation is provided in
the text. Substituting Equation (A2.1) into the first-order conditionfar in
Equation (3.5) of the text yields

Ep(U — AR)(d€"/dAw) = —(dV/db*)(db"/dAw), (B3.1)
implying thatU > ARwhendV/db* < 0. u

Proof of Observation 3.4Note that the marginal profitability of an increase
in Aw for firm types O and H are, respectively,

. _ de
dve/dAw = EbP[edAw(U —AW>]
db*
+ g(b") A {[p(e"(b*)) — p(e*(D]U
w

—[b*C(e*(b") — C(e"(1)] - D}  (B4.2)
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de
Aw(U - Aw) — IO}

dvf/daw = Eb[ped

db*
+ g(b*)dA {[pe*(0™) — pe"(1)](U —Aw)—D}. (B4.2)
w
Subtracting Equation (B4.1) from (B4.2) yields
d(vh —vo) _ L. db* s .
drm —Wb)dAuﬁEbp+[p@(b)T—p@(DHAw
— [b*C(e*(b) — C(e"(1))]} < O. (B4.3)

Equation (B4.1) implies that since

dv(awt)  dve(aw?)
dAw ~  dAw

thatAw" < Aw°.

ThatVH (Aw) > V°(Aw) follows by inspection of Equations (3.1) and (3.4)
in the text. Finally, notice thakw°® maximizesV°. Further,V° coincides with
SS, implying thatAw° maximizes social surplus. Consequen8\ > SS',
sinceAw°® # Aw". u

0,

Proof of Observation 3.5For example in the texe*(Aw, b, s) is given by

1
f(s)- k- Aw\ ™
e*(Aw, b, s) = (%) (B5.1)
andp(e*) is
. kT (AW TT
p(e) = ( ( ) (B5.2)
y b
For the employee-owned firy R° = Aw° is determined by the condition
VAw(Aw(S)’ S) = 0’ (853)

whereV is defined in Equation (3.1) of the text. Totally differentiating Equa-
tion (B5.3) yields

dAw s
e RV B5.4
202y, (85.4)

Substituting fore* andp(e*) into V (Aw(s), S), one can show with straightfor-
ward, though tedious calculations th&t,, s > 0. This proves thahw (and
AR) are increasing is.

The performance of the firm as captured in the expected probability of success
varies with scopes, according to

de* dAw de*)}

d >k
SEspE (Au(®),5,b)] = Eb{pe(mY + %

1
+ / pe*(Aw(s), s, b)gs(b)db
b



128 The Journal of Law, Economics, & Organization, V15 N1

_ (g_l_;) p(e*(Aw(s), b))g(b)

db*(Aw, s) . "
+ s (PEAw)s, b*))

— p(e’(Aw(s), s, 1)}g(b™). (B5.5)

Evaluating Equation (B5.5) term by term, the first term is positive since
dAw/ds > 0 by Equation (B5.4) ande*/ds > 0 by Equation (B5.1). In-
tegrating the first part of the second term by parts we find that the second
term simplifies tofbl p(e*(Aw(s), s, b)Gs(b)db > 0, sinceGg(b) > 0. The
third term is shown to be positive by substituting Equation (B5.1) into Equa-
tions (2.1)—(2.3) in the text to demonstrate tHat /ds > 0. This proves that
performance is increasing with scope.

The probability of breach(b*(s); S) is increasing irs, since

d db*
_ k — 3k kY X B .
3G 07 (). 9) = Gs(b°(5). 9) + g(b") = > 0 (B5.5)
This completes our proof of Observation 3.5 for the case of employee-owned
firms. For hired-employee firms, the proof proceeds similarly. u
Appendix C

Proof of Observation 4.1Consider the employee-owned firm. Once the per-
formance bonus has been set, the firm selectse probability of restricting
access to proprietary information, to

mzax(l — 2)Ep[ p(e”(b, AR))AR — bC(e*(b, AR)) — G(b*)L]
+Z[p(e*(1, AR))AR — C(e*(1, AR))] — f(2). (C1.1)

Clearly the firm’s profit is decreasing iny since employees decide whether to
breach optimally to maximize firm profits. Restricting the possibility of beach
therefore decreases profits.

The hired employee firm selectgo

max(1 — 2) E[ p(e" (b, Aw))(AR - Aw)]
+Z[pe* (1, Aw))(AR — Aw)] — f(2).

By the envelope theorend’(z), the increase in firm profit from restricting
access is

V(20 = —Ep(p(e"(b, Aw)(AR — Aw)))
+ pe" (1, Aw)(AR— Aw)) — f(2) < 0. (C2.1)

Consequentlyz is set equal to zero. u

Proof of Observations 4.2 and 4.3'he observations are proved in the text.
]
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Proof of Observation 4.4For the hired-employee firmyw is chosen to

max(1 — z)ExVH (b) + zvH (1) = VH(Aw, 2), (C4.1)
where

H o _J1,ifb<b*
VH(b)= p(e*(b, Aw))(U —Aw)—58(b)D ands(b) = {o, otherwiss  (C42)
Obviously
VH(1) = pe*(1, Aw))(U — Aw). (C4.3)

The first-order condition foAw is
Vi =1 -2EydV"(b)/dAw 4+ zdVH (1)/dAw = 0. (C4.4)
Totally differentiating Equation (C4.4) with respectzgields
dAw
W é vzw,z

. det db*
= - {Eb [De (e (b, Aw)m> U - Aw) — p(-)] + dAwa* }
. de* .
+ pe(e(1, Aw))m(U — Aw) — p(€"(1, Aw)). (C4.5)

Recall for the examplep(e* (b, Aw, S)) is given by Equation (B5.2). Substi-
tuting Equation (B5.2) fop in Equation (C4.5) enables us to rewrite Equa-
tion (C4.5) as

dAw s y (U-Aw)\ 1 db* .
dz {Eb|:<1—y Aw ) l:|p(e(b,Aw))+dva b}

y U—-Aw .
+ <m N 1) pe*(1, Aw). (C4.6)

Substituting fod VH /d Aw in Equation (C4.4) implies that

(L U-—aw _ 1) [(1— 2)Epp(e’(b, Aw)) + zp(e* (1, Aw))]  (CA.7)
1-y Aw
[
+@1- Z)dAwa*] =0.
This implies that ;% U=8w 1) > 0, sinceVi! = [V (b*) —VH(D]gb*) <

0 for z > 0, as indicated in Observation 4.3. Combining Equations (C4.6) and
(C4.7) yields

dAw s 1+ 22 y U-—-Aw
dz =~ 1-z \1-y Aw

- l) p(e*(1, Aw)) > 0. (C4.8)

The proof for the employee-owned firm is established using the same argu-
ment. u
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